
Abstract — Over the years IoT has gained importance and is 
rapidly evolving. Security and privacy issues have been described 
as the most challenging problems in the IoT domain. Security at 
both the device and network level is critical to the operation of 
IoT. Our proposed novel ICMKeyStream framework aims to 
safeguard against threats at the device and network level; 
thereby providing authentication, confidentiality and non-
repudiation for continuous data streams as with many IoT 
applications. The evaluation of our system proves that our 
scheme is very feasible for the embedded system devices 
driving the IoT. 

I. INTRODUCTION 
Popularity of internet enabled devices has resulted in the 

creation of a new technological advancement called internet of 
things (IoT). IoT allows heterogeneous internet devices to 
collaborate with each other thus enabling data and information 
sharing. An advantage of this environment is that it 
encourages interactions between the digital and physical world 
to fulfill the demand for increased connectivity. When data 
moves across multiple networks and devices, the chance of a 
security failure rises considerably [1]. Commercial pressures 
have forced the development of IoT enabled devices that do 
not possess the ability or the resources to provide security. 

Traffic in the IoT may be protected while it is in transit but 
there is still need to protect the embedded system found in IoT 
devices [2]. ICMetric [3] is a recent innovation in the field of 
cryptography that resolves issues related to key compromise in 
modern systems. In this paper, a novel scheme has been 
presented based on the ICMetric technology coupled with 
Secure Remote Rabbit Protocol, which secures entities and 
their intercommunications to provide security for the IoT. The 
proposed novel ICMKeyStream framework safeguards against 
device and network level threats. At the device level, our 
scheme uses ICMetric key generation that safeguards from 
device cloning, device tampering and unauthorized access. At 
the network level, our scheme provides authentication and 
secure transmission of continuous data streams between 
entities in IoT applications, while safeguarding from pre-
computed attacks. Tests show that our framework provides 
these functionalities at the cost of minimal time and memory 
consumption. 

II. INTEGRATED CIRCUIT METRIC (ICMETRIC) 
A cryptographic scheme is considered secure if the keys are 

kept secret. ICMetric is a technology that attempts to resolve 
issues related to key theft by generating an ICMetric 
(identification) using the inherent features of a device. An 
ICMetric is associated with the cryptographic keys of a device 

which implies that there is no need to store the keys on the 
system. The ICMetric of a device is generated only when a 
key is required. After use the ICMetric is discarded thus 
eliminating any chances of key theft/ capture. What sets the 
ICMetric technology apart is the fact that no ICMetric data/ 
template is stored on the system. 

Generation of the ICMetric for a device is a mathematical 
and statistical process. When generating the ICMetric for a 
device we use a set of features which are difficult to capture or 
replicate by an attacker. Besides this the features should be 
stable and repeatable. The choice of features plays a crucial 
role in the security of the device ICMetric. For instance the 
MAC address or the IP address of a device are not a suitable 
option since both can be extracted using network monitoring 
tools and then spoofed to imitate a target device. 

The ICMetric generation is a two-step process i.e. 
calibration phase and operation phase. In the calibration phase 
features of a device are extracted and processed 
mathematically and statistically. The results of this phase are 
processed in the operation phase. In this phase, a final 
ICMetric is generated for a device. The final ICMetric is 
generated by either adding the individual feature values or by 
concatenating the individual feature values. 

An advantage of using the ICMetric technology is that it 
can be used for preventing device cloning, device tampering 
and unauthorized access. The ICMetric technology adds an 
extra layer to existing cryptographic schemes in an attempt to 
eliminate problems related to key theft and device cloning. 

III. ICMKEYSTREAM DESIGN 
The following section details the steps involved in the secure 

functioning of our novel ICMKeyStream framework and fig 1 
shows its overall working. 

 
Figure 1. Working of ICMKeyStream 

A. Strong ICMetric Key Generation 
The ICMetric is of insufficient length and entropy, to serve 

as a key for cryptographic operations. This module of the 
scheme performs multiple iterations of the key derivation 
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A. Experimental Results 
Our framework is implemented using C on Li
3.2 GHz processor with 6GB RAM. The au
generation and encryption/decryption 
implemented using OpenSSL cryptograph
evaluated based on RAM and running time. F
time taken by the authentication and key e
showing five variants 128, 224, 256, 384, 51
in figure 2(b), depicts memory profile of 12
presenting program lifecycle and the memory
encryption/ decryption module takes 14 m
maximum total memory consumed for 
decryption using 128-bit ICMetric key is ar
iteration as evident from figure 2(c). It is evi
that our scheme is able to provide higher l
without substantial time and memory perform

B. Security Analysis 
The data sent by each entity is encrypted usi
based on the ICMetric symmetric keystreams
particularly important since most of the applic
rely on continuous encrypted streams of
authenticated parties that are in possession of
to access data. Our framework deters al
capturing, since both the ICMetric and the cr
are discarded after operation. The symmetri
module uses key derivation functions on I
with a salt, to provide strong symmetric ICM
safeguarding from various pre-computed
framework is a zero knowledge password pro

generate a strong 

bit salt value) 

nd authentication 
assword Protocol. 
ation and doesn’t 
n between parties. 
n A’s ICMetric 

m ICA.  
 

dom scrambler’s 
values A and B. 

ed to provide 
med data signals, 
between entities 
etup schemes are 
erate an ICMetric 
tions. 

S 

inux, Intel Corei3 
uthentication, key 

modules are 
hic library, and 
Figure 2(a) shows 
xchange module, 
12 bit. The graph 
28 bit variant by 
y consumed. The 

microseconds and 
the encryption/ 

round 3.9KB for 
ident from graphs 
levels of security 

mance overheads. 

ing Rabbit cipher 
s. This property is 
cations in the IoT 
f data, enabling 
f a symmetric key 
ll forms of key 
ryptographic keys 
ic key generation 
CMetric coupled 
etric key, thereby 
d attacks. Our 
oof which implies 

that at no point is the ICMetric be tr
for the purpose of authentication and

(a) 

(b) 

(c) 
Figure 2. (a) Running time for IC

variants. (b) RAM consumption 12
key(c) RAM consumption ICMetr

V. CONCLUS

Our novel ICMKeyStream framewo
optimized for the new and extre
applications driving the Internet o
combines the security advantages o
the designed symmetric key gen
providing confidentiality, authentic
between the entities. We have be
threats like key theft, man-in-the-mi
attack related to secure communicati

REFERENCE
[1] R. Roman, P. Najera, and J. Lopez, "S

IEEE Computer, vol. 44, no. 9, pp. 51-58
[2] S. L. Keoh, S. S. Kumar, and H. Tscho

Things: A Standardization Perspective," 
vol. 1, no. 3, pp. 265-275, 2014. 

[3] E. Papoutsis, "Investigation of The Pot
Keys For ICMetrics," The University of K

[4] M. Boesgaard, M. Vesterager, T. Ped
Scavenius, "Rabbit: A High-Performance
Springer, 2003, pp. 307-329. 

 

ransmitted over the channel 
d key exchange. 

 

 

 

CMetric symmetric key 
28-bit ICMetric symmetric 
ric encryption/decryption 

SION 
ork has been designed and 
mely complex embedded 
f Things. Our framework 

of the device ICMetric and 
neration scheme for the 

cation and non-repudiation 
en able to prevent major 
iddle attack and brute force 
ion of data. 
ES 
Securing the Internet of Things," 
, 2011. 
ofenig, "Securing the Internet of 
IEEE Internet of Things Journal, 

tential of Generating Encryption 
Kent, PhD Thesis 2009. 
dersen, J. Christiansen, and O. 
e Stream Cipher," in LNCS 2887.: 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




