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Abstract— The widespread use of drones has become very 

common today with large-scale civil and military applications. 

In the next few coming years, the outlook is expected that the 

number of drones will reach millions. So, these need to be well 

organised and managed in order to achieve the benefits of IoT 

with this accelerated environment. Drones or Unmanned Aerial 

Vehicles (UAVs) must achieved a level of communications to 

authenticate a legal working. The proposed approach 

concentrated on preparing each drone with identification key 

based on the combination of its international sim number with 

the date of the first action and the local country code. This 

approach is called Drone IDentification (DID) that generate a 

unique code for each drone via spreading technique. In this case 

any drone not apply this regulation is considered as 

unauthenticated drone and does not allowed to fly. This 

approach is very important to establish drone regulation via 

IoT. 
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I. INTRODUCTION 

More than a century ago, the world of communications 
began to play an important role in various areas of life and 
began to facilitate many things in commerce, business and 
human life [1,2,3]. Then the world of communications took 
great strides in moving from the traditional communications 
to the modern digital communications [4,5,6]. Then wired 
communications turned into wireless communications [7,8]. 
Then there were many techniques and technologies for the 
wireless communications such as Bluetooth, WiFi, WiMax 
wireless networks, satellite and cellular mobile 
communications [9,10]. 

Drones also called Unmanned Aerial Vehicles (UAVs), 
drones are started with about 100 years ago as remote 
controlling of moving vehicles [11,12]. Historical records 
indicated that drones have been used mainly in the military 
exactly deployed in enemy territory to reduce the accident of 
pilot losses [13,14]. Recently due to the continuous reduction 
of costs (hundreds of dollars) and minimum size reduction 
(few centimeters), the small unmanned aerial vehicles are now 
more easily accessible to the public and governments [15,16]. 
So many new applications have appeared in the civil and 
commercial fields such as detection of fires, traffic control, 
transport packages, emergency service, aerial photography, 
prisons detection, criminal tracking, dangerous detection, 
communications and control … etc [17,18]. 

Object detection and identification is an important part in 
the huge worldwide [19,20]. Recently, Internet of Things 
(IoT) become an important issue and in the near future there 

will be millions of objects are connected to this environment 
including drones [21,22]. 

Recently, drones become an important tool that can cover 
wide range of civil and military applications. The proposed 
approach concentrated on introduce an drone identification 
system of legal drones in IoT Environment. This approach 
based on using spreading code in order to generate the unique 
drone identification. 

II. DRONES 

The drone operates remotely, ranging in size from a small 
object of centimeter such as an insect (civil purposes) to a 
plane with its wings of about 100 meters (military purposes) 
[23,24]. These unmanned aerial vehicles (UAVs) operate on 
air, in addition to the presence of many drones operating on 
land and water [25,26]. Drones can fly from several meters to 
hundreds of kilometers [27,28]. Two types of radio 
frequencies 2.4 GHz and 5.8 GHz are used for the 
communications between ground transmitter and the drones 
[29,30]. Drones including ground-based controller and a 
communications system between them [31,32]. The main 
challenges in the communications of drones are concentrated 
on coverage area, radio interference and mobility optimization 
[33,34]. 

In general drones can be classified into two categories; 
fixed wing and rotary wing as shown in figure 1 [35,36,37]. 

A. Fixed Wing Characteristics: 

• Raising or lifting of the vehicle based on the wings 
with the fly speed forward. 

• Using simpler structure that achieve higher payload 
and higher speed. 

• It needs to keep moving forward and runway for take-
off and landing. 

B. Rotary Wing Characteristics: 

• Raising or lifting of the vehicle based on the blades 
revolving around a rotary column. 

• Its structure leading to lower payload, lower speed, 
shorter rang. 

• Have the ability to move in any direction, in addition it 
achieve vertical take-off and landing. 

 

 

 



 

 

 
 

 

 

 

 

Fig. 1. Types of drones 

 

There are seven types of drones according to their targets: 

• Target drones: This type of drones used to give a 
practice target [38,39]. 

• Reconnaissance drones: This type of drones used for 
collection of information including military 
information [40,41]. 

• Combat drones: This type of drones can carry out 
fighting missions [42,43]. 

• Logistics drones: This type of drones used to carry out 
the cargos [44,45]. 

• Research and development drones: This type of drones 
used to make improvements on the current drones 
[46,47]. 

• Civil drones: This type of drones used for civil 
applications [48]. 

• Commercial drones: This type of drones used for 
Commercial applications [49]. 

III. RELATED WORKS 

Unmanned aerial vehicles or drones play an important 

part in the recent applications. This section is concentrated on 

the recent works related to this field. 

Rachel L. Finn et al. (2012) explained how the use of 

drones for surveillance in civil applications has an impact on 

privacy and other civil liberties. This work indicated that 

despite the heterogeneity of these systems, the poor, people 

of color and anti-government protesters are targeted by drone 

deployments. This work explained how current privacy 

legislation in the United States, the United Kingdom and the 

European Union could apply to drones’ systems. They 

denoted that current regulatory mechanisms do not 

adequately concerns with privacy and civil liberties because 

drones are complex multimodal surveillance systems that 

integrate a range of technologies and capabilities. The work 

advocated the combination of legislative requirements and 

impact assessments to adequately address privacy and civil 

liberties [50]. 

Dimitrios Zorbas et al. (2013) concentrated on the 

problem of energy efficiency where flying drones equipped 

with cameras can detect and track mobile events that occurs 

in the field. They provided a mathematical model of 

minimizing the total energy consumption of a drone fleet 

when coverage of all events is needed. The optimal solution 

cannot be obtained for the extremely high complexity of the 

binary optimization problem including in small cases. 

Instead, they presented a localized solution to the 

aforementioned problem that takes into account the ability of 

drones to fly at lower altitudes to conserve energy. They 

simulated and compared their performance with a centralized 

algorithm and an approach that uses static drones to cover the 

entire terrain. The obtained results show that localized 

solution in a similar way to the centralized algorithm 

exceeded the static approach by 150% in terms of energy 

consumed [51]. 

Uri Volovelsky (2014) proposed the assumption that the 

entry of drones into the civil market is a certainty, what are 

the possible implications for the fundamental right to privacy, 

and the question of civil use permits for drones indicate that 

the laws of privacy now irrelevant? Five issues are addressed 

in this article. The first issue is a fundamental right and the 

right to privacy is unclear. The second issue is to achieve a 

balance between the benefits of the civilian use of drones and 

possible infractions of the right to privacy and other 

fundamental rights. The third issue is the possibility of 

restricting the use of drones, either for data collection or for 

use of data. The fourth issue concerned with the choice of law 

as a basis for examining whether the law can provide 

appropriate tools to address the risks associated with the use 

of drones. The fifth issue related to the element of uncertainty 

[52]. 

Chase C. Murray (2015) explained that drones are now 

ready to be widely adopted in the commercial applications. 

One of these applications is to use these drones for the 

delivery of the last mile in logistics operations. While 

significant research efforts are being made to improve the 

technology required to enable the delivery of drones, less 

attention has been given to the operational challenges 

associated with the use of this technology. This article 

proposed two models to optimize the routing and 

programming of drones in this new environment of package 

delivery. In particular, this approach introduced the vehicle 

routing, motivated by a scenario in which the drone works 

with a traditional delivery truck to dispatch packages. This 

approach presented the model of mixed linear programming 

for two problems of delivery of drones, as well as two simple 

but effective heuristic approaches to solve problems of 

practical size. The obtained solutions will facilitate the 

adoption of drones for the last mile delivery. This allows a 

faster reception of customer orders at a lower cost to the 

distributor and with a reduced environmental impact [53]. 

Dimitrios Zorbas et al. (2016) explained the static targets 

on the ground using flying drones is a common task for civil 

and military applications. They presented the location of 

drones at a minimum cost and their solutions for this task in 

a two-dimensional field. In this approach two parameters as 

number of drones and the energy consumption are 

considered. They assumed that each drone has a minimum 

and maximum observation altitude. In addition, the energy 

consumption of the drone is related to this altitude. It is clear 

that the higher drone altitude, the greater observed area, but 

the greater of energy consumption. The main goal of this 

approach is to find drone locations that minimize costs while 

monitoring all targets. The problem is solved mathematically 

by defining linear and nonlinear integers for optimized 

models. This approach introduced centralized and localized 

heuristics to approximate the solution for static and mobile 

objectives [54]. 
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Quan Yuan et al. (2017) demonstrated an approach for 

multi-drone system with a decentralized model predictive 

control. The drones collect localized information from the 

neighbors and update their speeds using this approach. In the 

multi-drone system, the data packets are transmitted by 

wireless modules in transmission mode, giving such an 

anonymous and decentralized system where all calculations 

and controls are carried out in a mini-computer on board each 

drone. Each drone is a double layer agent system with the 

coordination layer executing multiple drone float algorithms 

and the flight control layer navigating in the drone. The final 

formation of the batch rests both in the range of 

communication and the distance between the drones desired. 

This approach performed numerical simulations and field 

tests with a herd of five drones, which shows that this system 

works well in the multi-drone system presented with 

convergence speed and tracking ability of a desired path [55]. 

Yujie Li et al. (2018) explained that drones technologies 

have developed rapidly and that are used in many industrial 

fields such as photography, delivery and agriculture. It is 

clear that a commercial drone can only fly more than 20 

minutes on a single charge and cannot fly in certain areas and 

cannot fly on bad weather. The most important issues of 

drone’s technologies are reduced energy consumption and 

travel long distances. This approach proposed a new 

amphibious air-ground drones that can fly and requires less 

energy consumption that extends the range of mobility of the 

drone. The terrestrial mode can be used to cross restricted 

areas or adverse climatic conditions by sliding. Then they 

developed an algorithm based on the Convolutional Neural 

Network (CNN) to detect the route in a captured scene. The 

proposed approach based on space pyramid pooling blocks to 

reach accurate segment. The obtained results indicated that 

the accuracy improvement of the pixel is 85.6% [56]. 

IV. STATEMENT OF THE PROBLEM 

Next near few yeas showing the huge applications of 

drones. In the huge environment of IoT existing illegal use of 

flying drones that cause serious and dangerous problems even 

though they are using small drones. Millions of devices and 

sensors are connected to IoT environment for transferring of 

data including flying drones. The expectation said that there 

is a big growth of flying drones in the next few years. The 

proposed solution of the problem is to establish an 

identification approach depends on the combination both 

international sim number and the date of establishment with 

the country code. This approach leading to offer a secure 

identification drone within IoT environment that avoiding 

any illegal drone from flying. 

V. METHODOLOGY 

The problem of big drone authentication was solved 
because most of these drones are concerned to government of 
licensed companies. So these partners are responsible for the 
security of their drones. The problem arises and becomes a 
serious problem with the revolution of using small drones by 
amateur people for private services. 

A. Countries Code 

Countries code depends on the list of abbreviations and codes 

generated by the United Nations (UN). These codes are used 

as an international standard code to identify nations and these 

codes are in between 0 to 900 as shown in figure 2. These 

codes will be used as a primary field of the identification key. 
 

 

 

 

 

 

 

 

 

 

Fig. 2. UN 3 digits countries numerical code. 

B. Identification System Design 

The authentication system design based on many issues 

including drone type, country code and drone serial number 

with the issued date. This approach is called DID. The 

authentication procedure is stated with the following steps: 

• Enter serial number, this includes reading the drone 

serial number. 

• Enter code country, this includes reading the code 

country by the owner of the drone. 

• Generate security code, this includes combining both 

serial number and biometric data with the issued date. 

• Pass the security code, this includes passing the 

security code from the user device to the drone. 

• Validate the security code, this includes reading the 

generated security code to validate it. 

• Check authentication, this includes authenticate the 

security code for both drone and server provider. 

• Check document validation, this includes the 

validation of document to be transfer. 

• Read data, this includes reading the validated 

document. 

 

 
 

 

 

 

 

 

 

 

 

 

 

Fig. 3. DID approach. 



C. Generating of Security Code 

Driverless vehicles are started in 2009 as real project and 

these vehicles may extended to be one of the big issues in the 

near future. If any accident happen for these vehicles may 

cause some human and material losses. On the other hand, 

any accident or illegal uses of drones may cause big losses of 

human and material. To avoid serious accidents between 

drones there are simple important regulations must be 

considered such as (figure 4); check the drone, avoid strong 

winds, avoid bad weather, avoid crowded areas, avoid flying 

over people and keep drone in sight. 

 

 

Fig. 4. avoid drones from serious accidents. 

 

For the above reasons, it is important to generate a 

security code to identify each drone. The security code 

depends on three main factors: drone serial number, country 

code and issued date. These three factors are combined in a 

certain way to generate the authenticated drone code as 

shown in figure 5. 

• First: combining drone serial number with the 

issued date of the drone to generate the spreading 

code. Drone serial number is represented by 14 bits 

and the issued date of the drone is also represented 

by14 bits. The combination of these two codes are 

done via AND gate, so the output of this process 

represents the spreading code of 14 codes. 

• Second: combining the spreading code with the 

local country code to generate the channel code. The 

spreading code is represented by 14 bits and the 

local country code is represented by 8 bits. The 

combination of these two codes are done via EX-OR 

gate, so the output of this process represents the 

channel code of 112 code. 

• Third: combining all channels together to generate 

the composite waveform. The composite waveform 

is transmitted via the carrying media to reach its 

destination. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. structure secure code generation. 

VI. RESULTS AND DISCUSSIONS 

To understand the procedure of this approach, it is better 
to illustrate a simple direct example that represents the final 
code generation. Two drones are used to examine this 
scenario. The first drone is represented by 14 bits 
(01010101010101), this number is ANDed with the issued 
date 30/7/18, which is represented by 14 bits (11110 0111 
10010). The output of this process is also 14 bits 
(01010001010000). This output code is used as the spreading 
code for the next step. This spreading code is distributed over 
the 8 bits country code. According the alphabetic UN country 
code, there are 248 countries and territories listed from 1 to 
248, so it is better to use 8 bits representation to cover these 
countries and territories. Iraq is selected as a local country, 
which have the number 106 that means (01101010). In the 
next step, EX-OR is applied between the spreading code of 14 
bits that become 112 bits after spreading with the country 
code. As it is clear the output of EX-OR generates ‘1’ for 
different inputs and generates ‘0’ for similar inputs. The 
output of the EX-OR represents the unique code of the first 
drone or first channel (CH1). Then the last step deals with 
creating the waveforms. This step is started by representing 0 
bit by +1 volt and representing 1 bit by -1 volt, so the first 
drone (CH1) waveform is shown in figure 6 and the overall 
channel sequence waveform is shown in figure 7. 

 

 

 

 

 

 

 

 

 

Fig. 6. waves of drone1 (CH1). 
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Fig. 7. complete waveform of CH1. 

To achieve the sensitivity of this approach, CH2 is 

represented the information of second drone. In this case all 

parameters of this channel are the same excluding the drone 

code number. The second drone is represented by 14 bits 

(00110011001100), this number is ANDed with the same 

issued date 30/7/18, which is represented by 14 bits (11110 

0111 10010). The output of this process is also 14 bits 

(00110011000000). This output code is used as the spreading 

code for the next step. Then Iraq is selected as a local country, 

which have the number 106 that means (01101010). In the 

next step, EX-OR is applied between the spreading code of 

14 bits that become 112 bits after spreading with the country 

code. The output of the EX-OR represents the unique code of 

the second drone or second channel (CH2). Then the last step 

deals with creating the waveforms in which the second drone 

(CH2) waveform is shown in figure 8 and the overall channel 

sequence waveform is shown in figure 9. 

 

Fig. 8. waves of drone2 (CH2). 

 
Fig. 9. complete waveform of CH2. 

The last step of this procedure is concerned when all of 

these drones using the same frequency at the same time then 

the resulting waveform would actually be the adding all 

waveforms of channels to form the composite waveform in 

which all users (drones) waveforms are included as shown in 

figure 10. So, every user is included in this composite 

waveform. On the other hand, this means every receiver is 

going a receive this composite waveform. At the receiving 

end of drone1, the spreading code waveform of drone1 is 

multiplied by the composite waveform to get new waveform 

in which it is averaging to get the code value of bit. Finally, 

we can get the corresponding identification of each drone. 

 

Fig. 10. composite waveform. 

VII. CONCLUSIONS 

Now a day drones play an important part in civil and 

military applications including in the huge devices and 

sensors via IoT environment. Next few years will show 

millions of flying objects (drones) circulating in the free 

space. A brief study of drone is explained in this work and 

that realize both identification and communications are very 

important part in the next huge environment of IoT. The 

proposed approach based on merging many parameters such 

as drone serial number, issued date and country cone. This 

approach adapted the spreading technique to generate an 

identification code for each drone. This approach is secure, 

simple, easy to adapt and can be applied for all types of 

drones. In addition, this approach is very important in the 

huge number of flying objects in IoT environment. 
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