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Abstract—Internet of Vehicles (IoVs) presents promising opportunities for vehicle to everything (V2X) applications, wherein
authentication acts as the cornerstone to realize trustworthy
vehicular context and to support advanced applications. However,
existing authentication schemes mainly depend on centralized
servers with both security and privacy issues. In this paper, we
propose a CyberTwin (CT) empowered blockchain framework for
authentication, namely CyberChain, to reduce both the communication and storage cost while maintaining vehicular privacy. By
designing a blockchain system in the cyberspace, we decouple the
consensus process from the physical world, so that the operation
cost of blockchain can be reduced. A Privacy-Preserving Parallel
Pedersen Commitment (P4C) algorithm is designed to protect
the privacy of vehicles and accelerate the authentication process.
To further enhance the operation efficiency of CyberChain, we
propose a Diffused Practical Byzantine Fault Tolerance (DPBFT)
mechanism to reach consensus in the cyberspace that can reduce
consensus latency. The proposed cyberchain framework and
the associated mechanisms are evaluated by qualitative analysis
and simulations. The evaluation results demonstrated that the
proposed cyberchain based framework significantly improves the
authentication performance in terms of authentication latency,
privacy, communication overhead and storage cost.
Index Terms—CyberTwin, Blockchain, Authentication, Internet of Vehicles, 6G.

I. I NTRODUCTION
ITH the development of Vehicle-to-Everything (V2X)
technology, Internet-of-Vehicles (IoVs) shows great
potentials for advanced vehicular applications among interconnected vehicles and traffic infrastructures, aiming to provide
convenient and safe driving experiences. The advanced V2X
applications require not only ultra reliability and low latency,
but also extremely high security and trust to support communication and cooperation among vehicles. However, due to the
openness of wireless communication, malicious entities can
eavesdrop, intercept and even tamper the messages to steal
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private information or make chaotic traffic [1]. In this case,
authentication is crucial for IoVs against potential attacks.
Existing research efforts have been dedicated to designing
authentication schemes for IoVs, such as public key infrastructure (PKI) based schemes for digital signatures and certificate
revocation list (CRL) [2]. However, existing schemes are
mainly centralized and using third parties, such as certificate
authority (CA) or key generation center (KGC). Threatened by
distributed denial of service (DDoS) and single point of failure
attacks, vehicles are unwilling to store their private information
on the servers with privacy concerns. Recent interest has
been dedicated to decentralized authentication [3], [4]. While
the schemes require vehicles and traffic infrastructures to
fully trust with each other and cooperate to obtain identity
tokens that are impractical in large scale IoVs. Moreover, with
the high mobility of vehicles, there can be frequent identity
registration and re-authentication as well as the query of CRL
across multiple traffic regions, which poses severe burden to
communication links.
As a key enabling technology for 6G, blockchain holds
great potentials for authentication in decentralized networks.
Federal Communications Commission (FCC) has envisioned
blockchain as the next revolution in 6G that facilitates flexible
and trustworthy distributed management [5]. By integrating
smart contract, cryptography and consensus technologies,
blockchain serves as a reliable and trustworthy decentralized
platform. Blockchain can authenticate a legal user with a
hash function based account instead of identity tokens, so as
to eliminate the CRL query and re-authentication processes.
It enables users to autonomously manage their private data,
meanwhile to trace and verify other behaviours with trust that
can provide great advantages for identity authentication.
Nevertheless, the outstanding security performance and decentralization of blockchain come at the cost of excessive
computing, communication and storage resources. On the one
hand, existing blockchains applied in IoVs rely heavily on mutual communication among vehicles and traffic infrastructures
(such as roadside units, RSUs), wherein the consensus requires
multiple rounds of communication via Physical-to-Physical
Communications (P2PC) [6], [7]. While in highly dynamic
IoVs, authentication process should remain lightweight, so
that vehicles can quickly access to the network and conduct
time-sensitive applications [8]. On the other hand, because
of the large-scale access and high mobility patterns, vehicles
tend to have massive cross-region behaviours that introduce
frequent identity handover and re-authentication processes.
Since blockchain requires each node to cache a complete
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ledger, frequent handover of vehicles will exacerbate the synchronization overhead of ledger update, thereby hindering the
scalability of blokchain and the efficiency of authentication.
To tackle the challenges faced by blockchain, another
emerging technology, CyberTwin (CT), can be exploited for
authentication in IoVs. By constructing digital replicas, CTs
can map physical entities into the cyberspace in terms of status,
features, and actions. In this case, the conventional P2PC
can be simulated by the Virtual-to-Virtual Communications
(V2VC) in the cyberspace that is jointly provided by the
edge and core networks [9]. More importantly, the cyberspace
stores mapping relationship that is not restricted by geographical locations. The relationship can be dynamically managed,
which shows great potentials for mobility management in
IoVs [10], [11]. However, the integration of cybertwin and
blockchain is an unexplored problem. Especially in the large
scale and highly dynamic IoVs, it should be urgently resolved
for constructing and modeling CTs in blockchain as well as
migrating CTs among different blockchain systems.
To address the issues above, we are motivated to combine
both blockchain and CT technologies. In this article, we propose a cybertwin-empowered blockchain, namely, CyberChain
(CC) for authentication in IoVs. The handover is taken place
in the physical world, while the authentication process is
conducted by consensus in the cyberspace. The CC not only
utilizes blockchain to ensure security and privacy during the
authentication process, but also exploits CT to reduce consensus latency and storage consumption. The main contributions
of the paper are summarized as follows.
• A new CyberChain (CC) framework is proposed for
authentication in highly dynamic IoVs. The CC constructs
the blockchain system in the cyberspace, wherein the
transaction, processing and consensus process can be
migrated in the virtual world. The proposed framework
enables decentralized and secure handover, meanwhile
maintaining fast and lightweight with the aid of CT
technology. To the best of our knowledge, it is the first
time to construct a blockchain system in the cyberspace
for vehicular authentication.
• In order to preserve vehicular privacy in the dynamic context, a Privacy-Preserving Parallel Pedersen Commitment
(P4C) algorithm is developed for authentication without
the secret opening procedure, so that verifiers achieve
authentication via zero-knowledge proof. To cater for
the high mobility of vehicles, we propose a lightweight
cyber-consensus mechanism named Diffused Practical
Byzantine Fault Tolerance (DPBFT), so as to accelerate
authentication process. Facilitated by the reliable virtual
communication of CT, the authentication of vehicles can
be fast completed within a small range that is suitable for
the time-sensitive IoVs.
• The communication and security performances are analyzed. Several potential attacks are discussed to verify the
superior security performance of the proposed framework.
It is the first time to explore the relationship between
communication overhead and security performance of
blockchain in the cyberspace. The analysis shows the
proposed framework can make a good tradeoff between
communication efficiency and security by integrating CT
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into blockchain, which can guide the design of the CT
based blockchain systems.
The remainder of this paper is organized as follows. We
review the related work of identity authentication schemes in
IoVs. The cyberchain based vehicular authentication framework is presented in Section III. In Section IV, the P4C and
the DPBFT algorithms are described in detail, followed by the
communication and security analysis in Section V. In Section
VI, the simulation results are presented. Finally, the paper is
concluded in Section VII.
II. R ELATED W ORK
The Authentication in IoVs has been widely studied. Typically, there are three types of authentication schemes: the
certification based schemes, the password pair based schemes
and the biosignature based schemes [12]-[15].
For the certification based authentication, Lv et al propose
a homomorphic encryption based V2I authentication scheme
with the help of the certification authority, aiming to realize fast and privacy-preserving authentication in highly IoVs
[12]. A fog-based identity authentication scheme is proposed,
wherein a PKI server and proxy vehicles authenticate the new
vehicle members [13]. For the password pair based scheme,
a group-key generation and a password based protocol is presented for VANETs [14]. For biosignature based scheme, the
fingerprint and behavioral biometrics of drivers are designed
for authentication[15]. While the above work depends on a
centralized trusted authority (PKI or CA), due to the large
scale of IoVs, the centralized authentication will aggravate
the burden of core network. Moreover, there exists the risk
of privacy leakage due to the single point of failure.
Emerging as a decentralized, trust, and privacy-preserving
technology, blockchain has attracted widespread attention for authentication in IoVs. Wang et al propose a
blockchain assisted authentication framework to achieve fast
re-authentication of vehicles between infrastructures [16]. A
smart contract is designed to realize the automatic authentication and conditional privacy in VANETs, without any online
registration center [17]. The blockchain is designed as a decentralized and tamper-proof server to achieve automatic key
management, realizing mutual authentication, key agreement,
update and revocation [18]. However, most of existing work
cannot resolve the severe communication overhead and storage
cost introduced by consensus and ledger synchronization of
blockchain. In the highly dynamic and large scale vehicular
scenarios, it will greatly degrade the authentication efficiency.
As a promising technology of virtualization, CT constructs
digital replicas for vehicles in the cyberspace. A cybertwin
based approach that utilizes vehicle-to-cloud communication
is proposed to realize cooperative ramp merging [19]. By
monitoring the operation state of physical vehicles, several
cybertwin-assisted schemes are proposed by combining computation capability and traffic data, so as to realize service
offloading and traffic prediction [20], [21]. Utilizing the
virtual communication, CT can simulate the communication
behaviours of vehicles, and give real-time feedback to the
physical world. In this case, we are motivated to integrate
CT with blockchain for vehicular authentication. However,
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due to the highly dynamic and large scale of IoVs, frequent
association and mapping of CT exacerbate the maintenance
cost of both conventional public-chain and consortium-chain.
To guarantee the efficiency of CT based blockchain, a new
framework should be developed that facilitates the handover
of vehicles and the migration of blockchain in IoVs.
III. C YBER C HAIN BASED V EHICULAR AUTHENTICATION
F RAMEWORK
Facilitated by the ubiquitous V2X communication and AI
on-board modules, IoV is envisioned to fully support the
advanced vehicular applications and intelligent traffic services
among smart vehicles and traffic infrastructures. Due to their
high mobility, vehicles will have frequent cross-region behaviours, and migrate from one traffic region to another. In
this case, vehicles should have legal identities in each new
region, so that they can interact with others with trustworthy.
In this section, the CyberChain based framework for authentication in IoV is proposed. We leverage both the cybertwin
and blockchain technologies to build a secure and lightweight
authentication framework for IoV.
A. System Overview
The proposed CC based framework is illustrated in Fig. 1.
The framework is logically divided into two spaces: physical
world and virtual world.
Physical World: The space comprises of all the physical
entities including vehicles and edge servers (ESs). According
to the geographical location of the traffic network, the whole
traffic network can be divided into multiple regions (like region
A and B in the figure). Within one traffic region, there are multiple ESs that operate several CTs for vehicles. Moreover, the
ESs in each traffic region also maintains an exclusive private
CC, responsible for authenticating and managing vehicular
identities within their communication range.
Virtual World: The virtual world refers to the digital
replicas of all the entities in physical world. The basic unit
of the virtual world is cybertwin (CT), including the CTs of
vehicles and the CTs of ESs. Based on the basic unit, there
are three digital objects in the virtual world:
1). Sub-CyberSpace (SCS): The SCS refers to the virtual
space that is constructed by one ES. Since one ES can
simultaneously operate multiple CTs for vehicles, one SCS
is composed of: a). the CTs of vehicles located within the ES
communication range; b). the CT of the ES itself.
2). CyberSpace (CS): Recalling the whole traffic network is
divided into multiple regions, there will be several ESs within
each region. In this case, the CS is an integrated space with
multiple SCSs, that is to say, the CS is the virtual space that
is constructed by all the ESs within one region (as CS A of
region A and CS B of region B in Fig. 1).
3). CyberChain (CC) The CC is a digital blockchain defined
in the virtual space. The nodes of CC are the CTs of vehicles
and ESs. In our proposed framework, we develop a privateconsortium structure for CC. Specifically, there is one private
CC in each CS, wherein the CC maintains an exclusive
ledger that records the identity information and interaction
processes (such as data sharing and cooperative computing).
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Within one CC, the nodes in each SCS constitute a smallscale consortium. Compared with conventional blockchain, the
proposed private-consortium structure shows advantages on
the identity handover and lightweight consensus that will be
elaborate in section. IV. B. In general, one CC only needs
to record the information within its region, and it does not
need to interact with CCs in other regions. Only when the
vehicle requests the identity handover process, the CC needs
to provide the information with the CCs in other regions.
In the proposed CC based framework, there is a two-way
interaction between the physical world and the virtual world.
As illustrated in Fig. 1, vehicles upload the modeling of CTs
to the virtual world, then the cyberchain updates its operation
state and feedback the update to the physical world.
(a). Modeling of Cybertwin: vehicles send their identity
information and interaction records to corresponding CTs in
the form of cybertwin modeling, which can be expressed as
𝐶𝑇 = {𝐴𝑡𝑟, 𝐴𝑐𝑡, 𝑠𝑖𝑔},

(1)

where 𝐴𝑡𝑟 represents the private attributes during the vehicular
interactions, such as reputation or assets. 𝐴𝑐𝑡 is the interaction
type, and 𝑠𝑖𝑔 is the digital signature of vehicles. Then, the CTs
will encapsulate the updating logs to cyber-transactions, and
broadcast the transactions for consensus. The general format
of cyber-transaction is
𝐶𝑡𝑥 = {𝐶𝑇, 𝐴𝑑𝑟, 𝑠𝑖𝑔, 𝑡 𝑠 },

(2)

where 𝐴𝑑𝑟 represents the set of address that includes the
addresses of both senders and receivers. 𝑡 𝑠 is the timestamp of
the transaction, proving the unique existence of the transaction
at the current moment.
(b). Update of Cyberchain state: After the consensus process
in the cyberspace, the operation state of CC is changed,
including the ledger state (such as block height, number of
CC users, etc.) and account asset of CTs (such as the updated
reputation value and current account balance). Afterwards, the
update is sent back to the physical world. Vehicle can utilize
the updated information to perform different operations. Take
the authentication scenario as an example, when one vehicle
tends to migrate from one region to another, the interaction
history in the old CC ledger can be referred to by the new
region as the criterion of the authentication process.
Linking Physical and Virtual World: In our proposed
framework, the edge servers (ESs) are designed as the link
bridge between the physical world and virtual world:
1). Vehicle in the physical world will first choose one ES
within its communication range and construct its CT in the
virtual world. The CTs are operated and located on the ESs.
2). Due to the strong computation capability, one ES can
simultaneously operate CTs for multiple vehicles. In other
words, ESs are the physical carriers of SCSs that are the main
advantages of the proposed CC. Compared with traditional
blockchain depending on the physical communication, the
communication within SCS mainly relies on virtual communication between CTs and is not restricted by physical channel
constraint. For example, one ES can creates multiple threads
for the CTs, and the communication among the CTs can
be accomplished by the interprocess communication (IPC)
process, thus greatly reducing the communication delay.
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3). By utilizing the storage capability of ESs, the CC ledger
is cached on the ESs in the virtual world. Vehicles in the
physical world have no need to cache the ledger.
Identity Handover of Vehicles: Due to the high mobility
of vehicles, there exists frequent identity handover processes.
Typically, there are two types of identity handover processes
in our framework: 1). Identity handover between two SCSs
and 2). Identity handover between two CSs.
For the first type of handover, since the handover process
between different SCSs takes place inside the same CS, the
corresponding blockchain identity of the vehicle in the CC
will keep unchanged before and after the handover (as the
blockchain address will not change). In other words, the
identity of the vehicle remains legal during the handover
process. Essentially, the CTs of nodes are the addresses in
our cyberchain system. All the logs of CTs are recorded in
the blockchain ledger in the form of transactions. Therefore,
within the same blockchain system, the process of rebuilding CT is to reactivate the blockchain account. Therefore,
the handover node only needs to utilize its private key to
authorize ES to reactivate the account, so as to rebuild its
CT. Based on the local ledger, the ES can rebuild the account
of handover node, rather than requesting ledger information
from other ESs, thus reducing communication overhead. In
the proposed framework, we utilize the cyber-transaction to
resolve the handover between different SCSs. We define a
special transaction 𝑇 𝑋𝑐𝑠𝑣 for the cross-SCS vehicles (CSVs),
which can be expressed as
𝑇 𝑋𝑐𝑠𝑣 = {𝐶𝑇 : (𝑠 𝑎𝑑𝑟 , 𝐴𝑐𝑡 = 𝑐𝑠)|| 𝐴𝑑𝑟 = 𝑑 𝑎𝑑𝑟 ||𝑠𝑖𝑔||𝑡 𝑠 }, (3)
where 𝑠 𝑎𝑑𝑟 is the original SCS id of CSV and 𝐴𝑐𝑡 denotes the
cross-SCS behaviour. Then, 𝑇 𝑋𝑐𝑠𝑣 will be sent to the new SCS
for consensus. After the consensus, the transaction is valid
within the CC, and the ES in original SCS will migrate the
CT of CSV to the new ES, and the handover is completed.
However, for the second type of handover, the whole process
involves the authentication of the identity information of
the cross-region vehicles (CRVs) and the address conversion

between two private CCs. In this case, the handover cannot be
solved like the first type. Next, we focus on the second handover problem that will be elaborated in the next subsection.
B. Identity Handover Between Two CSs
The ultimate goal of the type of handover is to determine
whether the cross-region vehicle (CRV) has a legal identity in
the original region. After the CRV arrives in a new region, if
the 𝐴𝑡𝑟 it provides to the new region is consistent with the
newest 𝐴𝑡𝑟 recorded in the original region, the CRV can be
deemed as honest and legal.
The proposed framework utilizes consensus to realize authentication without introducing extra identity-based token
[22]. The consensus process requires every blockchain node to
reach the same view of the entire network. Hence, the identity
information of CRVs can also be spread and verified by the
consensus, thereby completing the authentication process. Following the example depicted in Fig. 1, we will give the specific
workflow of the cyberchain based authentication process.
(1). Invoking Handover Contract: When the CRV tends
to leave region A and drive to B, it first sends a special
transaction 𝑇 𝑋𝐶 𝑅𝑉 to the original cyberspace to invoke the
smart contract 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟. The 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 will generate a set
of blind factors B for authentication that will be elaborated in
section. V. The format of 𝑇 𝑋𝐶 𝑅𝑉 is expressed as
𝑇 𝑋𝐶 𝑅𝑉 = {𝐶𝑇 : (𝑠 𝑎𝑑𝑟 , 𝑑 𝑎𝑑𝑟 , 𝐴𝑐𝑡 = ℎ𝑜)|| 𝐴𝑑𝑟 = 𝐻𝑂||𝑠𝑖𝑔||𝑡 𝑠 },
(4)
where 𝑠 𝑎𝑑𝑟 and 𝑑 𝑎𝑑𝑟 is the region id of current region and
the destination region, the 𝐴𝑐𝑡 represents the cross-region
handover and the term 𝐻𝑂 indicates the CC address of smart
contract 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟.
(2). Sending Identity Commitment: After invoking
𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟, the CRV can drive to region B for authentication.
The CRV first starts a session with one of the ESs 𝐸 𝑆 𝑛𝑒𝑤 in
region B. Then, the CRV will send a special message identity
commitment 𝑖𝑐 to 𝐸 𝑆 𝑛𝑒𝑤 to prove its legality, that is
𝑖𝑐 = 𝐸𝑛𝑐𝑟 𝑦 𝑝𝑡 ( 𝐴𝑡𝑟),

(5)
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where 𝐸𝑛𝑐𝑟 𝑦 𝑝𝑡 () function encrypts the private 𝐴𝑡𝑟 into ciphertext to protect privacy. The message 𝑖𝑐 indicates that the
CRV does have the declared 𝐴𝑡𝑟 in region A.
(3). Sending Identity Proof: Meanwhile, the blind factors B
generated by 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 are returned to 𝐸 𝑆𝑉 . 𝐸 𝑆𝑉 is where
the CRV constructs its CT on in region A. 𝐸 𝑆𝑉 generates the
identity proof 𝑖 𝑝 and sends it to the destination 𝑑 𝑎𝑑𝑟 in region
B, the general format of 𝑖 𝑝 is
𝑖 𝑝 = 𝐸𝑛𝑐𝑟 𝑦 𝑝𝑡 ( 𝐴𝑡𝑟, B).

(6)

Note that step (2) and (3) are implemented in parallel.
(4). Generating Identity Transaction: After receiving both
𝑖 𝑝 and 𝑖𝑐 from CRV and 𝐸 𝑆𝑉 respectively, 𝐸 𝑆 𝑛𝑒𝑤 acts as
a temporary CC node to issue a special transactions, identity
transaction 𝑇 𝑋𝑖𝑡 ,which can be expressed as
𝑇 𝑋𝑖𝑡 = {𝐶𝑇 : (𝑖 𝑝, 𝑖𝑐, 𝐴𝑐𝑡 = 𝑎𝑢𝑡ℎ𝑒𝑛)|| 𝐴𝑑𝑟 ||𝑠𝑖𝑔||𝑡 𝑠 },

(7)

where 𝐶𝑇 term indicates the transaction is issued by 𝐸 𝑆 𝑛𝑒𝑤 ,
and the 𝐴𝑐𝑡 represents the transaction is issued for authentication. It should be noted that 𝐸 𝑆 𝑛𝑒𝑤 can only temporarily issue
𝑇 𝑋𝑖𝑡 when during the authentication process. It does not have
the right to participate in the interaction process, nor the right
to participate in the consensus process, thus the entire CC
system is still a distributed system. The temporarily issuing
mechanism is inspired by milestone in [23].
(5). Completing Authentication by Consensus: 𝐸 𝑆 𝑛𝑒𝑤
broadcast the 𝑇 𝑋𝑖𝑡 for consensus. Each CT in CS B verify
the 𝑇 𝑋𝑖𝑡 by checking the value 𝐴𝑡𝑟 of both 𝑖𝑐 and 𝑖 𝑝. If the
two values are equal, the 𝑇 𝑋𝑖𝑡 is regarded as valid, otherwise
the verification failed. When more than half of the CTs in
the cyberspace B have passed the verification of 𝑇 𝑋𝑖𝑡 , the
consensus is reached. At this moment, the authentication of
the CRV is completed.
C. Advantages of the CyberChain in Authentication
By constructing replicas of physical nodes in the cyberspace
(i.e. CTs), CTs can simulate the communication, calculation
and processing behaviours of physical nodes, so that the CTs
can obtain the same operating results as those of physical
nodes. In this case, the publishing of transactions, verification
and consensus processes in traditional blockchain can be
carried out in the cyberspace, thereby reducing the number of
interactions in the physical world and improving the efficiency
of the blockchain system. There are three unique features of
the proposed cyberchain compared with traditional blockchain.
1). Reduction of physical-to-physical communications.
By introducing CTs in blockchain, both CRVs and OVs
will upload their states and attributes to the corresponding
CTs. Then, the generation and broadcast of transactions are
executed by CTs in the cyberspace, instead of in the physical
world. For the authentication process, both the invocation
transaction 𝑇 𝑋𝐶 𝑅𝑉 and identity 𝑇 𝑋𝑖𝑡 are not transmitted
through the vehicle entities, but broadcast in cyberspace using
CTs. Facilitated by the V2VC, such as inter-process communication that is not restricted by the actual physical channel, the
corresponding CTs can realize fast and reliable communication
with other CTs in cyberspace, thereby greatly reducing the
authentication delay.

2). Decoupling consensus process from physical entities.
In traditional blockchain based consensus, most of the packaging and block broadcast processes depend on computation
power and communication capability of blockchain nodes,
𝑖.𝑒., vehicles. In the highly dynamic IoV, this will cause
serious efficiency issues of the blockchain system. Due to
the intermittent vehicular link and unstable connection, the
consensus in traditional blockchain suffers from packet loss
and high deliver delay, while in the proposed cyberchain, the
consensus of transactions is based on V2VC, as discussed
above, thus it can realize fast identity authentication.
3.) Distributed transactions but centralized storage. In
the proposed CC, the CTs are responsible for generating
transactions, while CTs are essentially virtual nodes and have
no storage capacity, thus the ledger of CC is cached in the
corresponding ESs. In this case, multiple CTs share the same
ledger that is cached on the ESs. Meanwhile, the ledger can
only be accessed through the private key of vehicles and ESs,
as mentioned in Eq. (1), and the ESs cannot modify the ledger
without consensus process. Therefore, the proposed cyberchain
is still essentially a distributed system. This distributed transaction but centralized storage feature greatly reduces storage
overhead while ensuring scalability of the proposed CC.
IV. P RIVACY- PRESERVING C ONTRACT AND L IGHTWEIGHT
C YBER -C ONSENSUS FOR V EHICULAR AUTHENTICATION
Though the proposed CC reduce the authentication delay
through the virtual communication, there are still several
privacy- and efficiency-related issues to be tackled in IoVs. On
the one hand, due to the high mobility of vehicles, the members of one region often change [24]. Hence, the entire network
environment is untrusted,and there exists the risk of privacy
leakage. For example, the malicious vehicles can capture the
𝑖𝑐 and 𝑖 𝑝 message and analyze the attribute of CRVs to obtain
their privacy. On the other hand, the conventional consensus
mechanisms such as proof-of-work and PBFT that depend on
huge computation or frequently broadcast show inefficiency
during the proposed authentication process.
Consequently, to address the issues above, we propose
a Privacy-Preserving Parallel Pedersen Commitment (P4C)
Algorithm for the 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 contract, combining both zeroknowledge proof and pedersen commitment. Then, to cater for
the delay-sensitive IoVs, a diffused practical byzantine fault
tolerance (DPBFT) is designed for realizing fast consensus in
a small traffic range, afterwards reaching a gradual consensus
on the whole network. For the convenience of readers, Table
I presents the main variables adopted in this article.
A. Preliminaries
In order to better describe the proposed authentication
scheme, some preliminaries are presented here.
1) Bilinear Pairing and Elliptic Curve Discrete Logarithm
Problem (ECDLP): Let 𝐺 1 be the cyclic group with the prime
order 𝑞 and 𝑔 is the generator of 𝐺 1 , 𝑔 ∈ 𝐺 1 . The Bilinear
Pairing is a mapping relationship Π(𝐺 1 × 𝐺 1 ) → 𝐺 2 on 𝐺 1
and 𝐺 2 . The mapping holds three unique features: Bilinearity
where for all ℎ, 𝑔 ∈ 𝐺 1 and 𝑎, 𝑏 ∈ 𝑍 𝑞 , Π(ℎ 𝑎 , 𝑔 𝑏 ) = Π(ℎ, 𝑔) 𝑎𝑏 .
Non-degeneracy where Π(𝑔, 𝑔) is a generator of 𝐺 2 if 𝑔 is a
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TABLE I: VARIABLE TABLE
Variable
CS, SCS
ES
M
𝑛𝑚
𝜉
𝑓1
𝑓2
G, H
y, r, e, s
m
𝐶𝑝
𝐶 ℎ , 𝐶𝑐
𝐶𝑐
𝐶𝑣

Definition
CyberSpace and Sub-CyberSpace
Edge Server
Number of SCS
Number of CTs in SCS𝑚
Least number of CTs in one ES
Total number of Malicious CTs
Number of ESs that suffer from single-point of failure
Elliptic Curve Point with length 𝜎2
Blind Factors with length 𝜎1
Original Secret
Time Consumption of Generating 𝐺
Time Consumption of Generating a hash value and a random number
Time Consumption of Elliptic Curve Pairing
Time Consumption of Verification

CRV

𝑪𝑻𝑽𝑬
HandOver

CC of New Region

𝑻𝑿𝑪𝑹𝑽

𝒊𝒇𝑬𝑺 =
{𝑮, 𝑯, 𝒓, 𝒆, 𝒚, 𝒔}

𝒊𝒇𝑪𝑹𝑽 =
{𝑮, 𝑯, 𝒓,𝒆}

Calculate secret
5)
𝒎
1 = 𝐇𝐚(𝑨𝒕𝒓
Blind Factor
𝐮 = 𝐲 + 𝐞𝒎
1
𝐯 = 𝐬 + 𝐞𝐫
Commit Message
𝐜𝟏, 𝐜𝟐 𝐚𝐬 𝐄𝐪. (𝟏𝟎)

Calculate secret
𝐦 = 𝐇𝐚(𝐀𝐭𝐫)
Commit Message
𝒄𝟎 as Eq. (8)

𝒊𝒄 = {𝒄𝟎 }
𝒊𝒑 = {𝒄𝟏 , 𝒄𝟐 }

Time

𝒄𝟎 + 𝒄𝟐 == 𝒄𝟏 ?

Fig. 2: Privacy-preserving Authentication Process
generator of 𝐺 1 . Computable Π can be efficiently computed.
Given the elliptic curve based multiplicative group G, let two
point 𝐺, 𝐻 be in G. The Elliptic Curve Discrete Logarithm
Problem (ECDLP) is to find a number 𝑘 that 𝐺 𝑘 = 𝐻.
2) Elliptic Curve Pederson Commitment (ECPC): Elliptic
Curve Pedersen Commitment [25] is an unconditionally hiding
and computationally binding scheme that uses secure Elliptic
Curve Cryptography (ECC) technology and the intractability of ECDLP, showing perfect privacy-preserving capability.
Typically, there are two types of ECPC: the one is nonprivacy-preserving ECPC (NPPPC) [26], the other one is zeroknowledge proof ECPC (zkPC) [27]. The general workflow of
the two schemes can be described as the three steps: (1). Setup
stage. The stage generates the elliptic curve point 𝐺, 𝐻. (2).
Commit Stage. The stage generate the encrypted message 𝑐
with secret factor 𝑟. (3). Open Stage. In NPPPC, the open
stage will reveal the 𝑟 to the verifier to prove its commitment.
In zkPC, the verifier will first send a challenge factor 𝑒 to
the prover, then the prover will recalculate a new encrypted
message 𝑐1 with 𝑒, and send back to the verifier.
Motivation: However, it is inappropriate to directly utilizing
the two schemes in our CC based authentication framework.
First, the NPPPC directly exposes the security message (that is
the private attribute 𝐴𝑡𝑟 in our scenario) to the verifier. Under
the untrusted vehicular scenario, it will introduce serious
privacy issues. Secondly, the zkPC enforces the verifiers (the
𝐸 𝑆 𝑛𝑒𝑤 and CTs in the new region) to send the challenge factor
𝑒 to the prover (the CRV), then it also requires the CRV to send
a new commitment back to the verifiers. The whole process
consists multiple round of communications between prover
and verifiers, which is impractical in the blockchain based
system. In this case, we are motivated to develop a privacypreserving and communication-efficient scheme to realize the
authentication process.
B. Privacy Preserving Parallel Pedersen Commitment (P4C)
Algorithm for HandOver Contract
The core idea of the proposed P4C algorithm is to eliminate
the open stage and to support parallel verification, so that the
authentication achieves privacy-preserving and communication
performance. The basic workflow is described as follows:
(1). Setup: Suppose the attribute of the CRV that The step
is executed in the smart contract 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟. Invoked by the
𝑇 𝑋𝐶 𝑅𝑉 , 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 randomly generates a group of elliptic

curve points G 𝑝 with a large prime 𝑝, then the contract
randomly choose two generator points 𝐺, 𝐻 ∈ G 𝑝 and a
randomly generated secret key 𝑞 so that 𝐻 = 𝑞𝐺 that satisfies
CDH condition. Besides, three blind factors 𝑟, 𝑦, 𝑠 are also
generated by the 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟, together with a challenge factor
𝑒. After the generation process, the 𝐺, 𝐻, 𝑦, 𝑠, 𝑟, 𝑒 is returned
back to 𝐸 𝑆𝑉 , and 𝐺, 𝐻, 𝑟, 𝑒 is sent to the CRV.
(2). Parallel Commit: Upon receiving the output from
𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟, both the CRV and the 𝐸 𝑆𝑉 start to calculate the
commit message to prove the legality of the CRV. Specifically,
for the CRV: it first utilize Hash function 𝐻𝑎() to encrypt its
𝐴𝑡𝑟 term as secret 𝑚, 𝑖.𝑒. 𝑚 = 𝐻𝑎( 𝐴𝑡𝑟),then the identity
commit 𝑖𝑐 that integrates commit message 𝑐 0 is computed as
𝑖𝑐 = {𝑐 0 } = (𝑚𝐺 + 𝑟 𝐻)𝑒.

(8)

ˆ
For 𝐸 𝑆𝑉 , it first computes 𝑚ˆ = 𝐻𝑎( 𝐴𝑡𝑟).
Compared with
𝑚 sent by the CRV, 𝑚ˆ is the actual recorded attributes in the
ledger, whereas 𝑚 is the declared attributes by the CRV. When
the CRV is honest, 𝑚 = 𝑚.
ˆ Then the 𝐶𝑇𝐸𝑉 computes
𝑢 = 𝑦 + 𝑒𝑚, 𝑣 = 𝑠 + 𝑒𝑟.

(9)

Subsequently, the identity proof 𝑖 𝑝 that contains blind commit
messages 𝑐 1 and 𝑐 2 are calculated as
𝑖 𝑝 = {𝑐 1 = 𝑢𝐺 + 𝑣𝐻, 𝑐 2 = 𝑦𝐺 + 𝑠𝐻}

(10)

(3). Non-opening Verification: After calculating 𝑐 0 , 𝑐 1 and
𝑐 2 , the CRV and 𝐸 𝑆𝑉 send the messages to the destination
𝑑 𝑎𝑑𝑟 in 𝑇 𝑋𝐶 𝑅𝑉 for consensus. The CTs in the new region
only need to verify
𝑐 0 + 𝑐 2 == 𝑐 1 ,

(11)

where ” == ” represents judgement operation. If the equation
above holds, the CRV is deemed as honest, else the nodes
in the new region have a reason to believe the CRV sends a
faulty attribute and reject the authentication process.
During the authentication process, it can be observed that
the attribute can be verified by 𝑐 0 , 𝑐 1 and 𝑐 2 , without the
open process in conventional pedersen commitment schemes
that reveals 𝑚 and 𝑟, showing great privacy-performance.
Moreover, compared with existing ZKP based pedersen commitment schemes, the proposed scheme enables the parallel
sending of commit message. The attribute can be authenticated
by performing only one round of communication, thus the pro-
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Algorithm 1: Contract HandOver
1
2
3
4
5

8
9

posed scheme is also communication-efficiency. The specific
interaction is depicted in Fig. 2, and the detailed format of
contract 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 is also concluded in Algorithm 1.

Virtual World

preprepare

prepare

Ex-commit

postprepare

Intracommit

Post-commit

𝐂𝐓𝟏
SCS n

𝐂𝐓𝟐
𝐂𝐓𝒏

SCS n+1

…

6
7

Function HandOver(𝑇 𝑋𝐶 𝑅𝑉 ){
Check 𝑠𝑖𝑔 of 𝑇 𝑋𝐶 𝑅𝑉
Obtain the destination 𝑑 from 𝑇 𝑋𝐶 𝑅𝑉
Generate 𝐺, 𝐻, 𝑦, 𝑟, 𝑠, 𝑒 as the step of 𝑆𝑡𝑒𝑢 𝑝
Generate Identity factors for the CRV
𝑖 𝑓𝐶 𝑅𝑉 ={𝐺, 𝐻, 𝑟, 𝑒}
Generate Identity factors for the 𝐸 𝑆𝑉
𝑖 𝑓 𝐸 𝑆𝑉 ={𝐺, 𝐻, 𝑟, 𝑒, 𝑦, 𝑠}
Return 𝑖 𝑓𝐶 𝑅𝑉 and 𝑖 𝑓 𝐸 𝑆𝑉 }

7

SCS n+2

DPBFT Consensus
SCS n

SCS n+1

SCS n+2

…

…

Ex-Authenticated
within SCS n

Driving Lane

Fully Authenticated
In the whole CC

Fig. 3: The proposed Diffused PBFT Consensus
C. Diffused Practical Byzantine Fault Tolerance
Traditional consensus mechanisms such as PoS or PBFT
regard the new transactions (or block) as valid only if the entire
network achieves a unified ledger view, which will introduce
an intolerable consensus delay under the large scale vehicular
networks. In practical, due to the wide communication range
of ESs, we notice that the CRV cannot drive across multiple
ESs in a very short time period. Following this viewpoint,
the consensus process can firstly be executed in a small
range around the CRV, so that the CRV can be quickly
authenticated within its current small range. Hence, we are
motivated to develop a lightweight consensus mechanism,
namely diffused Practical Byzantine Fault Tolerance (DPBFT),
aiming to accelerate the authentication process. The DPBFT
process contains six steps, as shown in Fig. 3.
Pre-prepare and Prepare: The two processes are similar
with that of conventional PBFT. The CT of 𝐸 𝑆 𝑛𝑒𝑤 broadcast
identity transaction 𝑇 𝑋𝑖𝑡 with other CTs in all the SCSs. Upon
receiving 𝑇 𝑋𝑖𝑡 , the CTs in the SCS first check its integrity and
validity. After verify the equation in Eq. (11), the CTs will
broadcast the PREPARE message with other CTs in SCS𝑛 .
Ex-commit: Unlike conventional PBFT, after receiving more
than 2 𝑓𝑖 + 1 ( 𝑓𝑖 is the maximum number of fault-tolerant CTs
in 𝑆𝐶𝑆 𝑛 ) PREPARE messages from other CTs, the CTs will
broadcast EX-COMMIT with others instead of commit. The
EX-COMMIT indicates that 𝑇 𝑋𝑖𝑡 is verified by the CTs in
local SCS, that is to say, the consensus is achieved within
a small range. After the EX-COMMIT process, the CRV is
deemed as authenticated in the SCS𝑛 , now it can interact with
other CTs and issue the transactions within the SCS𝑛 .
Post-prepare and Intra-commit By collecting 2 𝑓𝑖 + 1 EXCOMMIT messages from CTs in 𝑆𝐶𝐶𝑛 , the local view of
the ledger is updated. At this moment, the 𝐸 𝑆 𝑛 sent the
"ex-authenticated" transaction 𝑇 𝑋𝑖𝑡 to other SCCs for further
consensus. Similar with the pre-prepare, prepare and excommit processes, all other SCCs implement the consensus
in their own range to reach the ex-commit stage, then they
broadcast the EXCOMMIT messages back to other SCCs.
Post-commit Upon collecting 2 𝑓 0 + 1 ( 𝑓 0 is the maximum
number of fault-tolerant ESs) EXCOMMIT messages from the
whole CS, 𝑇 𝑋𝑖𝑡 is deemed as valid and legitimate, then the

view of all the SCSs reach consensus. Until now the CRV is
fully authenticated and it can interact with all the CTs in CS.
There are two main advantages of the proposed diffused
PBFT (DPBFT) in comparison with the conventional PBFT
based algorithms. Firstly, it can reduce the communication
overhead. The proposed DPBFT decomposes traditional PBFT
into multiple "sub-consensus areas", i.e., SCSs in our paper.
Within each SCS, CTs will firstly reach a primary consensus
in a relatively small range, then the primary consensus result
is sent to the whole network for further consensus. Since
the primary consensus can be implemented in parallel, largescale communication process can be replaced by multiple
small-scale communication processes, thus reducing the communication overhead. Secondly, by utilizing the DPBFT, the
authentication process shows a trend of diffusion. In other
words, the CRV is first authenticated in the region that is
closest to it, then it is gradually authenticated by other regions.
In this case, after the CRV has completed the consensus in
a small region, it can directly interact with the surrounding
CTs as a legal identity without waiting for the consensus
result of other nodes in the entire network. Therefore, the
proposed DPBFT can greatly shorten the authentication delay
and improve the system efficiency.
V. C OMMUNICATION AND S ECURITY A NALYSIS
In this section, we analyze the proposed P4C algorithm and
the DPBFT mechanism. Specifically, the communication and
security performance of the proposed DPBFT are analyzed in
terms of communication overhead and tolerant bound of single
point of failure attack. Then, the authentication latency of the
P4C algorithm is calculated, followed by the security analysis
of potential malicious attacks.
A. Analysis of the DPBFT Consensus
Suppose the CTs constructed by vehicles distributively
locate on total 𝑀 SCS in the CC. Let M = {1, ..., 𝑚, ...𝑀 }
denote the set of ESs,
Í and 𝑛𝑚 denotes the number of CTs in
SCS𝑚 that satisfies 𝑚 𝑛𝑚 = 𝑁. In order to ensure the balance
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of the CT construction, we assume that there must be at least
𝜉 CTs within one ES, that yields
𝑛𝑚 ≥ 𝜉,

∀𝑚 ∈ M

(12)

1) Communication Overhead: As indicated in Section IV.
C, the consensus is implemented in parallel by CTs in different
SCSs, hence, the total signaling cost can be computes as the
sum of intra-interactions within each SCS and the interactions
among the SCCs, that is
𝑐=

𝑀
Õ

[(𝑛𝑚 − 1) + (𝑛𝑚 − 1) 2 + 𝑛𝑚 (𝑛𝑚 − 1)]

𝑚=1

+ (𝑀 − 1) + (𝑀 − 1) 2 = 2

𝑀
Õ

lower communication overhead compared with conventional
PBFT. While the low communication overhead comes at the
cost of certain security. As shown in Eq. (17), compared to
conventional PBFT, the proposed DPBFT has a b 𝑓1 /b 𝜉3 + 1cc
reduction in terms of single-point of failure. Besides, the
minimal number of CTs within each SCS 𝜉 has a nonnegligible impact on both communication and security. With
the increase of 𝜉, the defensibility of single-point of failure
can be enhanced as Eq. (17), meanwhile this will conversely
aggregate the communication cost. In practical, the value of
𝜉 is related with the ES ability of constructing CTs, and it
should be well designed of the CC system, in order to make
a good balance between the security and communication.

𝑛𝑚 (𝑛𝑚 − 1) + 𝑀 (𝑀 − 1)

𝑚=1

≥ 2𝑀𝜉 (𝜉 − 1) + 𝑀 (𝑀 − 1).
(13)
2) Security Analysis of Single-point of Failure: Considering
a non-trust scenario where there are total 𝑓1 malicious CTs
among all CTs, and 𝑓2 ESs that suffer from the single-point
of failure (spf-ESs). Both the malicious CTs and spf-ESs
will choose to disturb the consensus process and undermine
the authentication of CRVs. Next, we will analyze the worst
situation of the CC system under the DPBFT mechanism.
From the perspective of malicious CTs, the most harmful
action to the consensus is to mislead as many SCSs as
possible, so that the system cannot reach a consistent states.
Given the fixed malicious CTs 𝑓1 , in the worst situaion, each
SCS should only have the minimal number of CTs, 𝑖.𝑒.,
𝑛1 = 𝑛2 = ... = 𝑛 𝑀 = 𝜉, so that the malicious CTs can
destroy one sub-consensus with the least cost. In this case,
the number of "occupied" SCSs ("occupied" SCS refers to the
SCS that cannot broadcast the correct EXCOMMIT message
in post-prepare stage) can be expressed as
𝜉
+ 1cc
(14)
3
The worst case during DPBFT is that malicious CTs and
spf-ESs conspire to attack the system. By observing the attack
of malicious CTs, the optimal attack strategy of spf-ES is
to implement single-point of failure on those "non-occupied"
SCSs, thus the total number of SCSs being attacked is
𝑁𝑜𝑐𝑐 = b 𝑓1 /b

𝑁 𝑎𝑡𝑡 = 𝑓2 + 𝑁𝑜𝑐𝑐 .

(15)

Similarly, the post commit process in DPBFT ensures that it
can tolerant at most b𝑀/3c SCSs, that is
𝑁 𝑎𝑡𝑡 < b𝑀/3c.

(16)

By rearranging the inequality above, the tolerant upper
bound of spf-SCS can be obtained
𝜉
(17)
𝑓2 < b𝑀/3c − b 𝑓1 /b + 1cc
3
Based on the analysis above, the communication overhead
can be approximately calculated as O (𝑀 2 + 𝑀𝑛2𝑚𝑎𝑥 ) according
to Eq. (13), where 𝑛𝑚𝑎𝑥 is the maximum number in M,
instead of the O (𝑁 2 ) in PBFT (𝑁 is the total number of
CTs). Since both 𝑀 and 𝑛𝑚𝑎𝑥 are far less than the large scale
𝑁, it can be deduced that the proposed DPBFT achieves a

B. Analysis of the P4C Algorithm
In this subsection, the proposed P4C algorithm will be analyzed in terms of authentication delay and resistance against
potential malicious attacks.
1) Authentication Latency of P4C Algorithm: The total
authentication latency comprises three components: the setup.
commit and verification processes. In order to quantify the
overall latency, several variables are required defined.
First, the bit length of messages are given. There are total
6 types of messages during the P4C algorithm, including 4
random number 𝑟, 𝑒, 𝑦, 𝑠 with bit length 𝜎1 and 2 random
elliptic curve points 𝐺, 𝐻 with the bit length 𝜎2 . Moreover,
we assume all the header of the sending messages have the
equal length with 4. Denote 𝐶 𝑝 as the time consumption of
generating the group of elliptic curve with a large prime 𝑝. To
measure the computation consumption of the P4C algorithm
and the comparison groups, we resort to the computation
overhead that is defined as the time consumption of one certain
operation [28]. There are four related operations during the
simulation: the generation of hash value 𝐶ℎ , the generation of
a random number 𝐶𝑟 , the elliptic curve pairing that generates
the commit 𝐶𝑐 in Eq. (8), (10), and the verify function 𝐶 𝑣 .
The latency during the setup process can be calculated as
𝑙 𝑠𝑒𝑡𝑢 𝑝 = (𝐶 𝑝 + 2𝐶𝑟 ) + (𝐶𝑟 + 𝐶𝑐 ) + 4𝐶𝑟
4 + 2𝜎2 + 4𝜎1 4 + 2𝜎2 + 2𝜎1
,
),
+ 𝑚𝑎𝑥(
𝑅 𝐻 𝑂,𝐶𝑇
𝑅 𝐻 𝑂,𝐶 𝑅𝑉

(18)

where 𝑅 𝐻 𝑂,𝐶𝑇 and 𝑅 𝐻 𝑂,𝐶 𝑅𝑉 are the transmission rate between the smart contract 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 and the 𝐸 𝑆 𝑉
𝐸 , 𝐶 𝑅𝑉,
respectively. Here (𝐶𝑟 + 𝐶𝑐 ) represents the point generation
process: 𝐻 = 𝑞𝐺. Then, the commit process includes the secret
generation process, the calculation of blind factor and commit
calculation process, wherein the latency can be expressed as
𝐶𝑇
𝐶 𝑅𝑉
= 𝐶ℎ + 2 ∗ 𝐶𝑐 , 𝑙 𝑐𝑜𝑚𝑚𝑖𝑡
= 𝐶 ℎ + 𝐶𝑐 .
𝑙 𝑐𝑜𝑚𝑚𝑖𝑡

(19)

At last, the sending verification process can be computed as
𝐶 𝑅𝑉
𝑙 𝑠𝑣
=

4 + 2𝜎2
4 + 2𝜎1
𝐶𝑇
, 𝑙 𝑠𝑣
=
,
𝑅𝐶𝑇 , 𝑁 𝑒𝑤
𝑅𝐶 𝑅𝑉 , 𝑁 𝑒𝑤

(20)

where 𝑅𝐶 𝑅𝑉 , 𝑁 𝑒𝑤 and 𝑅𝐶𝑇 , 𝑁 𝑒𝑤 are the corresponding channel condition between the 𝐸 𝑆 𝑁 𝑒𝑤 and 𝐶 𝑅𝑉, 𝐸 𝑆𝑉𝐸 . Consequently, the total latency of the authentication process can be
calculated as
𝐶 𝑅𝑉
𝐶 𝑅𝑉 𝐶𝑇
𝐶𝑇
𝑙 𝑎𝑢𝑡 = 𝑙 𝑠𝑒𝑡𝑢 𝑝 + 𝑚𝑎𝑥(𝑙 𝑐𝑜𝑚𝑚𝑖𝑡
+ 𝑙 𝑠𝑣
, 𝑙 𝑐𝑜𝑚𝑚𝑖𝑡 + 𝑙 𝑠𝑣
) +𝐶 𝑣 . (21)
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Based on the equations above, it can be deduced that the
commit process and the sending verification process of both
CRV and CTs can be operated in parallel, thus the overall
authentication latency can be greatly reduced.
2) Conspiracy Attack: The attack refers to that the malicious CRV can conspire with other vehicles in a small
range in order to access to the new region with an illegal
identity, namely 𝑖𝑑 𝑎𝑡𝑡 , then to interact with other vehicles
with malicious transactions,namely 𝑇 𝑋𝑎𝑡𝑡 s. However, due to
the diffusion feature of the identity transaction 𝑇 𝑋𝑖𝑡 , the CTs
in other regions can hereafter receive the 𝑇 𝑋𝑖𝑡 and verify the
correctness of 𝑖𝑐 and 𝑖 𝑝. Under the assumption that malicious
CRV cannot control most of the vehicles in the new region, the
final authentication will failed. In this case, the identity 𝑖𝑑 𝑎𝑡𝑡
will be deemed as invalid in the new region. The transactions
related to 𝑇 𝑋𝑎𝑡𝑡 s will also be regarded as invalid, and not be
appended in the ledger. That is to say, though the conspiracy
attack can cheat honest vehicles within a small range, the
attack will be eliminated alongwith the diffusion of 𝑇 𝑋𝑖𝑡 , and
all the malicious transactions 𝑇 𝑋𝑎𝑡𝑡 s that occurred during the
attack will also be expired.
3) Man-in-the-Middle Attack: The type of the attack means
that the attackers intercept and steal the message during the
authentication process, so as to obtain the private information
of the honest vehicles. In the proposed P4C algorithm, both
the 𝑖𝑐 and 𝑖 𝑝 are in the form of pedersen commitments, which
conceal the secret attributes 𝐴𝑡𝑟, Besides, the P4C leverage the
parallel verification scheme without the opening procedure.
Even if the attackers obtains the public point of elliptic curve
𝐺, 𝐻, they cannot calculated the corresponding attributes 𝐴𝑡𝑟
within polynomial time.
4) Replay Attack: The attack refers to the attackers that
re-use their authenticated 𝑖𝑐 or collect others 𝑖𝑐 to realize
re-authentication. In our proposed authentication framework,
each transaction is marked by the timestamp. During the
verification process of the consensus, all the CTs will verify
the time current time with the timestamp encapsulated in 𝑇 𝑋𝑖𝑑 .
If the gap between the current time and timestamp locates
within a certain time period, then the transaction 𝑇 𝑋𝑖𝑑 is valid,
otherwise it is refused. Moreover, since the 𝑖 𝑝 is generated by
referring to the latest 𝐴𝑡𝑟 value on the ledger. In this case, the
authentication process will be also denied if the malicious one
CRV replays an previous 𝑖𝑐 to the new region.
VI. P ERFORMANCE E VALUATION
In this section, we evaluate the proposed CyberChain based
authentication framework. The proposed P4C algorithm is
firstly simulated with respective to communication and computation overheads. Then, the DPBFT is evaluated in terms of
signaling cost and authentication delay. Finally, the security
performance and caching cost are investigated of the proposed
CC based framework.
A. Simulation Setup
We measure the P4C algorithm on a PC with Inter Core i79750H 2.6GHz and 16G RAM. For the authentication part, we
resort to the 𝑆𝐻 𝐴256 and 𝑖𝑛𝑡 () function to transform the 𝐴𝑡𝑟
to an integer value. Moreover, we generate elliptic curve point
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TABLE II: SIMULATION PARAMETERS
Parameters
The Number of Vehicle
Channel Loss between Vehicles and ESs 𝑃𝐿
The distance between vehicles and ESs
Authentication Block Header
Data rate of CTs in cyberspace
Minimal Constructing Requirement of CT
within one SCS 𝜉
Blind Factors 𝑦, 𝑟, 𝑠, Challenge Factor 𝑒
Elliptic Curve 𝐺, 𝐻
Computation Overhead (ms)

Value
50
𝛼 + 10𝛽𝑙𝑜𝑔(𝑑) + 𝑋 𝛿
uniform distribution within (20,100)
80 KB
12Mbps
[3, 15]
𝜎1 =256-bit length
𝜎2 =160-bit length
𝐶ℎ = 0.01215, 𝐶𝑐 = 81.96496
𝐶𝑟 = 0.01478, 𝐶 𝑣 = 0.00309

with the recommended elliptic curve parameters sec256k1
presented in [29] with 160 bit length. The corresponding
generator key 𝑞 with a 256 bit length (𝑖.𝑒. 𝜎1 = 256 𝑏𝑖𝑡),
so that a generation elliptic curve point can be obtained by
𝐻 = 𝑞𝐺. Besides, the blind factor 𝑦, 𝑟, 𝑠 and challenge factor
𝑒 are generated randomly with the 𝜎1 bit length. Two existing
authentication schemes are chosen as the comparison groups,
𝑖.𝑒., the NPPPC [26] and the zkPC [27] algorithms.
For the simulation of CyberChain, a conventional physical blockchain with standard PBFT consensus is selected
as comparison group. The communication link of vehicles
is modeled as the mmWave transmission link with the path
loss model 𝑃𝐿 [𝑑𝐵] = 𝛼 + 10𝛽𝑙𝑜𝑔(𝑑) + 𝑋 𝛿 [30], where 𝛼
is the intercept in dB, 𝛽 is the slope and 𝑋 𝛿 follows the
Gaussian distribution with zero mean and 𝛿 standard deviation.
𝑑 is the distance between vehicles that is set as the uniform
distribution within (20, 100). To characterize the V2VC of
CTs, we assume each CT is constructed in the corresponding
ES as the Universal Serial Bus (USB) system, wherein the CTs
are linked in series through hubs [31]. The communication
rate between CTs can be approximately modeled as the data
transfer through the downstream ports with the bitrate 12Mbps.
We set the blocksize as 100, wherein the size of each 𝑇 𝑋𝑖𝑑
is 3𝜎2 , and the size of the block header equals 80KB. More
specific simulation parameters are shown in Table II.
B. Numerical Results
We first evaluate the proposed P4C algorithm in Table III.
There are two provers: the CRV and the ES𝑉 . For the CRV,
its computation consumption contains one hash operation 𝐶ℎ
and one pairing operation 𝐶𝑐 during the parallel commit stage,
and its communication overhead comes from the sending of
𝑐 0 in Eq. (8) with the 𝜎2 length. For the ES𝑉 , its computation
consumption consist of one hash operation 𝐶ℎ and four pairing
operations 4𝐶𝑐 . The communication consumption includes the
transmission of 𝑐 1 and 𝑐 2 , with 2𝜎2 length. Similarly, we
conclude the communication and computing consumption of
NPPPC and zkPC algorithms in Table II. It can be figured
that the proposed P4C algorithm efficiently reduce the communication and computation overhead of CRV. Though the
computation overhead of ES𝑉 has a 3𝐶𝑐 − 𝐶𝑟 increment
compared to NPPPC, the proposed algorithm realizes good
privacy-preserving of the provers. Moreover, the proposed P4C
algorithm enables the smart contract 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 to generate
the the blind factors 𝐺, 𝐻, 𝑦, 𝑟, 𝑠, 𝑒 in a decentralized manner. Although the contract will increase 4𝜎1 generation and
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TABLE III: COMPUTATION & COMMUNICATION CONSUMPTION

Public-parameter
Generation
CommunicationEfficient
PrivacyPreserving

NPPPC [26]

zkPC [27]

𝐶ℎ + 𝐶𝑐 + 𝐶𝑟

𝐶ℎ + 4𝐶𝑐 + 3𝐶𝑟

𝜎2 + 2𝜎1

𝜎2 + 3𝜎1

𝐶𝑐 + 𝐶 𝑣

𝐶𝑟 + 𝐶𝑐 + 𝐶 𝑣

𝐶𝑣

0

𝜎1

0

Third Party :
(Centralized)
2𝜎2

Third Party:
(Centralized)
2𝜎2

𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 of CC:
(Decentralized)
2𝜎2 + 4𝜎1

X

−

X

−

X

X

P4C
CRV: 𝐶ℎ + 𝐶𝑐
𝐸 𝑆𝑉 :𝐶ℎ + 4𝐶𝑐
CRV: 𝜎2
𝐸 𝑆𝑉 :2𝜎2

5000

Traditional Blockchain
CyberChain with =3
CyberChain with =5
CyberChain with =8

4500

Signaling Cost of Consensus

Algorithm
Computation Overhead
of the Prover
Communication Overhead
of the Prover
Computation Overhead
of the Verifier
Communication Overhead
of the Verifier
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Fig. 5: The Signaling Overhead of the CPBFT Consensus
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transmission, it can eliminate the open stage and support the
parallel commit stage, thus reducing the authentication latency.
The authentication delay are presented in Fig. 4. It can be
figured that the proposed P4C algorithm achieves the fastest
authentication than the comparison groups. During the setup
stage, since the P4C requires the smart contract to calculate the
public points 𝐺, 𝐻 as well as blind factors 𝑦, 𝑟, 𝑒, 𝑠, while the
comparison groups only need to calculate the 𝐺, 𝐻, the P4C
has a relative long setup delay. However, the blind factors are
generated by the 𝐻𝑎𝑛𝑑𝑂𝑣𝑒𝑟 that are accessible only for the
legal CTs in the CC, and the factors can be simultaneously
transmitted to the CRV and ES𝑉 with immutability. In this
case, the two provers (𝑖.𝑒. the CRV and ES𝑉 ) can send
the identity proof in parallel, instead of waiting for certain
time period as conventional Pedersen commitment schemes.
Consequently, both the waiting stage and the open stage can be
eliminated in the proposed P4C algorithm, thereby the overall
authentication latency can be greatly reduced.
Then, the performance of the proposed CC is discussed. Two
comparison groups are chosen: a physical private blockchain
with the PBFT consensus, and a cyberchain with the PBFT
consensus. It should be noted that we investigate the consensus
latency within one hop range, that is to say, all the nodes in the
blockchain can transmit the consensus related message ( postprepare and post commit) via one hop communication. We
tend to utilize the simplified consensus latency to prove the
lightweight and time-efficient features of the proposed DPBFT.
As the V2VC is not restricted by the physical channel, if the
consensus latency of the proposed CC within one hop shows
superiority than physical blockchain, it will outperforms in the

Fig. 6: The Consensus Latency with Different CT Requirement

eventual consensus process.
As shown in Fig. 5, the signaling overhead is investigated.
The signaling overhead is the total communication times
during consensus process. It can be figured that the proposed
DPBFT greatly reduces the communication overhead, realizing
a maximum reduction of 80 %. The saved overhead increases
with the increasing of the number of nodes within the CS
(𝑖.𝑒. CTs). Compared with traditional physical blockchain with
PBFT consensus,the proposed DPBFT takes the advantages of
the division of CS, as expressed in Eq. (13). The total CS
is divided into several SCSs, each of which consists 𝜉 CTs.
The CTs within one SCS firstly implement the intra-commit
in a O (𝜉) complexity as illustrated in Fig. 3, then the local
consensus result will sent to other SCSs to reach a post-commit
process, thereby reducing the total communication overhead.
In addition, it can be inferred that the overhead increases
with the number of 𝜉 that refers to the minimal constructing
requirement of CTs within one SCS. given the fixed number
of CTs 𝑁, the lower bound of communication overhead in
2
Eq. (13) can be transformed as 𝑐 ≥ 2𝑁 (𝜉 − 1) + 𝑁𝜉 2 − 𝑁𝜉 . By
3

calculating its first derivative, it yields 𝑐 0 = 𝑁 𝜉 +2 𝜉𝜉 3−2𝑁 . In
this case, continuously increasing the value of 𝜉 will make
𝑐 0 > 0, thus resulting in the increment of overhead.
The overall consensus latency is investigated in Fig. 6.
The latency of cyberchain with PBFT consensus is slightly
smaller than that of the physical chain, which is credit to the
V2VC. Compared with physical transmission, the V2VC has a
more stable and faster transmission rate, while the advantages
of cyberchain is not fully demonstrated in one hop range.
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It can be figured that a larger 𝜉 in CC will contribute to a lower
storage cost. This benefits from the distributed transactions but
centralized storage of the CC, as discussed in Section III. C.
The ESs can provide their physical caching capability for the
blockchain ledger, whereas they can only access to the ledge
with their own CTs. Consequently, the CTs can transact with
other CTs in cyberspace, without being restricted by physical
storage, proving the scalability of the proposed CC.
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In this case, the proposed DPBFT shows great superiority
compared to the other twos. Due to the ex-commit process of
the DPBFT, the consensus is firstly achieved within one SCS in
a short time. Then, the post-prepare process enables each SCS
to broadcast one message, instead of broadcasting by every
nodes, which shortens the latency of post-commit process.
Combing the two process, the overall latency is reduced.
Besides, it is noted that increasing 𝜉 will further enhance the
latency performance. This can be explained with the increasing
of 𝜉, the inter-communication among SCSs will be replaced by
the intra-communication among CTs. The intra-commit stage
can be accelerated by means of V2VC in a parallel manner,
thus realizing the lightweight and time-efficient.
Fig. 7 shows the defensibility of single-point of failure (spf)
of the proposed CC. Compared with traditional blockchain,
the proposed DPBFT shows weakness towards the malicious
attack. However, according to Eq. (17), the defensibility of spf
will be enhanced with the increment of 𝜉. Combing both Fig.
5, Fig. 6 and Fig. 7, it can be deduced that the proposed CC
make a good tradeoff between the security and communication
cost. In practical deployment, we can choose the a suitable 𝜉
in CC, so that both the communication and the defensibility
can reach a optimal value.
The storage cost of the proposed CC is finally investigated in
Fig. 8. The cost of traditional blockchain is linearly increasing
with the number of blockchain nodes. This is obvious since
the total centralized physical blockchain enforces each node
to cache a complete ledger. While the proposed CC shows
good storage-saving power than than the physical blockchain.

VII. C ONCLUSION
In this paper, a CyberChain based framework is proposed
for authentication in highly dynamic IoVs. Integrating both
blockchain and cybertwin technology, we build a blockchain
in the cyberspace to enhance the authentication efficiency.
Based on the framework, a P4C algorithm is proposed to realize privacy-preserving and communication-efficient authentication. We further design a DPBFT consensus mechanism
for the cyberchain to reduce the authentication delay. Simulation results demonstrate the superiorities of the proposed
CyberChain, wherein the caching cost can be reduced by
50 % compared with traditional blockchain while ensuring
almost equal security. Moreover, compared with traditional
schemes, the P4C algorithm reduces the authentication latency
by the parallel design, meanwhile saving the communication
and computation overhead of CRVs and ESs. The proposed
DPBFT has an 80 % reduction of the signaling cost, and
the overall consensus latency is also reduced facilitated by
the virtual communication of CTs. Future work will focus on
analyzing the optimal construction and migration strategies of
CTs based on the proposed cyberchain framework.
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