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Abstract

Nigeria, like many other countries, is aspiringlvelop legislation to facilitate
electronic commerce specifically and the use afnmiation communications
technology generally. This article addresses sdntleecchallenges that the legal
system and the judiciary will have to tackle irstprocess and highlights some of the
opportunities arising from properly addressingiiseles arising from the advent of
the information communications technology revolntio
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1. Introduction: The Nature of the Debate

It is of credit to the Nigerian government and alsgatrticular, the National
Information Technology Development Agency (NITDARgt in the past few years
much effort has already gone into addressing sdrtteeachallenges and harnessing
some of the opportunities presented by advancenmeimtrmation communications
technology generally and, especially, as a resuliedevelopment and now
widespread use of the Internet and the World Wid#W he introduction of the
National IT policy and the establishment of NITDAanuch welcome developments
evidencing the government’s commitments in thisamed the work that NITDA has
already done, for example, in sponsoring the dgkdttronic Transactions BillL]
currently going through the legislative processmeouraging capacity building and
in introducing the Mobile Internet Units among atbi@ngs are encouraginf®]

The advantages attending the global informationmamnications technology
revolution are well documented and need not batesiat great length presently
beyond stating that they include productivity sgeion time and costs, speeding up
and facilitation of transactions, access to supena more up to date information,
easier and cheaper communication both domestiaatlyinternationally and, in the
particular context of e-commerce, access to a widdeed, a global economic
market at relatively little cost. With regard teethenefits of information
communications technology, particularly from thespective of developing countries
such as Nigeria, even the United Nations recogrisgsnformation communications
technology could be a contributing factor to acmguts Millennium Development
goal of the reduction of poverty and of economicedepment generally3]
Nevertheless, it remains important to address llalenges that the information
communications technology revolution throws uptfar legal system and to consider
the ways to maximise the opportunities that it gpem at the same time.

It is a factor, not exclusive to Nigeria, that leitto the rules of law in existing legal
systems are predicated upon and tailored to toaditimeans of communication
though they have been sufficiently adaptable t@exonodate developments and
advancements as they occur, for example from @rahtunications to exchanges via
paper medium, telephone and facsimile. This addjyatf the law means that,
fortunately, the challenges arising from new fomhsommunications especially
through information technology are not insurmoulgathough they have to be met
with carefully crafted policies and rules that eeti the unique characteristics of these



new forms, that do not stifle their growth and tbiaates a positively enhancing
environment for maximising their benefits.

As mentioned earlier, an electronic transactiolisspresently going through the
legislative processes in Nigeria. This bill addessissues such as the formation and
validity of electronic contracts as well as thaissf electronic signatures. Beyond
rules related to electronic contracting, howeuseré are many other matters that will
have to be addressed by the legislature at sonm¢ ipdhe future[4] These include,
among others, whether a regulatory or licensingswhshould be introduced for the
providers of some types of Internet service suclicaexample, certification service
providers, or whether they could be left to a systé self regulation, say under a
code of conduct; whether or what type of regulategime should be put in place
concerning the issuing and distribution of eledanoney in smart cards and other
media[5] ; and, to what extent should the contents of webdie regulated
particularly in terms of offensive material or ntéécontrary to public policy. In
relation to the last example, there seems to haea bome advance since, according
to news reportg6] the Working Group on cyber-crimes set up by theegoment has
produced a draft Cyber-Crimes Act to address vartgpes of criminal activity that
are computer related.

The matters mentioned in the preceding paragrapHagged up as examples of
some of the wider matters on which policy and liegjige decisions will become
inevitably necessary. The rest of this paper cansidome other specific areas where
the law will need to strive to keep up with devetgmts in information
communications technology and how those developsnergact the activities of
economic actors, contracting practices and gemaeatpersonal exchanges and
transactions. It is also sought to point out sossees and areas of law that the courts
should be alert to in the administration of the kvd adjudication of disputes that
have connections to information communicationsnebigy usage. In this light, four
specific areas are selected for further exploraflavo of the areas (the administration
of the .ng domain name and the law of evidenceingl@o electronic documents) are
surrounded by controversy and debate in Nigeriaiatioe other two areas the law
could do with further development and greater tlafihere are other areas of the law
concerning information communications technologg alectronic commerce that are
in need of further legal development and clarity,, ielectronic payments, regarding
which some products are already beginning to emérgethe discussion here is
confined to the four selected areas for reasomediseness and because they are
considered of more immediate importance to thedational growth of electronic
commercial transactions in Nigeria.

2. The Administration of the .ng Top Level Domain

As this has been a matter of some amount of coatsgMately, it is worth flagging

up some of the issues arising from the administnadif a country code Top Level
Domain (TLD), in this case, the .ng TLD. Every cartgr connected to the Internet
has a unigque address, known as its Internet Protifjcaddress, which other
computers use to identify it and to route datandes for that computer. Technically,
this IP address consists of a string of four nurmiseparated by dots such as 24. 48.
36.72. As such numbers are much more difficuletnember than words, especially,
recognised words and names, the system of UnivResdurce Locators (URL) was
introduced to provide a word based referencingesyghat makes it easier to find



resources on the Internet. Thus, instead of usiagntmbers that constitute the IP
address of NITDA, for example, it is easier to tise URLhttp://www.nitda.gov.ng/
which is the website address of NITDA. A cruciattpef the URL is the domain
name of the person or organisation that operatewébsite associated with the
particular URL. The domain name system allows lierise of easily remembered
words and names as part of the URL of a websiteatqe It is not only a useful
mnemonic device but also one that allows websigraiprs to incorporate their
preferred, well known or even trade mark namesaaisgb the URL for their website.

Domain names operate in a hierarchical format gf Devel Domains (TLDs),
Second Level Domains (SLDs) and so on. The Top ILBeenains fall into two
categories which amgenericTLDs including, for example, domains ending witmg
.net, .org among others anduntry codeTLDs (ccTLDs) which are those ending with
two letters associating the domain with a particatntry such as .UK for the
United Kingdom, .za for South Africa and .ng forgiliia. Beneath the TLDs,
especially country code TLDs, are second and tbirdl domains denoting further
particulars of the host and operators of a padicwebsite. Globally, a number of
registrars have now been licensed to register domamnes falling in the generic TLD
categories and they all subscribe to the DisputoRé&on Policy and Rules of the
Internet Corporation for Assigned Names and Num@&ANN), which is the body
with overall responsibility for the administration the domain name system. The
focus here will be on the administration of courdogle TLDs and, in particular, the
.ng domain.

As has been pointed out elsewhf, the operation of ICANN’s policy, as reflected
in two important documents, RFC 1581 and ICP-19] , involves the assignment of
the administration of ccTLDs to a designated managleo must be on the Internet,
charged with operating and supervising the domamexsystem in the country
concerned and that for each domain, there must laglministrative contact, who
must reside in the country concerned, and a teahoontact who, does not
necessarily have to reside in the couritt®] The Nigerian ccTLD dispute centres
around efforts to secure the re-delegation of traimistration of the .ng ccTLD to a
Nigerian non-profit organisation. Here, additionzdsons are provided as to why
securing such a re-designation is desirable amdtise best interests of the Nigerian
and the global Internet communities.

From a technical perspective in the first placeniamistering the Nigerian country
code TLD requires the maintenance and operati@.iofj name server. As the
country code TLD is now recognised as a publicuess the best course is that such
a server should be acquired, maintained and opkebgta government designated or
approved body (whether a public or private eniityihe interests of the Nigerian and
global Internet communitiegl1] Secondly, there are policy and legal mattersragisi
from the operation of the country code domain teagn if not necessarily requiring
direct governmental involvement in the operationhef country code TLD, at least
requires government backing and some form of kegitly for the body charged with
its administration. For example, a decision wowdgtnto be made about the
categorisation of second level domains in particaied how to make them reflect the
kind of activities that the operators of a parteculeb site are involved in. For
instance, would .gov.ng be reserved only for websiterators that have a connection
to government? Would .ac.ng be reserved only fstititions of higher education?



Would .sch.ng be reserved for schools and .co.ngdmpanies? Surely, the
resolution of these matters should reflect natiguadicy principles and objectives as
well as applicable laws in each area.

Another crucial aspect of the management of thargwwode TLD relates to the
introduction and operation of domain name dispatdesnent machinery for tackling
disputes that will inevitably occur over rightsuse particular domain names. This
does not seem to be a matter that is attractindiratiention in Nigeria at the
moment[12] but as more and more people, businesses and satjans start to
establish websites, disputes over domain namdsgkahgto arise. Two domain name
dispute proceedings that have connections to Nigalihough decided bgra

located outside Nigeria, demonstrate the potefaradisputes over domain names
when the .ng domain is fully functioning.

In the WIPO arbitration oBhell International Petroleum Co. v Allen Joi&3] a
chap, who the tribunal ultimately regarded as adraegistered the domain name
www.shell-nigeria.com (the hyphen is significaMjhen registering the domain
name with the concerned registrar, he gave a sepgpvahoo e-mail address
matching that of a 16 year old ‘computer enginealfed ‘Afez Adeyemi’! With this
domain name he set up a website, which he clairemhed to a supposed, but in
the end fictitious, company called ‘Shell PetroleN@ Unlimited’ and from where
he was offering consignments of oil at heavily distted prices. The website copied
information from the website of the well known Sr@il Company and was
sufficiently similar to the legitimate company’s bgte that at least one person
intending to enter into a contract to the tune28,900 thought he was dealing with
Shell. The legitimate Shell Oil Company’s websitlelieess for its Nigerian business is
www.shellnigeria.com i.e. different from that reigi®ed by the fraud by only the
missing hyphen. The WIPO panel decided that thistesgd domain www.shell-
nigeria.com infringed the unregistered/common legémark ‘Shell Nigeria’
belonging to the genuine Shell Oil, which that camphad used as part of its own
registered domain name of www.shellnigeria.com.

The second case example is from the decision oAtherican-based National
Arbitration Forum in the cag@allup Inc. v Jerome Obinab{4] in which the
respondent had registered the domain names ‘aflicggoll.com’,
‘nigeriagalluppoll.com’, ‘igbogalluppoll.com’ ang/6rubagalluppoll.com’. These
registrations were challenged by Gallup Inc, a camythat was accepted to be the
largest and most well known provider of polling\sees in the US and in the world.
Gallup argued that under ICANN’s dispute settlenratgs, the domain names
registered by the respondent were confusingly amtd the trademarks in which they
had rights, that the respondent had no rightsgititeate interest in respect of the
registered names and that the domain names hadégstered in bad faith. In the
end, the arguments of the complainant were acceptédt was decided that the
domain names must be transferred to Gallup Inc.

The examples above are disputes that have occunckt the generic .com TLD. Itis
suspected strongly that when the .ng domain ig fulhictional and domain names
under it are readily available there is likely ®rnore cases of this nature. What this
means is that whichever body ends up in chargdmirastering the .ng domain must
have a sound dispute resolution policy in placenéchanism designatirigra and
procedures for dispute resolution will also likbly necessary. Fortunately, there are a



number of jurisdictions whose experiences can be/dmupon in establishing the best
approach for Nigeria on these matters. The undeglfiindamental point that all these
examples further demonstrate is that governmentabaisation or support (at the
least) will be required for the body that will kessponsible for administering the .ng
TLD. [15]

3. Conflict of Laws Issues Arising from I nter net/E-Commer ce Transactions

In the information and electronic commerce agesenamd more Nigerians will be
involved in activities that have connections tomies other than Nigeria. Surfing

the Web in itself is an activity that is connectedther countries in the sense that the
computers, the servers and hosts, that are accesseell as the providers of the
services offered through them, will be overseasamy cases. It is also important to
bear in mind that a very large number of the Neyesiso using the World Wide Web
will be ordinary consumers and not necessarily cencial people who may have
more business savvy. At some point or other, despate likely to arise out of
activities, the transnational activities, conduadedhe Web. Possible examples
include: dissatisfaction with goods bought or segsiprocured over the Web and
fraud on the consumer (e.g., by fraudulent welmptrators or by hackers who steal
financial information). Even in the realm of tarhagine the very possible scenario
that an article is published on the Web and thaptliblisher is based abroad (US,
Australia or indeed anywhere), but the article bamead on computers in Nigeria and
it is alleged that the article is defamatory ofeagon resident in Nigeria. Does this
amount to defamation (slander or libel?) in Nigema do the Nigerian courts have
competence to adjudicate defamation proceedingstbegarticle? These are all real
possibilities and types of situations that miglaidéo judicial proceedings before the
Nigerian courts or before alternative dispute ngsoh bodies.

In addition to issues of substantive law that thes#ters raise, there are some
important matters of adjectival law that Nigeriaouts will need to be alive to. For
instance, in the example where a Nigerian consumtkars goods on the Web, pays
by his credit card or smart card, and receives geoduch he is dissatisfied with, it is
easy to assume that one of the various Nigerianaajoods laws applies and that the
consumer should have rights under the provisiorssiol laws. That is to jump the
gun, however, as there is a strong possibility blyathe terms of the contract of
purchase between the Nigerian consumer and theriféethant the law of another
country applies. Most Web merchants have a clautigeiterms and conditions link
on their Web site that the law of a particular doyirusually their own home country,
applies to the transaction. Thus, for examplecthwlitions of use on the retailer
Amazon’s website (www.amazon.com) provide thatiéiweof the American state of
Washington applies to transactions concluded aivéizsite. Now, by the doctrine of
party autonomy and freedom of contract, it is naréess universally accepted that
parties to a contract having connections to mase tine country, subject to some
exceptions, are free to select whichever countayisthey wish to govern the
transaction. This principle is reflected in Nigeriaw for example in s. 47 of the
Arbitration Act- perhaps not the most elegantly drafted provisishich allows the
arbitral tribunal to decide disputes ‘in accordangt the rules in force in the country
the parties have chosen as applicable to the s\destd the dispute.’

Policymakers evaluating the myriad ways in whiajidkation regulates e-commerce
transactions and activities will necessarily havednsider whether or not there are



areas of policy where Nigerian laws should applgdosumer transactions
mandatorily, irrespective of the right of the pestio select which country’s law is to
govern the transaction. Even with regard to fortiesj there might be a case to
protect consumers against being caught unawarsadbychoice of law clauses.

Since low value transactions are not likely to cdyatore the courts because of the
costs (and length of time) involved in judicial peedings, the likelihood is that
disputes over such consumer transactions will belved by one of the online dispute
resolution schemes now emerging. Nevertheless still important for the Nigerian
courts to be alive to the conflict of laws dimemsad transactions that have
connections to more than one country. Nigeriantschave certainly shown
themselves to be competent at dealing with caseB sbrts including complex
international commercial disputes. There have lwases[16] however, where the
courts have proceeded on an almost automatic assumtipat Nigerian law applies
and overlooked that preliminary mattgl7] It is desirable that the courts, when faced
with disputes having connections to more than aumty, clarify the matter of the
governing law18] and remove any possible speculation that the Nigeourts

adopt the oft criticisetex fori approach.

Related to the issue of governing law is that akliction, an issue of perhaps even
greater importance to the courts and the judiciasyurisdictional issues figure
prominently in both in e-commerce transactions iarekamples of alleged
defamation on the Internet, such as the ones edtlaove. With regards to
contractual transactions, a contract that contaicisoice of applicable law is also
likely to contain a clause setting out where disepuietween the parties will be
resolved, whether in a court or by arbitration, #mellocation of the tribunal. Thus in
the example of www.amazon.com referred to eatherconditions of use also

provide that disputes arising from transactionsctated on the site are to be referred
to arbitration, once again in the American stat@vaishington. Thus if a Nigerian e-
purchaser who buys goods on those terms and ippgheth them were to sue in the
Nigerian courts, the Web merchant could apply fetay of proceedings or even that
the action be dismissed as being in violation efdgreement to go to arbitration in
Washington. Would the Nigerian purchaser have teams and the ‘facility’ to go to
Washington? Is he going to be deprived of a renfeaause of the lack of means and
facility to go to Washington?

In Europe, the European Union countries have iniced a regime that is intended to
protect the consumer in such cases. The ruleafmy for determining jurisdiction

in civil and commercial cas¢$9] provideinter aliathat a consumer can bring an
action against the other party to a contract (vehoat also a consumer) either in the
consumer’s own home state or in the courts of traeehstate of the other party. On
the other hand, a consumer is to be sued onlyeicdkintry of his domicile if he
concludes a contract with another person who dirdaetir commercial or professional
activities to his home state ‘by any means’. Onthefmeans for directing
commercial or professional activities nowadaysyishe Web. The question then is
whether a website operator directs his commerciptafessional activities tevery
state in which the website is or can be accessedttually every country in the
world! Thus if a Nigerian merchant establishes &site and enters into a transaction
through that website with a consumer from withie European Union, EU law
stipulates that if the Nigerian merchant wishesue that consumer he must pursue



the consumer to his home state in the EuropeannJraturally, in the interest of
protecting Nigerian consumers, especially wheretrdosiot have easy opportunity to
travel abroad, particularly to Western countrieseems a reasonable course for
Nigerian lawmakers to at least consider similavjgions in respect of actions against
Nigerian consumers. It is recognised that theresamee potential negatives, for
example, whether fraudulent Nigerians will see #sasome form of shield and
whether foreign e-merchants will be reluctant taldeth Nigerian consumers. It is
believed, however, that these difficulties areswgreat as to prevent the
consideration of similar provisions or a tailoregfsion in the interest of consumers.

In the defamatiofi20] example referred to earlier, say the article islighed in an
American newspaper that is also published onlineulM/the Nigerian person who
alleges that he has been defamed have to go toigartersue? Does the ability to
read the article in Nigeria mean that the artislgublished’ in Nigeria?21] Such
matters should be of interest to Nigerian mediaigsovho publish electronic
versions of their newspapers, which many Nigerlansg abroad find extremely
useful, because if the online edition of a Nigema&wspaper publishes allegedly
defamatory material about someone living in Augri@?] or the UK[23] or in any
number of other countries except the 28] , there is the strong likelihood that the
newspaper will be sued in those countries, evenghaohe allegedly defamatory
material was written in Nigeria and originally apped in a paper version of a
publication that has circulation only or principaith Nigeria. These are actually
issues of both substantive as well as conflicaofd.

On the matter of jurisdiction, in a case wheregbeson alleging defamation is a
Nigerian, even if it is decided that the articlestipublished in an American
newspaper is also published in Nigeria, do the Nagecourts have jurisdiction over
the American publisher or can they exercise lomg-arrisdiction to drag the
foreigner before the forum? The rules of courteludtto permit jurisdiction to be
obtained over a person outside the territorialténoif the court if the courts, in their
discretion, grant leave that the foreign basedqgrestiould be served with the court’s
writ outside the jurisdiction. The foreign defentlaray choose, however, to ignore or
challenge jurisdiction so obtained. Moreover, & ttourt’s judgment needs to be
enforced abroaff5] , some countries tend not to enforce judgmentstgdawhere
jurisdiction was obtained by long arm means antiqdarly where the defendant did
not take part in the proceedin@6]

The foregoing are just some of the matters of adgdaw that the Nigerian courts
will probably have to address in this informati@mumunication technology age. One
other related issue of adjectival law but consideteserving to be discussed
separately, not being a matter of conflict of laisghat concerning the use of
electronic documents as evidence in dispute rasalaind especially in judicial
proceedings.

4. | nternet/E-Commer ce Transactions and the Law of Evidence

Information communications technology also posesesohallenges for the courts in
terms of the use of electronic documents as eveldnordinary circumstances, that
is, without the use of certification for examplé&earonic documents have a particular
vulnerability in that deliberate or in-deliberatedifications may be difficult to detect
if not altogether undetectable. In addition, mdst&onic documents tendered are



likely to be copies of the original data conteritthe document in terms of the way
information systems, especially network systemgkwbhese factors pose challenges
for courts in terms of some key concepts underlyiregadmissibility of evidence

such as reliability, the best evidence rule, the om hearsay and generally in terms of
the authenticity and integrity of the document. iEifean electronic record satisfies
the tests that may be laid down for its admisdibithere is the further question of
what weight is to be attached to such evidence.

The best evidence rule requires the person terglexiiience to tender the best
evidence possible which, in relation to documemisans the original document or
that which is closest to it. Electronic documerdsdt really have an ‘original’ in a
meaningful sense being invariably, in the visua#igresented form, copies or even
copies of copies of the initial data input. Thersag rule, subject to permitted
exceptions, prevents the use of second-hand intaymas opposed to information by
an eyewitness who can be cross-examined on themafmn. Thus, a document
purporting to represent the statement of a perdoamig/not called as a witness to
tender the document and be cross-examined olikelg to be caught by the hearsay
rule. Finally, courts would also need to be sasf the reliability of the document
in the sense that it is what it purports to be ainits integrity in the sense that it has
not been tampered with or modified from its oridistate unless of course it is being
tendered as a modified version.

The NigeriarEvidence Acallows thecontentsof documents to be proved by primary
or secondary evideng27] though it also provides, curiously at first siginat
‘documents’ (not mentioning the ‘contents’ in tpisrticular respect) must be proved
by primary evidence except as mentioned in the [R8f. The apparent disparity is
resolved, however, by section 97 of the Act whiobves that ‘secondary evidence
may be given of the existence, condition or corst@fia document’ in circumstances
listed within the provision. Primary evidence al@ument includes the document
itself or each counterpart or each part of a documpeoduced in counterparts or in
parts, or each product of one uniform process edflpetion but excluding copies of a
common original[29] The secondary evidence that is admissible in the
circumstances listed within section 97 of the EmmkeAct includes a written
admission of the existence, condition or contehti® original document, in some
specific circumstances ‘any secondary evidencghefcontents of the original —
presumably including oral testimony, a certifieghg@f the original of a public
document or of a document of which the Act or aaw permits the use of a certified
copy. In the specific case of a document whichigmiry in a banker’s book, copies
could be permissible as secondary evidence provtidhe book in which the
entries copied were made was at the time of maknegof the ordinary books of the
bank, and the entry was made in the usual andamdoourse of business, and the
book is in the custody and control of the bdBKk]

There has been some academic debate in Nigeriathgoa the issue of whether
computer print-outs, which have been held to beissibie in evidence by the
Nigerian Supreme Court linyaebosi v R T Briscoe Nigeria LU&l] , should be
admissible as primary evidence or should alwayg belsecondary evidend&2] In
theR T Briscoecase, the Nigerian Supreme Court confirmed inamimous decision
that computer print outs are admissible in evidanuer what is now section 97 of
theEvidence Acwith the underlying assumption by all the memlzdrhe court that



such evidence amounts to secondary evidence. Aresting point that seems to have
been overlooked in the judgment and in the acaddehate is that of the status of the
original data of which the print-out was admittedsacondary evidence.

The provisions, presently section 97 of the EvigeAct, on which the decision in the
R T Briscoecase was based, contemplate the admissibilitgadredary evidence of a
‘document’. Thus the computer printout that was gigith as secondary evidence
must have behind it an original ‘document’. Thegfign then is whether the original
computer data satisfies the meaning of ‘documéidtmally, original computer data
being in intangible form would not satisfy the titaxhal meaning of a document,
which contemplates reduction to some tangible fafowever, section 2 of the
Nigerian Evidence Act provides:

document” includes books, maps, plans, drawimdgtographs and also includes
any matter expressed or described ugoy substancby means of letters, figures or
marks or by more than one of these means, intetodied used or which may be used
for the purpose of recording the matter.” (Presernhor’'s emphasis)

It seems that, albeit unwittingly, the definitioh‘document’ will permit computer
data to be treated as documents. Firstly, the itiefins non-exhaustive of what
amounts to documents because of the use of the ‘imohddes’. Secondly, the
definition encompasses within the meaning of ‘doenthexpression by letters,
figures or marks on any substance, with ‘substanoebeing confined ttangible
substances. Accordingly, despite oversight of #eessity for a document of which a
printout could be admissible as secondary evidetheelNigerian Supreme Court did
not necessarily reach a wrong decision. On thetpdiwhether computer print-outs
are always only secondary evidence or whetherd¢haybe primary evidence, it is
believed that the underlying assumption by the NageSupreme Court that they are
secondary evidence is also correct in that the-oxbwill always be copies of the
original data input which, being in intangible fgroannot itself be produced as
evidence.

Whilst the decision of the Nigerian Supreme Condmyaebosi v R T Briscog
supportable, a more recent decision of the coureniately below it, the Nigerian
Court of Appeal, is rather regrettable Nmba Commercial Farms Ltd v NAL
Merchant Bank Ltd & anoif33], the Court of Appeal held that the admission in
evidence by the court of first instance of compptant-outs as secondary evidence of
entries in a banker’s book was wrong because, arotirayg things according to the
court, the relevant provisions of section 97 of Bv@ence Actlo not contemplate
information stored ‘other than in a book’. The xelet provisions are set out below:

97 (1) Secondary evidence may be given of thee@xigt, condition or contents of a
document in the following cases —
(a) when the original is shown or appears to kbénpossession or power —

() of the person against whom the documentugybt to be proved ....
(h) when the document is an entry in a banker'skboo
(2) The secondary evidence admissible in respettteobriginal documents referred
to in the several paragraphs of subsection (1hiefdection is as follows —
(a) in paragraphs (a) {relating to when the origisahown or appears to be in
possession or power of the person against whorddbement is sought to be



proved}, (c) and (d) any secondary evidence ofctir@ents of the document is
admissible;

(e) in paragraph (h) {i.e. relating to banker’s ksjpthe copies cannot be received in
evidence unless it be first proved that the booktch the entries copied were made
was at the time of making one of the ordinary booikthe bank, and that entry was
made in the usual and ordinary course of busirssbthat book is in the custody and
control of the bank .....

In interpreting these provisions Omage JCA, wittomhMuhammad and Mohammed
JJCA concurred, held that the bank’s computer qmrtitof the record of transactions
between it and its customer should not have bdewedl in evidence by the court
below because firstly, applying section 97(1)(a)\a) the computer recoper se

had never been in the possession of the custordesacondly, that the provisions
above do not contemplate information stored othan in a ‘book’. The part of the
decision, in Omage JCA’s judgment dealing with thsaie was rather very brief and,
sadly, reflects a lack of deep consideration ofitygort of the concerned provisions.
The other members of the court simply concurreth wie lead judgment and thus,
unfortunately, there was not the benefit of spedfscussion of the issue by the other
members of the court.

An examination of the decision in light of the pigiens being considered leads to no
other conclusion than that the Court of Appeal wa$ortunately, in error on this
point. Firstly, the court appears to have confldtedprovisions relating to when the
original is in the possession of the person agawsim the document is sought to be
proved {section 97(1)(a) and (2)(a)} with the segtarand alternative provisions
dealing with entries in a banker’s book {sectiorfl9th) and (2)(e)}! The court
seemed to consider the two separate provisions@sgary requirements for
admissibility of secondary evidence of entries maaker’'s book when only the
second set of provisions is relevant in this speco#gard. Secondly, the court did not
discuss what amounts to an entry in a banker’s lamokspecifically whether a bank’s
computer records, not the printout, could amourat banker’s book for the purposes
of the relevant provisions. It seemed to have assluimat a bank’s computer records
could not amount to a banker’s book. The definibbfbanker’s books’ in the
Evidence Act was not considered although evenrtiigitit not necessarily have been
conclusive one way or another.

Section 2 of the Evidence Act provides that ‘thpressions relating to ‘bankers’
books’ include ledgers, day books, cash books,watdmooks and all other books
used in the ordinary business of a bank.” Agaiis, iha non-exhaustive definition
because of the use of the word ‘include’. Whildaes not specifically say that
bankers’ books include computer entries relatinth&okinds of things it mentions, it
does not seem to exclude that possibility eitirean age of increasing
computerisation of banking and general businessegsses with the advantages that
that entails, a more liberal interpretation of bensk books to take account of current
prevailing realities might have been expected paldrly because, as has been noted
prior to this decisiofi34] , Nigerian courts had previously adopted a libapdroach
in relation to the admissibility of bankers’ bodksevidence. It is hoped that the
higher Nigerian superior courts (the Court of Adpahe Supreme Court) will
reconsider this decision at the earliest opporyunit



A more welcome recent development is that the atiBeaft Nigerian Electronic
Transactions Billseeks to lay down rules for the admissibility l&fotronic evidence
and on the weight to be attached to such eviddndke first place, the bill provides
that if information is required to be presentedatained in its original form, that
requirement is met by a document if there existdiable assurance as to the integrity
of an electronic document from the time that tHerimation was first generated up to
the point of its receipt by the addresg488&] It then provides further that in legal
proceedings, nothing in the law of evidence shablyas to deny the admissibility of
an electronic document in evidence on the solergtdhat it is in the form of an
electronic document or on the ground that it isinats original form if it is the best
evidence that the person adducing it could be reddyp expected to obtaif86]

After these provisions which do the basic, thaaikw for electronic documents to be
admissible in evidence, it is further provided ttolate evidential weight’ is to be

given to information in an electronic document émat in assessing this evidential
weight regard is to be had to: (a) the reliabitifthe manner in which the information
was generated; (b) the reliability of the mannewinch the integrity of the
information was maintained; (c) the manner in whisloriginator was identified; and
(d) any other relevant factors as may be identifieth time to time[37]

The guidelines on the evidential weight to be adedrto electronic evidence are
quite general and the courts will still have teatt to issues of detail. Although the
bill proposes that information in electronic forhmosild not be denied admissibility in
evidence solely on the ground that it is in elegttdorm or not original, the
provisions do not prevent challenges to the intggtfi the information, which can
indeed go into the issue of admissibility particiylaf it can be shown that the
information had been compromised and that the @ittgrelectronic document is not
what it claims to be. In working out the naturakyated issue of reliability and what
weight is to be attached to the electronic docunfenis admitted in evidence, some
of the factors that will be relevant include: ire thrst place whether the electronic
document is tendered by or through the person whaby and directly created it;
the security and control procedures over the in&tiom system of the person who
tenders the electronic document or of the proprietdéhe information system from
which it emanates, if they are different personisetier trusted third party
authentication or certification was involved andoso These matters can still be
explored in further depth and there are otheredlatatters that have not been
mentioned, but attention must now be turned toematf substantive law.

5. Formation of Electronic Contracts

The two most common ways of entering into contraatshe World Wide Web are

by exchange of e-mail or by what is known as Wetkakhereby a shopper visits the
website of an e-merchant and selects the item(g)dars the service that he is after.
[38] There are certain preliminary considerations épgly to both types of contract.
Such considerations include whether a valid cohttac be concluded wholly
electronically at all and, if it can, how can sw@chontract be authenticated and
attested by a legally valid signature if necessary also what is the legally
acceptable proof of the contract?

It seems taken for granted that a contract caroheleded validly over the World
Wide Web. In general, this is true. In the commem tradition to which the Nigerian
legal system belongs, apart from a few specifiepiions, a contract may be



concluded by any means including writing, orallybgrconduct. Other countries may
require that contracts, especially involving abaweet amount of money, should be in
or evidenced in writing. In such a case the quaghat arises is whether an Internet
contract satisfies the requirement. Under pre-hd@eera traditional law, such a
contract would not normally satisfy the requiremefnivriting because that would
require visible representation in tangible form vd@es computer data is strictly
speaking intangible. This problem has been largedplved in many countries
through the passing of legislation that operatiactional equivalence’ approach of
giving the same legal effect to data messages@s pased documents. Incidentally,
the legislation in different countries exhibit siamities in part because most can trace
provenance in some way or other to an instrumetitefJnited Nations Commission
on International trade Law (UNCITRAL) known as ffiedel Law on Electronic
Commerceof 1996. The currerdraft Electronic Transactions Bilbeing sponsored

by NITDA follows the same pattern by providif®p] that information shall not be
denied legal effect solely on the grounds that ihithe form of an electronic
document and that it is not contained in the etedtrdocument purporting to give
rise to such legal effect but is merely referrethtthe document.

Legislation in different countries has also deathwhe question of effecting
electronic signatures validly. In effect, it is ngenerally accepted that signature can
be effected electronically which may be as simgléyping the signatory’s name at
the end of an e-mail with the intention to autheate the document or scanning a
regular signature onto an electronic document mguan electronic signature
mechanism such as one that captures and encrgpietric data from manual
signatures. Other secure methods of effecting siges electronically have been
devised using encryption technology. These aredadligital signatures’ and involve
the use of a ‘key’ (mathematical algorithm) assayteethe signatory uniquely to
encode information emanating from that party. Make the form of asymmetrical
encoding where one key (a private key) is usedh®rencoding and another key (a
public key) is used for decoding. Generally spegkiagislative provisions on
electronic signatures tend to give the more sefmunas such as digital signatures
(‘fadvanced electronic signatures’) greater recagmiat law especially with regard to
admissibility in evidence.

TheDraft Electronic Transactions Bijpaves the way for the legal recognition of
electronic signatures in Nigeria by providiE®] that where an existing law or
regulation requires the signature of a person,rd@irement is met in relation to an
electronic document by a signature as defidéddl in the prospective Act. The
definition of ‘signature{42] is technology neutral and does not distinguisiwbenh
ordinary electronic signatures, which may be aplms a typed name in an e-malil
or other electronic communication, and the moreaaded and secure digital
signature. This is understandable to some extarause the legal framework for the
provision of certification services, often a neegggart in the use of digital
signatures, has not yet been established and genmape practically, also because
there are arguably not many certification serviaa/lers within Nigeria as yet
though by the nature of the Web, naturally, theises of providers abroad could be
possibly obtained online.

It is strongly recommend that the sponsors of tleetEonic Transactions Bill take the
opportunity of the yet inchoate state of the Bilaimend the provisions on signatures



before the Bill is approved and signed into lawnigking a distinction between
ordinary electronic signatures and digital signesuaind also by giving an enhanced
legal status to digital signatures, particularlyhwiegard to admissibility as evidence.
[43] In Nigeria in particular, the use of the certainipre secure digital signatures
should be strongly encouraged because of the paitémt fraud. It is sometimes said
that on the World Wide Web ‘no one knows you ad®g@ because it is very easy for
a person using the Web to disguise their identity @ hide behind aliases as in the
case ofShell International Petroleum Co. v Allen Jofié$] discussed earlier. The
use of digital signatures provided by a certificatservice provider will ensure that at
least some steps would be taken to verify the itjeot the person putting forward
the relevant electronic document and signatumsilllialso give some assurance as to
the authenticity and integrity of the document #melsignature.

Turning to more substantive matters concerningahmation of an electronic
contract, the basic rules concerning the formatioa contract apply equally to
electronic contracts. Thus, among other thingsethaust be an ‘offer’ which is met
with a matching and unconditional ‘acceptance’.ti¥egard to e-mail contracts it
might be relatively clearer, possibly, to identifich party is making the offer
(‘offeror’) and which party is making the acceptary going through the exchange
of e-mails to determine which party is finally agjreg to a set of terms proposed by
the other party. Even at that, there are still @t® of not so straightforward
guestions that might have an important bearindherparties’ legal rights. After
identifying the party who makes the acceptancegthestions following then are
where and when did the acceptance become effeclivis™has a bearing on
determining the precise moment that a contractmeade as well as, in the case of a
contract connected to more than one country edpecidnere the contract was made
- the latter possibly having an effect on whichmoy's law should govern the
contract. For example Dave in Lagos sends an bffe-mail to Jan in Amsterdam.
Jan sends an acceptance by e-mail from Amsterddmgos. The e-mail is sent in
Amsterdam at 1100 GMT but does not reach Lagos$ 1htl 5GMT and is not seen
by Dave until 1300 GMT. Was the contract made igdsaor Amsterdam? Was it
made at 1100, 11.15 or 1300GMT?

With regard to web-click contracts, establishingakihparty is making an offer and
which one is accepting may actually be more cormapid and could have far more
serious and potentially financially dangerous cgusaces. In the first instance, the
online business (owner of a business website) adesmproducts for sale at its
website usually with a price tag. An online purarasakes an order by selecting
desired items through clicks and takes the itentegdcheckout’ where the sale is
confirmed and payment is made. The first quessamhether the online seller is the
one who makes an offer by advertising productshendir whether it is the buyer who
makes an offer by selecting items and presentiegitht checkout. This may at first
seem to be an inconsequential question but two pleanglemonstrate the potential
conseqguences attending how the question might feeand.

In one case in the UK, a company (Argos) advertisiVision sets on its website
mistakenly for £2.99 instead of £299. It was repaithat orders to the tune of £1
million were very quickly placed for television setcluding several (1,700) by one
lawyer - astutely or discreditably? It is not ealtyrclear how the case was ultimately
resolved; it seems that no legal proceedings wereght especially with Argos



arguing that those who made the orders must halised that the quoted price was a
mistake and also that they themselves had res#émeaiyht to accept orders placed
with them and, accordingly, no contract could belenantil they accepted any such
orders[45] In another example, this time from the USA, a camp(buy.com)
advertised a Hitachi VDU monitor for sale at $16bits website. The price should
have been $588! 7000 orders were received buttBywere in stock. The company
initially insisted it would only honour the firsé3 orders but it had to settle the
subsequent class action for $575,000 with legéd totaling up to $1m}46] So e-
merchants beware caveate-merchant!

Indeed e-merchants have taken heed and now usalzenof protective legal
mechanisms to prevent such fiascos. One of suchneake clear that an offer of
products on their website does not in itself amaaran offer in which case it will be
treated as an ‘invitation to treat’ as most adgertients are treated at law. This means
that there can be no contract until an order &neoffer) by the online purchaser is
confirmed and accepted by the online businesdféatehey keep control of
determining the moment when a contract is concluded

TheDraft Nigerian Electronic Transactions Bitirovides that an electronic document
is dispatched when it enters an information systetside the control of the

originator. More crucially, it also provides rulies determining when such a
document is received as follows: where the addeslsas designated a particular
information system for receiving documents, receuurs when the document enters
that information system or if the document is derdn information system other than
that designated, receipt occurs when the documsertrieved by the addressee; if the
addressee has not designated an information sytemyeceipt occurs when the
document enters an information system of the addeedt is then further provided
that an electronic documentdsemedo be dispatched from where the originator has
his place of business and to be received wheradtieessee has his place of business.
These provisions, based on the UNCITRAL Model Lansbectronic Commerce,

will have to be worked out by the courts and migigjuire even legislative
amplification in the future. For example what isantby ‘an information system of
the addressee’? In an environment where many dpersbnally own computers and
use Internet cafes, the likelihood is that the panaill be interpreted widely to

include information systems to which the addre$seeaccess or over which he has
some control. The provision that an electronic aoent isdeemed to be received

the addressee’s place of business will mean thatgaseral rule a contract will be
regarded in law as made at tiféeror’s place of business and this makes it crucial to
identify who the offeror is in an electronic coraravhich will be most critical with
regard to Web click or website contracts — leswisio regard to e-mail contracts.

Who the offeror is in such a contract is a mattdrty be decided by the courts but a
lot will depend on the wording of the terms andditons on the website and the
practice of the proprietors with regards to orgdesed on the website.

As the practice of concluding contracts electrallycgrows and evolves, another
interesting issue that the courts are likely tooemter at some point in the future is
that of whether a contract can be concluded betwegertomputers operating at the
time of the exchange without human input. In otlwerds, can one computer make a
contract with another computer and render thatraohbinding on the proprietors of
the computers, that is, the computers being seefeasonic agents of the



proprietors. A contract is of course regarded gsirang a meeting of the minds
(consensus ad idemf the parties concerned although of coursedhehas long
recognised the ability to enter into contracts tiglo agentsqui facit per alium facit
per s@ but that recognition was traditionally limitedagency capacity by human
beings or recognised juridical persons such as eormp and so on.

In the United States, the possibility of contragtithrough electronic agents is now
legally recognised. In the first place, s. 102ha&fitUniform Computer Information
Transactions AcUCITA) 1999 defines an electronic agent as ‘a potar program,
or electronic or other automated means used indkgpely to initiate an action or
respond to electronic messages or performancesutithreview or action by an
individual at the time of the action, response enf@rmance.” The Act then goes on
to provide rules for attributing the actions ofedactronic agent. Thus, section 107 of
UCITA provides that a person that uses an eleatragent that it has selected for
making an authentication, performance, or agreenvesitiding manifestation of
assent, is bound by the operations of the elec@gent, even if no individual was
aware of or reviewed the agent’s operations oré¢kalts of the operationgl7]
These are matters that will have to be addressédtbse e-commerce legislation in
Nigeria but it is believed that Nigerian common lsveufficiently flexible to be
suitably adapted by the courts if an action on supbint arises in litigation before
such legislation is enacted.

When the contract is validly concluded, the nexsiion concerns the terms of the
contract. In the case of e-mail contracts, the $esine most likely to be found within
the contents of the exchange of e-mails betweepdhées but may also incorporate
documents or material to be found elsewhere. Wigfard to web click contracts, the
online merchant will most probably have a specifeb page on its site outlining the
terms and conditions under which it enters intodhkne transactions. Contract
parties are of course essentially free to agreé¢etimes of the contract. There are,
nevertheless, a number of matters that should berafern to legislators and that the
judiciary might have to address with regard toritature of contracting on the Web.

In the first place, the way commercial websitesramenally designed is to attract as
much attention to the items on sale, which arelaysa prominently. Information on
the terms and conditions of contracts concludebeasite will usually be contained in
a hyperlink which many shoppers might not be awérenight not notice or might
not bother to read. This raises the question wheitlneh terms are actually
incorporated into the contract in law and invokeslegal controls on the extent to
which material from outside the contractual instemtnper se could be incorporated
into the contract. Secondly, where one party htie tthoice but to enter into the
contract upon terms prepared only by the othem(asost web click contracts), there
is a necessity for some legal controls to prevelitrot unfairness. Controls to
prevent unfairness or abuse of position by a dontiparty are necessary over and
beyond the provisions in Nigerian sale of good |#veg automatically incorporate
certain terms into sale of goods transactions asdhe terms placing an obligation on
the seller to have the right to sell the goodsujeply goods corresponding to
contractual description, to supply goods of a manthble quality and to supply
goods fit for any purpose made known by the buyer.

In this respect when the time comes to addresg timasters in the Nigerian legal
system, lessons can be learned from the experd@ratber legal systems. In the



European Union one very important aspect of legatrol and regulation of contracts
generally and electronic contracts specificallthis protection of the interests of
consumers. This is especially so under the framlewbEuropean Union legislation.
An example was given earlier concerning the requénat that a consumer in the
European Union should normally be sued in the Euhty of his domicile. Other
European Union instruments and national legislatiglementing or based on them
provide further protection for consumers eitheriagfthe use of unfair terms in
contracts generally or in relation to distanceiisgl(ergo, Web click) contracts
specifically.

Broadly speaking, a consumer will not be held bolmpa term of a contract that has
not been individually negotiated if that term, gany to the requirements of good
faith, causes a significant imbalance in the psirtights and obligation$48] In
relation to distance selling contra¢d®)] , it is required that a consumer be provided
in a clear and comprehensible manner with writtéarmation before the contract is
made detailing, among other things, the identity address of the supplier, a
description of the main characteristics of the goodservices, the price, delivery
costs, existence of a right of cancellation ete Ebnsumer must receive written
confirmation of these matters in a durable mediwvailable and accessible by him. In
addition, the consumer is given a right (extendipgo at least sevemorkingdays)

to cancel the contract without giving any reasbarther, the distance seller is
required to execute a consumer’s order within 3@ deless otherwise agreed and if
the distance seller is unable to perform the cohtra must inform the consumer and
refund any sums received from him within 30 daysalfy, some protection is given
to the consumer in relation to payments againsidingent use of his credit or debit
card and to some extent in relation to such payswhen there is a breach of
contract. Useful lessons can be learned from ttemiion behind as well as the
content of these legislative provisions.

6. Conclusion

The advent of the information communications tedbgw revolution poses new
challenges for the legal system and the administraif justice. It requires a re-
orientation of the traditional focus of laws on papased transactions to
accommodate the new methods of communication. Téteséenges must be
addressed through carefully considered policiggsliation and judicial decisions.
The prize is the enormous economic and social ieribat attend the advent of
information communications technology. In a deveiggeconomy where there is
concern about marginalisation and a keen desit@k®advantage of some of the
benefits that attend globalisation, it is a prizartiv the efforts necessary to address
the challenges posed by the information commurinagchnology revolution. It is to
be hoped that the Nigerian legislature will expedittion on the enactment of the
Electronic Transactions Bill and other legislattbat will facilitate the growth of
electronic commercial transactions. Similarlysitd be hoped that the Nigerian
judiciary will apply itself to tackling the legatsues that will arise out of electronic
commercial disputes in an informed and accurateneratiat enhances confidence in
the sector.
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