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ABSTRACT 

 

 

 

 

Conventional cryptographic algorithms rely on highly sophisticated and well 

established algorithms to ensure security, while the cryptographic keys are kept secret. 

However, adversaries can attack the keys of a cryptosystem without targeting the 

algorithm. This dissertation aims to cover this gap in the domain of cryptography, that is, 

the problem associated with cryptographic key compromise. The thesis accomplishes this 

by presenting a novel security framework based on the ICMetric technology. The 

proposed framework provides schemes for a secure end-to-end communication 

environment based on the ICMetric technology, which is a novel root of trust and can 

eliminate issues associated with stored keys. The ICMetric technology processes unique 

system features to establish an identity which is then used as a basis for cryptographic 

services. Hence the thesis presents a study on the concept of the ICMetric technology and 

features suitable for generating the ICMetric of a system. 

The first contribution of this thesis is the creation of ICMetric keys of sufficient 

length and entropy that can be used in cryptographic applications. The proposed strong 

ICMetric key generation scheme follows a two-tier structure, so that the ICMetric keys 

are resilient to pre-computed attacks. 

The second contribution of this thesis is a symmetric key scheme that can be used 

for symmetric key applications based on the ICMetric of the system. The symmetric keys 

are generated based on zero knowledge protocols and the cryptographic services are 

provided without transmitting the key over the channel. 
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The third major contribution of this thesis is a scheme that assists security critical 

applications in the generation of asymmetric keys. For this purpose, RSA has been tuned 

to work with the ICMetric technology thus providing high levels of security for 

asymmetric key applications. 

The fourth major contribution of this thesis is the investigation into the feasibility 

of employing the ICMetric technology for identifying Docker containers employed by 

cloud service providers for hosting their cloud services. 
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1 

Introduction 

 

We as human beings are part of the information age. It can be said that the father of the 

information age is Claude Shannon [1]. It was his work which laid the way for what we 

see today in terms of computing, networking, artificial intelligence etc. This change has 

been made possible due to the emergence of new devices, technologies, high speed 

networks and innovative methods of interactions between users. Computation systems 

in the information age are no longer standalone devices which process small data sets. 

Today computation systems are complex devices which are available in different forms, 

shapes, sizes and capabilities. For instance, some devices are designed to be carried, 

worn on the body or installed ubiquitously into our environment. When devices become 

part of everyday life the boundaries between the physical world and the virtual world 

often overlap. In such a situation, the importance of security cannot be denied. Today, 

the notion of security exceeds that of confidentiality. In fact, security means a 

comprehensive set of services which includes authentication, authorization, privacy, 
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etc. Advancement in the field of Information and Communication Technologies (ICT) 

has created a compelling case for enhancing the security requirements and ensuring 

secure communication over the internet. Effort is constantly being made to manufacture 

devices and system that are at the cutting edge. Yet security is often considered a 

secondary service or an unnecessary overhead [2]. Often systems are attacked owing to 

poor design, flawed implementation or a lack of understanding of why a system would 

be attacked in the first place. 

A widespread attack in 2017 has resulted in adversaries being able to launch 

75,000 attacks in 99 countries. The National Health Service (NHS) in the UK was one 

of the hardest hit [3] and has resulted in health records being compromised at an 

unprecedented scale. The attack was based on a ransomware, which carried out AES 

and RSA encryption on stored data while the adversaries had access to the encryption 

keys. It was interesting to note that the data was held ransom by the adversaries and 

only released when a cash sum was paid. Here it must be said that compromise of 

healthcare records can be a serious threat to patients and doctors [4]. 

Cryptography is a well-established method being used for centuries to address 

the military demands for secret sharing. Today the use of cryptography is not just 

limited to the military. Cryptographic services are the need of every user whether his 

devices or systems connect to the internet or not. A very important proposition made 

by Kerckhoff was that the security of a cryptosystem should not rely on the secrecy of 

the employed algorithms, instead on the secrecy of the key(s) [5]. To date, this axiom 

is widely accepted by cryptographers and secure communication schemes are designed 

following this recommendation. Traditional security implantations rely on keeping the 

key secret and the designers believe that the system cannot be broken owing to 
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algorithmic or mathematical intractability [6] even though the algorithm is published. 

Although this is true, one must understand that adversaries do not always target 

algorithms. Instead they resort to methods like side channel attacks [7] to capture keys 

and other secret data. Owing to this reason novel trust basis are being researched which 

can help in designing systems which can deter attacks related to key compromise. 

This chapter states the purpose of this research by narrating the problem 

statement. Furthermore, this chapter sheds light on the goals that are to be achieved 

through this research. 

1.1 RESEARCH MOTIVATION 

Embedded computing systems play a major part in various aspects of life, 

ranging from their use in single user applications to large scale processes. Examples of 

their use in large scale processes could be sensors aggregating sensed data and 

transmitting it to a centralized server or simply their use in handheld devices for a range 

of single user applications [8]. 

Often security is considered a system overhead owing to lack of resources or 

increasing complexity. This is particularly evident when considering the resource-

constrained nature of embedded systems. Resources planned during the initial 

development phase do not account for security functions which makes security a costly 

service for the system. 

The security of many applications depends on the protection of its cryptographic 

keys, since the underlying algorithms are published and globally known. Therefore, 

there are inherent risks if keying materials are not protected. Without adequate storage 

and handling of keys, they could be easily captured [9][10][11], modified, or substituted 
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by unauthorized personnel who could then intercept sensitive communications and 

takeover the system. This can result in serious compromise in the confidentiality and 

availability of communications. Embedded systems have limitations in terms of power, 

memory and processing speed; therefore, care needs to be taken to choose 

cryptographic mechanisms for key generation, and to determine key sizes based on 

individual applications requirements.  

Cryptographic algorithms designed to provide secure communication in 

embedded system applications rely on stored encryption/decryption keys [12]. These 

algorithms have the inherent disadvantage that the compromise of an embedded system 

device, can lead to key/ secret information being revealed to the adversaries. This can 

ultimately result in the entire network being overtaken or important data being revealed. 

Secure one-to-one communication is a fundamental need for every device that 

is communicating with another device in any application environment. A wide range of 

attacks [13][7] like side channel, man in the middle; pre-computed attacks like brute 

force, dictionary attacks can all be used to compromise the security of a system. Even 

a system built with the latest security primitives can be broken. Effort is needed to 

ensure that the security of the primitives remains intact and that the keys of a system 

are impenetrable. 

1.2 SECURITY AIMS 

Before the design of a security scheme can begin it is important to identify the 

security goals which need to be fulfilled. These goals play a crucial role as they provide 

guidelines to the designers about which primitives are suitable for the problem at hand. 

The security goals of this research are presented below: 



5 

 
 

• Confidentiality - the fundamental requirement that protects information by 

restricting access to only authorised users of the system. As communication 

takes place over insecure networks, the system should provide communication 

security that secures information exchanged between all participants. 

• Authentication - enables an entity to ensure the identity of the entity it is 

communicating with. Without authentication, an adversary could masquerade 

an entity, thus gaining unauthorized access to resource and sensitive 

information and interfering with the operation of other entities.  

Mutual Authentication - all participants should obtain an unforgeable proof of 

other participant’s identity before engaging in a protocol run with each other. 

1.3 THESIS STATEMENT 

Digital devices are becoming increasingly ubiquitous, and this gradual shift 

towards pervasive computing envisions many benefits in sectors as diverse as finance, 

entertainment, healthcare, information access, automotive etc. Along with these 

advantages, there are also some associated risks which need to be addressed. Security 

of communication protocols has always relied on the stored cryptographic keys. The 

stored keys can be compromised therefore a framework is required that assists in the 

generation of keys at runtime. It is in this context that this dissertation is situated. It 

provides contributions to the security of embedded devices and ensures the privacy of 

the humans interacting with them. The problems associated with key theft and stored 

keys have led to the development of new security paradigms that focus on a new root 

of trust, designed by using hardware and software features of a device. There are several 

factors which make attacks on embedded systems successful. While all factors are 

significant, this thesis starts from resolving security issues at the design phase of the 



6 

 
 

system development. In this research a principled approach to designing and deploying 

secure end-to-end Integrated Circuit Metric (ICMetric) [14] based cryptosystem has 

been studied. The goal of this research is to design and develop a cryptosystem that 

provides authentication, confidentiality and non-repudiation of data between entities by 

using the ICMetric technology. The ICMetric technology is a novel trust basis and 

proposes using the features of a system to create a device identification. Once this 

identification is generated it can be used for the provision of security services. Thus, 

the ICMetric technology functions as an alternative to stored keys and as the basis of 

cryptographic services. The ICMetric technology can be adapted to the target 

environment; however, the short length, low entropy and confidentiality of the device 

present design challenges. Besides this ICMetric has its own set of properties and 

constraints which need to be observed when designing protocols based on this novel 

technology. Therefore, the design of a comprehensive ICMetric based framework has 

been studied which facilitates symmetric and asymmetric ICMetric applications for 

secure services in the end-to-end environment. 

1.4 THESIS CONTRIBUTIONS 

The specific contributions of this work pertain to the design and implementation 

of an umbrella of schemes for secure end-to-end communication for entities based on 

the ICMetric technology. 

Traditionally the security of cryptographic schemes relies on keeping the keys 

secret while the algorithms are widely published. If the keys are captured or exposed, 

then the system can be compromised. Security algorithms rely on algorithmic/ 

mathematical intractability to ensure that the system cannot be broken. It is now 
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possible for adversaries to attack and capture the cryptographic keys without targeting 

the algorithm. This thesis explores the use of ICMetric technology as a key theft 

deterrent and as basis for cryptographic key generation in the end-to-end 

communication environment. Given below is a summary of contributions made by this 

research. 

The first contribution of this dissertation is the design of a strong key derivation 

scheme for ICMetric based entities. The ICMetric of a device cannot be used directly 

as a key [15] for cryptographic operations, therefore the proposed scheme demonstrates 

how to generate a high entropy ICMetric key of sufficient length that can be used with 

other cryptosystems. 

The second contribution of the thesis is the design of an ICMetric symmetric 

key protocol for devices based on the ICMetric technology. The proposed protocol 

utilizes the concept of zero-knowledge proof to establish a symmetric key for secure 

end-to-end communication. This protocol provides secure admission control, 

authentication, confidentiality and non-repudiation of data for entities that are part of 

the communication. 

Many modern cryptosystems use asymmetric keys as a necessary design 

element. This thesis explores how the ICMetric technology can be combined with RSA 

to generate a strong asymmetric key pair. Therefore, the third contribution of this 

research is the design of an asymmetric cryptographic scheme which can be used for 

applications based on the ICMetric technology. This scheme fulfils the goal of 

confidentiality and device based non repudiation. 
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The fourth contribution of this thesis is the deployment of the ICMetric 

technology on the Docker containers. The work demonstrates that the unique features 

of Docker containers can be used for their identification, thereby generating an 

ICMetric of the Docker container. Hence the use of the ICMetric in the cloud 

environment of leading cloud service providers is a testament to the fact that the 

technology has the potential to mitigate weaknesses found in cryptography. 

Throughout this research effort has been made to ensure that the ICMetric 

technology does not add excessive overhead to the existing systems. Thus, design 

choices have carefully been made so that cryptographic algorithms are chosen that 

complement each other thereby enhancing the overall security of the system. The 

proposed schemes have been designed for adaptability, thus the ICMetric technology 

can be adapted to existing security systems without major modifications. 

1.5 THESIS STRUCTURE 

The subject matter of the dissertation is logically divided based on the main 

contribution each scheme makes for establishing secure end-to-end communication. 

The thesis chapters are organized as follows: 

• Chapter 2 presents a detailed study on concepts related to secure end-to-end 

communications. The chapter begins with an introduction to embedded systems 

and the design constraints in this unique environment. A survey on attacks is 

presented to show that embedded system can be attacked through various 

methods. The remaining chapter focuses on novel security founding concepts 

like Physically Unclonable Functions [16] and the ICMetric technology. The 
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chapter also presents a detailed discussion on the ICMetric technology and how 

the ICMetric of a device can be generated. 

• Chapter 3 demonstrates that the ICMetric technology can be used to create 

strong keys by using the key derivation functions. The ICMetric of a device 

possesses unique properties owing to which it cannot be used directly as a key. 

Hence this chapter shows that a strong key can be generated using the ICMetric 

of a device, thereby safeguarding the key against pre-computed attacks. 

• Chapter 4 focuses on the generation of symmetric keys by using the ICMetric 

of a device. The proposed scheme uses zero knowledge password proofs  

[17][18] to generate the symmetric keys which can be employed to carry out 

confidentiality services in secure end-to-end communications. The chapter 

presents a detailed performance analysis of the proposed scheme to show that 

the system functions without excessive resource demands. 

• Chapter 5 focuses on the design and implementation of an RSA key generation 

scheme which uses ICMetric technology as a design basis. By generating the 

RSA keys based on ICMetric of the entity, the resulting system provides a 

strong guarantee of secrecy and non-repudiation for asymmetric cryptosystems 

based on the ICMetric technology. 

• Chapter 6 is a practical case study which shows how the ICMetric technology 

can be used in securing applications in Docker containers. The presented work 

studies the Docker container environment being used by a leading cloud service 

provider for hosting their applications in the cloud environment and uses the 

ICMetric technology for authenticating the Docker containers. 
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• Chapter 7 concludes the thesis with a summary of contributions and possible 

future research directions. 
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2 

Literature Review 

 

2.1 INTRODUCTION 

Computation devices and systems come in many sizes and forms. Owing to the 

readily availability of computation power and sufficient bandwidth most computation 

systems have transitioned from standalone systems to dynamic entities that sense, 

process, and communicate data. The importance of security cannot be denied during 

any of these individual phases. Security of a system cannot be limited to just data 

secrecy. There are other concerns which need to be addressed like authentication, 

confidentiality and non-repudiation. Conventional computation systems can possess 

necessary resources required to establish security services. However, the same cannot 

be said for the embedded systems environment. Owing to several design limitations in 

embedded systems environment the designers must cut corners to create the best 

possible system [19]. This chapter begins with a survey on embedded systems and then 
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presents a detailed discussion on the inherent design constraints. The chapter then 

studies the security of embedded systems. A detailed study on attacks in embedded 

systems has also been presented in the chapter. Although there are many forms of 

attacks in embedded systems [20], effort has been made to particularly focus on side 

channel attacks because they attempt to expose a system without targeting the 

conventional root of trust (mathematical intractability). Hence a discussion on 

Physically Unclonable Functions and ICMetric is presented as a novel root of trust for 

designing cryptographic systems. A major contribution of this chapter is a discussion 

on the design and operation of the ICMetric technology. As the security of an ICMetric 

based system is founded on its features, therefore a comprehensive discussion on 

features for ICMetric based entities has been presented in the chapter. 

2.1.1 Embedded Systems 

Many modern devices are now designed with an embedded system. Pinning 

down an exact definition of embedded systems is a complex task because the area is 

constantly undergoing research [21]. This means that embedded systems are evolving 

thus a definition which is agreed upon today may change in the near future. 

Embedded systems can be defined as applied computation systems based on 

both hardware and software [22][23]. An embedded system does not look like a 

computer even though it is composed of multiple processors and software components. 

What sets embedded systems apart from conventional computation systems is the fact 

that they are designed to perform a narrow range of predefined tasks. Another 

distinguishing factor is that embedded systems possess limited hardware and software 

resources compared to a computer. It is these characteristics that greatly influence 
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possible applications of embedded systems and how they are designed. Discussed 

below are the characteristics of an embedded system[24]. 

• Real time processing – embedded systems are designed to process data in real 

time. Furthermore, the practicality and suitability of a system is often a function 

of time. 

• Resource limitations – embedded systems have limited hardware and software 

capabilities. In terms of hardware an embedded system can have limited ROM, 

RAM, computation capacity, etc. In terms of software the limitation can mean 

a scaled down or no operating system, reduced functionality in applications etc. 

• Small size – embedded systems are generally small in size, so that the 

dimensions of the target system can be reduced. Restriction on the size can also 

influence the resources and capabilities of the embedded system. 

• Limited power – embedded systems can be powered using batteries. The 

embedded systems are designed to conserve power which can mean that the 

system will have limited computation capabilities. 

• Higher Reliability – embedded systems have a higher reliability and quality 

requirement compared to conventional computation systems (PC). This is 

particularly important in domains like healthcare, nuclear systems, vehicle 

control, etc. 

• Harsh environment – embedded systems may be deployed in harsh conditions 

with excessive heat, humidity, vibrations, chemical corrosions, etc. 

Embedded systems are being used and experimented with in many applications; 

like televisions, home automation systems, vehicle control systems, bank ATM 
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machines, etc. Generally embedded systems can be placed into four categories [20] 

based on capability. The four types of embedded systems are discussed below. 

• Consumer electronics – embedded systems commonly found in desktop 

systems, video games, wearable devices, etc. 

• Control systems – an embedded system designed to enable closed loop feedback 

in complex systems like vehicles, flight control, chemical processes, etc. 

• Signal processing – embedded systems designed to process large amounts of 

data streams. These embedded systems are commonly found in Radar 

technologies, SONAR, satellite systems etc. 

• Telecommunication and Networking – Embedded systems that are commonly 

found in communication systems like telephones, exchange equipment, network 

enabling hardware. 

A typical embedded system can be represented as a three-layered block. Figure 

2.1 below is a modular view of a typical embedded system [21]. 

 

 

 

 

 

 

Fig 2.1. Modular View of a Typical Embedded System 

The hardware layer is composed of all the physical components, sensors on 

the embedded board. The hardware layer connects to the system software layer which 
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Application Software 
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is utilised by the embedded system for performing its functions. The system software 

layer is the firmware which is necessary to run the hardware of the embedded system. 

At the very top of the stack is the application software layer. This layer is an optional 

layer and is used by the users to run the embedded system. 

2.1.2 Networked Embedded Systems 

As devices with embedded systems become increasingly prevalent the next step 

in their evolution is the creation of Networked Embedded Systems (NES). The term 

networked indicates the presence of communication/ networking infrastructure and 

capability in embedded systems. Thus, a NES is a collection of spatially distributed 

nodes which communicate through a network interface. Owing to the presence of 

networking capabilities; NES components are actively embedded into trains, aircrafts, 

vehicles, industries [25], etc. The primary use of NES is to enable control, monitoring, 

evaluation of the target environment. Research [26] has shown that there are numerous 

applications of networked embedded systems like in home appliances, office 

automation systems, security systems, industrial automation, medical instruments, 

aerospace, etc. It is worth noting that all these applications of networked embedded 

systems rely on secure communications. From the presented applications of NES, it can 

be concluded that it is highly likely that a NES will be deployed in very demanding, 

high reliability requiring real time environment. In such a setting the NES will interface 

with other systems, thus connecting to a reactive system which can take steps to respond 

to the sensed stimulus. 

2.1.3 Security of Embedded Systems 

In the early generations of embedded systems, security was not given much 

importance [27]. It was assumed that hardware is impenetrable and security is a service 
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that is provided by the software layer. As adversaries now have access to high levels of 

computation resources, designers have realized that security is no longer an optional 

service[28][29]. Designing and implementing security for embedded systems is a 

challenge owing to the presence of design constraints. Given below are the design 

challenges faced by designers when implementing security in embedded systems. 

• Processing shortcoming – embedded systems may not be capable of supporting 

the computational demands of cryptographic implementation. 

• Energy limitation – cryptographic algorithms have an energy overhead which 

is not being fulfilled by the pace of development of embedded systems. Owing 

to power limitations designers make design choices for optimized security 

implementations [30][31][32]. 

• Tamper Resistance – embedded systems are designed to be tamper resistant. 

Software based attacks that use Trojan horse can provide access to the internal 

environment of the system. Besides this the Trojan horse can also disrupt the 

regular functioning of the embedded system. Research [13] has shown that 

hardware based attacks like probing, material removal and contactless radiation 

imprinting can be used to successfully attack a system. 

• Inflexibility – security schemes are always under attack owing to discovered 

weaknesses, and improvements are suggested accordingly. Embedded systems 

can lack flexibility which will make it difficult to adapt the system to emerging 

design requirements. Designers face this issue and have to choose schemes 

which can be adapted to the embedded system with minimum design 

disruptions. 
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• Cost – designers of embedded systems have to make crucial decisions when 

designing the system i.e. provide higher levels of security at the expense of 

increased effort, cost and design time. This is particularly important when 

designing mass marketed consumer devices [26]. 

To unlock the full potential of embedded systems it is necessary that the devices 

possess the resources and have been designed for the provision of secure services. The 

inherent design challenges show that implementing security in embedded systems is a 

complex task which can influence the security of the resulting system. 

Embedded systems are a rapidly emerging area where devices are being 

manufactured with chips from a handful of companies. Companies make design 

decisions based on economic returns. Thus the cheapest chip is selected and a device is 

built around what is made available to the designers [33]. Beyond this, very little 

engineering is put into the design. To make the situation complex security experts 

repeatedly try various attacks and post their weaknesses on the web. This means that 

companies are expected to release patches and updates to fix the vulnerabilities. When 

considering internet devices like wireless routers it is worth pointing out that most users 

never update their router’s firmware to incorporate the latest security updates. A recent 

attack on internet devices was launched by using the Mirai malware [34]. The malware 

targets internet devices like routers and IP cameras which are using default settings 

(usernames and password). Once a device is infected, it is used to drown a remote server 

with large amounts of data, thus creating distributed denial of service [35]. It is 

estimated that 100,000 compromised nodes (botnet) were used in this attack to globally 

compromise popular websites related to social media and news agencies. The attack 
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continues to infect systems today, based on an evolved malware [36] which targets the 

Linux OS with focus on the application layer, rather than the network layer. 

2.2 ATTACKS ON EMBEDDED SYSTEMS 

Cryptographers have traditionally assumed that a cryptosystem is designed and 

implemented in a closed, reliable environment [7]. This is not always the case because 

of which many cryptographic systems are broken. Attackers now have access to 

resources that are sufficient to launch a high-level attack. For an adversary, the motive 

behind an attack could be to capture secret information, commit financial fraud or even 

just cause nuisance. Adversaries will use multiple methods of attack aided with a range 

of tools to gain access to the system and its resources. 

An internet baby monitor is a good example of a system which is designed to 

provide a specific service and often possesses limited resources for the provision of 

security. Research [37] on the Foscam baby monitor has shown that the camera can be 

hacked by a remote adversary. The attack takes place by first determining the IP address 

of the camera. Once this is done an adversary can remotely download the entire memory 

contents of the camera which includes the username and password. The username and 

password is used to gain access to the device and its functionalities. This type of attack 

targets authentication credentials leading to compromised confidentiality. The baby 

monitor like most video monitoring systems has no provisions for integrity and non-

repudiation. Just providing confidentiality and access control is not a sufficient security 

solution. 

Perhaps the most common type of attack in embedded systems is the side 

channel attack and is accomplished through power analysis [38]. When electrons flow 
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across a silicon substrate the components of the embedded system give off radiations. 

These radiations are captured and studied to extract the cryptographic keys. The power 

variations are indicative of the low-level structure of the cryptographic algorithm; thus, 

an adversary can identify instructions like MOV, XOR, etc. To successfully carry out 

the attack an adversary needs access to the target device along with a digital 

oscilloscope connected to a computer. The adversary will use probes to extract the 

power consumption at a specific sampling rate. Once the information is recorded on a 

computer of the attacker can see variations between clock cycles owing to the execution 

of varying microprocessor instructions [38]. This data is processed to yield the 

cryptographic key of the system. 

An early yet widely recognized study [39] has shown that it is possible to use 

timing analysis to determine the cryptographic keys of a system. The attack is based on 

making predictions about bits of a cryptographic key and then using statistical methods 

to determine if the behaviour of the target machine corresponds to the expected 

behaviour. The adversary starts the attack by predicting the first bit (0 or 1) of the key 

sequence. Then statistical analysis is used to indicate which bit comes next based on 

predicted and actual computation time. This process is repeated until the entire key is 

captured. When the attack was launched in 1993, it took only a few thousand iterations 

to reveal the 256-bit secret exponent of RSA. Here it must be mentioned that the same 

attack with today’s computation speeds will require substantially less processing time. 

A recent study [37] has shown that embedded system devices can have 

implementation flaws or poor design. The firmware of a smart television uses the XOR 

cipher [40] to perform encryption. The implementation uses a key which is much 

smaller in size than the plaintext which means that a large part of the plaintext is never 
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encrypted. The weakness can be exploited to extract the key by using a single bit 

plaintext which will result in the entire key being exposed as a result of conducting the 

XOR operation. 

Researchers [9][41] have shown that it is possible to steal RSA and ElGamal 

encryption keys by using a portable instrument that can detect fluctuation in electronic 

field surrounding a laptop. The authors show the design of Portable Instrument for 

Trace Acquisition (PITA) which is a compact untethered, concealable device for 

stealing keys from a common laptop. A target laptop is supplied with “carefully crafted” 

ciphertexts which causes the decryption system to generate special structured values. 

These values cause observable electromagnetic fluctuations around the laptop. PITA 

operates at a 1.7 MHz frequency and picks up these fluctuations from the laptop and 

stores them on the internal memory. The data in the internal memory can be used to 

extract the cryptographic keys. The authors have successfully tested the attack on 

various laptops and confirm that the attack can be replicated. 

The above presented attacks show that embedded systems can be attacked 

without much effort. From the presented examples, it can be concluded that to attack a 

cryptosystem the fabric of the security algorithm does not need to be attacked. There 

are many forms of attacks, but a source of major concern is that the standalone or 

networked embedded system can be attacked to compromise the cryptographic keys. 

Once a cryptographic key is captured then the security of the entire system can be 

compromised. Weaknesses in design, implementation and limited resources shows that 

a renewed approach is required for improved safety, security and privacy in embedded 

systems. A novel approach can be based on incorporating an alternative root of trust 

which can ensure higher levels of security without compromising the resource demand. 
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2.3 PHYSICALLY UNCLONABLE FUNCTIONS 

Cryptographic algorithms use mathematical intractability as a necessary 

ingredient in their design. As attackers become increasingly powerful it is possible for 

them to break a system by finding weaknesses in the cryptographic system. Studies 

presented earlier show that adversaries will not always use mathematical intractability 

to break a system. Instead they can resort to methods that do not even attack the 

cryptographic algorithm. Variations of the side channel attacks, brute force, dictionary 

attacks, etc., all attempt to compromise a system by exploiting weaknesses or by 

exhaustively searching for secret information. It is worth noting here that these attacks 

do not target the mathematical intractability of the system. 

Attackers have multiple and diverse methods of attacking a system, therefore 

researchers now consider alternatives to the conventional algorithmic intractability as 

a root of trust. A relatively new root of trust undergoing research is the Physically 

Unclonable Function (PUF). An embedded system is composed of hardware elements 

which possess minor variability owing to difference in the manufacturing processes. 

Thus, two identical embedded systems that are manufactured by a single manufacturer 

will behave slightly different to each other. These measurable variations are used to 

create a one-way function called a Physically Unclonable Function (PUF), as shown in 

Figure 2.2. 

PUF

Challenge Response

 

Figure 2.2. Architecture of a PUF 
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As depicted in Figure 2.2, a PUF accepts as input; a challenge and produces as 

output a response which is then used for the provision of wide range of services among 

which is cryptography. The working of a typical manufactured PUFs is based on the 

following steps: 

1. The server obtains access to PUF and generates a table of challenge-response 

pairs that are stored in the internal storage.  

2. The PUF is then given to client, whereby a client submits a request to the owner 

to authenticate.  

3. The server in the next step picks a known challenge response pair and submits 

the challenge to client.  

4. The client runs the challenge on PUF and returns the response to server.  

5. The server checks to see if the response is correct and marks the challenge 

response as used. 

When studying PUF’s it is necessary to identify features which exhibit 

properties like unpredictability, unclonability, robustness and tamper evidence. These 

properties are crucial to the design of PUFs and distinguish it from any other one way 

function. PUF’s have been used and experimented in various settings. For instance, 

PUF can be used for cryptography, IC-identification, device authentication, random 

number generation and counterfeit prevention. A particularly interesting application of 

PUF is to identify if the binding between the hardware and software is correct [42]. As 

PUF’s are tamper evident, therefore they can be used to detect and prevent overclocking 

in computation systems. Perhaps the greatest advantage of PUF based cryptography is 

that it can be used to eliminate the need for stored keys. Thus, the PUF can be used as 

a basis for cryptographic key generation. When a PUF is challenged with an input it 
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will provide a response which will be processed for key generation. If the device is 

tampered or cloned, then it will not possess the same PUF environment required to 

create the correct cryptographic key. 

The stability and security of a PUF based system is heavily dependent on the 

features used for creating the PUF. An early research [43] on features suitable for a 

PUF was on optical PUF’s. In the research, authors show that a stationary scattering 

medium placed in path of a laser beam results in a unique scatter pattern. Even though 

the research is convincing it still has limited applications. Another research [44] has 

shown that it is possible to use an improvised RFID as a PUF. The system is designed 

by providing a 64-bit input challenge and obtaining the associated response. The system 

uses a scrambling circuit for preventing learning based attacks. A list of challenge and 

associated responses is created. This list can then be used for authentication. Similarly 

research shows that the delay in logic gates is suitable as a PUF [45]. The problem with 

using logic gates is that their behaviour is susceptible to change with varying voltage 

and temperature. 

Experiments [46][47] on SRAM based PUF implementations show that each 

Static Random Access Memory (SRAM) cell has a unique and unpredictable start-up 

state (either zero or one). Thus, the start-up state from the individual cells can be 

combined as a unique device signature. The start-up state of a SRAM cell is truly 

random but repeatable which makes it a very suitable feature for use in PUF. An SRAM 

is a faster RAM which is why it is commonly used in the design of cache inside a 

processor. This means that an SRAM PUF [48] can be deployed in embedded systems. 

A silicon chip can be tamper evident with the help of a coating PUF [49]. A 

silicon chip is coated with a randomised dielectric coating which can affect the 
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capacitance of the embedded sensors. This unique quality is highly effective as a 

tampering indicator because the slightest change in a single component will cause a 

change in PUF operations. The problem with this type of PUF is that coating the silicon 

chip is a costly procedure which will increase the cost and complexity of the IC 

manufacturing process. 

2.4 INTEGRATED CIRCUIT METRIC 

Integrated Circuit Metric (ICMetric) [14][50][51] refers to a modern technology 

that can be used to extract measurable and unique attributes from the hardware and 

software environment of a system. The technology exploits the fact that each device is 

unique in its internal environment, therefore the factors that make each device different 

can be used to generate a single and unique identification for every device. This unique 

identification can be used for the provision of cryptographic service. Hence the 

ICMetric technology is a novel root of trust which can resolve problems associated with 

cryptographic key theft, side channel attacks, device cloning, tampering, etc. The 

concept of ICMetric
 

is significantly different from a Physically Unclonable 

Function(PUF), whereby authentication is based on a challenge response mechanism 

and the entity in question is only authenticated if its response to the challenge matches 

to the one stored by the server. The ICMetric technology is not a challenge response 

mechanism like PUFs, infact it is comparable with biometric technology [52] i.e., the 

detection of individuals using their varying physical and behavioural characteristics 

such as fingerprints, iris patterns, voice, etc. Unlike biometric systems, little work has 

been undertaken in building analogous systems based on machine-derived data and 

linking a machine’s behaviour with data. 
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The ICMetric technology is based on the idea of extracting features that, when 

combined, uniquely characterize the functioning of the given electronic device. This is 

possible as typically devices operate under unique conditions; they sense different 

environments, run different software, perform different tasks and interact with different 

users. Research has shown that such features can be used for generating unique 

encryption keys [51][50] and detecting cases of untypical device behaviour. ICMetric 

allows the use of the distinct characteristics that are generated even for identical 

hardware and software, based on the individual user’s usage and the effect of the 

environment on the system. Example features are location information and patterns, 

app usage patterns, content and content changes on the device etc., together with low 

level operating characteristics of the system itself. It is these features of the ICMetric 

technology, that make it significantly advantageous over PUFs. The ICMetric 

technology provides non-repudiation in addition to authentication, since the ICMetric 

serves as the identity of the device and not a response to a challenge in question. This 

leads to a major advantage of the authenticity of the sender in the application making 

use of the ICMetric technology. 

The measured characteristics need not remain constant but are free to vary 

within deduced parameters, thus allowing the software to operate in several states and 

on a variety of differing platforms, whilst still ensuring that any illegal clone or malware 

infecting the software is detected via unacceptable changes in the operating parameters. 

This also acts as a security enhancing feature in that an attacker cannot easily derive 

the information to reproduce the characteristics in an attempt to break the code by 

observing the device. ICMetric
 
represents an approach for generating unique identifiers 

for systems enabling secure encrypted communication between devices significantly 
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reducing both fraudulent activity such as eavesdropping and device cloning. 

Specifically, ICMetric
 
has the potential of providing the following secure services. 

• Use of ICMetric technology implies that no encryption keys or device 

characteristic templates are stored, and are regenerated as and when required. 

• Prevention of unauthorised access to the device. 

• Prevention of the fraudulent cloning or imitation of the device to compromise  

its identity and subsequent communication. 

• Implicit detection of tampering of the software associated with the device via 

the  inclusion of spyware or similar malware software since this will implicitly 

cause the generated ICMetric number to vary. 

A significant novelty of the system being developed lies in the potential for the 

direct generation of ICMetric extracted from ICMetric samples, which characterize the 

identity of the device. Such a system offers many significant advantages over 

conventional security system. One advantage is the removal of the need to store any 

form of template for validating the device, hence directly addressing the major 

weakness that the feature templates are accessed and used to circumvent the security 

afforded by the system.  The security of the system is as strong as the ICMetric and 

encryption algorithm employed (there is no back door). Hence a system can be broken 

if a device ICMetric is revealed or by breaking the employed encryption technology. 

The compromise of a system does not release sensitive ICMetric template data, which 

would allow unauthorized access to other systems protected by the same ICMetric or 

indeed any system protected by any other ICMetric templates present.  Tampering with 

the constitution of the software will cause its behaviour to change, potentially causing 
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the features underlying the ICMetric to change, perhaps dramatically, thus causing the 

generated ICMetric to change. Consequently, a faulty or maliciously tampered device 

will be autonomously prevented from decrypting its own stored data or participating in 

any initiated secure communications, as the regenerated keys will differ from those 

created before it was compromised i.e., the ICMetric approach can be made to fail 

securely and provide a very high immunity from cloning and tampering. This also 

means removal of the need for the storage of the private key. As there is no physical 

record of the key, it is not possible to compromise the security of sensitive data via 

unauthorized access to the key. 

The ICMetric technology has been designed as a distinct layer which can be 

incorporated into the existing application stack with minimum changes to the design of 

existing cryptosystems. Doing so creates an adaptable design and reduces complexity 

thus creating a pluggable system based on ICMetric. 

2.4.1 Creating an ICMetric 

The ICMetric of a device is not a simple amalgamation of device features. 

Complex mathematical methods ensure that the resulting ICMetric is truly unique and 

can be used in a cryptographic key generation algorithm. The ICMetric generation 

process is composed of two phases i.e., calibration phase and operation phase. The 

ICMetric and the ICMetric key are generated when required and discarded thereafter. 

During its lifetime, the ICMetric is never communicated even to trusted entities. 

The purpose of the calibration phase is to extract suitable features for the 

ICMetric generation. The individual device features are extracted and processed to 

create a device ICMetric. The calibration phase is only applied once in the ICMetric 
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generation lifecycle. The individual steps in this phase are as follows: 

• For each device, the desired feature values are measured; which will typically 

be based on operating/interaction characteristics of the associated software 

operating on the hardware device. Interactions of the user and environment with 

the device are also used as features for ICMetric generation. User content stored 

or utilized by the device can be incorporated into the ICMetric of the device. 

• Generate feature distributions for each feature illustrating the frequency of each 

occurrence of each discrete value for a sample device. This will allow the same 

digital signature to be generated from the normal variations of operation of the 

device concerned but ensure any abnormal variation fails to generate the correct 

digital signature. 

• Normalise the feature distributions generating normalisation maps for each 

feature. These essentially relate the range of measured values for a given device 

to a fixed range of values chosen for that device. These calibration maps are 

present in the memory. 

The operation phase is applied each time an ICMetric encryption key is required 

for a given device. Once the key is used the device ICMetric, associated data and the 

keys are entirely removed from the system. 

1. Measure features for the given device or software system for which an 

encryption key is desired. 

2. Apply the normalisation maps to generate values suitable for key generation. 

3. Apply the key generation algorithm which combines the normalised feature 

values into a single key. 
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2.4.2 Features for ICMetric Generation 

Device features are a collection of characteristics of a specific device which can 

be used to differentiate it from other devices. The selection of features is so crucial that 

it has an impact on the reproducibility, security of the device ICMetric. If the wrong set 

of features are used, then the device identification may not be reproducible or may be 

easy to predict by an adversary. Device features can range from specific hardware 

details to the habits of the device user. Device features are the foundation of ICMetric 

to creating secure encryption keys. When conventional security systems encrypt data, 

they must create and store templates of the generated encryption keys to enable 

decryption of the data at a later time. The use of device features for ICMetric based key 

generation entirely removes the need to store the keys for any cryptographic service. 

If sufficient distinct features of a device can be gathered, a highly secure unique 

key for the device can be generated. Much in the same way that a human can be 

differentiated from anyone else if enough of their physical features are measured. These 

features do not need to be recorded or stored as a template at any point during this 

process as they can be collected each time the system requires a cryptographic key. 

Hence the same cryptographic key will be produced, proving the devices authenticity 

and untampered state. However, if an adversary were to either clone the application to 

another device or tamper with the original device’s environment, a different key would 

be created and access to the data will be denied. 

As the features of a device are used to create the encryption key, the strength of 

the system lies primarily on the selection of robust and diverse features. There are 

certain aspects of each feature that need to be considered to determine its adequacy. 

Firstly, features should be able to achieve a certain level of obfuscation, either innately 
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or by conducting certain procedures on them. It is highly important that the core 

components that make up the key, are as obscure as possible from potential hackers. 

Even if a few features remain completely obscure; the key becomes almost impossible 

to fraudulently replicate. There are many ways to obscure features such as creating 

composite features, which record how certain device features interact with each other. 

Not only would the device features need to be discovered, but also their various 

interactions with each other. 

Previous studies on ICMetric generation have tried to identify a wide range of 

suitable features. Earlier studies [53][54][55] on hardware features for ICMetric 

generation have shown that the program counter and cycles per instructions can be used 

to generate a device ICMetric. Similarly a recent study [56] has used the bias in MEMS 

sensors as a unique feature. The authors have used the accelerometer and gyroscope, 

and show statistically that there is a bias which sufficiently identifies an individual 

wearable health device. The authors establish a testbed of multiple sensors to show that 

each sensor has a unique and reproducible bias, provided the device and its internal 

environment has not been compromised. A good feature will have a high inter-sample 

variation thus offering many potential variants of it. An example of this would be a 

simple serial number that possesses a very high inter-sample variation, as each device's 

serial number is completely unique. Unfortunately, such serial numbers also possess a 

very low level of obfuscation. Thus, a features positive and negative attributes must be 

considered as a whole during the selection process. 

Many features produce values that are non-static, they fluctuate as the device is 

in operation. An example of such a feature would be the current free RAM on the 

device. While the value should be quite stable it will change when applications are 
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opened (thus consuming RAM) or closed (freeing RAM). Intra sample variation 

describes how much these value change over the lifecycle of a device. At any given 

moment, a devices current free RAM will reside somewhere along the axis but will 

periodically move up and down. On its own this feature is too volatile to record over 

time; however, it can be managed if we create ranges of values, in this case ranges of 

400MB. Each of these ranges are mapped to an arbitrary value and if the feature stays 

within the range its resulting arbitrary value will stay the same. For the feature to be 

stable enough to use in this way the intra sample variation must be as low as possible, 

as features with a high intra sample variation fluctuate too much. This becomes 

particularly difficult to map and ultimately cannot offer a persistent value to contribute 

to the key generation. The features of a system can be categorized into system specific, 

device settings and user data. The three feature categories are discussed below. 

System features are a function of the internal environment of a system. When 

considering system features one may be tempted to use obvious features like a MAC 

address. The MAC address is a system feature but it can be considered weak since it 

can be easily captured by using common network sniffing tools. The features which are 

unique to the system but difficult to capture by an adversary can be used in the 

generation of ICMetric. All devices contain a CPU; and with variations of CPUs in 

devices, CPU info is used to establish a metric for ICMetric generation. The CPU 

hardware has several features that are used in the generation of the ICMetric; such as, 

the amount of memory allocated to buffers, the available memory, dirty memory, 

shared memory, MemFree, Exec_time, active memory, inactive memory, 

VmallocChunk, slab, and writeback. 
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Research [56] has shown that the ICMetric of a device can be generated using 

the internal settings of a device. This can be achieved by using serial numbers, 

calibration settings, onboard identification modules, Bluetooth identification, SSID etc. 

Device settings like the Bluetooth identification is modifiable therefore using only one 

device setting can compromise the security of the ICMetric implementation. Even 

though serial numbers of a device are unique they should be used with care since they 

often appear on the exterior of the device making spoofing them an effortless task. On 

the other hand an example of a strong serial identification chip is the DS-2411 [57]. 

This is a factory lasered single line chip which enables serial identification based 

services. Once the chip is lasered with a serial number it cannot be overwritten or 

altered in anyway thus deterring cloning, fabrication and spoofing based attacks. The 

ICMetric of a device can also be based on the calibration settings of a device. The 

calibration of a sensor is often based on multiple variables which makes this a strong 

feature for ICMetric generation. Identical devices that have been mass-produced by a 

single manufacturer will possess similar hardware and software environment. If the 

devices are operated by two different users, then the internal environment will be 

sufficiently different owing to the presence of unique user data. Again, it is important 

to base the ICMetric generation on features that are unique to a user and are not 

predictable by an adversary.  

2.4.3 Feature Correlation 

As correlated features are a combination of singular features therefore they 

provide a greater level of obfuscation compared to singular feature. This adds an extra 

level of depth when recreating the values, as they have to be generated and can’t be 

read directly from a device. Each correlated feature can itself be used as a feature, which 
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has the benefit of increasing the entropy of the key, generated by the ICMetric 

algorithm. Additionally, the correlated features are likely to be more stable than the 

singular feature as they represent a relationship rather than coming from a specific 

range, meaning that there is less intra-sample variance thus increasing reproducibility 

of the generated key. Another significant aspect of correlated features is their ability to 

help distinguish devices; since singular features have a higher chance of having an 

overlap when the possible range for the feature is analysed across multiple devices. 

2.4.4 Feature Sets and Fault Tolerance 

The features of a device can be logically categorized into specific sets. The 

device features contained within these sets share similar traits or are affected by the 

same modifications and re-orientations of a device. 

A practical implementation of ICMetric technology could potentially use 

hundreds of these feature sets. With such a large potential for scaling, it cannot be 

assured that every feature within every set will produce the same ICMetric result every 

time on a device. Fault tolerance must be created for these sets to create a system that 

not only produces a key that is highly unique but one that is also wholly reliable. This 

can be achieved for ICMetric technology through the use of the Shamir’s secret sharing
 

cryptographic algorithm. When using this algorithm, a key is generated and split 

between several entities, in this case one part for every feature set that is contributing 

features to ICMetric generation. The amount of these key shares required to reconstruct 

the key can be defined when using this algorithm; either that number of shares or more 

will be required in order to produce the same key again. Using this algorithm, enables 

how many of these feature sets are allowed to fail while still maintaining assurance of 

the systems security. In a case where hundreds of categories contribute to the key, if a 
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few set values change due to device modification or reorientation then the other feature 

sets will still be able to reconstruct the key with their shares. However, once enough 

sets fail, the system falls below the defined secret sharing reconstruction threshold, a 

different key will be produced and measures to protect the data would be taken. 

Furthermore, this algorithm can also be applied in the same way within specific sets, 

allowing a single set to contribute to the key even if it contains a volatile feature that 

could sometimes potentially fail. 

2.5 SUMMARY 

Transition from standalone devices to networked systems means that the 

importance of security can no longer be denied. Conventional views of computation 

were limited to laptops and computers. Technological advancements have resulted in a 

new class of systems called embedded systems. An embedded system is a complex 

system which has its own hardware, firmware and possibly an application software. An 

embedded system is often part of a larger system for example a temperature regulator 

in a chemical plant. Embedded systems are different from conventional computation 

systems owing to limitation in design. Often, they possess limited resources and 

processing capability which could mean that security may be considered a secondary 

system feature. To make the situation complex embedded systems are now network 

capable. Thus, a networked embedded system possesses the same design constraints 

with increased complexity. 

Conventional systems rely on stored cryptographic keys. These keys can be 

captured through various methods which can result in the system being exposed. Often 

the security of an algorithm is proven by showing that the algorithm is intractable. 

Adversaries may not always attack a system by targeting the algorithm or the 
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mathematical basis. This chapter has illustrated this fact by presenting an in-depth study 

on side channel attacks which target the cryptographic keys. Effort has been made to 

show that a cryptosystem can be attacked without attacking the fabric (mathematical 

design). Owing to this, cryptographers consider other sources to establish a root of trust. 

This chapter has also studied the Physically Unclonable Function as a root of trust in 

cryptographic systems. Examples of different types of Physically Unclonable Function 

have also been presented in this chapter. 

A relatively new root of trust which has applications in areas beyond security is 

the ICMetric technology. The ICMetric technology proposes using the features of a 

device to create an identification which is then used in cryptographic algorithms. This 

eliminates the need for stored keys thus deterring key theft. This chapter has studied 

the ICMetric technology in detail and shows how a device identification is created. 

Since the security of the ICMetric technology is primarily dependent on the selected 

features, therefore an in-depth study on suitable features has also been presented in this 

chapter. Hence features which describe hardware properties, system settings and user 

data have been discussed in this chapter. 

The individual device features are collected and processed to create keys which 

can be used for the provision of cryptographic services. Many cryptographic services 

require keys for the provision of security. Therefore, the upcoming chapter 

demonstrates how a device ICMetric can be used for creating a key by using the PBKDF 

algorithm. 
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3 

ICMetric Strong Key Derivation 

 

3.1 INTRODUCTION 

Cryptographically secure applications require authentication of users/devices 

for secure communication to take place. The maintenance of user passwords constitutes 

a significant factor related to the provided security of a service. A study of security 

breaches shows that massive amounts of user data is captured thus harming the 

reliability of the application provider [58]. 

The notion of trustworthy authentication revolves around using appropriate 

keys of sufficient strength for carrying out secure operations. This primarily depends 

on the generation and protection of appropriate cryptographic keys, so that there is no 

threat to confidentiality and availability of the cryptosystem. Without appropriate 

generation and handling of keys; they could be guessed, modified, or substituted by 

unauthorized personnel which could then lead to the interception of sensitive 

communications. 
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A strong key having high entropy and sufficient length is the basic requirement 

for the secure working of any cryptosystem. The ICMetric cannot serve as a useful key 

for cryptographic operations in its raw form [15]. It may have insufficient length or low 

entropy, thereby making it easy for the attacker to guess and compromise the system. 

In this chapter, the problems associated with a weak ICMetric are identified, thereby 

discussing the potential threats linked with the use of a weak ICMetric in a 

cryptosystem. Keeping in mind the threats associated with using weak ICMetric keys, 

a strong ICMetric key generation scheme is proposed that can potentially improve the 

strength of the ICMetric and make it suitable for use in cryptographic operations. The 

presented approach for the generation of strong ICMetric key, results in the generation 

of cryptographic keys possessing properties of sufficient key entropy and length. This 

scheme aims to resolve the issue of weak keys and make the weak ICMetric key suitable 

for use in secure cryptographic operations. 

A major goal of the strong ICMetric key generation scheme is to safeguard the 

ICMetric keys from pre-computed attacks; such as rainbow table attacks [59], 

dictionary attacks or brute force attacks. The proposed scheme safeguards the ICMetric 

from brute force, rainbow table and dictionary attacks; which is very critical since 

compromise of the ICMetric itself can potentially mean the compromise of the device 

and all its subsequent operations. As the ICMetric of a device is its unique possession 

therefore a compromised ICMetric cannot be just replaced with another ICMetric. 

3.1.1 Key Length 

Key length directly translates into security of the system. The key length is 

measured in bits and each bit of the key increases the security of the cryptosystem, 

thereby exponentially reducing the likelihood of a brute force attack being successful 
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against the key. On the contrary an addition of every single bit to the cryptographic key 

slows down the cryptosystem [60]. Therefore, the key length must be tuned very 

carefully, observing the practicality of the cryptosystem and the required level of 

security. Different cryptosystems require different key lengths for security. For 

instance, modulo based public key systems such as Diffie Hellman and RSA require 

rather long keys (generally around 1024 bits), whereas symmetric systems, both block 

and stream ciphers use shorter keys (generally 256 bits). Most block ciphers use only 

one key length, but asymmetric ciphers use a varied number of key lengths. 

3.1.2 Key Entropy 

Secrecy of keys corresponds to the lack of knowledge that an adversary has 

about the keys. All keys must have some amount of entropy to remain secure. The 

entropy is used to measure the difficulty of guessing cryptographic keys. This generally 

means that if all the bits of a key are not equally random, then the system is much more 

vulnerable to being attacked. In an ideal uniformly distributed random key generation 

scheme, all bits of the key are independent of each other. The concept of Shannon 

entropy was introduced to estimate the uncertainty of a random variable. The output is 

the number of bits, on average, required to describe the random variable. The bits are 

independently generated, the entropy of the key is the sum over the entropy of the 

individual bits and is given by Shannon entropy [61]. 

Definition 3.1 (Shannon entropy) [61]. For a random variable 𝑋 with 𝑘 outcomes 

(𝑥1, 𝑥2, ⋯ , 𝑥𝑘), the entropy is defined as, 

𝐻(𝑋) = − ∑ 𝑃𝑟(𝑥𝑖) 𝑙𝑜𝑔2 𝑃𝑟 (𝑥𝑖)

𝑘

𝑖=1
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where 𝑃𝑟 is the probability. As the entropy of the random variable is expressed in bits, 

hence logarithm base 2 is used in the formula. The following calculations use the 

chance 𝑃(𝑥) of a zero or one bit as 0.5, as both are equally likely. 

−2(0.5 𝑙𝑜𝑔2(0.5)) = −𝑙𝑜𝑔2(0.5) = −𝑙𝑜𝑔2(2−1) = 1 

Also, from the proof of the additivity of Shannon entropy [62], it follows that the 

entropy of all the bits should be equal to the sum of the entropy of the key. Therefore, 

the ideal Shannon entropy of a theoretically perfect random bit generating scheme can 

be simplified to the formula 𝑘𝑒𝑦_𝑠𝑖𝑧𝑒. This is commonly referred to in the literature in 

the units of 'bits per byte', with 8 bits of entropy per byte the ideal score. 

Therefore, a goal of all real-world strong random key generation systems is to 

have very high entropy and be as close to the theoretical maximum as possible. 

However, it is very difficult to come up with practical strong key generation algorithms 

that achieve near perfect entropy scores. 

3.1.3 Randomness 

There are a lot of randomness tests existing in literature, based on techniques 

and measures based on statistical tests, transforms, and complexity or a mixture of 

these. For example, NIST (National Institute of Standards and Technology) has defined 

in 'NIST Special Publication 800-22' an extensive set of statistical tests for verifying a 

source of randomness [63]. Similarly, the diehard tests [64] are a battery of statistical 

tests for measuring the quality of randomness. Federal Information Processing 

Standards (FIPS) 140-2 publication [65] for cryptographic modules also specifies 

statistical tests for randomness. Instead of making the user select appropriate 

significance levels for these tests, explicit bounds are provided which the computed 
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value of a statistic must satisfy. A single bit stream of 20000 bits, output from a 

generator, is subjected to the tests as tests on shorter bit streams are not statistically 

conclusive. The description of some of the most common tests is given below: 

• Entropy: As discussed earlier, it is the information density of the bits of the 

key, expressed as a number of bits per byte. A result close to the ideal value i.e., 

8, indicates that the key is extremely dense in information, therefore essentially 

random [66]. However, as we will see shortly, the results are far from ideal on 

bit streams of shorter lengths that are more suitable to be used as keys i.e., 128, 

256 bits. 

• Chi-square Test [67]: This is the most commonly used test for the randomness 

of data, and is extremely sensitive to errors in pseudorandom sequence 

generators. The chi-square distribution is calculated for the stream of bytes in 

the key. It is expressed as an absolute number and a percentage which indicates 

how frequently a truly random sequence would exceed the value calculated.  

• Arithmetic Mean: This is simply the result of summing all the bytes in the key 

and dividing by the key length. If the data are close to random, this should be 

about 127.5. If the mean departs from this value, the values are consistently high 

or low. 

• Monte Carlo Value for Π [68]: Each successive sequence of six bytes is used 

as 24 bit X and Y co-ordinates within a square. If the distance of the randomly-

generated point is less than the radius of a circle inscribed within the square, the 

six-byte sequence is considered a “hit”. The percentage of hits can be used to 

calculate the value of Π. For very large streams (this approximation converges 
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very slowly), the value will approach the correct value of Π if the sequence is 

close to random.  

• Serial Correlation Coefficient [67]: This quantity measures the extent to 

which each byte in the key depends upon the previous byte. For random 

sequences, this value (which can be positive or negative) will, of course, be 

close to zero. A non-random byte stream will yield a serial correlation 

coefficient on the order of 0.5. Wildly predictable data such as uncompressed 

bitmaps will exhibit serial correlation coefficients approaching 1. 

3.2 FUNDAMENTALS OF CRYPTOGRAPHIC KEYS 

Cryptographic keys vary in strength and some are stronger than others. The 

weakness in cryptographic keys exists owing to a lack of sufficient entropy and length. 

The core principle is that cryptographic keys should be strong, have high entropy (not 

readily derivable) and be of sufficient length. The following section explains the major 

threats associated with the usage of weak keys in security applications. 

3.2.1 Weak Keys 

A threat in security applications that targets weak/low entropy keys is brute 

force/exhaustive search attack [9]. A brute force attack is a common method adopted 

by adversaries to compromise cryptosystems that are based on strong cryptographic 

operations with weak keys; whereby instead of finding weaknesses in the encryption 

system, the attacker tries to crack the cryptographic key used for the provision of 

cryptographic services. Brute force attacks try to discover a valid key by trying out 

different possible key combinations [9]. The attacker tries each possible key 

combination to find the correct key which has been employed for carrying out the 
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cryptographic operations. From an adversaries perspective, longer keys are harder to 

break compared to shorter keys, since the resources required to launch a brute force 

attack grow exponentially with an increase in key size [69][70]. 

A successful brute force attack allows an attacker to find the cryptographic key, 

thereby breaking into the cryptosystem. Brute force attacks can be prevented through 

multiple methods [71], one of which is by using strong keys of sufficient entropy and 

length for secure cryptographic operations. Strong keys of sufficient length hinder the 

attacker’s ability to launch a brute force attack by using a large key space, and making 

it impossible for the attacker to recover the key in a reasonable amount of time. The 

notion of a successful brute force attack is to find the key that has been used to perform 

ciphering operations, thereby deciphering all the encrypted data using the found key to 

recover the plaintext [72]. 

A dictionary attack [60] is a guessing attack which uses precompiled list of 

words to break the key. A dictionary attack tries to break passwords by trying out real 

word combinations which are likely to work rather than random strings of numbers. 

The password guesses in a dictionary attack are often based on some information 

already known to the adversary about the target. This could include information based 

on the details of the target, observed patterns or globally likely answers. The execution 

time of a dictionary attack depends on the key combinations in the dictionary list and 

the number of keys tested per unit of time. This means that a possible password could 

be missed, if it was not included in the dictionary list. 

Rainbow table attacks target schemes that compute cryptographic hashes for 

calculating the cryptographic keys [72]. These attacks are launched by constructing 

rainbow tables that store a hashed value for every word in the key dictionary. Rainbow 
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table attacks pre-compile a series of hashes and their corresponding keys for key 

lookup. Each rainbow table entry is started with a randomly selected input and its 

corresponding hash. Rainbow table entries are computed by chains of hash functions 

and reduction functions that transform a random input value to its final hash value [72]. 

A hash function is a one way function that takes as input a plaintext to generate a hash 

value, while a reduction function in a rainbow table attack does the reverse to transform 

a hashed value to its respective plaintext; these characteristics enable storage of the pre-

computed hashed keys in a compact manner [73]. However, a reduction function is not 

the inverse of a hash function, so computation of a reduction function on a hash value 

generates a completely new plaintext value. Rainbow tables store the starting plaintext 

and final hash value after performing multiple iterations of hash and reduction 

functions. Rainbow table attacks are more efficient as compared to brute force and 

dictionary attacks, and are therefore able to crack the cryptographic keys quickly. 

Rainbow tables store pre-computed hashes for all possible key combinations, so that 

the key can be efficiently cracked by hash and corresponding key lookup. 

3.2.2 Key Strengthening 

An authentication server authenticates users by using stored data which is then 

used to validate a password. A basic setup would be to store the keys themselves, and 

validation would be a simple comparison. But in this setup, if an attacker gets a glimpse 

of the stored keys then the whole server would be compromised. The list of the stored 

keys is used by the attacker, who can use them to launch an offline pre-computed attack. 

These types of attacks are unavoidable; therefore, techniques such as key derivation 

functions that are based on hash functions are employed that can strengthen the key and 

make them as stronger against attacks. 
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Hash functions are non-invertible mathematical functions that are very efficient. 

To safeguard the sever passwords from being compromised, the passwords are stored 

in hashed format that don’t reveal the password in its plaintext form. Cryptographic 

hash functions take an arbitrary block of data and return a fixed-size message digest, 

the cryptographic hash value, such that any accidental or intentional change to the data 

will change the hash value, thus alerting the receiver about the modification. Therefore, 

the server can validate the password by computing hash on the presented password and 

comparing it against the stored hashes. A cryptographic hash function ℎ, is designed to 

withstand pre-image and collision attacks: 

• Pre-image resistance: it is computationally infeasible to find an input 𝑥 that 

hashes to the output 𝑦, i.e., given y, it is difficult to find x such that h(x) = y. 

• Collision resistance: It is computationally infeasible to find any two distinct 

inputs 𝑥 and 𝑥0 which hash to the same output, i.e., such that ℎ(𝑥) = ℎ(𝑥0). 

Hash functions are used in a wide variety of applications including the 

construction of other cryptographic primitives such as message authentication codes 

(MACs), digital signatures, pseudo random functions (PRFs) and pseudorandom 

number generators (PRNGs). The security of these applications relies on the 

cryptographic strength of the underlying hash function used and its resistance to attacks. 

Widely used hash functions include MD5 [74], SHA-1 [75] and SHA-256 [76]. Today, 

it is practically feasible to find collisions in MD5 [73], and hence MD5 should not be 

considered for constructing other cryptographic primitives. SHA-1 collision resistance 

has also been under attack [73]. 
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MD5 is a hashing algorithm which is still widely used but cryptographically 

flawed as it’s prone to collisions. MD5 is broken in regard to collisions, but is still pre-

image resistant. The first attacks on MD5 were published in 1996 [77], this an attack 

on the compression of MD5 rather than MD5 itself. In 2004 a theoretical attack was 

produced which allowed for weakening the pre-image resistance property of MD5 [78].  

SHA or Secure Hashing Algorithm is a family of cryptographic hash functions 

published by the National Institute of Standards and Technology (NIST) as a U.S. 

Federal Information Processing Standard (FIPS). Currently three algorithms are 

defined: 

• SHA-1: A 160-bit hash function which resembles the earlier MD5 algorithm. 

This was designed by the National Security Agency (NSA) to be part of the 

Digital Signature Algorithm. Cryptographic weaknesses were discovered in 

SHA-1, and the standard was no longer approved for most cryptographic uses 

after 2010 [78][79]. 

• SHA-2: A family of two similar hash functions, with different block sizes, 

known as SHA-256 and SHA-512. They differ in the word size; SHA-256 uses 

32 bit words where SHA-512 uses 64 bit words. There are also truncated 

versions of each standardized, known as SHA-224 and SHA-384. These were 

also designed by the NSA. 

A major problem with hashing unsalted keys is the possibility of a rainbow table 

attack being launched, that can break the key in an instant, since a hashed key always 

corresponds to a specific original key. Used correctly, salts can thwart all pre-computed 

attacks, since a password can have varying associated salts resulting in different hash 

values. A salt is a randomly generated value that is appended to the user’s password 
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before hashing. Salts are used because users tend to choose the same passwords which 

are not random in nature. Often chosen passwords are short real words that are easy to 

remember, but this also enables several attacks. Passwords are generally not stored in 

cleartext, but rather hashed. So, we now have a process for storing passwords in our 

system in a secure form that cannot be decrypted, thus closing the door that allows 

attackers access to all the passwords stored in the system.  

The salt is stored in the database with the user’s hashed password. The addition 

of a random salt value to the password lowers the probability that the resultant hash-

value will be found in any pre-calculated table. A common way to combine the salt and 

the password is to simply concatenate and hash them [60] i.e., ℎ(𝑠𝑎𝑙𝑡 ∥ 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑). A 

salt is used to prevent pre-computed attacks such as brute force attacks and rainbow 

table lookups. When brute forcing, the attacker can’t generate all possibilities in one 

run, he/she would need to brute force for each password taking the specific salt into 

account, which is a very costly operation. Salts also prevent people from using rainbow 

table attacks, as the table would need to be generated, per password, based on the salt. 

With time computers are becoming faster and faster, this means the attackers 

can try more and more potential passwords within the same time frame. To counter 

such a trend, hashing can be made slow by defining hash functions to use several 

iterations of the hash function. A hash function alone has its limitations; therefore, a 

combination of the above-mentioned ingredients is needed to thwart attacks on keys.  

3.2.3 Key Derivation Functions 

A key derivation function derives secret keys from secret value using a 

pseudorandom function. Key derivation functions make use of traditional key 

strengthening ingredients to derive longer strengthened cryptographic keys. A key 
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derivation function is used in applications to derive keys from secret passwords, which 

typically don’t have the desired properties to be used directly as cryptographic keys. 

These properties include sufficient length and entropy as mentioned in section 3.1 and 

3.2. Key derivation functions make use of key strengthening based on the key and a 

random salt to derive longer stretched keys. A key derivation function (KDF) is 

generally represented as 

𝐷𝑘 = 𝐾𝐷𝐹(𝑘𝑒𝑦, 𝑠𝑎𝑙𝑡, 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠) (3.1) 

where the key, salt and the number of iterations are passed as parameters to a key 

derivation function to derive a strengthened key 𝐷𝑘. Key derivation functions are 

deliberately made slow with a high iteration count to delay the successful launch of pre-

computed parallel attack on the passwords. The section below explains some of the 

state of the art key derivation functions. 

PBKDF2 [74] is part of the RSA laboratories cryptographic standards. PBKDF2 

is well recognised by NIST SP 800-132 and implemented in various frameworks. It 

came as a replacement to the earlier key derivation function PBKDF1, which could 

produce derived keys up to 160 bits long. PBKDF2 applies a pseudorandom function 

to the input password with a salt, and repeats this value several times based on the 

iteration count to produce a strengthened derived key. This derived key can be used as 

a cryptographic key in subsequent operations. The number of iterations directly 

translate into more computational work and makes password cracking more difficult. It 

is considered secure when used with a proper iteration count and cryptographic hash 

function such as SHA-256 and SHA-512. 

PBKDF2 is designed to be computationally intensive, so that it takes a relatively 

long time to compute. Legitimate users only need to perform the function once per 
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operation (e.g., authentication), and so the time required is negligible. However, a 

brute-force attack would likely need to perform the operation billions of times, at which 

point the time requirements become significant. PBKDF2 has very low resource 

demands, meaning it doesn’t require elaborate hardware or very much memory to 

perform, thereby being well suited for resource constrained environments. However, it 

also allows an attacker with sufficient resources to launch a parallel attack by building 

hundreds or even thousands of implementations of the algorithm in hardware and 

having each search a different subset of the key space. This divides the amount of time 

needed to complete a brute-force attack by the number of implementations available. It 

has a configurable output length that makes it very useful for being used in various 

applications. 

Bcrypt is derived from the Blowfish [80] and was designed by reusing and 

expanding elements of the block cipher. The password can be upto 56 bytes and the 

produced output size is fixed to 192 bits. To handle longer input passwords, Bcrypt 

must be combined with another hash function which can bring the size of the input 

password to 56 bytes. The iteration count is a power of two and as with blowfish it 

needs certain amount of memory space for its look up tables that are initiated in 

memory. This means a certain amount of memory space needs to be used before a hash 

can be generated. This can be done on CPU, but for resource constrained devices it will 

become a lot more cumbersome due to memory restrictions. Bcrypt is slightly stronger 

than PBKDF2 at defending attacks on ASICs and GPUs. Bcrypt can easily be optimized 

by attackers with FPGA. FPGA chips have a lot of small embedded RAM blocks which 

are very convenient for running many Bcrypt implementations in parallel within one 

chip thereby compromising the passwords. 
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Scrypt is another key derivation function which has the same properties as 

Bcrypt, except that when the rounds are increased, it exponentially increases calculation 

time and memory space required to generate the hash. Scrypt is designed to require a 

large amount of memory to compute efficiently. Scrypt was created as response to 

evolving attacks on Bcrypt and is completely infeasible when using FPGAs or GPUs 

due to memory constraints. Scrypt requires the storage of a series of intermediate state 

data called “snapshots”, which are used in further derivation operations. These 

snapshots, stored in memory, grow exponentially when rounds increase. Hence adding 

a round, will make it exponentially harder to brute force the password. Scrypt is still 

relatively new compared to Bcrypt and has only been experimented with for a couple 

of years, which makes it less vetted than Bcrypt. 

Although Scrypt function is designed to prevent parallel attacks owing to the 

huge resource demands of the algorithm. However, the algorithm is designed to use a 

large amount of memory making it infeasible for embedded system applications or 

systems with limited resources. 

3.3 THE ICMETRIC  

3.3.1 Threat Model 

In the following section three scenarios are presented to further elaborate on the 

threat model of brute force, dictionary and rainbow table attacks that can be launched 

on weak ICMetric keys. These three threats depicted in Figure 3.1, show an attacker 

who tries to launch these pre-computed attacks on various devices making use of weak 

ICMetric keys. 
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Figure 3.1. Threat Model for Weak ICMetric Keys 

The first major threat to a device ICMetric is the possibility of being cracked by 

brute force attack. The ICMetric key might be short in length and low in entropy, so the 

adversary’s goal is to break the ICMetric key using a software which tries different 

possible character combinations in quick succession, until the ICMetric key is found. 

The brute force algorithm uses a trial and error technique, which tests several key 

combinations to find the ICMetric key used for cryptographic operations. This results 

in the adversary being able to decrypt all information destined to the embedded system 

device. To launch a brute force, attack the attackers make use of a high-performance 

computer. The adversaries machine tries out a large number of key combinations at a 

very fast pace to recover the ICMetric key in a short period of time. A brute force attack 

is more likely to break the password if no other attack is successful. Here it must be 

mentioned that as the entropy increases the number of possible keys also increases. 

Thus, making it difficult for an attacker to brute force. 

Another threat to cryptographic keys is the possibility of being cracked by 

dictionary attacks. A dictionary attack consists of trying every word in the dictionary as 

a possible password. A dictionary of possible passwords is formally referred to as a 
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wordlist [81]. A dictionary attack is generally more efficient than a brute force attack, 

since it may make use of many large dictionaries. Dictionary attacks often make use of 

string manipulations on the words found in the dictionary. This involves trying the 

wordlist backwards, with letter or number replacements or with different 

capitalizations. A small dictionary can sometimes lead to the dictionary attack being 

launched very quickly particularly when the user password is weak. 

However, dictionary attacks are less successful against passphrases. 

Passphrases are composed of several meaningful words separated by spaces and are 

typically quite long. Dictionary attacks on ICMetric can be made highly impracticable 

by choosing several random words in the passphrase, and selecting at least one word 

that cannot be found in any dictionary significantly increases passphrase strength, 

thereby making it impossible to break the ICMetric.  

In the third scenario of cracking an ICMetric key, the attacker tries to launch a 

rainbow table attack on the hashed strong ICMetric key. To launch a rainbow table 

attack, the attacker generates a large database of all possible key combinations and their 

corresponding calculated hash values. Depending on the length of the key and the 

employed character set, the attacker pre-computes many hash values and then stores 

the key and corresponding calculated hash value in the form of rainbow tables. If the 

key employed in the cryptosystem is too long or uses a character not part of the 

character set known to the attacker, then the generated rainbow tables are completely 

useless and the key cannot be cracked with the generated rainbow tables available to 

the attacker. To successfully launch a rainbow table attack on the hashed strong 

ICMetric key, the adversary searches the rainbow table for the hashed key and its 

corresponding plaintext key. If the hashed key is found in the rainbow table, then the 

attacker is successful in finding the original key; otherwise the attacker is unsuccessful 
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since the hashed value might not be present in the rainbow table. 

The ICMetric is a fingerprint of the device and its compromise implies that the 

device has been compromised. In this case the greatest strength of the ICMetric 

technology becomes its greatest liability. It is a fact that a device’s ICMetric data does 

not change over time, it remains same throughout the life of the device. This means that 

should a set of ICMetric data be compromised, it is compromised forever. A device 

ICMetric is based on only a limited number of reproducible ICMetric features. For 

authentication systems based on physical tokens such as keys and token, a 

compromised token or key can easily be cancelled and the user can be assigned a new 

token. Similarly, user ids and passwords can be changed as often as required. But if the 

ICMetric is compromised, the device will run out of features to be used for 

authentication. Owing to this reason the ICMetric is based on features which are not 

easy to predict or spoof by an adversary. To further ensure secrecy the ICMetric is not 

stored on the system and never communicated even to trusted parties. 

3.3.2 Security Goals 

Given the threat model, the ICMetric strong key generation scheme focuses on 

the following security goals: 

• Length of the ICMetric Key – a fundamental goal of the strong ICMetric key 

generation scheme is to generate strong keys that have sufficient length and can 

be safely used in security critical applications. The sufficient length of the key 

protects it from easily being compromised. 

• Entropy of the ICMetric Key – another essential security goal of the strong key 

generation scheme is to generate strong ICMetric keys that have high entropy. 
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The property of high entropy ensures that the keys can’t be easily compromised 

using pre-computed attacks. 

• Hardening against Brute Force Attacks – a vital goal of the strong ICMetric key 

generation scheme is to prevent the successful launch of brute force attacks. 

With a brute force attack, the attacker will try all possible combinations of 

characters, until a successful attack is launched. 

• Hardening against Dictionary Attacks – a goal of the ICMetric strong key 

generation scheme is the mitigation of dictionary attacks. Dictionary attacks are 

faster than brute force attacks and use word lists as mentioned in section 3.2. If 

the hash of a word possessed by the attacker, hashes to the same hash which is 

maintained in the database then it can be said that the ICMetric is known to the 

attacker. Therefore, accomplishing this goal means the attacker can never map 

the hashed values to the original ICMetric. 

• Hardening against Rainbow Table Attacks – a necessary goal of the proposed 

scheme is to prevent rainbow table attacks. Rainbow table attacks are a 

consequence of using hash functions to generate strong ICMetric keys and is 

significantly faster as compared to a brute force or dictionary attack. The strong 

keys are generated using random salts which prevent the attacker from 

launching pre-computed attacks. 

• Deterring compromise of the device ICMetric – a crucial security goal of the 

designed ICMetric strong key generation scheme is deterring the effects of a 

successful brute force, rainbow table or dictionary attack on the original 

ICMetric. This is very crucial to the secure functioning of the device, since 

compromise of the ICMetric will result in the compromise of device’s 



54 

 
 

fingerprint. The ICMetric is a fingerprint of the device and if it’s compromised, 

all subsequent cryptographic operations carried out by the device would also be 

compromised. Fulfilling this security goal means that the proposed scheme 

doesn’t reveal the original ICMetric, even if the generated strong ICMetric key 

is compromised by a pre-computed attack on the strong key. If an ICMetric key 

is compromised, then the key can be revoked and a new one issued thus 

preventing communications on the captured key. Therefore, the ICMetric 

should never be compromised during the working of the strong ICMetric key 

generation scheme. 

• Adaptability – The adaptability of the ICMetric strong key generation scheme, 

to the key length requirements of various applications is another central 

requirement. The proposed strong ICMetric key generation scheme acts as a 

bridge between the device and the application layer. This requirement is very 

critical for the successful integration of the ICMetric technology with other 

applications. 

3.3.3 ICMetric Strong Key Generation Scheme 

The proposed strong key generation scheme is a novel scheme and aims to 

improve the security of the ICMetric based cryptosystem by proposing a scheme that 

generates a strong ICMetric key for use with symmetric or asymmetric cryptosystems. 

The proposed scheme is an effort to generate high entropy ICMetric keys of sufficient 

length which can be used for secure cryptographic operations in various applications. 

Secrecy of the ICMetric is of utmost importance, since compromise of the ICMetric 

will result in compromise of the whole device for any future operations. Therefore, the 

proposed scheme has been developed following this critical requirement and the design 
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principles of the ICMetric technology. At no point during the working of the strong key 

generation scheme, can the attacker capture the ICMetric. Therefore, the proposed 

scheme generates a strong ICMetric key that is strong against attacks such as brute 

force, dictionary and rainbow table attacks; while also deterring the possibility of 

ICMetric compromise.  

The proposed ICMetric strong key generation scheme is comprised of two main 

phases; Step 1 – the sub-key generation phase and Step 2 – the strong key generation 

phase, with both phases having further sub-phases. Figure 3.2 shows a general model 

of the proposed ICMetric strong key generation scheme, depicting a generalization of 

the components that become part of the scheme design.  
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 (Step 2) 

Figure 3.2. General Model of the ICMetric Strong Key Generation Scheme 

Both steps 1 and 2; the sub-key generation phase and the strong key generation 

phase respectively, are interlinked where the output of the sub-key generation phase is 

used as input to the strong key generation phase, thereby generating a strong ICMetric 
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key. In Step 1, the device ICMetric and random salt ′𝑆1′ become input to the chosen 

key derivation function (KDF) and generate an ICMetric subkey, which is the output of 

the sub-key generation phase. In the Step 2 of the scheme, the ICMetric sub-key and 

the random salt ′𝑆2′ become input to the chosen key derivation function (KDF) and 

generate the final ICMetric strong key.  

The novelty of the scheme lies in the fact that the proposed scheme confuses 

and diffuses the ICMetric of the device in such a manner that it is not possible for the 

attacker to recover the original ICMetric. This is accomplished by 10000 iterations of 

each function and 128 bit salts fed to SHA-2, which completely hinder the ability to 

revert back to the original ICMetric. The scheme even safeguards against rainbow table 

attacks, which was not possible using only KDF and salts in literature, thereby making 

the proposed scheme a very secure option for use with the ICMetric technology. 

 The concept behind the two-tier ICMetric strong key generation approach is to 

safeguard the device ICMetric from being captured by an adversary, which could in 

effect compromise the device for any future operations. The following section details 

each step involved in the working of the ICMetric strong key generation scheme. 

Step 1 – Step 1 of the ICMetric strong key scheme is responsible for generating an 

ICMetric sub-key that will be used as input in Step 2 of the scheme. Step 1 is comprised 

of three sub-steps namely Step 1.1, Step 1.2 and Step 1.3 respectively that are outlined 

in Figure 3.3.  
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Figure 3.3. ICMetric Sub-Key Generation 

The blocked diagram above shows how the generation of iterated ICMetric 

hash is connected to rest of the sub-components in the generation of the ICMetric sub-

key. It is evident from the figure that in Step 1.1; the ICMetric and the salt (𝑆1), become 

input to the ‘Iterated ICMetric hash generation’ module. In Step 1.2, the generated 

iterated ICMetric hashes become input to the ‘ICMetric sub-key generation’ module, 

which after performing computations on the input iterated ICMetric hashes, generate 

an ICMetric sub-key ′𝑆′ in Step 1.3, as shown in Figure 3.3. The step wise explanation 

to the working of the scheme is given below: 

Step 1.1 of the scheme requires the device to generate an ICMetric based on 

the extracted feature values. In [50], Papoutsis et al. proposes two possibilities for 

combining the extracted feature values of a device. The extracted feature values can be 

combined by concatenating or by adding all the feature values to generate an ICMetric. 

The authors also show that an ICMetric generated as a result of concatenation of 

extracted feature values creates a long secret key but the secret key is not stable. 

Whereas, the ICMetric generated as a result of addition of feature values is short but is 
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more stable. The ideal case would be to have an ICMetric that is stable as well as long, 

so that it qualifies as a secure key for use in various cryptographic operations. The 

proposed strong key generation scheme aims to strengthen a short ICMetric, that was 

generated as a result of addition of feature values rather than concatenation, so each of 

the extracted feature values are added to generate an ICMetric. 

Therefore, in the key setup algorithm the device in question generates its 

ICMetric 𝐼𝐶𝑀 as outlined in chapter 2. 

𝐼𝐶𝑀 = ICMetric generated using features of Device (3.2) 

The ICMetric of the device can be generated based on the system features, 

device settings or user data, depending on the particular application scenario in 

question. The framework is responsible for setting up various input parameters for the 

working of the strong ICMetric key generation scheme. Table 3.1, lists the parameters 

that are required in the setup of the scheme. 

Table 3.1. Description of Symbols/ Input Parameters in the Scheme 

Symbol Description 

𝐼𝐶𝑀 ICMetric of device 

|| Concatenation 

⊕ Bitwise exclusive OR 

𝑆𝑎𝑙𝑡1, 𝑆𝑎𝑙𝑡2 128-bit random salt values 

𝑆𝐻𝐴2(256 512⁄ ) The selected SHA2 variant 

𝑁 Number of iterations (10,000) 

𝐿 Required length of the strong key (256/512/1024/2048 bits) 

S ICMetric sub-key 

M ICMetric strong key 

Salting is the inclusion of a random value in the password hashing process that 

greatly decreases the likelihood of identical keys returning the same hash. If two keys 

are identical, salting can make it highly unlikely that their resulting hashes are the same. 
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Detailed specifications [74][82] suggests that the salt value should be at least 64 bits 

long. This makes collisions (i.e. occasions that two stored passwords use the same salt) 

unlikely. The random salts are generated using timestamp as the seed to the random 

number generator. As shown in Table 4.1, the salt values 𝑆𝑎𝑙𝑡1 𝑎𝑛𝑑 𝑆𝑎𝑙𝑡2 employed by 

the proposed ICMetric strong key generation scheme are 128-bit long.  

SHA-2 is the hash function used for the purpose of key stretching, and the SHA2 

variant of choice can be selected based on the required length of the generated strong 

key as shown in Table 4.1. Therefore, the required length ‘𝐿’ of the strong key will help 

in the selection of the exact SHA2 variant. The recommended SHA-2 iterations for a 

key stretching function recommended by NIST guidelines are “as high as can be 

tolerated while still allowing acceptable server performance”. However, the latest NIST 

guidelines (June 2017) recommend having 10,000 iterations for sufficient security [83]. 

Step 1.2 of the algorithm is responsible for performing 𝑁 iterations on the 

device ICMetric by using the selected SHA2-variant and the salt value 𝑆𝑎𝑙𝑡1. The 

number of iterations in the proposed strong ICMetric key generation scheme make the 

key derivation function intentionally slow to compute and, can be adjusted to control 

the slowness. The strong ICMetric key generation process begins with the device’s 

ICMetric and a 128-bit random salt 𝑆𝑎𝑙𝑡1 passed through the selected SHA2-variant 

function. In the second round, the result from the first round of the SHA2-variant 

function and the ICMetric number becomes the output of the second iteration. The 

SHA2-variant function is iterated 10,000 times to generate a strong ICMetric key for 

secure onward operations. Both the 128-bit salt and 𝑖𝑐𝑚 are combined via SHA-2, as 

shown in the set of equations (3.3). The purpose of the SHA-2 based key stretching and 

derivation algorithm is to combine and thus stretch the key, so that it qualifies for use 
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in secure operations. The 128-bit random number serves as a salt value for the key 

stretching function and safeguards against rainbow table attacks. By adding a salt value 

to the 𝐼𝐶𝑀, the possibility of using pre-computed hashes for attacks is reduced. 

The purpose of the salt is to allow the generation of a large set of keys 

corresponding to each password, for a fixed iteration count. Therefore, using a salt 

makes it difficult for the attacker to generate a table of resulting keys, for even a small 

subset of the most-likely passwords. If 𝐼𝑖 is the result of a single iteration where 𝑖 ∈ ℕ 

then 

𝐼1 = 𝑆𝐻𝐴2(𝐼𝐶𝑀, 𝑆𝑎𝑙𝑡1) 

𝐼2 = 𝑆𝐻𝐴2(𝐼𝐶𝑀, 𝐼1) 

⋮ 

𝐼10,000 = 𝑆𝐻𝐴2(𝐼𝐶𝑀, 𝐼9,999) 

 

 

(3.3) 

Finally, the result of each SHA2-variant function is XORed as follows: 

𝑋𝑖 = 𝐼1 ⊕ 𝐼2 ⊕ ⋯ ⊕ 𝐼𝑁 (3.4) 

This gives the iterated ICMetric hash 𝑋𝑖 based on the selected SHA2 variant. 

For SHA2(256), the final hashed output block size is 256 bits, whereas in 𝑆𝐻𝐴2(512)  

the final hashed output block size is 512 bits. Exclusive OR adds an extra layer of 

protection and the iterations of the hashing function and the salt value add security. 

This step of the algorithm does a stretching operation similar to the iterated hash 

function however the input parameters are different. The sub-key generated at the end 

of step 1.3 and salt 𝑆𝑎𝑙𝑡2 are fed as input to the 𝑁 iterations of the selected SHA2 

variant. The process begins with the generated sub-key ′𝑆′ and a 128-bit random salt 

′𝑆𝑎𝑙𝑡2′ passed through the selected SHA2-variant function. In the second round, the 

result from the first round of the SHA2-variant function and the sub-key ′𝑆′ becomes 

the output of the second iteration. In this step, 10,000 iterations are carried out using 
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the sub-key ′𝑆′ and 𝑠𝑎𝑙𝑡2, resulting in hashed values 𝐻1, 𝐻2 , … , 𝐻10,000 as outlined in 

the set of equations (3.7).  

𝐻1 = 𝑆𝐻𝐴2(𝑆, 𝑆𝑎𝑙𝑡2) 

𝐻2 = 𝑆𝐻𝐴2(𝑆, 𝐼1) 

⋮ 

𝐻10,000 = 𝑆𝐻𝐴2(𝑆, 𝐼9,999) 

 

 

 

(3.7) 

Finally, the result of each SHA2-variant function is XORed as follows 

𝑆𝑋𝑖 = 𝐻1 ⊕ 𝐻2 ⊕ ⋯ ⊕ 𝐻𝑁 (3.8) 

which gives the iterated sub key hash 𝑆𝑋𝑖 based on the selected SHA2 variant. For 

SHA2(256), the final hashed output block size is 256 bits, whereas in 𝑆𝐻𝐴2(512) the 

final hashed output block size is 512 bits. Exclusive OR adds an extra layer of 

protection but the actual security derives from the iterations of the hashing function and 

the salt value. 

In Step 1.3, each generated iterated ICMetric hash is concatenated to generate a 

strong ICMetric key of required length ′𝐿′ that can be used for further cryptographic 

operations. 

For 𝑆𝐻𝐴2(256), the hashed block size is 256 bits. Therefore, if the required 

length of the strong ICMetric key is 1024 bits, then there should be 1024 256⁄ = 4 

blocks concatenated to produce the strong ICMetric key ′𝑆′. 

𝑆 = 𝑋1 ∥ 𝑋2 ∥ ⋯ ∥ 𝑋𝐿
256⁄  (3.5) 

For 𝑆𝐻𝐴2(512), the hashed block size is 512 bits. Therefore, if the required 

length of the generated strong ICMetric key is 1024 bits, then there should be 

1024 512⁄ = 2 blocks concatenated to produce the strong sub key ‘𝑆’. 
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𝑆 = 𝑋1 ∥ ⋯ ∥ 𝑋𝐿
512⁄  (3.6) 

 

The ICMetric strong key generation scheme can derive strong ICMetric keys of 

specified length. It generates as many blocks as required to achieve the required key 

length. Each block is produced by iterating the key stretching function 10,000 times. 

Once generated, the required blocks are concatenated to create the required sized key, 

which gives the ICMetric sub-key that has sufficient length and entropy.  

Step 2 – Step 2 of the ICMetric strong key scheme is responsible for generating an 

ICMetric strong-key based on the sub-key derived from Step 1 of the scheme. Step 2 is 

also comprised of three sub-steps namely Step 2.1, Step 2.2 and Step 2.3 respectively 

that are outlined in Figure 3.4. 
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Figure 3.4. ICMetric Strong Key Generation 

The blocked diagram in Figure 3.4 shows how the generation of iterated sub-

key hash is connected to rest of the sub-components in the generation of the ICMetric 

strong-key. It is evident from the figure that in Step 2.1 the ICMetric sub-key and the 

salt (𝑆2), become input to the ‘Iterated sub-key hash generation’ module. All further 
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operations in the Step 2 are based on these two values. The ICMetric sub-key is the 

output of the Step 1 and used in Step 2 as it is. While the salt value is a 128 bit random 

salt that is generated based on the rules outlined in Step 1.2 above. In Step 2.2 the 

iterated sub-key hashes are computed based on the output of Step 2.1, fed to the 

algorithm outlined in Step 1.2. In Step 2.3, the output of Step 2.2 becomes input to the 

‘ICMetric strong key generation’ module, which after performing computations on the 

input iterated sub-key hashes, generates an ICMetric strong key ′𝑀′, as shown in Figure 

3.4. In Step 2.3, each generated iterated ICMetric hash is concatenated to create a strong 

ICMetric key of required length ′𝐿′ that can be used for further cryptographic 

operations. 

For 𝑆𝐻𝐴2(256), the hashed block size is 256 bits. Therefore, if the required 

length of the strong ICMetric key is 1024 bits, then there should be 1024 256⁄ = 4 

blocks concatenated to produce the strong ICMetric key ′𝑆′. 

𝑀 = 𝑆𝑋1 ∥ 𝑆𝑋2 ∥ ⋯ ∥ 𝑆𝑋𝐿
256⁄  (3.9) 

For 𝑆𝐻𝐴2(512), the hashed block size is 512 bits. Therefore, if the required 

length of the generated strong ICMetric key is 1024 bits, then there should be 

1024 512⁄ = 2 blocks concatenated to produce the strong sub key ‘𝑆’. 

𝑀 = 𝑆𝑋1 ∥ ⋯ ∥ 𝑆𝑋𝐿
512⁄  (3.10) 

The ICMetric strong key generation scheme can derive strong ICMetric keys of 

required length. It generates as many blocks as required to achieve the required key 

length. Each block is produced by iterating the key stretching function 10,000 times. 

Once generated, all blocks are concatenated to create the required sized key, which 

gives the strong ICMetric key that has sufficient length and entropy at the end of Step 

2. 
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3.4 IMPLEMENTATION AND EVALUATION 

A working prototype of the proposed strong key generation scheme was 

implemented using C on Linux. The scheme has been implemented on a first generation 

Intel Core i3 3.2 GHz processor with 6 GB RAM using the OpenSSL cryptographic 

library [84]. The scheme aims to generate strong ICMetric keys for carrying out 

cryptographic operations.  

The strong ICMetric key generation scheme has two counterparts, based on 

SHA-256 and SHA-512 respectively. These counterparts each have four strong key 

variants to facilitate operation with varying key sized cryptosystems. The strong 

ICMetric key generation scheme counterpart based on SHA-256 supports four strong 

ICMetric keys size variants i.e. 256, 512, 1024 and 2048 bits; with a 128-bit device 

ICMetric as input. Similarly, the strong ICMetric key generation scheme counterpart 

based on SHA-512 supports a 256 bit, 512 bit, 1024 and 2048 bit strong ICMetric keys 

respectively. The two unique salt values used in the implementation of the strong 

ICMetric key generation scheme are each 128-bit long. These salts are generated as a 

sequence of random bytes using timestamp as a seed to the random number generator. 

This section evaluates the efficiency of the scheme design by measuring the 

RAM consumption and execution time of the implemented scheme. The runtime has 

been used for evaluating the execution time of the system, whereas Valgrind [85] is 

used for evaluating the memory consumed by the prototype. Valgrind is a code profiling 

and memory debugging tool for Linux. For memory profiling Valgrind uses Massif 

[86]. Massif is a memory profiler in Valgrind that measures how much memory the 

program uses during its lifetime. It gives information about the following thereby 

measuring all possible parts of memory required for the program: 
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• Useful heap - heap used by the program over time. 

• Extra heap - heap blocks allocated for administration data over the programs 

lifetime. 

• Total heap – Total of the useful heap and extra heap allocated for the program 

over its lifetime. 

• Stack – stacks used by the program over time. 

Therefore, all the results for memory evaluation are represented in terms of the 

above parts of memory occupied by the implementation of the strong ICMetric strong 

key generation scheme. 

3.4.1 ICMetric Strong Key Generation Scheme using SHA-256 

This section evaluates the performance of the ICMetric strong key generation 

scheme using SHA-256. The strong ICMetric key generation scheme using SHA-256 

supports four strong ICMetric key variants to facilitate operation with varying key sized 

cryptosystems. 

This section evaluates the time requirements of the proposed ICMetric strong 

key generation scheme variants using SHA-256. The prototype uses a 128-bit device 

ICMetric and two 128 bit salt values as input for testing all the variants of the prototype. 

To prove the scalability of the strong key generation schemes, the time taken 

for the generation of keys of varying sizes has been considered. Figure 3.5 shows the 

experiment number versus time taken graph for the proposed strong key scheme 

variants, namely 256, 512, 1024 and 2048 bits. The graph in Figure 3.5 shows a time 

consumption comparison for the generation of 256 bit strong ICMetric key, 512 bit 

strong ICMetric key, 1024 bit strong ICMetric key and the 2048 bit strong ICMetric 
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key; using the proposed ICMetric strong key generation scheme. The time consumed 

in the generation of each strong ICMetric key is measured in microseconds. It is evident 

from the graph that no matter which SHA variant is used; an increase in the key size 

brings a change to the time performance of the application. 

 

Figure 3.5. Execution time for ICMetric Strong Key Variants using SHA-256 

Table 3.2 shows the average execution time for the generation of each ICMetric 

strong key variant based on the proposed ICMetric strong key generation scheme versus 

the experiment number being carried out. It is eveident that the average time required 

for the generation of strong ICMetric key increases with increase in the key size. 

Table 3.2. Average Execution Time for ICMetric Strong Key Variants using SHA-256 

ICMetric Key 

Variant 
SHA256-256 

SHA256-

512 
SHA256-1024 SHA256-2048 

Average Time 

(microseconds) 
48186.16 81988.52 174228.04 331397.68 
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This section evaluates the memory performance of strong ICMetric key 

generation scheme using SHA-256. Once again, a 128-bit device ICMetric is used as 

input for testing all the variants of the prototype. The memory performance of the strong 

ICMetric key generation scheme has been evaluated using Valgrind. The generated 

graphs depict memory profile of the variants by presenting the program lifecycle and 

the memory (bytes) consumed. It will be evident from all the RAM consumption graphs 

that cyassl instructions run directly from the chip, and hence are based on low level 

system calls. This in affect shows that only the stack memory is used during execution, 

thereby creating only a stack profile in the RAM consumption graphs for the designed 

scheme. Figure 3.6 shows a memory profile graph for the generation of a 256-bit 

ICMetric Strong Key using SHA-256.  

 

Figure 3.6. RAM Consumption for 256-bit ICMetric Strong Key using SHA-256 

It is evident from the graph that the maximum memory consumed for the 

generation using 128-bit ICMetric is around 4KB. Figure 3.7 presents a memory profile 

graph for the generation of a 512-bit strong ICMetric key using SHA-256. It is clear 

from the graph that the maximum stack memory consumed for the generation of 512-

bit key is around 4 KB. The stack memory, shown in green depicts low level systems 
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call being made by the proposed scheme implemented in cyassl. The low level system 

calls are particularly important from the perspective of embedded system environments.  

 

Figure 3.7. RAM Consumption for 512-bit ICMetric Strong Key using SHA-256 

Figure 3.8 presents a memory profile graph for the generation of a 1024 bit 

strong ICMetric key using SHA-256. It is evident from the graph that the maximum 

memory consumed for the generation of 1024 bit strong ICMetric key is also around 4 

KB. 

 
Figure 3.8. RAM Consumption for 1024-bit ICMetric Strong Key using SHA-256 

Figure 3.9 shows the memory profile graph for the generation of a 2048 bit 

strong ICMetric key using SHA-256. It is again visible from the graphical results that 
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the maximum memory consumed for the generation of 2048-bit key is around 4 KB, 

which is very suitable for resource constrained devices.  

 

Figure 3.9. RAM Consumption for 2048-bit ICMetric Strong Key using SHA-256 

Moreover, it is evident from all the SHA-256 based graphical results above that 

the RAM consumption increases only slightly with the increase in the required strong 

ICMetric key. Hence the proposed strong ICMetric key generation scheme is able to 

provide high levels of security at the cost of very small increase in memory 

consumption. Moreover, there is slight jitter observed in the graphs, which is not 

directly associated with our scheme and is due to other CPU related operations being 

performed. 

3.4.2 ICMetric Strong Key Generation Scheme using SHA-512 

This section evaluates the performance of the ICMetric strong key generation 

scheme using SHA-512. The scheme aims to generate strong ICMetric keys for 

carrying out cryptographic operations by supporting four strong key variants; namely 

256 bit, 512 bit, 1024 bit and 2048 bit ICMetric strong key. Therefore, this section 

analyses these variants in terms of time and memory. 
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Firstly, the evaluation of the proposed ICMetric strong key generation scheme 

using SHA-512 take place based on the time requirements. A 128-bit device ICMetric 

and two 128-bit salt values as input for testing all the variants of the SHA-512 based 

prototype. 

To prove the scalability of the strong key generation scheme, the time taken for 

the generation of keys of varying sizes has been considered. Figure 3.10 shows the 

experiment number versus time taken graph for computing various key variants namely 

256, 512, 1024 and 2048 bits. It is evident from the graph that increase in the key size 

brings a change to the time performance with all the SHA-512 variants. 

 

Figure 3.10. Execution Time for ICMetric Strong Key Variants using SHA-512 

Table 3.3 shows the average execution time for the generation of each of the 

ICMetric strong key variants using SHA-512. It is clear from the graph that the average 

time required for the generation of strong ICMetric key increases with an increase in 

the required size of the ICMetric key. 
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Table 3.3. Average Exec Time for ICMetric Strong Key Variants using SHA-512 

ICMetric Key 

Variant 
SHA512-256 SHA512-512 SHA512-1024 SHA512-2048 

Average Time 

(microseconds) 
66186.04 74374.92 132929.16 252909.68 

This section evaluates the memory performance of the strong ICMetric key 

generation scheme using SHA-512. Once again, a 128 bit ICMetric is used as input for 

testing all the variants of the proposed scheme. The memory performance of the 

proposed scheme is evaluated using Valgrind. The generated graphs depict memory profile 

of the variants by presenting the program lifecycle and the memory (bytes) consumed. 

Figure 3.11 shows a memory profile graph for the generation of a 256 bit 

ICMetric strong key using SHA-512. It is evident from the graph that the maximum 

memory consumed for the generation of a 256 bit ICMetric key is around 4KB. 

Figure 3.11. RAM Consumption for 256-bit ICMetric Strong Key using SHA-512 
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Similarly, Figure 3.12 presents a memory profile graph for the generation of a 

512-bit strong ICMetric key using SHA-512, and it is clear from the graph that the 

maximum memory consumed is around 4KB. 

 

Figure 3.12. RAM Consumption for 512-bit ICMetric Strong Key using SHA-512 

Figure 3.13 presents a memory profile graph for the generation of a 1024 bit 

strong ICMetric key using SHA-512 and shows the maximum memory consumed is 

again around 4 KB. 

 

Figure 3.13. RAM Consumption for 1024-bit ICMetric Strong Key using SHA-512 
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Figure 3.14 shows the memory profile graph for the generation of a 2048 bit 

strong ICMetric key using SHA-512. It is visible from the graph that the maximum 

memory consumed for the generation of the 2048 bit strong ICMetric key is 4 KB. 

 

Figure 3.14. RAM Consumption for 2048-bit ICMetric Strong Key using SHA-512 

It is evident from SHA-512 based results of the proposed scheme that the 

memory consumption over the lifetime of the strong ICMetric key generation increased 

only slightly with an increase in the required length of the strong ICMetric key. This 

proves that the proposed strong ICMetric key generation scheme can provide high 

levels of security at the cost of very small increase in memory consumption. 

3.4.3 Performance Comparison 

This section does a performance comparison between the proposed strong 

ICMetric key generation scheme and the standard PBKDF2 based on the execution time 

and RAM consumption. The performance comparison is carried out based on all the 

key variants of the strong ICMetric key generation scheme. This includes four different 

sized ICMetric strong keys namely 256, 512, 1024 and 2048 bits. Each variant has been 

further evaluated based on either SHA-256 or SHA-512. 



74 

 
 

The performance comparison between the proposed strong ICMetric key 

generation scheme and PBKFD2 is firstly carried out based on the time taken for the 

generation of a strong ICMetric key over several experiments.  

Figure 3.15 performs a time performance comparison between the two variants 

of the proposed ICMetric strong key generation scheme and PBKDF2, for generating a 

256-bit strong ICMetric key. These two variants namely SHA256-256 and SHA512-

256 are compared with PBKDF2 to generate a 256-bit strong ICMetric key. The graph 

shows the number of the experiment versus the time taken in microseconds by the 

experiment. It is clear from the graph that the time taken by the strong ICMetric key 

variants is more than standard PBKDF2. 

 

Figure 3.15. Execution Time Comparison of the ICMetric Strong Key Scheme 

Variants with PBKDF2 for the Generation of 256-bit Strong Keys 

Table 3.4 shows the average execution time comparison between the two 

variants of the proposed ICMetric strong key generation scheme and PBKDF2 for 
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generating a 256-bit strong key. It is evident from the results in the table that the average 

time consumption for PBKDF2 is less than that of the ICMetric variants, but the 

security advantages of the ICMetric schemes far outweigh the security of PBKDF. 

Table 3.4. Average Execution Time Comparison of the ICMetric Strong Key 

Scheme Variants with PBKDF2 for the Generation of 256-bit Strong Keys 

Key Generation 

Scheme 
PBKDF2-256 SHA256-256 SHA512-256 

Average Time 

(microseconds) 
25364.08 45266.16 62826.04 

Figure 3.16 presents a time performance comparison between the two variants 

of the proposed ICMetric strong key generation scheme versus PBKDF2 for generating 

a 512-bit strong key.  

 

Figure 3.16. Execution Time Comparison of the ICMetric Strong Key Scheme 

Variants with PBKDF2 for the Generation of 512-bit Strong Keys 
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These two variants namely SHA256-512 and SHA512-512 are compared with 

PBKDF2 in the above graph to generate a 256-bit strong ICMetric key. The graph 

shows the number of the experiment versus the time taken in microseconds by each 

experiment to generate a 512-bit strong key. 

Table 3.5 shows the average execution time performance comparison between 

the two variants of the proposed ICMetric strong key generation scheme and the 

PBKDF2 for generating a 512-bit strong key. It is evident from the graph in Figure 3.16 

that the PBKDF2 takes 0.025 seconds to generate the strong key, whereas the strong 

ICMetric key generation scheme based on SHA-256 takes 0.082 seconds and the same 

based on SHA-512 takes 0.078 seconds. 

Table 3.5. Average Execution Time Comparison of the ICMetric Strong Key Scheme 

Variants with PBKDF2 for the Generation of 512-bit Strong Keys 

Key Generation 

Scheme 
PBKDF2-512 SHA256-512 SHA512-512 

Average Time 

(microseconds) 
25966.4 81988.52 74374.92 

Figure 3.17 presents a time performance comparison between the two variants 

of the proposed ICMetric strong key generation scheme versus PBKDF2 for generating 

a 1024 bit strong ICMetric key. These two variants namely SHA256-1024 and 

SHA512-1024 are compared with PBKDF2 to generate a 1024 bit strong ICMetric key. 

The graph in Figure 3.17 shows the number of the experiment versus the time taken in 

microseconds by the experiment for the generation of strong ICMetric keys. There is 
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an increase in the execution time for the proposed scheme, however the security 

advantages of the strong key scheme far outweigh the traditional PBKDF2. 

 

Figure 3.17. Execution Time Comparison of the ICMetric Strong Key Scheme 

Variants with PBKDF2 for the Generation of 1024-bit Strong Keys 

Table 3.6 performs an average execution time comparison between the two 

variants of the proposed ICMetric strong key generation scheme and PBKDF2 for 

generating a 1024-bit strong key.  

Table 3.6. Average Execution Time Comparison of the ICMetric Strong Key Scheme 

Variants with PBKDF2 for the Generation of 1024-bit Strong Keys 

Key Generation 

Scheme 
PBKDF2-1024 SHA256-1024 SHA512-1024 

Average Time 

(microseconds) 
60109.08 174228.04 132929.2 
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These two variants namely SHA256-1024 and SHA512-1024 are compared 

with PBKDF2 to generate a 1024 bit strong ICMetric key and can be seen to have a 

higher time consumption but at the same time provide more security advantages. 

Figure 3.18 performs a performance comparison between the variants of the 

proposed ICMetric strong key generation scheme for generating a 2048 bit strong key. 

These results help assess the resource consumption of the strong key generation 

scheme. 

 

Figure 3.18. Execution time comparison of the ICMetric strong key scheme variants 

with PBKDF2 for the generation of 2048 bit strong keys 

These two variants namely SHA256-2048 and SHA512-2048 in Figure 3.18 are 

compared with PBKDF2 to generate a 2048-bit strong ICMetric key. The above graph 

shows the experiment number versus the time taken in microseconds by the experiment 

for the generation of the 2048 bit strong key. 
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Further analysis of the obtained results for the generation of the 2048 bit 

ICMetric key are used in performing a performance comparison between the two 

variants of the proposed ICMetric strong key generation scheme for generating a 2048-

bit strong key. These two variants namely SHA256-2048 and SHA512-2048 are 

compared with PBKDF2 to generate a 2048-bit strong ICMetric key. Table 3.7 shows 

that the average time taken by PBKDF2 to generate a 2048-bit key is 0.11 seconds, and 

by SHA-256 and SHA-512 based variants of the scheme is 0.33 seconds and 0.25 

seconds respectively. 

Table 3.7. Average Execution Time Comparison of the ICMetric Strong Key Scheme 

Variants with PBKDF2 for the Generation of 2048 bit Strong Keys 

Key Generation 

Scheme 
PBKDF2-2048 SHA256-2048 

 
SHA512-2048 

Average Time 

(microseconds) 
110795.4 331397.68 

 
252909.68 

In this section, the performance comparison between the proposed strong 

ICMetric key generation scheme and PBKFD2 is carried out based on the RAM 

consumed for the generation of a strong ICMetric key. The purpose here is to 

demonstrate that strong ICMetric based keys can be generated with minimum impact 

on the target system. 

Figure 3.19 performs an average RAM consumption comparison between the 

two variants of the proposed ICMetric strong key generation scheme versus the 

PBKDF2 for generating a 256-bit strong key. These two variants namely SHA256-256 

and SHA512-256 are compared with PBKDF2 to generate a 256-bit strong ICMetric 

key. The graph shows the name of the scheme versus the average RAM consumption 



80 

 
 

in bytes. It is evident from the graph that the SHA-512 bit variant of the proposed 

scheme has the maximum average RAM consumption. A comparison of strong 

ICMetric key generation based on SHA-256 and SHA-512 shows that, there is a 1.19% 

increase in RAM for strong ICMetric key generation based on SHA-512. This 

percentage increase in RAM translates to 16 bytes which is readily available in many 

modern computation systems. 

 

Figure 3.19. Average RAM Consumption Comparison of the ICMetric Strong Key 

Scheme Variants with PBKDF2 for the Generation of 256-bit Strong Keys 

Figure 3.20 shows an average RAM consumption comparison between the two 

variants of the proposed ICMetric strong key generation scheme for generating a 512-

bit strong key, this is based on the number of the experiment versus the time taken in 

microseconds by that experiment. These two variants namely SHA256-512 and 

SHA512-512 are compared with PBKDF2 to generate a 512-bit strong ICMetric key. 
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Figure 3.20. Average RAM Consumption Comparison of the ICMetric Strong Key 

Scheme Variants with PBKDF2 for the Generation of 512-bit Strong Key 

Figure 3.21 presents a performance comparison between the two variants of the 

proposed ICMetric strong key generation scheme for generating a 1024-bit strong key. 

These two variants namely SHA256-1024 and SHA512-1024 are compared with 

PBKDF2 to generate a 256-bit strong ICMetric key. 

 

Figure 3.21. Average RAM Consumption Comparison of the ICMetric Strong Key 

Scheme Variants with PBKDF2 for the Generation of 1024-bit Strong Key 
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Figure 3.22 gives a performance comparison between the two variants of the 

proposed ICMetric strong key generation scheme for generating a 2048-bit strong key. 

These two variants namely SHA256-2048 and SHA512-2048 are compared with 

PBKDF2 to generate a 2048-bit strong ICMetric key. The graph in Figure 3.22 shows 

the number of the experiment versus the time taken in microseconds by the experiment. 

 

Figure 3.22. Average RAM Consumption Comparison of the ICMetric Strong Key 

Scheme Variants with PBKDF2 for the Generation of 2048-bit Strong Key 

There is very slight difference in the RAM consumed by the four variants of the 

strong ICMetric key generation scheme based on SHA-256 and SHA-512. This is 

because the internal structures of both key derivation function blocks are very similar. 

Both the SHA-256 and SHA-512 have the same internal block size and the same 

internal state size. It is for this reason that there is very small difference between the 

memory consumption readings of the SHA-256 based strong ICMetric key variants and 

the SHA-512 based strong key variants. Further analysis shows that the percentage 

RAM increase between SHA-256 and SHA-512 for the generation of a strong ICMetric 

key is 1.03%. 
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3.5 STRENGTH OF THE ICMERTIC DERIVED KEY 

To test the proposed key generation scheme that is partially based on existing 

cryptographically secure pseudorandom number generators, i.e., random number 

generators which are deterministic but nonetheless indistinguishable from truly random 

sequences. They are analysed whether the keys generated through the designed scheme 

have strong or weak entropy. Therefore, the goal of this section is to assess the entropy 

of the generated ICMetric keys based on the proposed strong key derivation function. 

The entropy analysis helps decide whether an ICMetric key is of sufficient length and 

can safely be used in various cryptographic applications to perform security critical 

operations. 

To evaluate the cryptographic strength of the keys generated through the 

ICMetric based key generation method, this section compares the entropy 

measurements of the designed scheme against two well-known cryptographically 

secure key generation schemes that are widely used in modern information security 

systems. The first one is a standardized key generating algorithm based on 

'SHA1PRNG' [87], which is a pseudorandom number generation (PRNG) algorithm 

based on SHA-1 cryptographic hash function  and comes as a built-in default in a lot of 

programming languages e.g., C++ and Java etc. The second one is /dev/random, a 

blocking pseudorandom number generator available in most Unix-like operating 

systems e.g., Linux, FreeBSD, OpenBSD, macOS and iOS etc. It allows access to 

environmental noise collected from device drivers and other sources to include a 

measure of true randomness in its working, however, not all operating systems 

implement the same semantics for /dev/random [88]. 
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The testing of the proposed design involves generating key of lengths 128, 256 

and 512 bits respectively; using the three key generation methods and then measuring 

the entropy of the information content of these keys. The entropy measurement code 

treats the input key as a stream of 8-bit bytes and the reported statistics reflect this 

property of the bit-stream. The detailed results for the three key lengths are given in 

Figure 3.23, that show the entropy of each generated strong ICMetric key in comparison 

with the rivalling key generation methods. 

 

Figure 3.23. Entropy Measurements for Strong Key Variants 

It is clear from the above Figure 3.23, the measured entropy of the keys 

generated from the three methods increases steadily as the size of the keys increases. 

However, it is still quite short of approaching the perfect entropy score of 8 bits per 

byte. The measured entropy of all three methods for all the different key sizes stays 

very close to each other, i.e., around 4 bits per byte for 128 bit keys, around 4.8 bits per 
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byte for 256 bit keys and around 5.8 bits per byte for 512 bit keys. Therefore, the 

ICMetric based key generation scheme is faring as well as some other common and 

widely used cryptographically secure key generation schemes. 

Furthermore, the suspected reason for these three schemes falling short of 

approaching the ideal Shannon Entropy was that, the amount of underlying information 

content being measured for entropy calculation is far too less. Therefore, the experiment 

was performed again, but this time the key generation schemes were modified to 

produce longer bit-streams. In other words, the inputs to the entropy measurement 

calculations were increased to 100 keys; of lengths 128, 256 and 512 bits respectively 

using the three key generation methods. Therefore, the entropy measurement code 

treats the input key as a stream of 12800, 25600 and 51200 bits respectively. The results 

of this experiment are given in Figure 3.24. 

 

Figure 3.24. Entropy Measurements of Strong Key Variants based on Larger Inputs 
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As is clear from the above Figure 3.24, now the results of the measured entropy 

are almost equal to the theoretical maximum entropy of a uniformly distributed random 

key generation system. The number of 100 keys were chosen arbitrarily, however upon 

further experiments, the measured entropy stays very close to 8 bits per byte for even 

huge number of keys, although never exactly equal to 8. 

3.6 SECURITY ANALYSIS OF THE SCHEME 

In the following section, we perform a security analysis of the designed ICMetric strong 

key generation scheme with respect to the security goals accomplished. In table 3.8, a 

summary overview of the goals accomplished/ unaccomplished by the designed 

ICMetric strong key generation scheme is presented. The table also compares the 

proposed ICMetric strong key generation scheme and PBKDF2 in terms of these 

security goals for the secure working of a strong key generation scheme. 

Table 3.8. Comparison between Security Goals Accomplished by PBKDF2 and 

ICMetric Strong Key Generation Scheme 

Security Goals 

 
Brute-

force 

Attacks 

Dictionary 

Attacks 

Rainbow 

table 

Attacks 

Length Entropy 

Deters 

ICMetric 

capture 

Adaptability 

PBKDF2  Partial Partial   ✗  

ICMetric 

Strong 

Key 

Generation 

       

The proposed strong ICMetric key generation scheme makes use of a two tier 

approach, where it generates an internal ICMetric sub-key in the first phase and a strong 

ICMetric key in the second phase based on the device ICMetric. The first strength of 

the scheme is that it safeguards the ICMetric keys from brute force attacks with two 

random salt values assigned to each entity. These two salt values are associated with 
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the hashing operation at two tiers of the proposed scheme, for the generation of a longer 

derived ICMetric key. The use of two salt values, and several key derivation function 

rounds make it more time consuming to crack the strong ICMetric key. The idea is to 

slow down the key generator function so brute force cracking of the key becomes 

prohibitively slow. 

The point of computer security is never to make it (mathematically) impossible, 

just mathematically and physically impractical. The repetition of the hashing process 

multiple times, algorithmically slows down the hashing process which makes brute 

force attacks against the strong passwords much harder. This means that fewer 

passwords can be tested at once. As processors get faster, the number of iterations used 

to create the strong key are constantly increased, which means the key derivation 

function can scale with Moore’s law [86]. The strong ICMetric key generation scheme 

produces a stretched high entropy key bringing an increase in both the entropy and 

length of the key thus safeguarding against pre-computed attacks. These features of 

length, entropy and randomness directly translate into more time being taken to break 

the key, and making brute force attack an impossible task. 

The designed strong ICMetric key generation scheme is based on hash function 

computations. A major problem associated with schemes making use of hashing is the 

possibility of pre-computed attacks. These pre-computed attacks were of major concern 

for the proposed scheme and have been dealt with by the two-tier model of the designed 

scheme. The proposed scheme can defeat dictionary attacks; by passing the device 

ICMetric through two tiers of the scheme based on two salt values, thereby generating 

a strong ICMetric key that is not a simple variant of a word found in the dictionary. The 

two tier design of the scheme thwarts pre-computed dictionary attacks since an 
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adversary cannot create a password list by simply looking at the linear relationship 

between the output strong ICMetric key and the device ICMetric. 

The proposed scheme safeguards against rainbow table attacks, owing to its 

two-tier architecture. An adversary makes use of two 128-bit salt values thus 

dramatically increasing the amount of space required by the tables. This design element 

makes use of rainbow tables infeasible. The purpose of the salts is to make the rainbow 

table a user specific element thereby increasing the complexity of the attack. A second 

salt value is used to provide a second layer of security with a random string in addition 

to the salt already being used. Doing so increase the workload and makes the activity 

very slow and cumbersome for the attacker. This process of pre-computation of rainbow 

tables for salted hashes is very slow; since it first requires the adversary to find salt 

value, and further to compute the rainbow tables with two 128-bit random values at run 

time. The proposed scheme follows a two-tier approach; where in the first stage the 

output of thousands of hash operations on the device ICMetric and a salt value become 

input to another huge number of hashing operations with a second salt value. These two 

stages of intensive hashing make the creation of rainbow tables more time consuming. 

For the attacker trying to break the stretched ICMetric key using rainbow table attacks, 

the proposed strong ICMetric key generation scheme increases the time and complexity 

thereby making the strong ICMetric key difficult to break.  

The originally generated device ICMetric has inherent weaknesses like 

insufficient length and entropy, owing to which it cannot serve as a key for 

cryptographic operations [15]. The strong ICMetric key generation scheme makes use 

of key derivation functions on the device ICMetric coupled with a salt, to generate 

strong ICMetric key variants of sufficient length. These strong ICMetric key variants 

namely; 256 bit ICMetric key, 512 bit ICMetric key, 1024 bit ICMetric key and 2048 
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bit ICMetric key can now serve as cryptographic keys in various cryptographic 

applications. 

The proposed ICMetric strong key generation scheme generates keys that have 

sufficient entropy to be securely used in cryptographic applications. The inclusion of 

two random 128 bit salt values to the key derivation function, at two stages of the 

scheme adds entropy to the ICMetric and generates a longer stretched key having 

sufficient entropy. The large iteration count repeats the hash operation over the 

ICMetric multiple times to produce a strong key that has more entropy. This makes the 

weak ICMetric key suitable for use in various cryptographic applications requiring 

security. 

The ICMetric technology is an innovative concept, designed to deter key theft. 

The proposed strong ICMetric key generation scheme also deters all forms of key 

capturing. The proposed scheme also works in accordance with the design principles of 

the ICMetric technology and at no point does it disclose the device ICMetric to an 

adversary. When the keys are no longer required both the ICMetric and the 

cryptographic key are discarded hence deterring all forms of key capturing. This 

implies that at no point does the system rely on stored keys/ credentials to deliver 

cryptographic services. To further safeguard the ICMetric from being compromised, 

the proposed two tier architecture of the strong ICMetric key generation scheme is able 

to hinder an attacker’s ability to get hold of the ICMetric at any point of the working of 

the scheme. 

The proposed strong key generation scheme is very adaptable to the 

requirements of other cryptosystems and security applications. It has four strong 

ICMetric key variants i.e., a 256 bit ICMetric key, 512 bit ICMetric key, 1024 bit 
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ICMetric key and a 2048 bit strong ICMetric key. The length of each ICMetric strong 

key variants has been selected in accordance with the key requirements of well-known 

symmetric and asymmetric cryptosystems. The proposed strong ICMetric key 

generation scheme can form the foundation of any application domain wishing to make 

use of the ICMetric technology, and acts as a bridge between ICMetric and the 

cryptosystem making use of this technology. It converts an input ICMetric of any size 

to one of the strong ICMetric key variants. 

3.7 SUMMARY 

This chapter has presented a strong cryptographic key generation scheme based 

on the ICMetric technology. The two-tier approach followed by the scheme aims to 

strengthen the weak ICMetric key, thereby safeguarding it from pre-computed attacks 

and ICMetric capture. The proposed scheme acts to bridge the gap between the 

ICMetric technology and its use in security applications. It proposes four strong 

ICMetric key variants i.e., 256 bit strong ICMetric key, 512 bit strong ICMetric key, 

1024 bit strong ICMetric key and a 2048 bit strong ICMetric key. The aim of the 

proposed strong ICMetric key variants is to make the scheme adaptable to the 

requirements of different cryptosystems. 

This chapter then further goes on to do a comparative performance analysis 

between a state of the art key derivation function and the proposed strong key 

generation scheme. The results obtained from performance evaluation and security 

analysis lead to the conclusion that at the expense of additional time and memory, the 

proposed scheme makes the ICMetric technology very viable for deployment in various 

applications. Therefore, the next chapter showcases a protocol that can create a link 
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between ICMetric keys and symmetric key applications while keeping in mind the 

design principles of the ICMetric technology.  
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4 

The ICMetric Symmetric Key 

Protocol 

 

4.1 INTRODUCTION 

Password Authenticated Key Exchange (PAKE) is the most important topic in 

cryptography. It aims to address a practical security problem of how to establish secure 

communication between two parties solely based on a shared password without 

requiring a Public Key Infrastructure (PKI); since maintaining a PKI is expensive. This 

chapter presents a symmetric key protocol for applications based on the ICMetric 

technology, referred to as the ICMetric symmetric key protocol. The designed protocol 

aims to bridge the gap between the ICMetric technology and its use in symmetric key 

applications. The ICMetric symmetric key protocol is based on a symmetric 

cryptosystem. This protocol aims to establish a symmetric key between two parties on 

a network, typically to protect further communication. A conventional shared secret 

authentication protocol is not suited for use with the ICMetric technology. Therefore, 
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the proposed design integrates zero knowledge password proofs (ZKPP), into the 

protocol design of symmetric key applications based on the ICMetric technology. 

ZKPP have proved to be particularly appropriate for ICMetric based applications due 

to the design principles of the ICMetric technology itself. The ICMetric of an entity 

cannot be communicated during cryptographic operations, therefore verifier based zero 

knowledge password proofs [89][90] are employed to authenticate participating entities 

and thereby establish a symmetric ICMetric key. The established symmetric key is used 

for symmetric cryptosystems based on the ICMetric technology for achieving 

confidentiality of data.  

4.1.1 Symmetric Ciphers 

Symmetric key cryptography is the oldest and best-known technique used for 

the encryption of data. The classical cryptographic protocols are based extensively on 

the utilization of this technique for developing secure communication protocols. They 

are characterised by the idea of using the same key to encrypt and decrypt the secret 

message. A secret key is required to be shared among the communicating parties prior 

to the secure communication and is kept hidden from the adversaries [98]. The 

Advanced Encryption Standard (AES) was chosen in 2001 as the winner of a 5-year 

contest to replace the then outdated and insecure DES. AES is a version of the Rijndael 

algorithm [99] designed by Joan Daemen and Vincent Rijmen. AES is also an iterated 

block cipher, with 10, 12, or 14 rounds for key sizes 128, 192, and 256 bits, respectively. 

AES provides high performance symmetric key encryption and decryption. Although 

multitudes of cryptographers have examined it over the last 10 years or so, no 

substantial attacks against the algorithm itself have been published. 
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4.1.2 Authentication Protocols 

Password authentication protocols come in many flavours [91], but they all 

solve the same problem; one party must somehow prove to another party that it knows 

some secret usually set in advance. 

A secure authentication protocol is expected not to leak any information about 

the password to eavesdroppers. In the simplest of all password authentication protocols, 

Carol (the user or client) sends Steve (the host or server) her username and her plaintext 

password, and Steve verifies the password, either by comparing it directly to his version 

of Carol's password or applying a one-way hash function first and checking against a 

database of stored hashes. Since Carol's password is immediately exposed to any 

eavesdropping attack, this method is unacceptable. 

The authentication mechanisms that require a server to store a copy of the user’s 

password are known as plaintext equivalent mechanisms [92]. The authentication 

mechanism that require a verifier to be stored at the server are called verifier based 

mechanisms [92][17]. Verifier based mechanisms have a significant advantage over the 

mechanisms that are plaintext equivalent. A system that uses plaintext-equivalent 

authentication becomes instantly compromised once the password database is 

compromised, since every user’s password is in the database. A database of verifiers 

on the other hand can be protected just as easily and effectively as a database of 

plaintext equivalent passwords, except that failure of said protection is not as 

catastrophic if only verifiers are compromised [93]. 

Secure authentication protocols are expected not to leak information about the 

password to eavesdroppers, protocols classified as zero knowledge don’t leak any 



95 

 
 

information about the password to the server. This subset of verifier based protocols is 

strong indeed. 

4.1.3 Zero Knowledge Password Proof 

A zero-knowledge password proof (ZKPP) is an interactive method for one 

party (the prover) to prove to another party (the verifier) that it knows a value without 

revealing anything other than the fact that it knows that password to the verifier. A 

ZKPP is secure against off-line dictionary attacks and prevents any party from verifying 

guesses for the password without interacting with a party that knows it; and in the 

optimal case provides exactly one guess in each interaction. A common use of a zero-

knowledge password proof is in authentication systems where one party wants to prove 

its identity to a second party using a password but doesn't want the second party or 

anybody else to learn anything about the password. This property makes zero 

knowledge password proof particularly suitable for ICMetric application. 

4.1.4 Cryptographic Password Authentication 

The notion of PAKE was introduced by Bellovin and Merritt [94]. The first and 

maybe best known PAKE protocols include SPEKE by Jablon [95] and EKE by 

Bellovin and Merritt [96]. PAKE allows two parties, holding low-entropy keys, to 

negotiate a common authenticated session key. Despite the key exchange functionality, 

it authenticates the two parties. They aim to protect against offline dictionary attacks 

but require restrictions on the number of failed password trials as all password-based 

protocols to preserve security against online dictionary attacks. The standard model of 

PAKE does not require any PKI. Therefore, PAKE protocols solve the problem of 

potential password leakage, inherent to the approach based on secure channels. 



96 

 
 

A password authenticated key agreement method is an interactive method for 

two or more parties to establish cryptographic keys based on one or more party's 

knowledge of a password. An important property is that an eavesdropper or man in the 

middle cannot obtain enough information to be able to brute force a password without 

further interactions with the parties for each (few) guesses. This means that strong 

security can be obtained using weak passwords. 

A challenge intrinsic to all PAKE protocols is the issue of server compromise. 

It has been mentioned from the first PAKE protocols by Bellovin and Merritt [94] 

describing the threats arising from stolen password databases. Servers store passwords 

in databases to retrieve them when necessary. To offer better protection against 

password database compromise servers store only the randomised password hash and 

the random salt that was used. Bellovin and Merritt [94] first described how password 

authenticated key-exchange can be performed while the server stores only a verifier of 

the actual password. Their sketched idea resembles the concept of Verifier-based PAKE 

(VPAKE). This concept is also known as augmented PAKE [97]. 

The reason for protecting passwords on a server is rather simple. Computing a 

verifier from a password using only a one-way function allows an attacker to 

precompute a list of verifiers such that inverting the one-way function can be performed 

rather efficiently considering human password choice. Adding a small amount of true 

randomness to the input of the one-way function alleviates these attacks as rainbow 

tables for all possible random values would have to be created, which leads to a 

time/memory trade-off up to a point where storing those tables becomes inefficient. 

Nonetheless, VPAKE is an interesting primitive that deserves more investigation 
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because it gives stronger security guarantees than PAKE and models a real-world need 

where servers store only password verifiers. 

4.2 SYMMETRIC KEY PROTOCOL 

The proposed security framework details an ICMetric centered symmetric key 

protocol that can be used with ICMetric based symmetric key applications. The 

proposed scheme is an idea to improve the security of the ICMetric based applications 

by providing authentication and confidentiality of the data in combination with the 

ICMetric symmetric keys. 

4.2.1 Adversary Model 

Embedded systems consist of dedicated devices that aim to sense and monitor 

data. The security of embedded system devices has become particularly important, 

since the risk of data theft has been understood/ recognized. With the prevalence in 

attacks on embedded systems [20]; professional stakeholders like device 

manufacturers, administration agencies and researchers have started paying extra 

emphasis on the implementation of security in embedded system applications. Attacks 

on an embedded system can target the client, server or network. Attack improvisations 

can result in an attack that targets different parts of the system at the same time. Some 

attacks on embedded systems can be launched physically and do not require the attacker 

to possess specialized equipment. For instance, attacks based on social engineering, 

shoulder surfing and device theft are common in all domains of computing. Although 

these attacks are common they can be deterred by creating user awareness. Similarly, 

owing to the lack of awareness, people often leave logged in terminals unattended 

which can lead to data theft and penetration of specialized systems. 
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A threat facing embedded applications is the possibility of data leakage while it 

is being transmitted over the channel. Eavesdropping is a major threat to user privacy 

[100], the adversary can easily read unencrypted messages being transmitted over the 

network. The captured messages can reveal important information to the attacker about 

the users, which can pose a serious threat to user privacy. User’s data can be 

safeguarded from these attacks by employing stringent security measures in the system 

that provide privacy to the sensed user data. 

4.2.2 Security Goals 

Ensuring security and privacy are at the core of ICMetric based applications. 

There are several security and privacy challenges that ICMetric based applications 

generally try to address. The proposed symmetric key protocol based on ICMetric, aims 

to fulfil the following security and privacy challenges. To secure an ICMetric based 

network of entities, the following attributes are considered. 

A fundamental goal of the scheme is to generate strong ICMetric symmetric 

keys. This goal ensures generation and use of keys with high entropy and adequate size, 

so that key guessing attacks are not possible. The strong key generations are based on 

two tier ICMetric key derivation function fed with a salt value, that takes time stamp as 

a seed value to provide true randomization; thereby generating a strong ICMetric 

symmetric key. 

A crucial security goal specific to our proposed scheme and the health domain 

is secure admission control. The purpose of this security goal is to ensure that, the 

joining entities are who they claim they are. Fulfilling this security goal means that the 

entities that are part of the system are trusted and authentic. Secure admission control 

ensures that impersonating and fabricated entities do not gain access to the system. 



99 

 
 

An essential security goal of the scheme is to authenticate entities. 

Authentication ensures that only authenticated entities can take part and any 

impersonating entities are eliminated at source. The proposed scheme fulfills this 

security goal by preserving the secrecy of the ICMetric. The ICMetric centered 

authentication scheme uses a verifier based Zero Knowledge Proof (ZKP) that prevents 

the actual ICMetric from being transmitted onto the channel for authentication of the 

participant. 

A vital security goal of the scheme is to maintain confidentiality of data. 

Preserving the secrecy of data is of utmost importance, so that the data is not leaked to 

adversaries. The proposed scheme uses an ICMetric symmetric key based 

encryption/decryption scheme to provide confidentiality of data. 

A security goal of the ICMetric symmetric key protocol is that it doesn’t leak any 

information that allows a passive/active attacker to perform offline exhaustive search 

of the password. It prevents a disclosed session from affecting the security of other 

established session keys. 

4.3 THE ICMETRIC SYMMETRIC KEY SCHEME 

The proposed ICMetric based symmetric key scheme acts to bridge the gap 

between the ICMetric technology and its use in symmetric key cryptosystems. The 

proposed details a scheme which makes the ICMetric technology compatible for use 

with symmetric key applications.  

The proposed scheme is intended for networked environments and its design is 

based on the following assumptions: 
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• The communication links between the server and entities are all unprotected. 

Therefore, the data being transmitted over the communication channel should 

be protected. 

• Each entity (sensor, device, etc.) needs to be registered with the server. 

The sever is responsible for assigning all the network specific configurations to 

successfully join a network. All entities have already decided to trust the server, either 

without authentication or based on server authentication via SSL. The following section 

details the steps involved in the secure functioning of the symmetric key scheme based 

on ICMetric. 

4.3.1 Admission Control 

The requirement and importance of secure admission control is obvious as key 

management and secure communication schemes are effective only after the entities 

join the network in a secure admission process. The admission control scheme is used 

only once when the entity registers for the first time. The registration of an entity is a 

separate process that requires both manual and electronic data collections. The process 

is initiated when an entity requests to register by supplying necessary credentials. The 

entity registration consists of the following unique activities. 

• When an entity wishes to register with the server, its necessary credentials are 

forwarded to a server where the registration is digitized. 

• Once the entity is registered, the server is updated with a unique identification 

and a 128-bit random per-entity value (so called "salt"). 

• A copy of the identification and salt is also provided to the entity for storage. 
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Each entity that is part of the system generates an ICMetric (𝐼𝐶𝑀) as outlined 

in chapter 2 by extracting feature values. The registered entity computes ′ℎ′ based on 

the ID assigned 𝑖𝑑, salt 𝑠 and the ICMetric as below 

ℎ = 𝑇(𝐼𝐶𝑀 + 𝑠 + 𝑖𝑑) (4.1) 

where T is the two-tier key derivation scheme outlined in chapter 3. 

The computed value ℎ is used by the registered entity in the computation of the verifier 

𝑣𝑒𝑟𝑖𝑓𝑖𝑒𝑟 = 𝑔ℎ𝑚𝑜𝑑 𝑛 (4.2) 

The entity computes its verifier, and discards the ICMetric and the computed ℎ; 

to safeguard from pre-computed attacks. The entity sends its verifier and salt value to 

the server. The server keeps the entity’s verifier and salt value secret and uses it to 

perform mutual authentication in future. This ultimately requires the client to trust the 

server to process and store the received verifier in a secure way. 

4.3.2 Symmetric Key Generation 

This section provides the architectural details of symmetric key cryptographic 

module in the design of the scheme. The symmetric cryptographic module provides 

security functionalities that facilitate secure transmission of data between the server and 

the entity, which might be a sensor or a device. The proposed scheme is an idea to 

improve the security of the ICMetric by generating a symmetric session key between 

the entity and the server, which is resilient against pre-computed attacks. The generated 

ICMetric symmetric key is then used for securely communicating the data between the 

authenticated parties. 

The process of symmetric key generation and authentication is carried out 

between the entity and the server to establish symmetric key for secure data 

communication between them.  
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As mentioned above in section 4.3.1, the server stores certain entries for each 

registered entity (sensor, device, etc.) in the form of a tuple. The entity ID is the 

identifying attribute for an entity assigned by the server at the time of registration. The 

salt s is generated by the server as a random number 128-bit number at the time of 

registration. The server already has a verifier 𝑣 received and stored for every entity, 

which it uses now during the process of symmetric key generation and authentication. 

The entity generated its verifier 𝑣 at registration time and sent it to KGC as 

𝑣 =  𝑔𝑥𝑚𝑜𝑑 𝑛 (4.3) 

Where 𝑔 is a generator of the multiplicative group and 𝑛 is a safe prime as described in 

Table 4.1. 

The design of the ICMetric symmetric key generation and authentication 

scheme is based on the Secure Remote Password Protocol [17][18]. SRP is particularly 

suitable for our application, since its properties and design works very well with the 

constraints of ICMetric technology of not transmitting the ICMetric. SRP doesn’t 

require the exchange of ICMetric information between parties for authentication and 

key generation. 

To formally start the ICMetric based symmetric key generation process each 

registered entity that wishes to communicate generates its ICMetric number based on 

the procedure outlined in chapter 2. 

𝑥 = ICMetric of the entity (4.4) 
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Table 4.1. Mathematical Notations 

Symbol Meaning 

𝑛 A large prime number. All computations are performed modulo n 

𝑔 A primitive root modulo 𝑛 (often called a generator) 

𝑠𝑎𝑙𝑡𝐴 A random string used as the entity's salt 

𝑉 The verifier of the entity 

𝐼𝑑𝐴 ID of entity 

𝑥 ICMetric of the entity 

𝑎, 𝑏 Ephemeral private keys, generated randomly and not publicly revealed 

ℎ( ) Two-tier ICMetric key derivation function 

𝑢 Scrambling parameter-𝐴 and 𝐵 concatenated and hashed 

𝐾𝐴, 𝐾𝑆 Session keys 

The authentication process for sending data readings to the server is initiated by 

the entity, when it sends an initiation request containing its id to the server asking for 

the assigned salt value. On contacting the server, each entity receives the salt stored on 

the server under its entity ID. Now the entity generates number 𝑎 

𝑎 = ℎ (𝑥𝐵|| 𝑆𝑎𝑙𝑡𝐵 || 𝐼𝑑𝐵) (4.5) 

where the function ℎ( ) is the two-tier ICMetric key derivation function explained in 

chapter 3. 

The client side now calculates 𝐴 and sends the result to the server. 



104 

 
 

𝐴 =  𝑔𝑎 𝑚𝑜𝑑 𝑛 (4.6) 

The server does a similar operation to calculate 𝑏 

𝑏 = ℎ (𝑥𝑠|| 𝑆𝑎𝑙𝑡𝑠 || 𝐼𝑑𝑠) (4.7) 

thereby calculating 𝐵 and also adds the public verifier to it and finally sending 𝐵 to the 

sensor. 

𝐵 =  (𝑘𝑣 +  𝑔𝑏) 𝑚𝑜𝑑 𝑛 (4.8) 

Where 𝑘 = ℎ(𝑁||𝑔) 

Both sides compute a random scrambling parameter 𝑢 = ℎ (𝐴 || 𝐵) based on the 

exchanged 𝐴and 𝐵. Now both sides construct the shared session key. The entity 

constructs it as follows: 

𝑆𝐵 = (𝐵 –  𝑘 ∙ 𝑣)𝑎+𝑢𝑥 𝑚𝑜𝑑 𝑛 

= (𝑘𝑣 + 𝑔𝑏 − 𝑘 ∙ 𝑣)𝑎+𝑢𝑥 𝑚𝑜𝑑 𝑛 

= (𝑔𝑏)𝑎+𝑢𝑥 

𝐾𝐴 = ℎ (𝑆𝐴) 

(4.9) 

The server constructs it as follows 

𝑆𝐵 =  (𝐴 ∙ 𝑣𝑢)𝑏  

= (𝑔𝑎+𝑥𝑢)𝑏 

𝐾𝐵 = ℎ (𝑆𝐵) 

(4.10) 

Both sides now possess the same secure session key 𝐾. 

4.3.3 Symmetric Key Authentication 

To complete the authentication, now the entity needs to prove to the server that 

its key is identical. To do so, the entity constructs the message 𝑀1 and sends it to the 

server, 
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𝑀1 = ℎ ( 𝑁 || 𝑔 || 𝐼𝐷𝐴 || 𝑠𝑎𝑙𝑡𝐴 || 𝐴 || 𝐵 || 𝐾𝐴 ) (4.11) 

The server will calculate 𝑀2 using its own 𝐾𝑆 and compare it against the 

message received from the sensor. If both keys don’t match, the authentication fails 

resulting in refusal of communication request. If the sensor request is authenticated, the 

data can safely be relayed to the server. The summarized protocol is given in Figure 

4.1. After an entity is authenticated and joins the network, its session key is kept in a 

secure cache and is valid for a set time. 

Entity  KGC 

𝑥 =  𝐼𝐶𝐴   

 requestSalt(𝑰𝑫𝑨)  

   

 𝒔𝒂𝒍𝒕𝑨  

   

𝑎 =  ℎ ( 𝐼𝐶𝐴|| 𝑠𝑎𝑙𝑡𝐴 || 𝐼𝐷𝐴 )   

   

𝐴 =  𝑔𝑎 𝑚𝑜𝑑 𝑁   

 𝑨  

   

  𝑏 = ℎ ( 𝐼𝐶𝐵|| 𝑠𝑎𝑙𝑡𝐵 || 𝐼𝐷𝐵 ) 
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  𝐵 =  𝑘 ∙ 𝑣 +  𝑔𝑏 

 𝑩  

   

𝑢 = ℎ ( 𝐴 || 𝐵 )  𝑢 = ℎ( 𝐴 || 𝐵 ) 

   

𝑆𝐴 = (𝐵 –  𝑘𝑣 )𝑎+𝑢𝑥 

= (𝑔𝑏)𝑎+𝑢𝑥 

 𝑆𝐵 =  (𝐴 ∙ 𝑣𝑢)𝑏 

= (𝑔𝑎+𝑥𝑢)𝑏 

   

𝐾𝐴  = ℎ (𝑆𝐴)  𝐾𝐵 = ℎ (𝑆𝐵) 

   

𝑀1 = 𝐻 (𝑁 || 𝑔 || 𝐼𝐷𝐴 || 𝑠𝑎𝑙𝑡𝐴 || 𝐴 || 𝐵 || 𝐾𝐴) 

 𝑴𝟏  

 

𝑀2 = 𝐻 (𝑁 || 𝑔 || 𝐼𝐷𝐴|| 𝑠𝑎𝑙𝑡𝐴 || 𝐴 || 𝐵 || 𝐾𝐵) 

   

  𝑀1 = 𝑀2 

Figure 4.1. ICMetric based Symmetric Cryptographic Module 

Mutual authentication can also be accomplished in the proposed scheme by server 

sending 𝑀2 to client, and then the client comparing 𝑀1 and 𝑀2 to see if the server is 

authentic. 
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4.3.4 Symmetric Key Encryption/ Decryption 

Once the session key is established, secure communications are carried out 

using any well-known symmetric key algorithms. In the proposed design AES has been 

used to securely send data between the entity and the server. So, in this step of the 

design all the individual ICMetric based components are integrated with the symmetric 

encryption/ decryption scheme to achieve data confidentiality between the parties.  

4.4 IMPLEMENTATION AND EVALUATION 

The working prototype of the protocol has been implemented using C on Linux. 

The scheme has been implemented on a first-generation Intel Corei3 3.2 GHz processor 

with 6 GB RAM. The authentication and key generation module of the design has been 

implemented using the OpenSSL cryptographic library. For the implementation of 

symmetric encryption/ decryption the CyaSSL [101] library has been employed. 

Although there is support for AES in OpenSSL, but CyaSSL library has been used for 

implementing the encryption/ decryption counterpart of the design. The CyaSSL is a 

lightweight SSL library that specifically targets resource constrained devices. CyaSSL 

is 20 times smaller than the standard OpenSSL. CyaSSL also takes advantage of Intel 

AES-NI support [102]. This helps boost the performance of AES, since the instructions 

run directly from the chip instead of running the algorithm from software, thereby 

making it run 5-10 times faster. The design and implementation choices are greatly 

influenced by the fact that embedded platforms possess limited resources. Detailed 

results in the upcoming section also show that the proposed scheme can achieve high 

levels of security without resource demand while deployment on a real sensor test bed.  
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The authentication and key generation module of the system implementation 

has five variants namely 160, 224, 256, 384, 512 bits; with a 128-bit device ICMetric 

as input. To offer flexibility the encryption/ decryption module of our scheme has been 

implemented to facilitate two AES variants namely AES-128 and AES-256. 

The following section, evaluates the efficiency of the design by measuring the 

RAM consumption and execution time of the implemented scheme. For evaluating the 

execution time of the system, the programs runtime itself has been employed; whereas 

for evaluating the memory consumed by the prototype Valgrind is used, also detailed 

in section 3.9. 

4.4.1 ICMetric Key Generation and Authentication Module 

This section evaluates the performance of the ICMetric based key generation 

and authentication module that is part of the proposed symmetric key protocol. 

Firstly, the time requirements for authentication and the key generation 

counterpart are evaluated, which is responsible for the authentication and the key 

generation of an ICMetric based symmetric key. A 128-bit ICMetric is taken as input 

for testing all the variants of the prototype. To prove the scalability of the key 

generation scheme, the time taken for the generation of keys of varying key sizes are 

studied. Figure 4.2 shows the key size versus time taken graph for computing various 

key variants namely 160, 224, 256, 384, 512 bits. It is evident from the graph that 

increase in the key size doesn’t bring a drastic change to the time performance of the 

application. Therefore, the proposed scheme provides higher levels of security without 

substantial time performance overheads. 
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Figure 4.2. Execution Times for ICMetric based Symmetric Key Variants 

This section evaluates the memory performance of authentication and the key 

generation counterpart, that is responsible for the authentication and the key generation 

of an ICMetric based symmetric key. Once again, a 128-bit ICMetric is taken as input 

for testing all the variants of the prototype. The memory performance of the ICMetric 

based authentication and key generation counterpart is evaluated using Valgrind. The 

generated graphs depict memory profile of the variants by presenting the program 

lifecycle and the memory (bytes) consumed. 

Figure 4.3 shows a memory profile graph for the authentication and key 

generation of ICMetric. It is evident from the graph that the maximum total memory 

consumed for the generation and authentication using 160-bit key is around 11KB, 

which is very suitable for resource constrained devices. Therefore, the proposed scheme 

can provide higher levels of security at very optimum amounts of memory 

consumption. 
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Figure 4.3. RAM Consumption for 160-bit ICMetric based Symmetric Key 

Figure 4.4 presents a memory profile graph for the authentication and key 

generation of 224-bit ICMetric key. 

 

Figure 4.4. RAM Consumption for 224-bit ICMetric based Symmetric Key 

It is evident from the graph above that the maximum total memory consumed 

for the generation and authentication using 224-bit key is around 8.5 KB, which is very 
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suitable for resource constrained devices. This proves that the proposed scheme can 

provide high levels of security at the cost of very small amount of memory. 

Figure 4.5 presents a memory profile graph for authentication and key 

generation of 256-bit ICMetric key. It is evident from the graph that the maximum total 

memory consumed for the generation and authentication using 256-bit key is around 9 

KB, which is very suitable for resource constrained devices. This proves that the 

proposed scheme can provide high levels of security at the cost of very small amount 

of memory. 

 

Figure 4.5. RAM Consumption for 256-bit ICMetric based Symmetric Key 

Figure 4.6 shows the memory profile graph for the authentication and key 

generation of a 384 bit ICMetric key. It is evident from the graph that the maximum 

total memory consumed for the generation and authentication using 384-bit key is 

around 9 KB, which is very suitable for resource constrained devices. This proves that 

the proposed scheme provides high levels of security at the cost of very small amount 

of memory. 
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Figure 4.6. RAM Consumption for 384-bit ICMetric based Symmetric Key 

Figure 4.7 shows the memory profile graph for the authentication and key 

generation using 512 bit ICMetric key.  

 

Figure 4.7. RAM Consumption for 512-bit ICMetric based Symmetric Key 
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It is evident from the graph in Figure 4.7 that the maximum total memory consumed 

for the generation and authentication using 512-bit key is around 11 KB, which is very 

suitable for resource constrained devices. This proves that the proposed scheme 

provides high levels of security with a very small memory footprint. 

4.4.2 ICMetric based AES Encryption/ Decryption Module 

This section evaluates the performance of the ICMetric based encryption/ 

decryption counterpart of the implemented scheme. This section evaluates the time 

performance of encrypt/ decrypt module that is responsible for the 

encryption/decryption of data using the ICMetric symmetric key.  

Figure 4.8 shows a bar graph of the 128 and 256 bit AES key variants versus 

the time taken.  

 

Figure 4.8. Execution Times for ICMetric based AES variants 
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It is evident from the graph that an increase in the key size has a very small 

effect on the time performance of the application. Therefore, the proposed scheme 

provides higher levels of security without substantial time performance overheads. 

Figure 4.9 presents a memory profile graph used for the 128-bit AES 

encryption/ decryption using ICMetric symmetric key. It is evident from the graph that 

the maximum total memory consumed for the encryption/ decryption using 128-bit key 

is 3.8 KB, which is very suitable for resource constrained devices, especially since 

CyaSSL takes advantage of the Intel AES-NI. This proves that the proposed scheme 

provides high levels of security at the cost of very small amount of memory. 

 

Figure 4.9. RAM Consumption for ICMetric based 128-bit AES Encryption 

Figure 4.10 shows a memory profile graph for the 256 bit AES encryption/ 

decryption using ICMetric symmetric key. It is evident from the graph that the 

maximum total memory consumed for the encryption/ decryption using 256 bit key is 

3.8 KB, which is again very suitable for resource constrained devices, and as mentioned 

above CyaSSL takes advantage of the Intel AES-NI. This proves that the proposed 

scheme provides high levels of security at the cost of very small amount of memory. 
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Figure 4.10. RAM Consumption for ICMetric based 256-bit AES Encryption 

4.5 Security Analysis 

This section performs a security analysis of the designed ICMetric symmetric 

key scheme; based on the security goals accomplished and the limitations of the 

scheme. Table 4.2 gives a summary of the goals accomplished/unaccomplished by 

individual system modules of the proposed symmetric key scheme. 

Table 4.2. System Modules and Goals Accomplished 

 System Goals 

 Authentication Confidentiality Access 

Control 

Non 

Repudiation 

Precomputed 

Attacks 

M
o

d
u

le
s 

ICMetric      

Strong Key 

Generation 

    
 

 

 

Symmetric 

Module 

 

 
 

 

 
 

 

 

 

AES 
     
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The ICMetric technology is an innovative concept, designed to deter key theft. 

The designed scheme relies on generating the ICMetric from a range of features that 

are unique to a computation device. These features are extracted when required and an 

ICMetric is computed. This resulting ICMetric is used to generate cryptographic keys. 

When the keys are no longer required both the ICMetric and the cryptographic keys are 

discarded hence deterring all forms of key capturing. This implies that at no point does 

the system rely on stored keys/ credentials to deliver cryptographic services. 

The ICMetric is generated using unique hardware features of a computation 

device. This implies that each ICMetric is associated with only a single entity. Since 

the used features of the entity cannot be forgotten, lost, stolen or fabricated, this 

prevents an entity from denying a particular action performed by their device. Here non 

repudiation is an inferred security goal, which is obtained when the ICMetric 

technology is used for the provision of enhanced security. 

The originally generated ICMetric is weak; and is of insufficient length and 

entropy, to serve as a key for cryptographic operations. The symmetric key generation 

scheme in security framework uses key derivation functions on ICMetric number 

coupled with a salt, to generate a strong symmetric ICMetric key. 

Our security framework effectively conveys a zero-knowledge password proof. 

This property is particularly important, since at no point during our scheme can the 

ICMetric be transmitted over the channel. The ICMetric serves as a fingerprint for an 

entity, so it cannot be transmitted over the channel during security operations, such as 

authentication and access control in particular. The zero-knowledge password proof 

ensures that the entity can prove to the KGC about the knowledge of the ICMetric 

number, without transmitting/ communicating the ICMetric to the verifying party. 
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The authentication and access control in the proposed scheme is based on the 

generated strong ICMetric key of each entity. A major advantage provided by the 

proposed symmetric key scheme is that of authenticating entities without the need for 

human intervention. This is particularly important from the perspective of applications 

where human intervention is not always possible for authentication, therefore the 

authentication functionality is automatically carried out based on the entities’ ICMetric 

keys. To generate the symmetric key, the generating entity/ device must have the 

knowledge of the assigned salt value and must then generate its ICMetric. Knowing 

only one of them does not allow the generation of symmetric key. This safeguards the 

network from attackers, since only authenticated entities that have been registered/ 

assigned a salt by the server can form part of the symmetric key generation process. 

Each device concatenates its ICMetric with a random per-user value (so called 

"salt") and stores the hash value of the result along with the salt. This makes certain 

kinds of brute-force attacks and dictionary attacks more difficult. The security features 

of the design also prevent the possibility of man in the middle attack. The scrambling 

parameter ensures that each entity only gets one verification attempt at impersonation, 

resulting in the ruling out the possibility of man-in the middle attack. The data sent by 

each entity is encrypted using AES based on the ICMetric symmetric key, so that health 

data is not leaked to unauthorized parties. Therefore, only authenticated parties that are 

in possession of a symmetric key can read the health data. 

4.6 Summary 

This chapter has presented a symmetric protocol for ICMetric key applications. 

The proposed ICMetric symmetric key protocol acts to bridge the gap between the 

ICMetric technology and its use in cryptosystems. The proposed symmetric key 
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protocol for ICMetric based applications is based on a zero-knowledge proof password 

and works very well with the design principles of the ICMetric technology. This chapter 

then goes on to do a performance evaluation of the proposed ICMetric symmetric key 

protocol. The results obtained from the performance evaluation and security analysis 

lead to the conclusion that at the expense of additional time and memory, the proposed 

scheme makes the ICMetric technology very viable for providing security in symmetric 

key applications. This chapter concludes by showcasing how the proposed ICMetric 

based symmetric protocol can be used in practice, by presenting a secure ICMetric 

based remote patient monitoring system for the health industry. 

The importance of public key cryptosystems cannot be denied owing to the 

additional security advantages provided by public key cryptography. Therefore, 

designing a public key cryptosystem for ICMetric based applications is of utmost 

importance. The next chapter is a step in this direction and aims to address the very 

issue of designing an asymmetric key protocol that can create a link between the 

ICMetric applications and their security with asymmetric cryptosystems. 
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5 

The ICMetric Asymmetric Key 

Cryptosystem 

 

5.1 INTRODUCTION 

Keys in cryptography are either symmetric or asymmetric. Symmetric key 

cryptography uses identical keys to perform encryption and decryption operations. 

Besides encryption/decryption asymmetric key cryptography has applications in digital 

signatures, SSL, PGP, etc. The asymmetric keying uses a public-private key pair to 

establish secure communications in cryptography. The generation of asymmetric keys 

is a computationally intensive operation, but this keying approach is favoured owing to 

the benefits it offers compared to symmetric keying. Asymmetric key generation is 

purely based on algorithmic intractability to ensure that the key pairs operate 

independently and it is computationally impossible for an adversary to extract a private 

key if the public key has been provided. The studies [9][38][39] presented in earlier 
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chapters of the thesis show that the adversaries will not always target algorithmic 

intractability to capture the keys. Therefore, there is need for a solution where the 

private key is never stored and is generated only when required. Thus, the asymmetric 

key is generated using the ICMetric technology as a strong root of trust, where keys are 

generated using unpredictable system features. 

The previous chapter studied the generation of a symmetric key by using the 

ICMetric of a device. This chapter studies the design and implementation of a public 

key cryptographic algorithm based on the ICMetric technology. The proposed scheme 

uses the ICMetric of a device along with the RSA algorithm to generate a strong public-

private key pair for ICMetric based applications. A combination of RSA and ICMetric 

technology is a novel concept that promises higher levels of security without excessive 

resource demand. 

5.1.1 Asymmetric Ciphers 

Asymmetric-key algorithms (or public-key algorithms) are a unique concept, 

owing to the way keys are held by the individual parties. The use of a public-private 

key pair was first explored by Diffie et al [104], where he laid the foundations for a 

range of applications and research in public key cryptography. An asymmetric key is 

composed of a public key and a private key. The private key is kept secret while the 

public key can be widely distributed. Owing to their unique design asymmetric keys 

possess the property that it is computationally infeasible to extract the private key if the 

public key is provided. Hence asymmetric keys are generated and utilized believing in 

the mathematical intractability of the key generation algorithm. 
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Public key encryption allows a communicating party A holding public key 𝑝𝑘 

of some party B to encrypt a message 𝑚 in ciphertext 𝑐 such that only the party holding 

the corresponding private key 𝑠𝑘 (B usually) to decrypt the ciphertext 𝑐 to 𝑚. It is 

formally defined as follows: 

A public key encryption scheme 𝑃𝐾𝐸 =  (𝐾𝐺𝑒𝑛𝑃𝐾, 𝐸𝑛𝑐, 𝐷𝑒𝑐) consists of the 

following three algorithms: 

• 𝐾𝐺𝑒𝑛𝑃𝐾(𝜆) generates a private/public key-pair (𝑠𝑘, 𝑝𝑘) on input of the 

security parameter λ. 

• 𝐸𝑛𝑐𝑝𝑘(𝑚, 𝑟) encrypts message 𝑚 with public key 𝑝𝑘 and randomness 𝑟, and 

outputs ciphertext 𝑐. 

𝐷𝑒𝑐(𝑐, 𝑠𝑘) decrypts ciphertext 𝑐 with secret key 𝑠𝑘 and outputs message 𝑚. 

There are two methods by which encryption is carried out using asymmetric keys. The 

two methods are discussed below: 

• The sender uses a public key to encrypt the message while the decryption is 

carried out by the holder of the corresponding private key. This ensures that the 

message can only be decrypted by the owner of the private key. Secondly this 

scenario allows any party holding the intended recipients public key to carry out 

encryption. Hence there is no need for a formal key exchange as the public keys 

can be shared with minimum overhead. 

• The sender uses his private key to encrypt the message while the decryption is 

carried out using the public key. This method of encryption ensures non 

repudiation since the decrypting parties are given guarantee that only the holder 

of the private key can encrypt the message. This method of encryption should 
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be used with caution as the message can be decrypted by all the parties that hold 

the public key. 

Besides encryption asymmetric key cryptography can also be used in digital 

signatures; the message is signed with the sender’s private key and anyone who has 

access to the public key can verify that the message was indeed sent by the owner of 

the private key. Common examples of asymmetric ciphers are RSA [105], Diffie 

Hellman [104], and Elliptic curve cryptography (ECC) [106]. 

5.1.2 RSA Cryptosystem 

The RSA algorithm is one of the oldest and well established asymmetric 

cryptographic schemes. First published [105] in 1978, the RSA algorithm is considered 

the de facto asymmetric keying algorithm. Years of cryptanalysis has not been able to 

prove or disapprove the security of this algorithm [107]. Hence even today it is believed 

that the RSA algorithm is secure and cannot be broken. The RSA algorithm is 

composed of two modules i.e. asymmetric key generation and RSA encryption/ 

decryption.  

The RSA key generation algorithm is mathematically intractable since its 

design is based on the integer factorization problem [108]. Thus, the problem states that 

given a large positive integer 𝑥, find the two factors that constitute the number. This 

problem is unsolvable in polynomial time owing to which it is used as a basis for key 

generation. This problem becomes even harder to solve in RSA, as the algorithm uses 

two large primes to form the large positive integer 𝑥. The RSA algorithm uses the Euler 

totient function as an integral part of key generation. The Euler totient function has 

unique properties associated with primes. 
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Definition 5.1 The Euler totient function [106] denoted by 𝜑(𝑛) gives the number of 

integers less than 𝑛 that are coprimes to 𝑛, where 𝑛 is an integer greater than 1. 

The Euler totient function is multiplicative and has the property that it is 

difficult to compute for non-primes, but is easy to compute for prime numbers. Hence 

if 𝑝 is a prime number then the Euler totient function 𝜑(𝑝) is equal to 𝑝 − 1. The RSA 

key generation algorithm is composed of the following steps: 

Step 1 Produce two large random primes 𝑝 and 𝑞. 

Step 2 Compute the RSA modulus 𝑁 = 𝑝 ∗ 𝑞. 

Step 3 Compute the Euler’s totient function 𝜑, to generate the private exponent. 

𝜑 (𝑁) = 𝜑(𝑝) 𝜑(𝑞) 

                      = (𝑝 − 1)(𝑞 − 1) 

(5.1) 

Step 4 Choose an integer 𝑒 such that 1 ≤ 𝑒 ≤ 𝜑(𝑁) i.e. 𝑒 and 𝜑(𝑁) are coprimes. 

Step 5 Compute the public exponent 𝑑. 

𝑑 ≡ 𝑒−1(𝑚𝑜𝑑(𝑁)) (5.2) 

The public key exponent 𝑑 is released while the private component 𝜑 is kept secret. A 

popular choice for the public 𝑒 in the key generation algorithm is 65573 [109][110]. 

5.1.3 Security Goals 

The proposed ICMetric public key cryptosystem aims to provide high levels of 

security in end-to-end communication environments using generated ICMetric 

public/private key pairs. The proposed scheme fulfils the following security goals: 
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• Confidentiality – A major goal of the proposed ICMetric based public key 

cryptosystem is to provide confidentiality of data. The proposed scheme uses 

an extended RSA encrypt/ decrypt algorithm for the provision of data secrecy. 

• Non repudiation – Another goal of the proposed ICMetric based public key 

cryptosystem is non repudiation of data. The proposed ICMetric public key 

scheme uses the features of a system to create an ICMetric. The system’s 

ICMetric is then used to create a public/private key pair. The ICMetric private 

key is used to perform encryption; and decryption is carried out using the 

corresponding ICMetric public key, thereby providing non repudiation. The key 

generation is based on the ICMetric of the entity, therefore the resulting cipher 

text can be traced back to a single source. 

5.2 THE PROPOSED ICM-RSA CRYPTOSYSTEM 

The proposed ICM-RSA cryptosystem details an ICMetric centred asymmetric 

key scheme that can be used with asymmetric key applications based on the ICMetric 

technology. The proposed scheme is an idea to improve the security of the ICMetric 

based applications using ICMetric based public/private key pairs for achieving 

confidentiality. The following section details the working of the ICM-RSA scheme. 

5.2.1 Key Generation 

The keys for the ICM-RSA algorithm are generated the following way: 

1. Choose two distinct prime numbers 𝑝 and 𝑞. 

• The integers 𝑝 and 𝑞 are random. Prime integers can be efficiently found 

using a primality test. 

2. Compute 𝑛 = 𝑝𝑞. 

https://en.wikipedia.org/wiki/Prime_number
https://en.wikipedia.org/wiki/Primality_test
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• 𝑛 is used as the modulus for both the public and private keys.  

3. Compute 

𝜑(𝑛) = 𝑙𝑐𝑚(𝜑(𝑝), 𝜑(𝑞)) = 𝑙𝑐𝑚(𝑝 − 1, 𝑞 − 1) 

where 𝜑 is Carmichael's totient function. This value is kept private. 

4. Set 𝑑 as the ICMetric of the entity. 

5. Check if 𝑑 is prime, if not, set d as the next nearest prime number 𝑝 such that 

there is no prime 𝑞 such that 𝑑 < 𝑞 < 𝑝; using Miller–Rabin algorithm [111] 

6. Check if 𝑑 is 1 < 𝑑 < 𝜑(𝑛) and 𝑔𝑐𝑑(𝑑, 𝜑(𝑛)) = 1; i.e., 𝑑 and 𝜑(𝑛) are 

coprime. 

7. Determine e as 𝑒 ≡  𝑑−1(𝑚𝑜𝑑 𝜑(𝑛)); i.e., 𝑒 is the modular multiplicative 

inverse of 𝑑(𝑚𝑜𝑑𝑢𝑙𝑜 𝜑(𝑛)). 

• 𝑒 is released as the public key exponent. 

• 𝑑 is kept as the private key exponent. 

The pair (𝑑, 𝜑(𝑛)) is the private key, while the pair (𝑛, 𝑒) is the public key. 

5.2.2 Encryption 

The message 𝑚 is represented as an integer in the interval [0 … 𝑛 − 1] and the public 

key (𝑛, 𝑒) of the entity is used to compute 

𝑐 = 𝑚𝑒𝑚𝑜𝑑 𝑛 

The ciphertext 𝑐 is sent to the receiver. 

5.2.3 Decryption 

To recover the message 𝑚 from the ciphertext 𝑐. The entity can recover message as  

https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Carmichael%27s_totient_function
https://en.wikipedia.org/wiki/Coprime
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
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𝑚 = 𝑐𝑑𝑚𝑜𝑑 𝑛 

5.3 SECURITY PROOF 

This section presents the corollary and lemmas that help validate the security of 

the proposed ICM-RSA protocol against the standard RSA. This will lead to the overall 

security proof of the cryptosystem. 

Corollary - The security of RSA depends on the hardness of factoring 𝑛 = 𝑝𝑞, i.e., the 

prime factors 𝑝 and 𝑞 cannot be determined within polynomial time and therefore 

becomes a hard problem. 

Lemma - The proposed ICM-RSA does not violate the hard assumption/intractability 

of the original RSA. 

Claim - The security of the proposed ICM-RSA is based on the following assumptions: 

• Having 𝜑(𝑛) secure disables factoring 𝑛. 

• Keeping 𝑑 secure disallows factoring 𝑛. 

Proof of Sketch 

To prove the security of ICM-RSA, we firstly prove that the above assumptions 

are strictly met in the proposed scheme. For this, we firstly assume that 𝜑(𝑛) is known, 

so how can it lead to solving the integer factorization problem [108]. Solving the 

corresponding equations (1) and (2) may reveal the value of 𝑝 and 𝑞 respectively. 

Therefore, to solve the factorization problem, one possibility is to know the 𝜑(𝑛) which 

contradicts our assumption because ICM-RSA is based on the strict assumption of 𝜑(𝑛) 

being kept secure by the entity and not being revealed to an adversary. 
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Now, we assume that 𝑑 is known to an adversary. To show how it leads to the 

solving the factorization problem we refer readers to [108][106]. Which is a clear 

contradiction of our assumption as  𝑑 is based on the ICMetric of the device whose 

property is that it is kept always secret and regenerated when required. Therefore, 𝑑 is 

also not revealed to an adversary. This leads to the conclusion that the proposed ICM-

RSA does not weaken the security of the primary RSA scheme and hence ICM-RSA is 

secure. 

5.4 IMPLEMENTATION AND EVALUATION 

This section evaluates the efficiency of the proposed extended ICM-RSA 

design. It starts by discussing the implementation aspects of the cryptosystem and then 

goes on to evaluate the performance of the ICM-RSA key generation module and the 

encryption/decryption module. The implementation of the ICMetric based public key 

cryptosystem has been done using JAVA on Linux. The scheme has been implemented 

on a first-generation Intel Core i3 3.2 GHz processor with 6 GB RAM. Detailed results 

in the upcoming section show that the designed ICMetric public key cryptosystem can 

achieve high levels of security without extensive resource demands. 

5.4.1 ICM-RSA Key Generation 

The evaluation of the proposed ICM-RSA key generation scheme is done by 

comparing it with the performance of the standard RSA key generation algorithm. As 

key sizes are increasing, therefore bigger key sizes have been simulated as a baseline. 

The simulated key sizes for RSA based asymmetric keys are 1024, 2048, 3072, 4096 

bits respectively. The graphs in this section show the trend of the time consumed by 

each run of the algorithm and is execution profile of the program. Figure 5.1 is a 
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comparison of the standard RSA and the ICMetric based RSA (ICM-RSA) key 

generation algorithm when generating 1024 bit keys. It depicts the range of time taken 

for generating 1024 bit keys. Repeated executions of the algorithm show that standard 

RSA algorithm possesses better performance. Additional resources are taken up by 

ICM-RSA due to the checks/computations performed on 𝑑 at steps (5) and (6) of the 

ICM-RSA key generation scheme. At the same time, it must be stated that the use of 

the ICM-RSA algorithm is justified owing to the benefits it offers. 

 

Figure 5.1. Execution Time Comparison of the RSA Key Generation with Extended 

RSA Key Generation for a 1024 bit Key 

Minor fluctuations were observed when executing the key generation algorithm. 

The spikes are present because of the probabilistic nature of the scheme, and therefore 

the execution time may vary for each run of the program. Therefore, the average time 

for the ICM-RSA and RSA was computed as an indicator of expected performance. 

Table 5.1 provides the average time consumption of the proposed algorithm and the 

standard RSA. There is a notable difference in execution time but the ICMetric based 

scheme is justified owing to security rewards. 
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Table 5.1. Average Execution Time Comparison of the RSA Key Generation with 

ICMetric-RSA for the Generation of 1024 bit Key 

Key Generation 

Scheme 
RSA ICM-RSA 

Average Time 

(microseconds) 
718 26648 

When studying the 2048-bit key generation it is evident that the standard RSA 

algorithm outperforms ICM-RSA. The ICMetric based asymmetric key generation 

algorithm takes on average 119253.7 microseconds. Although this is a substantial 

increase compared to the basic RSA key generation algorithm but the increase does not 

heavily impact the performance of modern computation systems. It must also be noted 

that the execution time for the first run of the program is quite high because of the 

additional resources JAVA takes for the initialization of the JVM.  

 

Figure 5.2. Execution Time Comparison of the RSA Key Generation with Extended 

RSA key Generation for a 2048 bit Key 
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Therefore, the average execution time is computed as an indicator of the 

algorithms performance. Table 5.2 gives the average execution time of both the RSA 

and ICM-RSA algorithm for the 2048 bit key. 

Table 5.2. Average Execution Time Comparison of the RSA Key Generation with 

ICMetric-RSA for the Generation of 2048 bit Key 

Key Generation 

Scheme 
RSA ICM-RSA 

Average Time 

(microseconds) 
1326.398 119253.7 

The 3072 bit key size is simulated to determine how the ICMetric technology 

would influence futuristic applications where the key sizes can be 3072 bit or more. 

The basic RSA key generation algorithm is highly efficient in operations but this should 

not deter cryptographers from choosing the slightly expensive ICM-RSA. Figure 5.3 

gives the graph of 3072-bit key generation for both ICMetric implementations. When 

generating the 3072-bit key the average execution time for RSA is 1588.023 

microseconds while that of ICM-RSA is 332561.1 microseconds. Once again as 

mentioned earlier, there is a sharp drop in the execution time after the first run of the 

program. This trend is observed in all the upcoming graphs and is because of the time 

taken by JAVA in initialization of JVM; and the additional resources required by JAVA 

for converting the byte code to machine code during the first run of the program. 
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Figure 5.3. Execution Time Comparison of the RSA Key Generation with Extended 

RSA Key Generation for a 3072 bit Key  

The computed average time for key generation using RSA is very moderate 

while the ICM-RSA schemes average execution time is slightly elevated. Table 5.3 

gives the average execution time comparison for both the RSA and ICM-RSA 

algorithms. 
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Key Generation 
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Average Time 
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1588.023 332561.1 
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severely hampered. Figure 5.4 gives a graph showing the performance comparison of 

the proposed and rivalling scheme when generating 4096 bit keys. 

 

Figure 5.4. Execution Time Comparison of the RSA Key Generation with ICMetric-

RSA Key Generation for a 4096 bit Key  
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average execution time i.e. 773117.61 microseconds. Table 5.4 gives a summary of the 

average execution time for both competing schemes. 
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5.4.2 ICM-RSA Encryption/Decryption 

To understand the effect of key size on encryption and decryption operations, 

the 1024 bit key is tested using both the proposed and the standard RSA schemes. It is 

evident from the superimposed graph in Figure 5.5 that the standard RSA is faster while 

performing encryption/ decryption.  

 

Figure 5.5. Execution Time Comparison of RSA Encryption/Decryption with 

ICMetric-RSA Encryption/Decryption using a 1024 bit Key 

Considerable fluctuations in execution time have been seen when comparing 

the proposed scheme and the basic RSA encryption/ decryption using 1024-bit key. 

After a fairly large number of iterations, the average is computed for both the proposed 
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Table 5.5. Average Execution Time Comparison of the RSA Encryption/Decryption 

with ICMetric-RSA Encryption/Decryption using a 1024 bit ICMetric Key 

Scheme RSA Encrypt RSA Decrypt 
ICM-RSA 

Encrypt 

ICM-RSA 

Decrypt 

Average Time 

(microseconds) 
97.08019 3925.508 3388.564 3327.587 

 

A comparison of RSA encryption/ decryption with the proposed ICMetric based 

encryption/ decryption shows very competitive results. Figure 5.6 gives a graph of the 

proposed scheme performance comparison with the standard RSA using a 2048 bit key. 

Both schemes are very competitive in performance although the standard RSA 

outperforms the proposed scheme. 

The biggest factor influencing the resource consumption of ICM-RSA 

encryption/decryption is the value of 𝑒 and 𝑑. Both the encryption/decryption in ICM-

RSA are exponentiation functions; with the values of 𝑒 and 𝑑 being quite large. 

Therefore, the execution time is also fairly large since the time taken is proportional to 

the size of the exponent. The exponent 𝑑 is the ICMetric number and quite large, 

therefore the time taken for decryption is quite large. Encryption time is also much 

greater in ICM-RSA, since 𝑒 is much greater in case of ICM-RSA as compared to 𝑒 in 

standard RSA. 



135 

 
 

 

Figure 5.6. Execution time Comparison of RSA Encryption/Decryption with 

ICMetric-RSA Encryption/Decryption using a 2048 bit Key 

As there are frequent fluctuations in execution time therefore the average 

execution time is computed. Results in Table 5.6 show that the 2048-bit encryption/ 

decryption algorithm is very competitive whether carried out using the standard RSA 

or the proposed ICMetric based RSA encryption/ decryption. 

Table 5.6. Average Execution Time Comparison of the RSA Encryption/Decryption 

with ICMetric-RSA Encryption/Decryption using a 2048-bit ICMetric Key 

Scheme RSA Encrypt RSA Decrypt 
ICM-RSA 

Encrypt 

ICM-RSA 

Decrypt 

Average Time 

(microseconds) 
237.1884 26479.31 21702.7721 21547.24376 

The 3072-bit key is used to see its effect on encryption/ decryption using the 

standard RSA and the proposed ICMetric based scheme. The basic RSA algorithm used 

for encryption/ decryption is faster in operations as compared to the proposed ICMetric 
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based scheme. Figure 5.7 is a superimposed graph showing the encryption/ decryption 

operation carried out using two rivalling schemes executed using 3072 bit keys. 

 

Figure 5.7. Execution time Comparison of RSA Encryption/Decryption with 

ICMetric-RSA Encryption/Decryption using a 3072-bit ICMetric Key 

Table 5.7 gives the average time required for both the RSA and ICMetric based 

encryption/ decryption using the 2048 bit key.  

Table 5.7. Average Execution Time Comparison of the RSA Encryption/Decryption 

with ICMetric-RSA Encryption/Decryption using a 3072-bit ICMetric Key 

Scheme RSA Encrypt RSA Decrypt 
ICM-RSA 

Encrypt 

ICM-RSA 

Decrypt 

Average Time 

(microseconds) 
476.077 87518.54 72815.14992 72580.17339 

While performing the encryption/ decryption using the 3072 key generation 

algorithm fluctuations were seen. Therefore, the average execution time is computed 

as an indicator of the algorithms performance. 

0

50000

100000

150000

200000

250000

300000

350000

400000

1 6 11 16 21 26 31 36 41 46 51 56 61 66 71 76 81 86 91 96 101

Ti
m

e(
m

ic
ro

se
co

n
d

s)

Experiment Number

Encrypt

decrypt

ICM-encrypt

ICM-decrypt



137 

 
 

The 4096 bit key is used to simulate the encryption/ decryption using the 

standard RSA and the ICMetric based schemes. The basic RSA confidentiality 

algorithm is closely related in terms of time efficiency compared to the proposed 

ICMetric based scheme. Figure 5.8 gives the graph of 4096 bit key for both ICMetric 

based scheme and the standard RSA encryption/ decryption. Both rivalling schemes are 

competitively placed when considering their performance. Here it can be said that 

system designers should not hesitate in choosing the ICMetric based scheme for 

encryption/ decryption. 

 

Figure 5.8. Execution Time Comparison of RSA Encryption/Decryption with 

ICMetric-RSA Encryption/Decryption using a 4096-bit ICMetric Key 

The computed average time for performing encryption/ decryption using RSA 

is better than the proposed ICMetric based confidentiality scheme. Table 5.8 gives the 

average execution time comparison for both the RSA and the RSA based encryption/ 

decryption scheme using 4096 bit key. Individual readings show that the RSA 

algorithm outperforms but not by a great difference. 
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Table 5.8. Average Execution Time Comparison of the RSA Encryption/Decryption 

with ICMetric-RSA Encryption/Decryption using a 4096-bit ICMetric Key 

Scheme RSA Encrypt RSA Decrypt 
ICM-RSA 

Encrypt 

ICM-RSA 

Decrypt 

Average Time 

(microseconds) 
750.5248 174473.9 174108.2848 175274.6582 

5.5 SUMMARY 

Asymmetric key cryptography is a powerful tool which can provide guarantees 

that are not possible with symmetric key cryptography. Asymmetric key cryptography 

uses a unique combination of public and private key for the provision of security. The 

public key is shared unrestricted but the private key is kept secret. Like all 

cryptographic algorithms asymmetric keys rely on mathematical intractability for the 

generation of the public-private key pair. Thus, the mathematical intractability is the 

basis for the inability of an adversary to extract the private key from the public key. A 

popular asymmetric algorithm is the RSA. This RSA key generation uses two large 

primes for computing a modulus. Although this is computationally hard to break it must 

be acknowledged that adversaries do not always rely on algorithmic intractability to 

capture the keys. Owing to system weaknesses it may be easier for an adversary to 

capture the stored keys. 

This chapter demonstrates the use of the ICMetric technology for asymmetric 

key generation. The key generation scheme uses the ICMetric of a system to create a 

public and private key pair. The proposed scheme is based on the RSA key generation 

which is well recognized owing to its high levels of security. Since the RSA key 

generation algorithm is highly stable therefore efforts have been made to ensure that 
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the algorithm itself is not excessively modified, but has been very carefully tuned to 

work with ICMetric technology. 

When performing, encryption using asymmetric keys there are two possible 

methods. The method that provides non repudiation along with encryption is private 

key encryption followed by public key decryption. By using the ICMetric technology 

with RSA one can say that a stronger non repudiation guarantee is provided since the 

ICMetric of a device cannot be predicted or cloned. Hence the ICMetric technology can 

be used for non-repudiation which is not a feature of Physically Unclonable Functions. 

The proposed cryptosystem has been simulated and tested to show that ICMetric 

based asymmetric keys can be generated without excessive resource demand. The 

scheme has been tested by generating keys of various sizes i.e. 1204, 2048, 3072, 4096. 

The generated keys are then used to perform encryption and decryption of data. The 

generated key sizes using the ICMetric based RSA have been compared with the 

standard RSA key generation algorithm. Simulation results show that the basic RSA 

algorithm outperforms the proposed algorithm, but this should not deter system 

designers and cryptographers as the ICM-RSA algorithm is both feature rich and 

provides increased security. 

A technology loses its purpose if its application is not demonstrated in real 

environments. The next chapter is a step in this direction and showcases the use of the 

ICMetric technology for the Docker containers employed by a leading cloud service 

provider for hosting their cloud services. It focuses on deriving keys from the operating 

characteristics of Docker containers and creating a secure Docker environment via the 

ICMetric technology.   
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6 

 

Case Study: Docker Security Using 

ICMetrics 

 

Docker provides a way to run almost any application securely isolated in a 

container. The isolation and security allow the running of many containers 

simultaneously on a server. The use of Docker containers [112] enables global 

cloud service providers to run their cloud provisioning services across multiple 

platforms. However, for cloud service providers to use Docker safely for managing 

their containers, there are potential security issues that need to be taken care of. The 

security in Docker containers poses many challenges in creating a stable, secure and 

reliable system that can be used to ensure such security. A major challenge associated 

with using Docker containers safely is to detect any change in the working of the 

container due to introduction of malicious or abnormal behaviour. This chapter 

investigates the feasibility of employing the ICMetric technology for deriving keys 

from the operating characteristics of Docker containers. It studies enabling a secure 
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Docker environment via the ICMetric technology. The ICMetric technology creates a 

runtime profile of the running container to detect any change in the runtime behaviour 

of the Docker container being used. The technique effectively allows the use of the 

distinct characteristics that are generated even for identical containers. A major novelty 

and security enhancing feature of the ICMetric system is that the measured 

characteristics need not remain constant, but are free to vary within deduced 

parameters, thus allowing the software to operate in several states and on a variety of 

platforms, whilst still ensuring that any illegal clone or malware infecting the software 

is detected because of unacceptable changes in the operating parameters. This acts as a 

security enhancing feature, in that an attacker cannot easily derive the information to 

reproduce the characteristics to break the ICMetric by observing the system, especially 

as characteristics whose acceptable values vary over time are typically employed.  

ICMetric identification for Docker containers represents a novel concept of 

regulating access to services and can produce assurance-providing protection at 

especially the vulnerable points. Evaluation and resilience in the presence of malware 

on a Docker container is a novel concept, and ICMetric has been proposed as a process 

for managing these adverse consequences effectively. Malware on a Docker container 

can be detected due to the change reflected in the software constitution, thereby 

changing the underlying feature values which are used to generate the ICMetric. 

A major contribution of this chapter is a discussion on the operation of the 

ICMetric technology in Docker containers. As the security of an ICMetric based system 

is founded on its features, therefore a comprehensive discussion on ICMetric features 

for Docker containers has been presented in the chapter. The chapter starts off by 

discussing and analysing Docker container namespaces and cgroups features. Then it 

goes on to do a comprehensive analysis of these container namespaces and cgroups 
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features. The last part of the chapter uses the selected Docker container features in the 

formation of ICMetric for identification of Docker containers. 

6.1 DOCKER CONTAINER 

Containers [113] are used to provide a virtualized computation environment 

over a single Linux kernel. They are implemented through the use of two kernel 

functionalities namely, namespaces and cgroups. Docker uses Linux cgroups and 

namespaces, to control and run its containers. Features in these namespaces and cgroups 

can potentially be used in the generation of ICMetric key for identification of a Docker 

container. 

6.1.1 Namespaces 

Namespaces [113] wrap a global system resource in an abstraction. This 

abstraction gives processes within the namespace an illusion that they have their own 

isolated instance of the global resource. Currently Linux implements six types of 

namespaces namely; mount, PID, user, IPC, UTS and Net. Docker uses four of the six 

Linux namespaces; namely PID, IPC, UTS, and Net namespace. Some of the 

namespaces that Docker Engine uses on Linux are: 

• The Process ID (PID) namespace manages process isolation. 

• The Network (Net) namespace manages network interfaces and provides 

isolation of the system resources associated with networking, e.g., network 

devices, IP addresses, IP routing tables, port numbers, and so on. 

• The inter-process communication (IPC) namespace is responsible for managing 

access to inter-process communication resources. 
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• The UTS namespace is responsible for isolating kernel and version identifiers 

such as hostname and domain name. 

6.1.2 Cgroups 

Docker engine also makes use of cgroups or control groups to track groups of 

processes; and to expose metrics about CPU, memory and block input/ output usage 

[113]. Control groups allow the Docker engine to share available hardware resources 

to containers, while setting up limits and constraints. Some of the subsystems managed 

by cgroups are:  

• blkio - this subsystem sets limits on input/output access to and from block 

devices such as physical drives (disk, solid state or USB). 

• cpu - this subsystem uses the scheduler to provide cgroup tasks access to the 

CPU, while also keeping track of system CPU time. 

• cpuacct - this subsystem generates automatic reports on CPU resources used by 

tasks in a cgroup. 

• cpuset - this subsystem assigns individual CPUs (on a multicore system) and 

memory nodes to tasks in a cgroup. 

• devices - this subsystem allows or denies access to devices used by tasks in a 

cgroup. 

• memory - this subsystem sets limits on memory used by tasks in a cgroup and 

generates automatic reports on memory resources used by those tasks in the 

container. 

• freezer - this subsystem suspends or resumes tasks in a cgroup. 
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6.2 Methodology 

The ICMetric system allows the use of the distinct characteristics that are 

generated for a container in the Docker environment. Example characteristics are the 

features found in the Docker namespaces and Docker cgroups. Features of the Docker 

containers form the foundation of the approach to create an ICMetric for the Docker 

container. There are certain aspects of each feature that are considered to determine 

their adequacy. When considering the employment of features, the individual features 

are thoroughly examined to ensure that they can provide useful data. The feature data 

is tested to validate, that the varying results produced are viable to contribute to the key 

generation. If a feature provides enough inter-sample variance it is selected for further 

examination. The selected features are used in the formation of an ICMetric for 

identification of a Docker container. 

The analysis of Docker containers, allows the possibility of finding features 

which can provide an adequate dynamic range, obfuscation and variance. The analysis 

requires the collection of data from multiple Docker containers, to generate a diverse 

range for each feature value. If the selected feature provides enough inter-sample 

variance it is selected for further examination. The selected features are further analysed 

to find a high correlation with other container features.  

6.2.1 Feature Data Collection 

The ICMetric technology uses distinct characteristics that are generated for a 

running Docker container by monitoring the runtime behaviour of a container being 

used. Example characteristics are CPU usage, memory usage, input/ output usage and 

network attributes. Runtime Docker features are the foundation of the approach to 
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creating secure ICMetric keys. There are certain aspects of each feature that need to be 

considered to determine their adequacy. When considering the employment of new 

features, they must be thoroughly examined to ensure that they can provide useful data 

and then tested to validate that the varying results they produce are viable to contribute 

to the generation of an ICMetric key. 

6.2.2 Feature List 

Docker containers are implemented using two kernel functionalities namely, 

namespaces and cgroups. The features from Docker namespaces and cgroups are 

narrowed down via their observed variations in value from a large collection of 

candidate features belonging to a range of namespace and cgroup categories. Table 6.1 

lists all the Docker container features that showed good variation and are considered 

potentially useful for ICMetric key generation. 

Table 6.1. Docker Container Features 

1. precpu_stats/cpu_usage/6_usage 2. precpu_stats/cpu_usage/percpu_usage/0 

3. precpu_stats/cpu_usage/percpu_usage/1 4. precpu_stats/cpu_usage/percpu_usage/2 

5. precpu_stats/cpu_usage/percpu_usage/3 6. precpu_stats/cpu_usage/usage_in_usermode 

7. precpu_stats/cpu_usage/usage_in_kernelmode 8. precpu_stats/system_cpu_usage 

9. cpu_stats/cpu_usage/6_usage 10. cpu_stats/cpu_usage/percpu_usage/0 

11. cpu_stats/cpu_usage/percpu_usage/1 12. cpu_stats/cpu_usage/percpu_usage/2 

13. cpu_stats/cpu_usage/percpu_usage/3 14. cpu_stats/cpu_usage/usage_in_kernelmode 

15. cpu_stats/cpu_usage/usage_in_usermode 16. cpu_stats/system_cpu_usage 

17. memory_stats/stats/pgfault 18. memory_stats/stats/pgpgin 
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19. memory_stats/stats/pgpgout 20. memory_stats/max_usage 

21. memory_stats/stats/cache 22. memory_stats/stats/inactive_file 

23. memory_stats/stats/mapped_file 24. memory_stats/stats/pgmajfault 

25. blkio_stats/io_service_byte_recursive/0/value 26. blkio_stat/io_service_byte_recursiv/3/value 

27. blkio_stats/io_service_bytes_recursive/4/value 28. blkio_stats/io_serviced_recursive/0/value 

29. blkio_stats/io_serviced_recursive/3/value 30. blkio_stats/io_serviced_recursive/4/value 

31. networks/eth0/tx_bytes 32. networks/eth0/tx_packets 

Utilizing the captured data shown in the table above, two different types of 

analysis were completed: 1) inter-sample and 2) intra-sample. The main motivation 

here was to identify those features that show high inter-sample and low intra-sample 

variation. The tables below show a selection of these features analysed in terms of their 

intra-sample and inter-sample variance, thereby deciding on their viability for ICMetric 

generation. CPU features provide information on the CPU statistics of the Docker 

container. These values are stable within the same container, and therefore produce low 

intra-sample variance. The read values indicated that the obtained values exhibited low 

intra-sample variance and high inter-sample variance, which is desirable, as shown in 

Table 6.2 below. 

Table 6.2. Analysis of Selection of CPU based Docker Container Features 

Parameter Intra-sample Inter-sample Comments 

cpu_stats/system_cpu_usage stable varying Potentially useful 

cpu_stats/cpu_usage/percpu_usage/1 stable varying Potentially useful 
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precpu_stats/system_cpu_usage stable varying Potentially useful 

Memory features provide information on memory related statistics of the 

Docker container. Some obtained memory features vary within the same container and 

remain same among other containers, hence potentially not useful for the ICMetric 

generation. However, some of the obtained memory feature values were stable after 

multiple runs within the same container, whereby leading to a low intra-sample 

variance and high inter-sample variance, as evident from Table 6.3. 

Table 6.3. Analysis of Selection of Memory based Docker Container Features 

Parameter Intra-sample Inter-sample Comments 

memory_stats/max_usage varying varying Potentially not useful 

memory_stats/stats/active_file varying varying Potentially not useful 

memory_stats/stats/6_inactive_file stable  varying Potentially useful 

memory_stats/stats/pgpgin stable varying Potentially useful 

The networks category has data on network related statistics of the Docker 

container. In a controlled environment, these otherwise potentially variable values are 

considered static offering low intra-sample variance, as shown in Table 6.4. 

Table 6.4. Analysis of Selection of CPU based Docker Container Features 

Parameter Intra-sample Inter-sample Comments 

networks/eth0/rx_bytes stable varying Potentially useful 
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networks/eth0/tx_packets stable varying Potentially useful 

network settings/sandboxed varying varying Potentially not useful 

6.2.3 Feature Correlation Analysis 

Correlation is the measure of inter-relationship between two features. 

Correlation is defined as the average of the product of the difference between the feature 

values and their respective means. For 𝑇𝑖 samples of a Docker container it is 

mathematically represented as: 

1

𝑇𝑖
∑(𝑥1ℎ − 𝜇1)

𝑇𝑖

ℎ=1

(𝑥2ℎ − 𝜇2) 

The feature correlation analysis was carried out by looking at correlations 

among the thirty-two cgroup features which showed variance. Figure 6.1 depicts the 56 

x 56 correlation matrices for the cadvisor Docker container. Each row of this 56 x 56 

correlation matrix gives the correlation results of a specific feature with all the other 

features. 

Figure 6.1. Visualisation of 56x56 Correlation Matrices for Docker containers 
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For example, the first row shows the correlation results for the Feature 1 

(precpu_stats/cpu_usage/6_usage in this case) with all the other 55 features and itself. 

Similarly, the last row depicts the correlation results for the Feature 52 

(blkio_stats/io_serviced_recursive/4/value in this case) with all the other 55 features 

and itself. A significant correlation can be found between many of the features as shown 

by the areas in darker blue shades. 

Correlated features are a combination of singular features as they provide a 

greater level of obfuscation than only singular features. This adds an extra level of 

protection when recreating the values, as they must be generated and can’t be read 

directly from a device. Each correlated feature can itself be used as a feature, which has 

the benefit of increasing the entropy of the key, generated by the ICMetric algorithm. 

Additionally, the correlated feature is likely to be more stable than the singular feature 

as they represent a relationship rather than coming from a specific range, meaning that 

there is less intra-sample variance thus increasing reproducibility of the generated key. 

Another significant aspect of correlated features is their ability to help distinguish 

containers. Singular features have a higher chance of having an overlap when the 

possible range for the feature is analysed across multiple Docker containers. The 

analysis we have completed looks at correlations between two features. 

Table 6.5. Docker Container Feature List for Correlation Analysis 

1.precpu_stats/cpu_usage/6_usage 2.precpu_stats/cpu_usage/percpu_usage/0 

3.precpu_stats/cpu_usage/percpu_usage/1 4.precpu_stats/cpu_usage/percpu_usage/2 

5.precpu_stats/cpu_usage/percpu_usage/3 6.precpu_stats/cpu_usage/usage_in_kernelmode 

7.precpu_stats/cpu_usage/usage_in_usermode 8.precpu_stats/system_cpu_usage 
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9.cpu_stats/cpu_usage/6_usage 10.cpu_stats/cpu_usage/percpu_usage/0 

11.cpu_stats/cpu_usage/percpu_usage/1 12.cpu_stats/cpu_usage/percpu_usage/2 

13.cpu_stats/cpu_usage/percpu_usage/3 14.cpu_stats/cpu_usage/usage_in_kernelmode 

15.cpu_stats/cpu_usage/usage_in_usermode 16.cpu_stats/system_cpu_usage 

17.memory_stats/usage 18.memory_stats/max_usage 

19.memory_stats/stats/active_anon 20.memory_stats/stats/active_file 

21.memory_stats/stats/cache 22.memory_stats/stats/hierarchical_memory_limit 

23.memory_stats/stats/hierarchical_memsw_limit 24.memory_stats/stats/inactive_anon 

25.memory_stats/stats/inactive_file 26.memory_stats/stats/mapped_file 

27.memory_stats/stats/pgfault 28.memory_stats/stats/pgmajfault 

29.memory_stats/stats/pgpgin 30.memory_stats/stats/pgpgout 

31.memory_stats/stats/rss 32.memory_stats/stats/rss_huge 

33.memory_stats/stats/swap 34.memory_stats/stats/6_active_anon 

35.memory_stats/stats/6_active_file 36.memory_stats/stats/6_cache 

37.memory_stats/stats/6_inactive_anon 38.memory_stats/stats/6_inactive_file 

39.memory_stats/stats/6_mapped_file 40.memory_stats/stats/6_pgfault 

41.memory_stats/stats/6_pgmajfault 42.memory_stats/stats/6_pgpgin 

43.memory_stats/stats/6_pgpgout 44.memory_stats/stats/6_rss 

45.memory_stats/stats/6_rss_huge 46.memory_stats/stats/6_swap 

47.blkio_stats/io_service_bytes_recursive/0/value 48.blkio_stats/io_service_bytes_recursive/3/value 

49.blkio_stats/io_service_bytes_recursive/4/value 50.blkio_stats/io_serviced_recursive/0/value 

51.blkio_stats/io_serviced_recursive/3/value 52.blkio_stats/io_serviced_recursive/4/value 

53.networks/eth0/rx_bytes 54.networks/eth0/rx_packets 
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55.networks/eth0/tx_bytes 56.networks/eth0/tx_packets 

In Figure 6.1, the colour of each pixel/small block shows how a specific feature 

is correlated to another feature. For example, the feature 1 

(precpu_stats/cpu_usage/6_usage) is positively correlated with feature 10 

(cpu_stats/cpu_usage/percpu_usage/0) and is shown by bright blue colour. On the other 

hand, feature 23 (memory_stats/stats/hierarchical_memsw_limit) has zero correlation 

with feature 19 (memory_stats/stats/active_anon) and is therefore shown by lime 

colour. The aim of these visualisation matrices is to find reliable correlations. By 

observing the visualisation matrices, the following pairs of features showed a strong 

positive correlation with a Pearson correlation coefficient over 0.8, thus indicating that 

they have a sufficient correlation to be considered. Memory_stats/stats/swap (33) and 

memory_stats/max_usage (18) are directly correlated with each other and have an 

average correlation coefficient 0.89; similarly, 

cpu_stats/cpu_usage/usage_in_kernelmode (14) and precpu_stats/cpu_usage 

/percpu_usage/3 (5) are strongly correlated with a coefficient of 0.99. Table 6.6 shows 

the analysed and selected Docker container features with their entropies. 

Table 6.6. Feature Entropy for Docker Containers 

Feature Entropy (in bits) 

precpu_stats/cpu_usage/percpu_usage/0 35 

precpu_stats/cpu_usage/percpu_usage/1 34 

precpu_stats/cpu_usage/percpu_usage/2 35 

precpu_stats/cpu_usage/percpu_usage/3 35 

precpu_stats/cpu_usage/usage_in_usermode 36 
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precpu_stats/cpu_usage/usage_in_kernelmode 35 

precpu_stats/system_cpu_usage 46 

cpu_stats/cpu_usage/percpu_usage/0 35 

cpu_stats/cpu_usage/percpu_usage/1 34 

cpu_stats/cpu_usage/percpu_usage/2 35 

cpu_stats/cpu_usage/percpu_usage/3 35 

cpu_stats/cpu_usage/usage_in_kernelmode 35 

cpu_stats/cpu_usage/usage_in_usermode 36 

cpu_stats/system_cpu_usage 46 

memory_stats/stats/pgpgin 25 

memory_stats/stats/pgpgout 24 

memory_stats/max_usage 24 

memory_stats/stats/cache 20 

memory_stats/stats/inactive_file 10 

memory_stats/stats/mapped_file 16 

memory_stats/stats/pgmajfault 16 

blkio_stats/io_service_bytes_recursive/0/value 25 

blkio_stats/io_service_bytes_recursive/3/value 25 

blkio_stats/io_service_bytes_recursive/4/value 25 

blkio_stats/io_serviced_recursive/0/value 11 

blkio_stats/io_serviced_recursive/3/value 11 

ID 256 

MACaddress 41 

blkio_stats/io_serviced_recursive/4/value 11 

networks/eth0/tx_bytes 11 

networks/eth0/tx_packets 4 

network settings/sandboxid 256 
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network settings/sandboxkey 256 

network settings/EndpointID 256 

Network settings/Networks/bridge/NetworkID 256 

Network settings/Networks/bridge/EndpointID 256 

Network settings/Networks/bridge/MacAddress 256 

6.3 ICMETRIC KEY GENERATION 

The ICMetric key generation is a lightweight process that involves the gathering 

of feature values from the Docker containers. The features are combined and go through 

the ICMetric normalisation algorithm, this obfuscates and normalises each feature 

thereby producing an ICMetric key [50] [51]. The generated ICMetric key is thereby 

used in performing identification in Docker. 

A proof of concept demonstrator was also developed to convey how ICMetric 

technology can be used in a practical scenario to add security. The demonstration has 

been created to explicitly illustrate how ICMetric generated keys can be used to provide 

identification in Docker containers. For testing, three completely different types of 

containers were used to prove the successful working of the ICMetric technology for 

Docker container security; namely cadvisor, tcpdump and python. The demonstrator 

implements ICMetric for the generation of private keys and therefore does not require 

the storage of the said keys. 

The demonstrator has been designed to showcase the following aspects of a 

practical implementation of ICMetrics: 

1. A Docker container utilising ICMetric can successfully identify itself. 

2. The integration of ICMetrics for Docker container identification. 
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These points focus on ICMetric innate ability to confirm the identity of the 

Docker container themselves, rather than confirming the validity of a stored private 

key. This provides the inherent ability to implicitly detect any tampering of the image 

associated with the Docker container via the inclusion of spyware or similar malware 

software, since this will cause the Docker container to produce a varied ICMetric key.  

In the calibration phase of the ICMetric generation process, the Docker 

container stats data is periodically gathered, in this case every minute. The collected 

stats can be used for further analysis and ICMetric generation. The stats values for all 

containers are aggregated in such a manner that only the values that are common to all 

the containers are kept for the ICMetric key generation for Docker containers. The 

ICMetric is generated based on the selected container data samples and its feature 

values. 

Now the ICMetric is generated for all three Docker containers and can be used 

for identification of Docker containers. The technique used for ICMetric identification 

is the multivariate normal distribution [114][115] and was the core of the demonstrator 

for security of Docker containers. The demonstrator was able to show that the ICMetric 

technology can be used to provide security in Docker containers. 

The final stage, involved introducing some random data to the Docker container 

classes. This was done purposely to prove that malicious activity can be detected by the 

designed system based on the calculated ICMetric values. This step of the demonstrator 

proved that malicious activity can be detected since the ICMetric values did not match. 

The demonstrator shows that transparent ICMetric system provides advantages in the 

detection of tampering. The generated ICMetric key for the Docker containers can be 

used for providing other security functionalities in the Docker environment. 
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6.4 SECURITY ANALYSIS 

Specifically, ICMetric possess the following significant potential to be used for 

identification of the Docker containers: 

● ICMetric of the Docker container helped identify the container through direct 

generation of ICMetric from the internal behavioral and operating 

characteristics of Docker containers. Therefore, no keys or characteristic 

templates were stored as the ICMetric is regenerated when required; thereby 

preventing the possibility of key capture used for container security. Also, the 

compromise of a system does not release sensitive ICMetric data, which would 

allow unauthorized access to the container. 

● The ICMetric technology is able to perform identification and detect malware 

based tampering of the Docker container, since introduction of any malware 

causes the ICMetric key to vary. Tampering with the constitution of the Docker 

container causes its behavior to change, potentially causing the features 

underlying the ICMetric to change, perhaps dramatically, thus causing the 

generated ICMetric to change. Consequently, a maliciously tampered Docker 

container will be autonomously prevented from being accessible, as the 

regenerated keys will differ from those created before its integrity was 

compromised. Therefore, ICMetric security in Docker containers will fail 

securely and provide a very high immunity from tampering in Docker 

containers. 

● The ICMetric technology delivers another major advantage, as the security 

provided by the system may be implemented transparently to the user. That is, 

the proposed validation system generates an ICMetric key from the behavioral 
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characteristics of the Docker container, without any action being required from 

the user. 

6.5 SUMMARY 

This work showed the feasibility of the ICMetric system being used in the 

identification of Docker containers on the cloud, thereby establishing the authenticity 

of the container in question. Namespace and cgroup features can potentially be used to 

generate ICMetric key for Docker container identification. An extensive analysis of 

Docker container features led to the success of establishing features for ICMetric 

identification in Docker containers. The strength of the ICMetric technology lies in the 

formulation of a system that is comprised of diverse and robust features. The results of 

the various feature tests conducted, exhibited a wide range of potential features, with 

many of the tested features having produced very promising results. The use of feature 

correlations can further strengthen these results as extra values with higher levels of 

obfuscation were derived from these comparisons.  

After carrying out the analysis and testing of features, the ability to use the 

ICMetric system in a practical environment test bed looked highly promising. A major 

challenge was the appropriate selection of features, that can work together consistently 

in a single system to generate a stable key. In conclusion, this case study has shown the 

potential of the technology to generate an ICMetric for Docker container identification. 
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7 

 

Conclusion and Future Directions 

 

Computation systems have already transitioned from standalone devices to 

highly capable networked systems that share data and information. As users 

increasingly rely on networked devices, the need for security cannot be denied. A 

comprehensive security solution should provide at least a set of basic services like 

confidentiality, authentication and non-repudiation. A security implementation that 

provides insufficient security or poorly implemented security provides a false assurance 

of security. Some systems being manufactured today possess design flaws or have 

limited to no security provision [116]. Adversaries can exploit these design flaws to 

gain illegitimate access to a system. This thesis is an effort to improve the security of 

end-to-end communication using the ICMetric technology. The proposed schemes aim 

to provide confidentiality, authentication and integrity using the ICMetric technology 

as a novel root of trust. This chapter presents a summary of contributions made to 

improve the security of systems in the end-to-end environment. 

 



158 

 
 

7.1 SUMMARY OF THESIS 

Availability of high speed communications has resulted in the creation of 

environments that facilitate information and resource sharing. Users are increasingly 

using computation systems for banking, e-commerce, healthcare, education, 

communication, etc. With such diverse applications, the importance of security cannot 

be denied. Conventional cryptographic systems have relied on stored keys to provide 

security services. A cryptographic algorithm is made public while steps are taken to 

ensure that the keys are kept secret. The sharing of the cryptographic algorithm does 

not expose a system to the adversary as the algorithms are designed using mathematical 

or algorithmic intractability. Although increasing key sizes has been successful in 

deterring pre-computed attacks [117], it has also forced adversaries to look for other 

methods to attack the cryptosystems. Adversaries now attempt to exploit weaknesses 

in design or implementation to capture a system. This research has first shown that there 

are numerous methods by which an adversary can capture a system. What is interesting 

is that the adversaries can use side channel attacks [7][38] which are highly effective 

and do not require a lot of time to execute. To counter side channel attacks 

cryptographers are now implementing hardware entangled cryptographic schemes by 

using Physically Unclonable Functions [118]. Chapter 2 presents detailed literature 

pertaining to common attacks and their remedy by incorporating an alternative root of 

trust like Physically Unclonable Functions. This chapter presents a detailed discussion 

on the novel ICMetric technology as a basis for cryptographic services. The ICMetric 

technology uses the features of a device to create an identification called the device 

ICMetric. The ICMetric technology has two purposes i.e. as a key theft deterrent and a 

root of trust for cryptographic key generation. The features used for ICMetric 
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generation play an important role in the security of the technology, therefore a study on 

possible features has also been presented. The purpose of incorporating the ICMetric 

technology into secure communications is to reduce problems associated with key theft 

by eliminating the need for stored keys. The cryptographic keys are generated only 

when required and discarded after use. This means that the keys are never stored on the 

system. 

The ICMetric technology is used as an alternative to stored keys, therefore 

schemes have been presented that demonstrate how key can be generated using the 

ICMetric of a device. However, the generated ICMetric keys could be weak [15], hence 

chapter 3 presents a two-tier scheme for the generation of strong ICMetric based 

symmetric keys. The proposed scheme aims to safeguard the actual ICMetric as well 

as the generated ICMetric keys from pre-computed attacks. 

Many cryptographic algorithms use the symmetric keys for the provision of 

security. Chapter 4 has established that symmetric keys can be generated by using the 

ICMetric of a device, without transmitting the ICMetric over the channel. The proposed 

scheme has been simulated and results show that the ICMetric technology can be used 

to generate symmetric keys without excessive resource demand. The chapter has also 

used AES to show the effectiveness and successful working of the ICMetric based 

symmetric keys. 

Asymmetric keys provide a powerful way of providing security owing to the 

way in which the keys are held by the communicating parties. Chapter 5 has 

demonstrated that the ICMetric of a device can be used for creating asymmetric keys. 

Perhaps the greatest advantage of this scheme is that it provides non repudiation 

services as the holder of a private key cannot deny that the encrypted message was sent 
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from his device. The proposed scheme is based on an extended RSA key generation 

algorithm and the simulations for confidentiality are based on modified RSA 

encryption/ decryption algorithm. The greatest advantage of combining the ICMetric 

technology with RSA is that it aids in deterring attacks on cryptographic keys which 

can otherwise result in the system being exposed. 

Chapter 6 is a practical case study which addresses to solve a major problem 

cloud service providers face with hosting its cloud services in Docker containers. 

Evaluation and resilience in the presence of malware on a Docker container is a novel 

concept that has effectively been managed by ICMetric. The chapter investigates 

enabling a secure Docker environment via the ICMetric technology, thereby detecting 

change in software constitution of the containers due to the introduction of malicious 

or abnormal behaviour. The ICMetric technology creates a runtime profile of the 

running container, to detect change in the runtime behaviour of the Docker. 
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Integrated Circuit Metric”, MDPI Sensors Journal 2015, October 2015, 15(10), 

pp 26621-26642. 
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in the Internet of Things”, 6th International Conference on Emerging Security 

Technologies (EST), Technische Universitaet Braunschweig, Germany, 3-5 

September, 2015. 

[7] H. Tahir, R. Tahir, K. McDonald-Maier, “A Group Secure Key Generation and 

Transfer Protocol Based on ICMetrics”, 9th IEEE International Symposium on 

Communication Systems, Networks and Digital Signal Processing (CSNDSP 14), 

Manchester, UK, 23-25 July, 2014. pp 733-738. 

[8] H. Tahir, R. Tahir, K. McDonald-Maier, “A Novel Private Cloud Document 

Archival System Based on ICMetrics”, 4th International conference on Emerging 

Security Technologies (EST), Cambridge, 09-11 Sept, 2013. pp 102-106. 

[9] R. Tahir, H. Hu, D. Gu, G. Howells, K. McDonald-Maier, “A Scheme for the 

Generation of Strong ICMetrics Session Key Pairs for Secure Embedded System 

Applications”, 7th IEEE Symposium on Security and Multimodality in Pervasive 

Environment, Barcelona, Spain, March 26-29, 2013. 
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[10] R. Tahir, H. Hu, D. Gu, G. Howells, K. McDonald-Maier, “Resilience against 

Brute Force and Rainbow Table Attacks using Strong ICMetrics Session Key 

Pairs”, 1st IEEE International Conference on Communications, Signal Processing, 

and their Applications (ICCSPA’13), Sharjah, UAE, Feb 12-14, 2013. 

[11] R. Tahir, H. Hu, D. Gu, G. Howells, K. McDonald-Maier, “A Scheme for the 

Generation of Strong Cryptographic Key Pairs based on ICMetrics”, 7th IEEE 

International Conference on Internet Technology and Secured Transactions 

(ICITST’12), London, UK, Dec 12-14, 2012. 

[12] Tahir, R., Maier, K. M., “Improving Resilience against Node Capture Attacks in 

Wireless Sensor Networks using ICMetrics”, 3rd International Conference on 

Emerging Security Technologies, September 5-7, 2012, Lisbon, Portugal. 

[13] Tahir, R., Maier, K. M., “An ICMetrics based Lightweight Security Architecture 

using Lattice Signcryption”, 3rd International Conference on Emerging Security 

Technologies, September 5-7, 2012, Lisbon, Portugal. 

7.3 FUTURE DIRECTIONS 

The ICMetric technology has been designed as a strong design basis upon which 

further systems can be built. There are many research areas which could benefit from 

the advantages the ICMetric technology has to offer. This section provides some 

possible research directions based on the ICMetric technology. 

Previously the ICMetric technology has not been studied in combination with 

high speed industrial networks like Profinet [119]. The purpose of Profinet is to provide 

a stable high-speed network where I/O devices (sensors, monitoring systems, cameras, 

etc.) can send and receive large amounts of data under tight time constraints (1ms). The 
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ICMetric technology can be used to look for unique features in the I/O devices, thereby 

improving security of the devices and the network. 

As self-driving vehicles become increasingly common it is important to ensure 

that the vehicles and their occupants are secure. A typical autonomous vehicle is 

equipped with many sensors and components which could be compromised by 

adversaries remotely. The ICMetric technology can be used to prevent adversaries from 

compromising an embedded component by ensuring stringent security methods. 

Cryptocurrencies [120] are fundamentally digital assets that are exchanged like 

conventional currencies. Since cryptocurrencies do not physically exist therefore all 

transactions take place with the help of cryptography. The ICMetric technology can be 

incorporated into cryptocurrency implementation to provide improved authentication, 

confidentiality and integrity. It would be particularly interesting to see how the security 

of blockchains can be improved with ICMetric. This work can also be extended to the 

permissioned blockchains where problem exists in verification and integrity of 

transactions found in many domains; ranging from financial transactions to 

infrastructure such as telecommunications networks, healthcare data and access 

governance [120]. This goal can be achieved by combining ICMetric device 

authentication and blockchains. 

The ICMetric technology could have a profound impact in Searchable 

Encryption [121][122]. Searchable Encryption is a technique that has evolved with the 

use of Cloud to store large amounts of data. To preserve the privacy of the documents, 

the documents need to be encrypted prior to being outsourced to the cloud. Searching 

over the encrypted documents was not possible before Searchable Encryption was 

introduced. Searchable encryption allows a client to generate search queries and 
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delegate the search to the Cloud. One of the key features of Searchable Encryption are 

that only an authorised person should be able to perform the search and generate 

meaningful trapdoor. With the use of ICMetric coupled with Searchable Encryption, 

neither the key nor the documents need to be stored on the client side which helps resist 

the key theft and data theft. 

An emerging area of research which will greatly impact our daily lives is the 

Internet of Things (IoT) [123]. There are many forms of devices in IoT. Some devices 

will possess adequate resources while others will be limited in their capabilities. 

Devices in the IoT make many promises but there are hurdles [124] in their adoption. 

One major hurdle in the wide adoption of the IoT are security concerns. The ICMetric 

technology can mitigate many of the security concerns that plague devices in the IoT. 
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