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ABSTRACT

The transmission of audio data via the Internet of Things makes such data vulnerable to tampering. Moreover, the availability
of sophisticated tampering tools has allowed mobsters to change the context of audio data by altering their segments.
Tampered audio may result in unpleasant situations for any member of society. To avoid such circumstances, a new audio
forgery detection system is proposed in this study. This system can be deployed in edge devices to identify impostors and
tampering in audio data. The proposed system is implemented using state-of-the-art mel-frequency cepstral coefficient
features. Meanwhile, a Gaussian mixture model is used to train and validate the system. To evaluate the proposed system, a
dataset of tampered audios is created by mixing recordings from two different speakers. The performance of the proposed
system in authenticating genuine audio is between 92.50% and 100%, and that in detecting forged audio is between 99.90%

and 100%.

Keywords: Audio forgery, splicing, audio forensic, edge computing, machine learning, voice activity detection, audio

authentication.

1 INTRODUCTION

Significant improvements in multimedia technology and the enhanced functionality of editing tools have made the forgery of
multimedia content an easy task. Approximately 300 million multimedia contents circulate every day on social media to
disseminate information. Editing these contents may create adverse circumstances in a person’s life. Similar to growing
concerns about security in other areas [1], the security of multimedia contents also requires attention. Although watermark-
based blind forgery detection techniques have been proposed in the literature [2], they are inapplicable to detecting forgery in
audio data because watermarks distort audio signals. Moreover, the recognition rate should not be degraded in case of noise
attacks [3].

Electronic proofs are among the important applications of digital multimedia contents in judicial authentication. Therefore,
when audio forensics is used in court forensics, the legitimacy, authenticity, and relevance of audio signals must be verified.
Moreover, an efficient audio authentication system is highly required for accurate and reliable tampering detection given the
considerable use of audio signals in our daily life.

Audio can be tampered using different operations, such as the removal, replacement, and replication (copy—move) of audio
segments [4]; and the tampered audio can be used for many purposes. For example, prerecorded audio conversations can be

tampered to gain unauthorized access to services, illegally obtain money, or used information as an alibi in the court of law.
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Fig. 1: Forged audio generated by splicing and its spectrogram, which shows no irregularities and discontinuities of
tampering [5].

One of the common techniques for generating forged audio signals is splicing. This method generates forged audio by
mixing words from different audio tracks [5]. The detection of splicing is a more challenging task compared with detecting
copy—move forgery because audio signals from different environments and microphones are involved in the former [6]. By
contrast, the contents of a recording are copied and moved to another place within the same audio in copy—move forgery.
Thus, no complications due to different microphones and recording backgrounds will appear. One of the basic techniques for
detecting forgery is the visual inspection of the spectrogram of forged audio [7]. In this approach, audio tampering can be
detected by analyzing irregularities and discontinuities in the spectrogram. However, this approach is unreliable due to the
availability of sophisticated tools that can easily cover up tampering without leaving any trace, as shown in Fig. 1.

Several solutions for forgery detection and audio authentication using different approaches have been reported in the
literature. In [8], microphones and background environments were classified to detect forgery by determining the origin of an
audio streaming. In [9], the existence of more than one microphone in audio was determined to detect forgery. Before
extracting the mel-frequency cepstral coefficients (MFCCs), a relative spectral transformation (RASTA) filter was applied to
the audio to cancel the channel effect. Then, the result was passed to the Gaussian mixture model (GMM) for classification.
In [10], the verification of frame offsets was used to detect insertion, deletion, substitution, and splicing in MP3 audio.
Environmental signatures and noise level estimations were also used successfully to detect splicing. RASTA-MFCC was
implemented with GMM for audio source authentication and splicing detection by using environmental signatures in [11, 12].
Meanwhile, global and local noise estimations were used in [13] to detect splicing in audio. In addition, reverberation, which
is an important parameter for describing the acoustics of a room, was used in [14] to detect forgery in audio.

The following questions arise from the preceding discussion.

» If the environment of audio tracks used for splicing is the same, is detecting forgery using the techniques based on
environment classification possible?
*  Similarly, if audio tracks recorded with the same microphone are used for splicing, will microphone classification

techniques be good at detecting forgery?



*  Moreover, if splicing is performed using tracks recorded in the same room and with the same equipment, then the
environment signatures and reverberations of all the segments of forged audio will be the same. Thus, will the
techniques based on environment signatures and reverberations be able to capture the forgery?

To answer these questions, a forgery detection system that can capture an impostor and tampered segments in audio is designed
and developed in the current study. This system can authenticate audio if all the segments belong to the claimed speaker.
However, if any of the segments does not belong to the claimed speaker, then the system detects the tampered segments and
does not authenticate the audio.

Audio can be collected through the same/different Internet of things (IoT) and edge devices deployed at the same/different
locations [15-18]; therefore, the system is evaluated using audio samples generated through the splicing of (i) tracks recorded
in the same environment by using the same equipment, (ii) tracks recorded in the same environment by using different
equipment, and (iii) tracks recorded in different environments by using different equipment. In each case, the system is
evaluated using several sentences produced from words in a specific dictionary. One of the positive aspects of the system is
that it is trained with the original audio of speakers. Forged audio is not used in the testing. The system is trained by generating
speech models of each word in the dictionary and speaker models of every registered speaker. This study is a continuation of
the work presented in [5], wherein forged tracks were used to train an authentication system. This previous system was capable
of authenticating audio. However, in contrast with the proposed forgery detection system, it was unable to detect tampered
segments in audio.

The remainder of this paper is organized as follows. Section 2 describes the proposed forgery detection system. It presents
the speech database used to generate forged audio, the method for generating forged audio, the creation and optimization of
speech and speaker models, and the process for authenticating audio. Section 3 provides the experimental setup and results,
including the description of recording equipment and the generation of forged sentences. Section 4 presents the experimental
results and an analysis of the reliable decisions of the developed system. It also highlights the findings of the study and

compares the developed system with existing systems. Lastly, Section 5 provides some conclusions.

2 PROPOSED FORGERY DETECTION SYSTEM

The block diagram of the proposed forgery detection system is shown in Fig. 2. This system takes an original or forged speech
signal as input and processes it to determine whether it is a tampered or original signal from the claimed speaker. The complete
system is based on the following major components: the selection of an appropriate speech database with diverse

characteristics, the generation of forged speech signals using a voice activity detection (VAD) module with multiple
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Fig. 2: Block diagram of the proposed forgery detection system.



measures, the computation of speech and speaker models by using feature extraction and machine learning approaches, the
optimization of the generated models, and finally, the authentication of audio and the detection of forged segments in case of

tampered audio. The design and implementation of these components are described in the subsequent section.

2.1 Speech Database Selection

Most databases are released by the Linguistic Data Consortium and the European Language Resource Association for
academic and commercial uses. A database should be selected on the basis of its diversity in terms of recording equipment
and environment. Moreover, it must have a good number of speakers with recordings in multiple sessions. Therefore, many
databases are analyzed to select a good one for this study.

Some databases are good in certain aspects but lacking in other characteristics. For example, in a speech database in
Castilian Spanish called AHUMADA, a variety of texts are recorded using different microphones and sound cards in six
sessions. However, all the recordings are performed in one environment. This database is not useful for our study because a
signal can be tampered using recordings from different environments. Similarly, the speech database POLYCAST is recorded
in two different environments with six sessions per speaker; however, the recording equipment exhibits no variety (i.e., the
microphones and sound cards are the same). This database is unsuitable for this study because forgery can be realized using
recordings from different equipment. Likewise, the TIMIT speech corpus contains recordings of 10 phonetically rich
sentences recorded by 630 speakers in 8 dialects of American English. One of the reasons for not using the TIMIT corpus is
the difficulty in detecting the end points of spoken words. Given that it contains running speech (sentence), end point detection
becomes a challenging task and demands a sophisticated VAD module that is beyond the scope of the current study. Other
limitations of the TIMIT corpus include the lack of variety in recording equipment and environments, which is crucial for a
forgery detection system.

For this study, a database with a good number of speakers recorded in different environments and sessions by using various
recording equipment is necessary. A comparison of speech databases in terms of the number of speakers and dialects and the
variety of text, recording equipment, and environment was presented in [19]. The King Saud University Arabic Speech
Database (KSUD) meets all the aforementioned requirements. It has recordings of a good number of speakers with different
ethnicities, a variety of text, four different recording equipment, and three environments. These diverse characteristics of

KSUD justify its use in the current study. KSUD was also used in the development of forgery detection systems in [5, 6].

2.2 Tampering Using the Speech of a Genuine Speaker and an Impostor

Although some datasets, such as ASVspoof 2017 and ASVspoof 2019, are available, the primary objective of these datasets

is to encounter a replay attack, which differs from the underlying problem of this study. In the current work, we are developing



a system for detecting the presence of an impostor in audio, and to the best of our knowledge, no dataset exists to build such
systems. Therefore, a dataset of forged signals is developed using KSUD in the current study.

The proposed system must detect a forgery accomplished using the speech signals of more than one speaker recorded in
various environments by using different equipment. Therefore, forged signals are generated using the speech signals of two
different speakers who are

* recorded in the same or different environments.

* recorded using the same or different microphones.

Both options are crucial for the proposed system because an impostor may use the same or different environments and/or
equipment to deceive a system and gain unauthorized access. However, the use of such signals for generating tampered audio
makes the task more challenging. For example, a signal recorded in a soundproof room contains nearly no noise, while a
signal recorded in office environments may have noise with low or significant intensities. In such situation, the accurate
detection of the boundaries of spoken words becomes a challenging task [20]. The accurate identification of spoken words for
tampering is crucial, such that the human ears cannot perceive it. Although an improvement in the extraction of boundaries is
not under the scope of the current study, the best effort is still exerted to perform the task by implementing a good VAD
method [5]. Moreover, if boundaries are not detected accurately in the signals, then they are not included in the experiments.
The steps for generating a forged speech signal are illustrated in Fig. 3.

For a tampered signal, two signals from two speakers are selected. One of the signals is from a genuine user of an
authorized service, whereas the other signal is from an impostor who wants access by breaching the authentication system. A
VAD method based on volume and zero crossing is used to determine the end points of a word. For a speech signal divided
into n segments, the volume V of a segment is the sum of amplitudes of all the samples in it and is defined by Eq. 1. Once the
volumes of all the segments are computed in a speech signal, segments whose volumes are higher than an adaptive threshold

adaptiveTh (given by Eq. 2) are designated as voiced frames; otherwise, they are designated as unvoiced.

% =Z’l|a,.|, 1)

adaptiveTh =3% of (Vmax - ijn) +V.. (2)

where a; is the amplitude of the i sample of a speech segment; and Vinax and Vi represent the maximum and minimum
volumes in a speech signal, respectively. In general, 10 or more consecutive voiced segments for a speech signal recorded at
16 kHz comprise a word. Zero crossing represents the number of times a speech signal crosses zero amplitude. By using the

computed volume and zero crossing, the extracted words are combined to create a tampered signal.
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Fig. 3: Generation of a forged speech signal.

2.3 Generation of Speech and Speaker Models by Using Original Speech Signals

An impostor can use any audio for tampering; therefore, tampered audio cannot be used for generating speech and speaker
models. Only the original audios of registered speakers (who are legally authorized to access a service) are processed to
generate models. Thereafter, these models are used to determine the originality and tampering of audio.

To generate speech models, each spoken word in the dictionary is considered. For example, if a user has to utter a code
comprising of digits to gain access, then the dictionary will contain digits from zero to nine. In the current study, the dictionary

contains one to nine Arabic digits that are listed in Table 1 with their English translation and international phonetic alphabets.



Table 1: Arabic digits with English translation and international phonetic alphabets

Arabic  Translation International phonetic
digits alphabets

Al g One Iwl, fal, M, fif, 1d/
u_,_{_‘,\ Two /al, Ith/, In/, /al, Iyl, In/
iy Three ith/, fal, 1N/, /al, /th/, fal
2\_,._,) Four /al, Itl, Ibl, IS/, [a/
doed  Five /kh/, /al, Im/, /s/, la/
A Six Isl, il, It/ 1t/, /a/

A Seven /s, /al, Ibl, 81, a/
il Eight /th/, fa/, /ml/, /al, In/, Iyl, lal
A Nine I, Nl st 181, fa/

A model of each word is generated. To achieve this, the speech features of a certain word are extracted for all the speakers.
We extract MFCC features in this study because of its success in various speech-related applications [21]. The major steps
for computing MFCC are as follows: the segmentation of a signal into overlapping frames; the implementation of a hamming
window to taper the ends of a segment and avoid spectral leakage during Fourier transform (FT); the application of FT to
determine the contribution of each frequency component; and the use of mel-spaced band-pass filters’ bank, which is one of
the principles of human auditory perception. The latter is the reason why MFCC features are used to simulate the human
auditory system and have been widely adopted in different speech-related applications. Lastly, discrete cosine transformation
is applied to decorrelate the computed features because it is an important step when passing the features to GMM for the
acoustic modeling of words.

GMM is a state-of-the-art machine learning approach, and it has been extensively used in the literature for various
scientific domains [22]. The rationale for adopting GMM is to model the extracted features by using a mixture of Gaussian
densities. A Gaussian mixture density is a weighted sum of M component densities given by

p(Xx10)=>w Og(X|4.5,), 3)

i=1

where u;, 2, and w; are the mean vector, covariance matrix, and weight (prior probability) of the i Gaussian component,
respectively; and i = 1, 2, 3, ..., M. These parameters are initialized using the k-means algorithm and tuned using the well-
known expectation—maximization algorithm [23]. The calculated features are represented by the D-dimensional data vector X,
and the density of each component is given by a D-dimensional Gaussian function with the following form:

10
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One model @ = (u;, 2;) of each word is generated and stored. Similarly, models of all the registered users are generated and

stored. To improve the accuracy of the forgery system, text-dependent speaker recognition is performed. That is, a model of

each speaker of every word in the dictionary is necessary. The next step is to optimize the generated speech and speaker models

to ensure that they are providing maximum accuracy.

2.4 Optimization of Speech and Speakers Models

The speech models of all the words (one to nine digits) are generated using 8, 16, 32, and 64 Gaussian mixtures. The models

are evaluated by using unknown original signals of all the speakers; these signals are not used during model generation (also

known as the enrollment/training phase). The metric for observing the performance of the generated model is given by Eq. 6.

accuracy=

truly detected signals

total number of signals

(6)

Table 2: Obtained speech recognition accuracies for each digit by using 8, 16, 32, and 64 Gaussian mixtures

Number of Gaussian mixtures

Digits
8 16 32 64

One 97% 98% 98% 99%
Two 83% 89% 91% 92%
Three 85% 87% 88% 93%
Four 90% 91% 92% 93%
Five 86% 93% 95% 95%

Six 83% 90% 93% 97%
Seven 75% T7% 85% 85%
Eight 89% 93% 97% 98%
Nine 68% 79% 84% 92%

11



As shown in Table 2, the accuracy of the digits increases with an increasing number of mixtures. That is, accuracy can
still be improved. Therefore, more experiments are conducted to determine the optimal speech models, and the results are
provided in Table 3. The obtained results show that the models with 256 mixtures exhibit the best accuracy.

Table 3: Obtained speech recognition accuracies for each digit by using 128 and 256 Gaussian mixtures

Number of Gaussian mixtures

Digit
128 256
One 100% 100%
Two 94% 98%
Three 95% 98%
Four 96% 99%
Five 98% 99%
Six 99% 99%
Seven 92% 97%
Eight 99% 100%
Nine 96% 99%

Similarly, different experiments are conducted using 4, 8, 16, 32, 64, and 128 Gaussian mixtures to determine the optimal

model for speakers. The obtained results are presented in Table 4.

Table 4: Obtained speaker recognition accuracies for each digit by using 4, 8, 16, and 32 Gaussian mixtures

Number of Gaussian mixtures
Digits

4 8 16 32

One 85% 97% 100% 100%

Two 81% 96% 100% 100%

Three 82% 97% 100% 100%

Four 85% 99% 100% 100%

Five 81% 95% 100% 100%

Six  64% 92% 99% 100%

Seven  79% 95% 100% 100%

Eight 82% 97% 100% 100%

12



Nine 86% 97% 100% 100%

Notably, optimal models of speech recognition are generated using 256 mixtures and those of speaker recognition are
obtained with 32 mixtures because of the amount of data provided to GMM. In speech recognition, a model is generated using
the features of a digit of all the speakers. In speaker recognition, however, the features of one speaker for a specific digit are
used to generate models. The generated models are used to authenticate audio and determine whether it is from a genuine

speaker; otherwise, the tampered segments of the audio are identified.

2.5 Audio Authentication and Tampering Detection

When the proposed system receives audio for authentication or the detection of forgery, the first step is to identify the
boundary points of every segment, as shown in Fig. 2. Then, the system computes the MFCC features of a segment and
compares them with the generated models of all the words to determine the spoken word. Subsequently, the MFCCs are
compared with all the speakers’ models of that word. In this manner, the system recognizes the speaker who utters the segment.
This process is repeated for all the segments of the audio. If all the segments are spoken by the claimed speaker, then the audio
is genuine. Otherwise, it is forged, and the system highlights the tampered segments. To evaluate the proposed forgery

detection system, the experimental setup and the obtained results are described in the following section.

3 EXPERIMENTAL RESULTS AND ANALYSIS

3.1 Experimental Setup

To generate forged audio through splicing, two environments (ENV) are considered. The first is a normal office
environment, which is represented by OF. The second is a soundproof room, a quiet environment without background noise,

and it is denoted by SR. The pieces of recording equipment (EQP) used in each environment in KSUD are listed in Table 5.

Table 5: Recording equipment used in the office and soundproof room

Office Soundproof Room
Equipment
Make and Model Make and Model
Microphone SHUR Beta 58A SHUR PG 42
Microphone Sony F-V220 SHUR Beta 58A
Sound Mixer Yamaha MW-12CX Yamaha MW-12CX

Sound Card  Creative 5.1 Surrounding Creative 5.1 Surrounding

13



The audio recording equipment is a combination of a microphone and a sound card/mixture. We use three different
recording equipment and two environments to create tampered audio. In KSUD, two different pieces of equipment are selected
for the OF environment, namely, Sony F-V220 with Creative 5.1 Surrounding (denoted by MC1) and SHUR Beta 58A with
Yamaha MW-12CX (denoted by YM1). Similarly, the selected equipment for the SR environment is SHUR PG 42 with
Creative 5.1 Surrounding (denoted by MC2) and SHUR Beta 58A with Yamaha MW-12CX (also denoted by YM1).

The boundary points of digits are easier to determine compared with those of running speech. Therefore, digits from one
to nine are used to generate forged audio. The following four sentences are created by mixing two original audios of two

different speakers. The numbers of genuine and tampered audios used for the experiments are provided in Table 6.

Sentence 1: [digit] digit2 digit3 digit4 digit5 digit6]
Sentence 2: [digit? digit3 digit4 digit5 digit6 digit7]
Sentence 3: [digit3 digit4 digit5 digit6 digit7 digit8]

Sentence 4: [digitd digit5 digit6 digit7 digit8 digit9]

Table 6: Statistics of genuine and tampered audios

Number of Audios Total

ENV EQP
Genuine  Forged  Audios
MC1 332 3956 4288
OF
YM 320 3640 3960
MC2 160 3132 3292
SR
YM 328 3936 4264
OF *MC1-YM - 3840 3840
SR *MC2-YM - 4372 4372
OF-SR  *MC1-YM - 3980 3980
Total Audios 1140 26856 27996

* denotes that two different pieces of equipment are mixed to generate forged audio. Therefore, original audio is not possible
in this case.

Overall, 27996 audio recordings are used to conduct several experiments for evaluating the developed forgery detection
system. The number of forged audios is considerably larger than that of genuine audios. The reason for this result is that a
speaker is mixed with many other speakers to generate forged audio, whereas this condition is impossible in the case of

genuine audio.
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Similar to a real-life scenario, forged audio is unknown to the system. Therefore, forged audio is not used to train the
system. It is only used to observe the accuracy and reliability of the system. The developed system is trained using original

samples only.

3.2 Tampering of an Original Speaker with Multiple Speakers

To validate the reliability of the developed system, the audio of a genuine speaker is forged with multiple impostors. For
example, 115 different impostors are mixed with speaker NS15 to generate forged audio. All the impostors are listed in Fig.
4. That is, only 1 genuine audio of NS15 exists, whereas 115 audios are forged. In such a scenario, identifying the genuine
audio in the presence of a large number of tampered audios becomes challenging for the developed system because the voices
of some impostors may be extremely similar to that of the claimed speaker. Moreover, the system recognizes the text spoken
by the original speaker and the impostor for each audio.

A tampered audio of claimed speaker NS15 is presented to the system for authentication. The contents of this audio are
digit2 to digit7. First, the digits are extracted from the audio, and the MFCCs of each digit are computed. Then, the features
of these digits are compared with the models of all the generated words, i.e., the models of digits 1 to 9. If the first recognized
word is digit2, then it will be compared with the model of digit2 of all the registered speakers to identify the speaker. Suppose
that the generated models of speakers 1 to 115 for digit2 are @1, @2, @23, ..., O where K=1, 2, 3, ..., 115; and X represents
the test utterance of digit2 of an unknown speaker. Then, 115 log-likelihood (LLH) values, log p(X|@xx), are computed by
comparing the extracted MFCC of X with each model. The decision regarding the identity of the speaker is based on these
computed LLH values. All the LLH values of speaker NS15 with all the impostors are presented in Fig. 4.

As shown in Fig. 4, the maximum LLH of digit2 is through NS15, indicating that this digit belongs to the claimed speaker.
Similarly, the computed features of each extracted digits are compared with all the registered speakers and the system decides
their originality. If all the digits belong to the same speaker, then the system authenticates the claimed speaker and authorizes
access to the services. By contrast, if the system determines the existence of more than one speaker in the audio, then the
audio is forged. The system also highlights the digits that are not spoken by the claimed speaker.

The LLH values of all the digits of the input audio with every impostor are depicted in Fig. 5. The claimed speaker is
shown in green, and the impostors are highlighted in red. Moreover, the speakers identified by the system apart from the
claimed speaker are shown in blue. In the case of digit2, the claimed and identified speakers are the same. For digit3, the LLH
of S19 (blue) is greater than that of NS15 (green). Therefore, the system determines that this digit is not spoken by the claimed
speaker. Similarly, for digits4 and digit 7, the LLH of S19 is greater than that of NS15. A conclusion is drawn that the audio
contains more than one speaker. Ultimately, the system will not authenticate the claimed speaker and decline the request to

access the required service.

15
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3.3 Recognition of Original and Tampered Audios

Various experiments are conducted to observe the performance of the developed forgery detection system by using all the
sentences. For each sentence, the recognition rates of both environments (ENV) are determined, i.e., office (OF) and
soundproof rooms (SR). Moreover, the recordings of two different pieces of equipment (EQP) are used for each environment
to evaluate the system. The recognition rates of the developed system using Sentences 1 to 4 are provided in Tables 7 to 10,
respectively. The original audio is considered a positive class, whereas the forged audio is regarded as a negative class. The

percentages of true positive (TP), false negative (FN), true negative (TN), and false positive (FP) are listed in each table.

Table 7: Recognition rates of original and tampered audios using Sentence 1

ENV EQP TP FN TN FP

MC1  98.80% 1.20% 99.90% 0.10%
OF

YM  96.25% 3.75% 100.0% 0.0%

MC2  9250% 7.50% 100.0% 0.0%
SR

YM  95.12% 4.88% 100.0% 0.0%

Table 8: Recognition rates of original and tampered audios using Sentence 2

ENV EQP TP FN TN FP

MC1  98.80% 1.20% 100.0% 0.0%
OF

YM  96.25% 3.75% 100.0% 0.0%

MC2  92.50% 7.50% 100.0% 0.0%
SR

YM 95.12% 4.88% 100.0% 0.0%

Table 9: Recognition rates of original and tampered audios using Sentence 3

ENV EQP TP FN TN FP
MC1  100.0% 0.0% 100.0% 0.0%
OF
YM 96.25% 3.75% 100.0% 0.0%
MC2  92.50% 7.50% 100.0%  0.0%
SR

YM  9268% 7.32% 100.0% 0.0%
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Table 10: Recognition rates of original and tampered audios using Sentence 4

ENV EQP TP FN TN FP

MC1  100.0% 0.0% 100.0% 0.0%
OF

™M 98.75% 1.25% 100.0% 0.0%

MC2  92.50% 7.50% 100.0% 0.0%
SR

™M 95.12% 4.88% 99.90% 0.10%

TNs are 100% in most cases, because the audio is recognized as forged if any of its digits does not belong to claimed
speakers. However, TPs vary from 92% to 99%. The system is strict in authenticating audio. If any segment of the audio is
not recognized as a claimed speaker, then the system will not authenticate the user.

More experiments are performed to analyze the performance of the system when forged audio is generated using the
recordings of different environments and equipment. The recognition results of the developed system when forged audio is
created by mixing the recordings of three different pieces of equipment, namely, MC1, MC2, and YM, are presented in Table
11. The environment is the same in this case. Meanwhile, the results when forgery is created using audio from different

environments recorded using various equipment are provided in Table 12.

Table 11: Recognition of tampered audio generated using audio from different equipment with Sentence 1

ENV EQP TN FP
OF MC1-YM 100.0% 0.0%
SR MC2-YM 100.0% 0.0%

Table 12: Recognition of tampered audio generated using audio from different environments and equipment with Sentence 1

ENV EQP TN FP

OFSR MC1-YM 100.0% 0.0%

The developed system recognizes the forged audio with an accuracy of 100%. The criterion is the same; that is, if any
segment does not belong to the claimed speaker, then the system labels the audio as forged. In Tables 10 and 11, the results
are provided using Sentence 1 because the accuracy for the other sentences is the same. The analysis of the developed system

with regard to recognizing forged audio is discussed in the subsequent section.
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4 ANALYSIS AND COMPARISON

4.1 Analysis of Forged Audio Recognition

Determining the approach used by the developed system to declare audio as forged is crucial, and eventually, the request of a
claimed speaker to access a service declines. To analyze the process, the distribution of the LLH values of 989 audios
(Sentence 1) is depicted in Fig. 6. In each recording, digitl, digit4, and digit5 are spoken by genuine speakers (shown in blue
in Fig. 6). By contrast, digit2, digit3, and digit6 are uttered by impostors (shown in red in Fig. 6).

When a digit of a genuine speaker is compared with its model, the computed LLH is extremely high. For example,
approximately 99% of the LLH values of digitl are found between —10 and -5, with an average value of —7.8. By contrast,
when a digit of an impostor is compared with that of the claimed speaker, its LLH value is extremely low and falls within the
range of —48 to —12. Although only 20 values are found between —15 and —12, 98% values are between —15 and —48. The
same trend is observed for digit3; that is, all the LLH values are within the range of —56 to —12, as shown in Fig. 6(e), with
16 values within the range of [-15 —12]. The gaps between the computed LLH values make the system capable of

differentiating between genuine and forged audios.
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Fig. 6: Distribution of LLH values for (a—c) digitl, digit4, and digit5 of genuine speakers, and (d—f) digit2, digit3, and digit
6 of impostors.

The slight overlap that occurs between the LLH values of genuine and forged audios (Fig. 7) is the reason for the decrease

in the percentage of TPs. That is, this overlap introduces false rejection. However, false acceptance is virtually zero in all the

cases, which is a positive aspect of the developed system. Such false acceptance value indicates that the system does not

authenticate forged audio.

Fig. 7: Probability density function of the LLH values of genuine speakers and impostors for digit5S (genuine speaker) and

digit6 (impostor).

4.2  Summary and Comparison

The developed system exhibits good performance for genuine and tampered audios. The maximum obtained results for the
authentication of genuine audio and the detection of tampered audio is 100% each. Meanwhile, the minimum results for
authentication and forgery detection are 92.50% and 99.90%, respectively. A decrease of 7.50% in authenticating genuine

audio is due to the inaccurate detection of boundary points in SR. However, the overall average performance of both types of
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audio (genuine and forged) is 96.6% and 99.98%, respectively, which are better than those of many existing forgery detection
systems.

The accuracy of the system developed in [8] was 75.9%, and it performed classification of the environment and the
microphone to detect audio tampering. In addition to its lower accuracy, this system cannot detect forgery if splicing is
performed using audios recorded in the same environment and with the same microphone. In another system [9], tampering
was detected via microphone classification, and an accuracy of 95% was obtained. This approach is also inapplicable if forgery
is performed using audio recorded with the same microphone. In [12], the accuracy of the system was 100% for detecting
splicing in audio. However, such accuracy was provided only to tampered audio, which is also 100% for our proposed system.
In addition, one of the limitations of this previous study is that the system requires training with forged audio. In our proposed
system, training the system with forged audio is not required. When detecting splicing, the systems developed in [11], [24],
and [4] achieved accuracies of 96%, 96.9%, and 85.54%, respectively. The comparison of existing studies with our proposed

forgery detection system concludes that our system outperforms existing systems.

5 CONCLUSION

The proposed forgery detection system determines the existence of more than one speaker in audio to identify tampering. In
addition, it highlights the tampered segments that do not belong to the claimed speaker, and it can detect forgery introduced
by combining recordings from different equipment and environments. The experimental results show that the system is
accurate and reliable in decision-making. The acceptance criterion for authentication is strict; that is, the system can reject
genuine audio but will not authenticate forged audio. Given its high accuracy, the system can be used reliably in IoT platforms
for authenticating audio. The proposed system can be used in various real-world applications, particularly when an impostor
intends to deceive a deployed authentication system by tampering audio with a voice similar/close to the genuine speaker.
This scenario may occur easily, because voice authentication systems process the entire audio to identify the claimed speaker.
Hence, an authentication system cannot recognize that some segments belong to an impostor, and thus, grants access to
required services to an unauthorized person. The proposed system can also be used to provide scientific evidence in situations
wherein doubt that audio contains more than one speaker exists. Such evidence may be used in courts to support the decision
to prove a person guilty. In the future, the proposed system will be implemented using a large dictionary that contains more

common words and sentences.
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