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Abstract

The aim of this thesis is to design, implement and assess a practical Physical Layer Network

Coding (PNC) scheme in multi-user massive Multiple-Input Multiple-Output (MIMO) sys-

tems utilizing M-ary Quadrature Amplitude Modulation (M-QAM). PNC is a new technology

that is gradually becoming one of the most sought after, as it has the potential to increase

network capacity, whilst ensuring that the spectrum is also efficiently used. One of the design

goals is to ascertain if combining PNC and massive MIMO is even possible. In accomplishing

this goal in a multi-user cellular system with a centralized base station relaying bi-directional

communication of M-QAM symbols among user equipment (UEs), a formulation of PNC

mapping scheme as a function of clusters of sum and difference (SD) of transmitted symbols

from the antennas of the UE pairs is pursued. The simulation results reveal that the proposed

PNC scheme achieves twice the spectral efficiency in massive MIMO, without altering the

latter’s underlying framework and without any degradation in the bit-error-rate (BER).

Having established the feasibility of combining PNC and massive MIMO, an evaluation

of the proposed scheme against jamming attack is carried out and the simulation results reveal

the resilience of the scheme against a barraging jamming noise signal, yet with an increase in

spectral efficiency (SE). In addition, extension of the proposed PNC scheme together with

Index modulation (IM), a physical layer technique that increases energy efficiency (EE) by

utilizing fewer resources to transmit, is designed, implemented and evaluated. The simulation

results reveal that combining PNC and IM creates a good balance between EE and SE.
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Chapter 1

Introduction

1.1 Motivation

An insatiable demand for network capacity to support high data rate services such as high

speed internet and multimedia applications has led to the evolution of the wireless commu-

nication systems. These evolved systems must provide solutions for constraints not only

limited to capacity and data rate but also existing key performance indicators (KPI), such

as, network coverage, reliability, energy efficiency (EE), latency and spectral efficiency

(SE). Some of these challenges can be addressed through the use of massive Multiple-Input

Multiple-Output (MIMO) and Beamforming [1, 2].

The wireless communication era beyond 5G (B5G) is expected to be augmented by novel

enabling technologies. However, because it takes time to research into new technologies,

develop, test and deploy, in the interim or even long term, a mix of existing technologies

would still be sought after to satisfy the crunching requirements beyond 5G. The wireless

medium is expected to continue to be interference limited. Beyond 5G, there will be a

plethora of transmission technologies coexisting and efficiently using the existing sub-6GHz

spectrum and the new spectrum such as the millimeter-Wave (mmWave) and the Terahertz

(THz) bands. New technologies would have to have interference mitigation mechanisms

as part of their underlying architectures in order to coexist with other technologies. This

makes Physical Layer Network Coding (PNC) [3], a physical-layer technique that operates



2 Introduction

without any interference mitigation by leveraging on the decoding techniques that isolate the

individual symbols from interfered symbols, key beyond 5G.

Most of the interference in the current wireless systems are what would be termed

"friendly" interference. These are interference that occur as a result of multiple communica-

tion entities trying to use the wireless medium at the same time. The intent is though, not to

sabotage the communication systems. However, there are some interference in the wireless

medium, and their intent are to prevent any communication system from operating normally -

meaning, making it difficult for the receiving nodes in the communication system to properly

decode messages received from peer nodes. Such uncontrolled interference fall into the

category of denial-of-service (DoS) attack and is often referred to as radio-frequency (RF)

jamming [4, 5]. RF jamming is a malicious attempt to overwhelm a wireless communication

system with the objective of sabotaging the normal operation of the network. Again, PNC is

a key physical layer technique that has the potential to withstand jamming attack.

Although PNC addresses SE, allowing multiple nodes to transmit at the same time

without any interference mitigation, EE is rather over overlooked. Forexample, massive

MIMO is poised to offer high SE, as massive number of antennas at the base station are able

to accommodate large number of communications from a multitude of devices, ensuring that

the spectrum is utilized efficiently and massively. In the case of Ultra-reliable low-latency

communications (URLLC), which is an important usecase introduced in 5G to cater for

services that require high reliability and very low end-to-end latency, EE may not always be

ensured. URLLC applications that include mission-critical applications such as industrial

automation, remote surgery, intelligent transportation systems, smart grids, just to name

a few would have miniature devices or sensors, whose life span extends whenever they

are not always powered on. Therefore, there is the need to ensure their source of energies

are efficiently utilized. Besides reliability and latency, the performance of a URLLC based

system is driven by these two KPIs: SE and EE. A highly performing URLLC communication

system should undoubtedly have high values of these KPIs. Unfortunately, these two KPIs

are conflicting. An increase in EE compromises the SE and the vice versa. Finding a

good balance between these two metrics is therefore challenging. However, this challenge
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can be tackled with Index Modulation (IM) technique [6]. In IM, only a subset of the

communication resources (time/frequency/space/code sequence) is activated to transmit

information by conventional modulations, whilst the resource activation pattern also carries

further information. Using only part of the resources to transmit, yet conveying more

information increases EE.

Considering that both massive MIMO and PNC ensure high SE and IM offering high EE,

the lingering question is whether these three physical layer techniques can be accommodated

into a single solution to provide a good balance between EE and SE, or even provide high EE

beyond what the individual techniques would have offered. Incorporating PNC means that

interference mitigation mechanisms might not be required. Integrating this into a massive

MIMO system will yield high capacity gain, and with IM, few resources in the massive

MIMO system would be utilized, including resources available to the device, and therefore

their energies could be efficiently managed. A major research question here is if an integrated

system of massive MIMO and PNC and/or IM is even feasible and if feasible, whether the

error performance will be as a good as what the individual schemes offer.

1.2 Thesis Contributions

The aforementioned challenges above are now factored into the following key objectives for

this thesis:

1. To design and develop a practical joint massive MIMO and PNC scheme that allows

PNC to be deployed in massive MIMO systems and furthermore, analyse the perfor-

mance of the combined massive MIMO and PNC, hereinafter, referred to as massive

MIMO PNC;

2. To design and develop a joint massive MIMO PNC and IM and analyse its error

performance;

3. And to ascertain the extent to which massive MIMO PNC shields a communication

system against a barraging jamming attack.
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PNC has traditionally been researched along the lines of point-to-point relay communica-

tion systems between a relay and two communication nodes and most of the PNC mapping

schemes have been proposed along these lines. Because PNC in MIMO or massive MIMO

systems is fairly new, the contributions in the thesis work in addressing the aforementioned

objectives are the following:

1) Designed a PNC mapping scheme that is tailored to the complexity of increasing the

number of antennas at the base station as well as the communication nodes, henceforth, called

user equipment (UEs). Here, we propose of an extension of a scheme presented in [7]. In

[7], the authors presented a basic PNC mapping scheme, that is based on the summation and

difference of the constellation values of the Binary Phase-shift keying (BPSK) modulated

symbols in a 2×2 MIMO system. We affirm that the summation and difference constellation

symbols lead to unique set of PNC symbols. However, if we were to demonstrate the full

potential of PNC in MIMO systems, then the log-likelihood ratio (LLR) algorithm used in

[7] will not work in systems with large number of antennas and with nodes transmitting high

order modulation symbols, such as the M-ary Quadrature Amplitude Modulation (M-QAM).

Instead, we use Maximum Aposteriori (MAP) estimation to derive the summation and

difference of the interfered symbols contributed by the large number of receiving antennas at

the base station.

The publication addressing this contribution is the following:

• B. Okyere, L. Musavian and R. Mumtaz, "Performance Analysis of Physical Layer

Network Coding in Massive MIMO Systems With M-QAM Modulations," in IEEE

Transactions on Vehicular Technology, vol. 70, no. 5, pp. 4631-4645, May 2021.

2) Developed a generalized PNC mapping scheme for any number of antennas and any

order of the M-QAM and further simplified the derived mathematical formulations for the

mapping functions. This work is concluded by assessing the bit-error-rate (BER) of the

detection of the summation and difference of the received symbols using Zero-Forcing (ZF)

and Minimum-Mean Square Error (MMSE) detection schemes.

The publications addressing this contribution are the following:
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• B. Okyere, L. Musavian and R. Mumtaz, "Performance Analysis of Physical Layer

Network Coding in Massive MIMO Systems With M-QAM Modulations," in IEEE

Transactions on Vehicular Technology, vol. 70, no. 5, pp. 4631-4645, May 2021.

• B. Okyere, L. Musavian and R. Mumtaz, "Multi-User Massive MIMO and Physical

Layer Network Coding," 2019 IEEE Globecom Workshops (GC Wkshps), 2019, pp.

1-6.

3) We then explored further on determining how resilient a PNC communication system

is to jamming attack. We propose of a MIMO PNC system model that includes a jammer.

The jammer sends a barraging jamming signals of noise with the intent of circumventing the

capability of the legitimate users’ to correctly decode received symbols. Through Monte-

Carlo simulation, the error performance is evaluated between our massive MIMO PNC

scheme and a jammer and the traditional MIMO with jammer. The results depict that our

proposed PNC scheme performed considerable well in the midst of jamming noise signals,

as opposed to the traditional MIMO.

The publications addressing this contribution are the following:

• B. Okyere, L. Musavian and R. Mumtaz, "Performance Analysis of Physical Layer

Network Coding in Massive MIMO Systems With M-QAM Modulations," in IEEE

Transactions on Vehicular Technology, vol. 70, no. 5, pp. 4631-4645, May 2021.

• B. Okyere, L. Musavian, B. Özbek, S. A. Busari and J. Gonzalez, "The Resilience

of Massive MIMO PNC to Jamming Attacks in Vehicular Networks," in IEEE Trans-

actions on Intelligent Transportation Systems, vol. 22, no. 7, pp. 4110-4117, July

2021.

• B. Okyere, L. Musavian, R. Mumtaz and J. Gonzalez, "The Resilience of MIMO

Based Physical Layer Network Coding to Jamming Attack," 2020 IEEE International

Conference on Communications Workshops (ICC Workshops), 2020, pp. 1-5.

4) The last contribution in this work is the fusion of MIMO-PNC and IM. Index Modula-

tion’s capability to enable a subset of the communication resources, which include transmit
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antennas, spectrum sub-carriers, time slot, among others, and conveying additional infor-

mation just from detecting the indices of the activated subset of radio resources, whilst

saving some energy, makes it a compelling physical layer technique that efficiently uses the

spectrum. Since MIMO-PNC provides some degree of EE, a robust fusion of PNC and IM,

goes a greater degree to strike a good balance between EE and SE. In our contribution, we

combined our proposed massive MIMO-PNC scheme with IM and the performance was quite

good. However, further research is needed on the decoding part of the combined PNC-IM

in order to elevate the performance to be as close as possible to practically being used in

real communication systems. But the combination of these two physical layer techniques

are feasible, as we have proved, and with improved error performance, B5G usescases and

applications such as URLLC could be developed in energy efficient way.

The publication addressing this contribution is the following:

• B. Okyere, L. Musavian, B. Özbek, S. A. Busari and J. Gonzalez, "A Novel Joint

Index Modulation and Physical Layer Network Coding Mechanism for Beyond 5G,"

in IEEE Communications Standards Magazine, vol. 5, no. 2, pp. 100-105, June 2021.

1.3 Thesis Outline

Chapter 2 introduces the core concept of the thesis. It starts by introducing multi-antenna

systems, outlining the revolution from MIMO to massive MIMO. The multiplexing and

diversity techniques of MIMO are illustrated and comparisons are made among different

antenna configurations such as Single Input Single Output (SISO), Single Input Multiple

Output (SIMO) and Multiple Input Single Output (MISO). Multi-user MIMO is also intro-

duced briefly to lay down the foundation for massive MIMO. In the end, linear detection

techniques for massive MIMO, the advantages and disadvantages are also presented. These

linear detectors are the underlying detection techniques for the proposed work described in

Chapter 3.

Chapter 3 describes the design of the proposed massive MIMO PNC scheme. A multi-

user system model is identified and the detection of the sum and difference of the transmitted
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symbols from the interfered symbols using ZF and MMSE is formulated and the PNC map-

ping functions, based on the order of the M-QAM are presented and simplified. Simulation

results based on a multi-user massive MIMO PNC system is presented and the results show

that our proposed scheme, besides achieving twice the spectral efficiency of the MIMO

system, has a better error performance compared to the traditional massive MIMO.

In Chapter 4, we present the assessment of the jamming attack on a PNC system, with our

proposed MIMO-PNC scheme as the underlying framework. This contribution was primarily

simulation work, so the system model is presented and the simulation approach is outlined.

The results are analysed and presented. The results show that our proposed MIMO-PNC

scheme withstood the barraging jamming attack. We considered both sub-6GHz (Rayleigh

fading) and mmWave.

Chapter 5 describes the approach of the fusion of MIMO-PNC and IM. In this work, we

focus on Spatial Modulation (SM), and therefore, a system model with this as a requirement

is presented. The building blocks of the system model are described in detail. Simulation

results are presented and the error performance is analysed. As presented in the contribution

section above, the performance could further be improved by implementing an IM detector

that is closely aligned with the fusion of MIMO-PNC and IM.

We end the thesis with a conclusion chapter. In Chapter 6, we summarize the various

contributions, the rationale, goals and the benefits as well as the proposed future derivative

works.

1.4 Publications

Journal papers

1. B. Okyere, L. Musavian, B. Özbek, S. A. Busari and J. Gonzalez, "The Resilience

of Massive MIMO PNC to Jamming Attacks in Vehicular Networks," in IEEE Trans-

actions on Intelligent Transportation Systems, vol. 22, no. 7, pp. 4110-4117, July

2021.
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2. B. Okyere, L. Musavian and R. Mumtaz, "Performance Analysis of Physical Layer

Network Coding in Massive MIMO Systems With M-QAM Modulations," in IEEE

Transactions on Vehicular Technology, vol. 70, no. 5, pp. 4631-4645, May 2021.

3. B. Okyere, L. Musavian, B. Özbek, S. A. Busari and J. Gonzalez, "A Novel Joint

Index Modulation and Physical Layer Network Coding Mechanism for Beyond 5G,"

in IEEE Communications Standards Magazine, vol. 5, no. 2, pp. 100-105, June 2021.

Conference papers

1. B. Okyere, L. Musavian and R. Mumtaz, "Multi-User Massive MIMO and Physical

Layer Network Coding," 2019 IEEE Globecom Workshops (GC Wkshps), 2019, pp.

1-6.

2. B. Okyere, L. Musavian, R. Mumtaz and J. Gonzalez, "The Resilience of MIMO
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Chapter 2

The Fundamentals of the Core Concepts

2.1 MIMO

MIMO, is a multi-antenna [8–10] physical layer technology, that refers to a collection of

signal processing techniques that use multiple antennas at the transmitter, receiver, or both to

improve on the performance of the wireless communication systems by either combating or

exploiting multi-path propagation in the communications medium between the transmitter

and receiver [11]. Multiple antennas at the transmitter and receiver introduce spatial degrees

of freedom, and this can be exploited either through diversity or multiplexing [12]. Creating

diversity in the spatial domain can facilitate in combating against multi-path propagation

fading issues. Therefore the study of MIMO has always been on the lines of spatial diversity

and spatial multiplexing techniques.

Although the motivation of multi-antenna technology was founded based on spatial

multiplexing, the antenna diversity at either the transmitter or the receiver has paved way

in overcoming multi-path propagation issues, such as fading [13]. Due to the scattering of

signals in the propagation medium, the transmitted signal tends to split up into different

replicates and each moving across independent fading channels. When multiple replicas

of the same information are sent across independently fading channels, the intensity of

the fading experienced by each replica of the transmitted signal is different. The different

replicas, but the same signal, arrive at the receiver at different times and with different phases
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Fig. 2.1 Alamouti STBC

and also different angle of arrival. Since the signal strength of each of the replicas would have

deteriorated over some distance to the receiver, having multiple of them at the receiver, and

with effective combining techniques, the replicas could be constructively combined for the

actual transmitted signal to be detected. This guarantees that at least one of the replicas will

suffer less fading compared to the rest. Thus, the chance of properly receiving the transmitted

data increases because of the diversity. Notable combining techniques include selection

combining, maximal ratio combining, and equal-gain combining [14]. MIMO’s spatial

diversity leverages on the multi-path propagation phenomenon by artificially transmitting the

same signals on different antennas. At the receiver, even in non-rich scattering environment,

the replicated signals on the different antennas traverse over independent fading channels

increasing the reliability of detecting the original signal from the replicas. Space-Time

Coding (STC) allows the same information to be transmitted at the same time from different

transmit antennas, and as a result, attain transmit diversity. It is a coding technique that is

performed in both spatial and temporal domains to create replicas of signals transmitted from

various antennas at different time slots. The spectrum can still be efficiently utilized, whilst

using STC to achieve transmit diversity and power gain over spatially uncoded systems.

Space-Time Trellis Codes (STTCs) and Space-Time Coding Codes (STBCs) are some of

the notable STC schemes. STTC is a coding technique that promises full diversity and

significant coding gain, however at the cost of high decoding complexity. Alamouti coding

was introduced under STBC to overcome the decoding complexity and is well known for

being one of the few STC schemes that achieve full diversity and full data rate for two

antenna system. Depending on the time slot, the Alamouti encoder takes M-ary modulated
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symbols as depicted in Fig. 2.1. The Alamouti encoded symbol is transmitted from the two

transmit antennas over two time slots. In the first time slot, t1, the symbols s1 and s2 on

the first and second antennas respectively are transmitted. In the second time slot, t2, the

same symbols, but this time, the negative conjugate of s2, −s∗2, and the conjugate of s, s∗1 are

respectively transmitted on antennas 1 and 2. This can be represented as a matrix as follows:

S(Alamouti) =

 s1 s2

−s∗2 s∗1


2×2

. (2.1)

Evidently, the encoding is performed on both spatial and temporal domains, with the rows of

the matrix representing the time slots and the columns representing the symbols transmitted

at each time slot. The rows and columns of S are orthogonal, and i.e. SSH = αI2. As a result

of the orthogonality, linear signal processing equalizers can be deployed at the receiver to

detect s1 and s2.

Multiplexing of transmitted signals in wireless communication system is founded on

the concept of dividing data streams into layers and transmitting each layer through inde-

pendent space. Spatial multiplexing is based on this concept. In MIMO systems, when

the information bits are modulated into symbols, based on the number of antennas at the

transmitter, the symbols are grouped into blocks accordingly. Spatial multiplexing leverages

on the differences in the channels between transmitting and receiving antenna pairs to create

multiple independent streams between the transmitting and receiving antennas, increasing

throughput by sending different data over parallel streams. At the receiver, each of the

received signals at each antenna consists of the sum of the transmitted signals from all of the

transmit antennas. However, in spatial multiplexing, and in the scattering rich transmission

environment, several independent sub-channels are generated in the same spectrum. In this

regard, the multiplexing gain comes at no additional cost on bandwidth or power. The degree

of freedom is often synonymous to the multiplexing gain in the signal space constellation

[15]. If M is the number of transmit antennas and N, the number of receive antennas, then the

number of degrees of freedom in this multiple antenna configuration is equal to min(M,N).

The degree of freedom influences the overall capacity of the system. Fig. 2.2 a) - Fig. 2.2
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d) depict the various antenna configurations that multi-antenna systems can adopt. Each of

these configurations achieve different diversities and multiplexing or capacity gains. Among

the different configurations, the Single Input Single Output (SISO) in Fig. 2.2 c), exhibits the

worst of the diversity gains. The capacity of such a system is given by [16]

C(SISO) = log2(1+SNR|h|2) bps/Hz, (2.2)

where SNR is the signal to noise ratio and h, the complex channel gain between the transmit

and the receive antennas. There is no receive or transmit diversity gain. However, in the case

of the Single Input Multiple Output (SIMO) in Fig. 2.2 d), where there is a single antenna at

the transmitter and multiple antennas at the receiver, the receiver diversity gain increases,

and the capacity is given as [15]

C(SIMO) = log2(1+SNR
N

∑
i=1

|hi|2) bps/Hz, (2.3)

where hi, the complex channel gain between the transmit antenna and each of the receive

antennas. The main difference between the SISO and SIMO antenna configurations is that

the latter’s capacity is dependent on the logarithmic of the number of antennas at the receiver,

leading to a high capacity gain than the SISO. It also has a higher receive diversity gain.

It is also possible to have a diversity at the transmitter as shown in the configuration for

the Multiple Input Single Output (MISO), depicted in Fig. 2.2 b). The transmitter can then

send multiple but different streams at the same time to a single receive antenna. A detector at

the receiver should be able to isolate the different streams in the equalizer. The capacity of a

MISO system is given as [15]

C(MISO) = log2(1+SNR
M

∑
i=1

|hi|2) bps/Hz. (2.4)

The MISO unfortunately, does not have any multiplexing gain, but does have a higher

diversity gain at the transmitter.
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The MIMO configuration in Fig. 2.2 a) rather overcomes the limitations of the other

antenna configurations by having many antennas at the transmitter as well as the receiver,

providing enough diversity as much as multiplexing gain. The capacity of such a system is

given as [15]

C(MIMO) = log2

[
det(IN +

SNR
M

HHHHHHH)

]
bps/Hz, (2.5)

where IN is the identity matrix of dimension N ×N and HHH, an i.i.d complex channel matrix

of dimension M×N and (·)H, the conjugate transpose. The capacity can be computed by

decomposing the vector channel into a set of parallel, independent scalar Gaussian sub-

channels using singular value decomposition (SVD). If the diagonal element of the SVD

decomposed HHH has the same eigenvalues, then MIMO capacity is reduced to [15]

C(MIMO) = min(M,N)log2(1+SNR) bps/Hz. (2.6)

Equation (2.6) is an important one, because it shows that the MIMO capacity as a factor of

the minimum between the transmit and and receive antennas, and is higher than the capacity

of the SISO or MISO antenna configurations.

2.1.1 Multi-user MIMO

The multi-antenna configurations in Fig. 2.2a) - 2.2d) are largely point-to-point and just be-

tween two entities, one as the transmitter and one as the receiver. In practical communication

networks such as cellular networks [17], a base station could serve multiple users making

such point-to-point antenna configurations impractical. The configuration that typifies the

services provided by cellular network is the Multi-user MIMO [14, 18, 19]. The strategy of

using several antennas at the base station to serve multiple users is called Multi-user MIMO

communications. This communication system exploits the spatial degree of freedom in order

to multiplex multiple users simultaneously and utilizing the same spectrum. This is achieved

by having multiple number of antennas at the base station and this strategy leads to significant
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gains in capacity and diversity as multiple antennas can be used to transmit many streams of

information, but for different users, at the same time or in most cases where the channel is

compromised with lower bit error rate, the same stream of information is repeated several

times on the different antennas.

2.1.2 Massive MIMO

Although the spatial domain is utilized by MIMO, it has not been extensively exploited as

it should be. To extensively utilize the spatial domain is to have a large swath of antennas.

This is termed massive MIMO. Massive MIMO is basically the extension of MU-MIMO, by

deploying a large array of antennas at the base station to serve a sizeable number of users.

Since its conception [20], it has received significant amount of attention [21–23], because its

large array of antennas increases the multiplexing gain, allowing many number of users to be

served at the same time. The multiplexing gain increases throughput and the capacity of the

system. In 5G, massive MIMO is one of the key technologies [1, 24], and it will continue

to pave way for services that require high throughput, even beyond 5G, as depicted in Fig.

2.3. In the shorter wavelength of the electromagnetic spectrum, such as mmWave [25], not

only would the base station be able to stack up large number of antennas together, but also

in the user device, which traditionally, has had limited number of antennas. The mmWave

spectrum facilitates stacking up large number of miniature antennas together to form a giant

array antenna.

Energy efficiency is another relevant benefit of massive MIMO [26]. Beamforming is

a spatial filtering technique that enhances transmitted signals to a desired direction and

suppresses noise and interference to other directions [27–29]. Beamforming is achieved by

controlling the phase and the relative amplitude of the signal at each transmit antenna in order

to create constructive and destructive interference in the wavefront. The goal is to make the

constructive part as directional as possible with the strongest beam, whereas the destructive

has significantly lower power. The larger the number of antennas, there more localised the

transmitted beam and the less interference transmitted signals impose on the communication
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Fig. 2.3 MU Massive MIMO

in the desired direction. Therefore, not only does beamforming make massive MIMO energy

efficient, it also contributes to the interference mitigation.

Besides the large capacity that massive MIMO offers at the base station, spatial diversity

can also be further exploited. The entire system can achieve higher reliability with large

number of antennas. The high reliability in massive MIMO systems is as result of the so

called channel hardening effect. With a large number of transmit antennas, the effect of

small scale fading [30] can be mitigated or completely eliminated by exploiting channel

hardening effect. With channel hardening, fast-fading decreases and the channel starts to

exhibit deterministic behavior, one that is deemed a stable capacity. The rigorousness and the

complexity of channel estimation reduces and also power allocation, since the small-scale

fading decreases, leaving only the large-scale fading to be dealt with. Besides high reliability,

channel hardening phenomenon might turn detection schemes of low-complexity to good

performing schemes for massive MIMO systems [31].

2.1.3 MIMO Detection Techniques

One of the design goals of any wireless communication system, in an interference and

noise limited environment, is for receivers to correctly detect or decode [32] the transmitted

symbols. In a multi-user cellular communication systems where multiple users are communi-

cating via a base station concurrently, the received symbols at the intended receiver will be
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Fig. 2.4 Detection of transmitted symbols over MIMO

a mix of symbols from the intended transmitter and symbols from unintended transmitters.

Unlike MIMO’s spatial diversity, the spatially multiplexed MIMO technique transmits differ-

ent signals on each of the transmit antennas with the purpose of increasing data throughput,

utilizing the same frequency band and transmission power.

Considering the point-to-point M×N spatially multiplexed MIMO system in Fig. 2.4,

the channel matrix, HHH, is represented as in (2.7), where the channel gain between the mth

transmit antenna and the nth received antenna is hnm, m = 1, . . . ,M and n = 1, . . . ,N.

HHH =


h1,1 h1,2 . . . h1,n

h2,1 h2,2 . . . h2,n
...

... . . . ...

hm,1 hm,2 . . . hm,n


M×N

. (2.7)

Let rrr, sss and zzz denote, respectively, the received symbols vector, the transmit symbols vector

and additive white Gaussian noise at the receiver.

rrr = HHHsss+ zzz, (2.8)

A MIMO detector should be able to correctly estimate sss from rrr. A Maximum Likelihood

(ML) detector is the optimal detector that can be deployed in MIMO systems to estimate

transmitted symbols. The goal of an ML detection scheme is to determine the set of



18 The Fundamentals of the Core Concepts

transmitted symbols that minimizes the Euclidean distance between the received symbols

vector and all possible symbols that can be considered for the transmit symbols vector. The

ML estimator has to satisfy (2.9).

ŝssML = argmin
s

∥rrr−−−HHHsss∥2, (2.9)

where ŝssML is the estimated symbol.

The need to search through all the constellation values of the transmitted symbols in order

to determine the value that minimises (2.9) creates an exponential complexity in executing

such a function. Therefore, ML is relevant in comparing sub-optimal detection techniques,

but it is not a practical detector for real life MIMO systems. Zero Forcing (ZF) and Minimum

Mean Square Error (MMSE) are some of the well known practical linear detectors deployed

in MIMO systems. Linear receivers (ZF and MMSE) can reduce the decoding complexity

but they typically suffer from noise enhancement.

ZF is a linear equalizer whose objective is to remove inter-symbol interference (ISI) of

the received symbols. Successfully alleviating the received symbols off from the ISI, the

desired transmitted symbols will be detected. It operates on the assumption that noise plays

little factor at the receive antennas. Let the received symbol at the nth receive antenna be

given as

rn = hn,ksk +
N

∑
j=1, j ̸=k

hn, jsk + zn, (2.10)

where the first component of the summation is the desired transmitted symbols and the corre-

sponding channel gain, and the second component and the rest representing the contributions

from the interference. To mitigate the interference components, ZF equalizes the received

transmitted symbols with weight as follows

ŝssZF = GGGZFrrr = GGGZFHHHsss+GGGZFzzz, (2.11)

= sss+GGGZFzzz, (2.12)



2.1 MIMO 19

where, GGGZF is given as

GGGZF = (HHHHHHH)−1HHHH , (2.13)

where (·)−1 is the inverse of a matrix. As shown in (2.12), the noise, zzz, can be significantly

enhanced by a factor of GGGZF.

MMSE removes ISI and noise by minimizing the mean squared error of the received

symbols from the transmitted symbols. To mitigate against the noise factor ignored by ZF

detector, the relation for the MMSE detection is rather

GGGMMSE = (HHHHHHH +σ
2III)−1HHHH , (2.14)

where σ2 is the variance of the additive white Gaussian noise.

2.1.4 State of the art of MIMO

The use of multiple antennas first came to light in the following seminal papers [15, 33–35]

and have since gained a lot of interest. Foschini, whilst at Bell Laboratories, showed that

the communication capacity enabled by a system with M transmit and N receive antennas,

under the assumption that the transmit radio knows nothing about the multi-antenna transfer

function HHH from the transmitter to the receiver, is given by the classic formula in (2.5).

Telatar did confirm the postulation from Foschini by providing alternative way of estimating

the capacity of the the MIMO system using information theory. The introduction of space-

time codes [34, 36] allowed the spatial diversity to be efficiently exploited, although in the

Alamouti’s [36], only 2×1 was considered. In [34] , Tarokh generalized it to a higher number

of transmit antennas.

As highlighted in the previous sections, there are two types of STC: STTC and STBC.

Although STTC has a better performance, it is not practical and cost effective. STTC

was introduced in [33] as a coding technique that promises full diversity and substantial

coding gain at the price of quite high decoding complexity, as a result of using ML at the
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receiver. STBC, on the other hand has been developed on the lines of Alamouti’s [36]. STBC

is designed to allow for increased performance of wireless transmissions, knowing each

signal may be delayed or experience different SNR. STBC compensates for the added noise

and other additional losses through spatial channels and can help reduce bit-error rates. It

combines the benefit of the Forward-Error-Correction (FEC) and Diversity.

Having established the MIMO linear detectors in the previous sections, it is worth

mentioning that, there are other sub-optimal detectors that are also used in MIMO systems.

In [37], a survey of massive MIMO detection techniques were comprehensively studied and

presented. Low complexity massive MIMO detection algorithms with optimal performance,

in the last decade, have garnered a lot of attention. The authors presented an extensive

review of the milestones in the development of optimal and near-optimal linear detection

algorithms specifically designed for massive MIMO systems such as detectors based on

a local search, belief propagation and box detection. They also briefly explored several

nonlinear low-dimension antenna based MIMO detectors and their applicability in massive

MIMO systems. In addition, they presented recent advances of detection algorithms which

are mostly based on machine learning or sparsity based algorithms context.

There have been other comprehensive surveys addressing many facets of the use of

massive MIMO. In [25], a survey of the mmWave massive MIMO system challenges and

benefits were introduced. User throughput, spectral efficiency, and energy efficiency of

massive MIMO systems were also addressed. Furthermore, effects of the modulation scheme,

the signal waveform, the multiple access technique, user scheduling algorithm, the front-haul

design, the antenna array architecture, and the precoding algorithm were outlined. This

survey also presents a holistic view of beamforming techniques for mmWave communication.

The underlying principle of beamforming mechanism is briefly explained, and the evolution

of beamforming systems for mmWave communications along with the contemporary devel-

opments is described. With ultra dense networks poised to be a distinct possibility for future

generation of wireless communications, mmWave technology is envisaged to be the key

enabler to support and leverage data rates in excess of 10 Gbps. Massive MIMO systems have

clearly outlined the importance of beamforming along with spatial multiplexing techniques
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to enhance data rates, increase network capacity and mitigate interference. In achieving the

desired performance for mmWave MIMO systems, hybrid beamforming methods, comprising

of baseband precoding with limited number of RF chains and constant amplitude analog

phase shifters, are shown to be effective. To reduce the hardware cost, the precoding can be

jointly designed in both analog and digital domains to reduce the required number of RF

chains. The survey concluded that the performance of mmWave massive MIMO system in

practical scenarios and real-life applications is still under intense research, although greater

strides have been made in recent times

2.2 Physical Layer Network Coding

2.2.1 Core Concept

Physical Layer Network Coding (PNC), an important physical layer technique, tolerates

interference. Built on the concept of the well-known network-layer Network Coding, or-

thogonality in uplink transmission is relaxed in the sense that multiple nodes can transmit

in parallel. Orthogonality would have mandated that either in the time-domain, the nodes

transmit sequentially, or in the frequency-domain, the bandwidth is divided among the nodes

for transmission. Although the transmissions from the nodes in uplink interfere, with PNC,

only a function of the superimposed signals is extracted by the receiving nodes. Extracting

a function of the interfered signals, where a new signal is generated with constellations

conforming to that of the input, is often referred to as PNC mapping. PNC Mapping is one

of the most challenging aspects of developing PNC schemes. Since PNC allows transmitting

nodes to transmit in parallel, in a relay system, there is a boost in network capacity and

throughput, making PNC, a plausible physical layer technique that can address some of the

challenges in interference-limited network. The realization of the PNC scheme is closely

related to the demodulation mapping. Consider the relay system in Fig. 2.5, where two nodes,

Node 1 and Node 2 communicate with each other through a relay, R. This is often referred

to as a two-way relay channel (TWRC) system model. The first system model shown in

Fig. 2.5(a) is without network coding. Node 1 and Node 2 are not allowed to transmit at the
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Fig. 2.5 Network Coding in TWRC

same time, and therefore, it takes four time slots for messages, w1 and w2, to be exchanged.

In Fig. 2.5(b), Node 1 and Node 2, much like in Fig. 2.5(a), transmit at orthogonal times.

However, the relay, R, generates a combined message, wNC, using w1 and w2, and sends wNC

in a single time slot back to Node 1 and Node 2. The bitwise XOR is typically the operation

that generates wNC, i.e., wNC = w1 ⊕w2. In downlink (DL), each of these nodes performs

a similar operation on wNC by XOR’ring that with a copy of what was sent previously, i.e.,

w1⊕WNC for Node 1, and w2⊕WNC for Node 2, to extract the actual packet sent by the other

node. In Fig. 2.5(c), Node 1 and Node 2 can transmit at the same time. Since messages w1

and w2 interfere at R, decoding or separating each from the other may not be possible. This

is the reason wireless communication systems employ orthogonal multiple access schemes

either in time, frequency or space to reduce the effects of interference. However, this interfer-

ence becomes trivial through network coding at the physical layer since it generates or maps

interfered symbols to network-coded symbols. The network-coded symbols are chosen such

that there is no ambiguity for each node to recover its intended messages from others. Upon

receiving the DL broadcast NC symbols, each node performs a similar operation, to retrieve
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the symbols sent by the other transmitting nodes. Irrespective of the chosen modulation

scheme at the physical layer, the constellation of the superimposed signals at the relay may

go out-of-range, if compared to the constellation of the modulated signals at the transmitting

nodes. Therefore, a key challenge in PNC is the development of unambiguous PNC mapping

algorithms that map superimposed constellations at the relay to the constellations that can be

decoded by the nodes. The toleration of interference in PNC leads to capacity boost, as time

slots required to have end-to-end communication in a relay system is reduced by half.

2.2.2 State of the art of PNC

The seminal work of Ahliswede et al in [38] did spearhead a new wave of techniques

that exploits the efficient usage of the network resources - a technique termed Network

Coding. Due to its potential to improve the efficiency of wireless networks, there has been

considerable amount of interest in understanding its theory and application in the wireless

network. Many theories have been presented in the lines of network coding that includes, but

not exclusively to [39, 40].

Applying the network coding technique at the physical layer became increasingly im-

portant in the wireless communication system, because compared to the traditional way of

communication, the total number of time slots of end-to-end communication reduces from

four to two in a relay system [41]. The quest for applying network coding in wireless systems

and at the physical layer started off with the work presented in [41], although along the same

time, other group of researchers had proposed different designs [42, 43]. However, the work

of [41], although based on two way relay system and transmission scheme of Binary Phase

Shift Keying (BPSK), has often been the benchmark for other derivative works around PNC.

It is fair to state that a lot of spin-off works have focused on the simple three-node TWRC

system, where two nodes communicate concurrently through a central relay system. A good

network coding function allows the relay to effectively compute the corresponding network

coded information. The authors in [44] optimally designed a practical compute-and-forward

based Linear PNC (LPNC) scheme for fading TWRCs, where the channel state information

(CSI) is not available at the transmitters. Using a defined Euclidean distance for LPNC, they
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derived an explicit expression on an optimized integer coefficients that minimizes the error

probability. They noted that the LPNC framework are not limited to TWRCs, rather could

widely be applied to more comprehensive wireless networks, e.g., distributed MIMO and

multiple-access relay channels.

In [7], the authors proposed a linear detection based scheme using log-likelihood ratio

(LLR) and selective combining. The relay utilizes the summation and difference of the two

end packets, and then converts them to an NC symbol. The focus of [7] was only a 2×2

MIMO with BPSK modulation. This work was then extended in [45] to a 4×4 MIMO relay

system, where the relay is equipped with four antennas and two UEs, each equipped with

two antennas. A multiplexing gain is observed when the number of antennas at both the relay

and the two UEs increased in [45].

In [46], the authors proposed a space-time (ST) coded multiple-input multiple-output

(MIMO) linear physical-layer network coding (LPNC) scheme that promises full-rate and

full-diversity, while achieving the maximum coding gain of LPNC. An eigen-direction

alignment precoding scheme is proposed in [47] and [48] for MIMO TWRCs, where multiple

independent PNC streams are created over aligned eigenmodes. Although [3] did not focus

on MIMO and PNC, they touched on combining channel coding and PNC to ensure network

reliability, a key technique for practical deployment of MIMO and PNC. Therefore, in

order for any proposed PNC scheme to be deployed in real systems, integrating channel

coding [49][50] is of utmost importance and further research is needed to ascertain the PNC

performance.

In [51], analog network coding based MIMO TWRC was investigated. However, this is

known to propagate noise from a node to another, and therefore, its performance, is not as

good as the schemes, where each node tries to detect the NC symbols from the noisy received

symbols[52]. On the other hand, in [53–55], it was shown that, in a MIMO PNC scheme,

when a user selects the strongest transmit antenna, it significantly outperforms space-time

block codes. A channel-quantized PNC, that converts K received signals at the relay into two

signals by a QR matrices decomposition in a MIMO TWRC, where Q is an orthogonal matrix

and R, an upper triangular matrix, is proposed in [56], which showed that PNC technique
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can achieve full diversity gain of K. A Full-duplex TWRC in massive MIMO together with

a lattice-based PNC was investigated in [57], which showed that their proposed scheme

requires just a single timeslot to exchange information across TWRC using full-duplexing,

where transmission and reception can occur at the same time in a single node. However,

most practical communication systems still operate in half-duplexing mode. Looking at the

previous works, none has produced any result for a joint multi-user massive MIMO and PNC,

with more than two UEs and where each UE can have multiple number of antennas.

2.3 Index Modulation

2.3.1 Core Concept

The next generation of wireless communication systems are expected to strike a good balance

between SE and EE. To satisfy the requirement of SE mandates that communication resources

are efficiently utilized, and to satisfy the EE, requires that only the relevant but few resources

are utilized at any point in time. Index Modulation (IM) [58] is a physical layer technology

that has received considerable amount of attention lately [59], thanks to its capability to

use limited communication resources to convey information beyond the conventional means

of realizing end-to-end communication. IM, in essence, constitutes a group of modulation

schemes that depend on the turning on and off of communication resources such as sub-

carrier, time slot, antennas, among others, and using indices of the active resources to convey

further information in addition to the actual information transmitted on the active resources.

The dimensions exploited by IM are similar to conventional modulation schemes, which

include space, spectrum and time. The spatial dimension is one that has received considerable

attention and touted to be considered in B5G wireless systems. Therefore, and coupled with

the massive MIMO, this will be the main focus of this sub-section. Spatial Modulation (SM)

[60] is a variant of IM used in systems with multiple antennas, where only a single RF chain

and for that matter, a single antenna is required to transmit. However, the selection of the

antenna can implicitly convey message bits that can be inferred by the receiver if the selected

transmit antenna can be decoded by the receiver. SM has proven to strike a favorable trade-off
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between EE and SE [61]. Fig. 2.6 depicts the architecture of the transmission process of SM.

In this figure, the information bits to be transmitted is divided into two streams: one is the

the actual information bits that undergo conventional modulation, using schemes such as

Quadrature Amplitude Modulation (QAM) and the other bit stream selects which antenna to

be switched on for the transmission. The achievable rate of transmission using SM, RSM, can

be derived from the generalized SM (GSM) as follows

RGSM = p1 + p2 (2.15)

= ⌊log2

(
M
k

)
⌋+ klog2(Q) [bpcu], (2.16)

where
(M

k

)
is the Binomial coefficient of the number of ways to choose k from M, ⌊.⌋, floor

of the estimated value within, M and k being the total number of antennas and number of

antennas to activate respectively, and Q the cardinality of the modulation scheme to modulate

the bit streams to be transmitted on the activated antennas. If we assume that the number of

active antennas at any point is one, then (2.16) reduces to

RSM = ⌊log2(M)⌋+ log2(Q) [bpcu], (2.17)

where bpcu is bits per channel use.

This is how SM Works. In Fig. 2.7, the bit stream needs to be transmitted using SM

scheme, where a single antenna out of the four can be switched on at any point in time. The



2.3 Index Modulation 27

SM

Transmitter

..00101101110101
01

10

11

01

00
11

10

01

00
11

10

01

00
11

10

01

00
11

10

00
Selected QPSK 
Constellation

Selected 
Antenna

Fig. 2.7 How SM-MIMO works

modulation scheme for the transmission of the bit stream is QPSK or 4-QAM. Since there

are only four antennas, two bits are needed in selecting at most a single antenna at any point

in time. Similarly, since the modulation scheme is QPSK, groups of two bits in the bit stream

would be considered for modulation. Looking at the figure, forexample, if "0111" have to be

transmitted, "01" selects the second antenna, whilst "11" maps to the constellation complex

value through the constellation mapper. Such an SM transmission architecture will lead to a

rate of 4 bpcu.

2.3.2 State of the art of IM

As already indicated in the beginning of this sub-section, IM has evolved beyond SM.

Although SM is the primary focus of this thesis work, it is worth highlighting some of the

notable works in the evolution of the IM. There are few comprehensive surveys on IM and

the reader can be referred to these two pertinent ones [58, 59].
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IM schemes have evolved around the dimensions of space, time and frequency of the

wireless communication systems. Unlike the conventional modulation schemes that utilizes

the full capacity of each of these dimensions to convey information over the communication

medium, IM utilizes a fraction of the resources to transmit and in addition convey further

information by letting the receiver decode which of the resources were active and implicitly

inferring which information bits has been used by the transmitter to select those active

resources. This goes without saying that IM does work better together with the conventional

modulation schemes such as PSK, M-QAM and etc.

Orthogonal frequency division modulation (OFDM) has been one of the key modulation

schemes deployed in Long-Term Evolution (LTE) and beyond [62, 63]. This two-dimensional

modulation scheme divides the frequency domain of the spectrum into narrowband sub-

carriers and the time domain into time slots, allowing the spectrum to be efficiently used.

By dividing the spectrum into narrowband flat fading sub-channels, OFDM becomes more

resistant to frequency selective fading. An OFDM-IM scheme proposed in [64] allows a

subset of all the available sub-carriers to be used for transmission and at the receiving end,

the receiver decoding the active subarriers by inferring the symbols or information bits used

to select those subcarriers. This would be the additional information transferred implicitly

without any energy consumption. This scheme falls under the frequency domain IM. Other

notable OFDM-IM schemes include the Subcarrier-Index modulation OFDM (SIM-OFDM)

and the Enhanced SIM-OFDM (ESIM-OFDM). SIM-OFDM [65] uses On-Off Key (OOK)

modulation scheme to modulate the bits that decide which sub-carriers in an OFDM sub-

block will be active, whilst the rest of bits are modulated on the other modulation schemes are

transferred on the active sub-carriers. The performance of SIM-OFDM is rather undesirable

due to error propagation, hence, the introduction of ESIM-OFDM [66]. In this enhancement,

the OFDM sublock is split into two, and each with only two sub-carriers, where a single

sub-carrier is activated at a time. This avoids error propagation and improves the performance.

In essence, these two have now evolved into the generalized SIM-OFDM (GSIM-OFDM)

[64], or what is now referred to as IM-OFDM or OFDM-IM. In GSIM-OFDM, multiple
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sub-carriers are enabled to increase the spectrum efficiency. In increasing the SE, combining

GSIM-OFDM with MIMO is proposed here [67, 68].

Influenced by the frequency domain IM schemes, the following are some of the notable

proposed schemes in the time domain: single carrier IM (SC-IM) [69], Dual-mode single

carrier with index modulation (DM-SCIM) [70] among a few. In the SC-IM, IM is applied on

the time slots at each transmit opportunity. The transmit symbols in the time slots are, hitherto,

divided into active and inactive. The inactive symbols would incur no energy consumption,

however, the indices of the active symbols will carry further information, in addition to the

actual symbols occupied by the information bits. DM-SCIM, on the other hand improves

on the SE the SCIM by using two QAM constellations for the active symbols, whose index

would carry further information. The SE can even be boosted further by combining this with

MIMO as proposed here [71].

As has been reiterated above, the focus of this thesis work is on the SM variant of the IM

and chapters below describe a novel scheme where we combine massive MIMO-PNC and

SM.





Chapter 3

Massive MIMO PNC

3.1 Introduction

The core concepts for massive MIMO and the detection schemes, as well as PNC have been

introduced in Chapter 2. In this section, we present a generic approach where PNC can be

deployed in massive MIMO systems that utilizes any variant of M-QAM and without chang-

ing the underlying MIMO framework. This further allows existing detection schemes such

as ZF and MMSE to be used without any modification. In line with this goal, we formulate a

generalized PNC mapping function, for which its inputs are the detected sum-difference (SD)

symbols from clusters derived from the SD transformation of the channel and equalization of

the received superimposed symbols. Furthermore, we derive and optimize a specialization

of the generalized PNC mapping function and demonstrate that with a few variants of the

M-QAM. A generalized PNC mapping function is then formulated. The generalized PNC

mapping functions 1) provide a common platform for any M-QAM modulation scheme to be

investigated and utilized, and 2) understand the complexity and optimizations required for

the PNC mapping functions, particularly, for higher order modulation schemes. Finally, we

evaluate the bit-error-rate (BER) of the detection of the SD symbols with ZF and MMSE and

the PNC mapping performance of this scheme.

The next subsections provide in-depth details of this proposed scheme.
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3.2 Proposed massive MIMO and PNC Scheme

In this section, we delve deeper into our proposed scheme that combines massive MIMO

and PNC. The system model and its architecture will be described to show how PNC can

be deployed in a massive MIMO systems, with the underlying transmission scheme being

M-QAM modulations. We present the mathematical formulations in modeling the proposed

scheme and then provide the simulation results. The simulation results are then analysed and

presented and the conclusion sub-section explains our assessment of the proposed scheme

based on the simulation analysis.

We consider a single cell massive MIMO system, in which N user equipment (UEs)

exchange information through a relay or a base station, as in Fig. 3.1. Each of the N UEs

is equipped with up to K antennas, and the base station with M antennas. This is a typical

multi-user MIMO system with the UEs equipped to have more than a single antenna. The

communication among all UEs is done in the same time-frequency resource, and therefore,

interference is expected, which is a common assumption in massive MIMO systems, even

without network coding. It is assumed that M ≥ 64, M ≫ N, M ≫ K in order to fulfil the

universal antenna requirements of massive MIMO, where ≫ denotes far greater than. The

system model is also assumed to operate in half-duplex, in the sense that, each UE cannot

transmit and receive at the same time. Therefore, each round of information exchange

consists of two phases, namely, uplink (UL) and downlink (DL) phases. In the DL phase, the

mapped PNC symbols are delivered to the UEs.

3.2.1 System Model

Asynchronisation of transmission and reception of the interfered symbols is one of the

major issues in PNC. It is also one of the main research areas with respect to PNC. Loss

in synchronisation impacts the performance in estimating the PNC symbols, as most PNC

algorithms assume that all transmitted symbols will arrive at the same time at the receiver.

However, for the sake of simplicity, in our work, we assume synchronous transmission, hence,

in the UL phase, all users transmit to the base station simultaneously in the same frequency
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band and at the same time. We also did not consider channel coding in this work for the sake

of simplicity, considering there already have been some works [3, 72] in combining channel

coding and PNC, as previously stated in the introduction section. In essence, channel coding

is essential for improving the reliability of the PNC scheme in practical systems. It is already

established that if the sources transmitting in the UL phase use a uniform channel code, then

the codeword as a result of XOR’ing of the sources symbols is still valid. Although there is

no direct XOR’ing in our proposed scheme, we believe some of the existing joint channel

coding PNC schemes can be tailored and extended to our proposed PNC scheme.

If HHH is the overall channel between the base station and the multi-antenna UEs in the

multi-user massive MIMO system, as depicted in Fig. 3.1, HHH can be re-formulated as

HHH =
[
HHH(1) HHH(2) . . . HHH(N)

]
M×L

, (3.1)
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where L = K ×N, and HHH(n) for n = 1, . . . ,N, is the M×K channel matrix between the base

station and the nth UE and can be expressed as

HHH(n) =


h(n)1,1 h(n)1,2 . . . h(n)1,k

h(n)2,1 h(n)2,2 . . . h(n)2,k
...

... . . . ...

h(n)m,1 h(n)m,2 . . . h(n)m,k


M×K

, (3.2)

where h(n)m,k ∈ C, for m = 1, . . . ,M and k = 1, . . . ,K, denotes the complex channel gain

between mth antenna of base station and kth antenna of the nth UE. The entries of h(n)m,k are

assumed to be identically and independently distributed (i.i.d.) complex Gaussian, distributed

with zero mean and unit variance, presented by C N (0,1). The received signal vector at the

base station, rrr, is given by (2.8). The complex vectors of rrr and zzz are of the dimension M×1.

Indeed, zzz is the vector of additive white Gaussian noise (AWGN) at the receive antennas

of the base station, with zero mean and variance of σ2, i.e., C N (0,σ2), sss is the overall

transmitted symbols vector from all the UEs of dimension M×1.

sss =
[
sss(1) sss(2) . . . sss(n)

]T

1×L
, (3.3)

where sss(n) =
[
s1 s2 . . . sK

]T

1×K
represents a vector of K symbols from the nth UE.

In general, a MIMO detector is required to estimate transmitted symbols vector sss from

the received symbols vector rrr. Linear detectors such as ZF and MMSE are known to have

desirable computational complexity, but suffer from an ample performance loss in comparison

to the Maximum Likelihood (ML), and they are, therefore, considered sub-optimal compared

to ML. However, they both have been proven to perform well in massive MIMO [73]. This

goes without saying that the performance loss using these linear detectors compared to ML

is not considered in this section. We are convinced, by looking at our algorithm, that these

linear detectors can be replaced by other high performing sub-optimal detectors, and the

performance of our PNC scheme will scale accordingly.
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Applying the aforementioned linear detectors with an L×M detection matrix GGG to the

received signal vector rrr, the estimate of the transmit symbols vector sss can be expressed as

ŝss = GGGrrr , (3.4)

where GGG, respectively, for ZF and MMSE, are given in (2.13) and (2.14). It has to be noted

that in practice, the noise variance varies from one antenna to the other in the same node.

Also, for the sake of simplicity, we assume that there is a perfect channel state information

(CSI) at the receiver, and therefore, HHH is known at the base station.

The goal now is to derive NC symbols from the received superimposed transmitted

symbols at the base station, without decoding them individually. The massive MIMO system

model fairly tolerates interference, a key requirement for PNC, and therefore, moving the

network coding to the physical layer is a means to gaining advantages of both approaches, by

jointly performing PNC and massive MIMO detection. Furthermore, in order for PNC to be

deployed in mainstream cellular massive MIMO systems, it is essential that it supports M-

QAM modulation. Adaptive modulation and coding, which based on the channel quality, the

base station assigns a suitable modulation and coding scheme to the UEs, is a key transmission

scheme in cellular systems. The chosen adaptive modulation and coding scheme has to have

the desired balance of spectral efficiency and error resilience for the link state as observed by

the device. The most important criteria for PNC is that the PNC mapping function, fPNC(.),

used at the base station, should generate PNC symbols that can be decoded by the UEs

without any ambiguity in recovering the symbols from the other users.

Each of the antennas at the massive MIMO base station receives superimposed symbols

that constitute transmitted symbols from each of the multi-antenna UEs. The constellation for

the received interfered symbols, depending on the modulation scheme used at the UEs, may

lead to ambiguities if they are mapped to NC symbols, which follow the same constellation

as the transmitted symbols. A practical solution in alleviating this network coding ambiguity

in massive MIMO systems is, by creating clusters, which constitute of a few transmitted

symbols and whose superposition are independently passed on to fPNC(.), to generate the
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NC symbols. An SD matrix transformation of the massive MIMO channel is a plausible

means of creating these kind of clusters. In order to support all variants of M-QAM, a

top-down approach is employed, where the scheme is first, generalized, and then based on

the modulation scheme of interest, further optimizations are embarked upon.

The approach is not to precode the user signals before they are transmitted. Rather, at

the receiver, after receiving the transmitted symbols, and knowing the channel matrix, the

receiver will transform the channel matrix with an SD matrix to an SD channel matrix. The

mathematical formulation is as follows. Let the SD matrix be

PPPsd =

IIIQ IIIQ

IIIQ −IIIQ


L×L

, (3.5)

where Q =
1
2

L and IIIQ denoting a Q×Q square Identity Matrix, then the inverse, PPP−1
sd , is

related to PPPsd as PPP−1
sd =

1
2

PPPsd. In order for the receiver to preserve rrr in (2.8), both HHH and sss

have to be transformed. The transformation is formulated as

rrr = (HHHPPPsd
−1)(PPPsdsss)+ zzz (3.6)

= HHHsdssssd + zzz , (3.7)

where HHHsd =
1
2

HHHPPPsd, is the linear transformation of the massive MIMO channel with a

massive SD matrix, and ssssd = PPPsdsss, clusters of SD symbols, whose estimates at the base

station, are then mapped to the PNC symbols. In essence, without changing anything about

the massive MIMO transmission, the receiver is pretending HHHsd is the channel matrix, in

order to estimate the sum and difference of the transmitted symbols. This is possible, thanks

to the linear relationship between PPP−1
sd and PPPsd. This facilitates the adoption of ZF and MMSE

without any modification, to detect the sum and difference symbols directly from the received

symbols vector, rrr. Each pair of the detected SD symbols forms a cluster and this cluster

becomes the input to the PNC mapping function, fPNC(.), to generate the corresponding PNC
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symbols. The pair of estimated SD symbols in each cluster, is then passed on to the PNC

mapping function, fPNC(.), to generate the corresponding PNC symbols.

Since rrr, the received symbols vector, in either (2.8) or (3.7) is assumed to be received

over a fading channel, it is imperative that ssssd is estimated. Leveraging on massive MIMO

linear detectors such as, ZF and MMSE, the estimate of ssssd, at the base station, by extending

(3.4), is expressed as

ŝsssd = GGGsdrrr , (3.8)

where GGGsd is the SD equalization matrix. The SD equalization matrix is based on the massive

SD-transformed channel matrix, HHHsd, and for ZF and MMSE, it is expressed as

GGGsd =

(HHHH
sdHHHsd)

−1HHHH
sd, for ZF

(HHHH
sdHHHsd +σ2I)−1HHHH

sd, for MMSE
. (3.9)

Upon receiving rrr from multiple UEs, knowing HHH, the base station can determine GGGsd, and

then, use that to estimate the L×1 clusters of SD of the transmitted symbols. The clusters of

the estimated SD symbols at the base station is expressed as

ŝsssd =



ŝsd,1

ŝsd,2
...

ŝsd,Q

ŝsd,Q+1
...

ŝsd,2Q


=



̂s1 + sQ+1

̂s2 + sQ+2
...

̂sQ + s2Q

̂s1 − sQ+1
...

̂sQ − s2Q


L×1

, (3.10)

where for example, ŝsd,1 or ̂s1 + sQ+1 and ŝsd,Q+1 or ̂s1 − sQ+1, are respectively, the estimated

summation and difference of the transmitted symbols, s1 and sQ+1. This pair of SD symbols

constitutes a cluster, that is then, passed on to the PNC mapping, fPNC(.). For these clusters
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of summation and difference symbols to be created as in (3.10), the base station has to

view the multi-user massive MIMO system model as a giant point-to-point massive MIMO

between itself and a black box of many multi-antenna UEs. The dimension of the massive

SD-transformed channel matrix, HHHsd, is assumed to be a square matrix, for the sake of

simplicity.

Finally, a vector of the PNC symbols, ŝssPNC, is generated from the PNC mapping function,

fPNC(.), through the relation

ŝssPNC = fPNC(̂ssssd) (3.11)

=


fPNC(ŝsd,1 , ŝsd,Q+1)

fPNC(ŝsd,2 , ŝsd,Q+2)
...

fPNC(ŝsd,Q , ŝsd,2Q)


Q×1

. (3.12)

The next section will describe the underlying scheme for the PNC mapping function, fPNC(.).

3.2.2 Generalization of the PNC Mapping Scheme

The goal of the PNC mapping scheme is to derive the set of PNC symbols, ŝssPNC, from the

estimated massive SD transmitted symbols, ŝsssd. The derived PNC symbols, ŝssPNC, must

not lead to any ambiguity of decoding, if broadcast in DL to the UEs. If the probability

distribution function of the sum and difference function is known, Maximum a Posteriori

(MAP) decoder can be employed to derive ŝssPNC. By definition,

Posteriori =
Likelihood×Prior

Observation
. (3.13)

Assuming the unknown or the parameter to be estimated is θ , and x, the observed data, then

(3.13) can be expressed in these variables as

P(θ |x) = P(x|θ)P(θ)
P(x)

, (3.14)
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where P(θ |x) is the posteriori or the conditional probability of the unknown, θ , given

the observation, x, whereas P(x|θ) is the likelihood or the conditional probability of the

observation given the unknown, and P(θ) and P(x) are respectively, the marginal distribution

functions for the unknown and the observation.

A MAP decoder is based on (3.14), and can be formulated as determining the value of

the parameter, θ , that maximizes the posteriori, P(θ |x). This can be expressed as

θ̂MAP = argmax
θ

P(θ |x) (3.15)

= argmax
θ

P(x|θ)P(θ)
P(x)

. (3.16)

Since P(x) is not a function of θ , it can be ignored, and therefore, the θ̂MAP can be approxi-

mated to

θ̂MAP ≈ argmax
θ

P(x|θ)P(θ) . (3.17)

Again, P(θ) can be ignored if the expected values of θ that maximizes the posteriori

distribution function are each equally likely. Hence, P(θ) becomes a constant, and therefore,

can be ignored, leading (3.17) to further be approximated as

θ̂MAP ≈ argmax
θ

P(x|θ) = θ̂MLE , (3.18)

where θ̂MLE is the Maximum Likelihood Estimator (MLE). When the cardinality of θ is 2,

hypothesis testing using LLR is plausible. If the cardinality is more than 2, then LLR is not

the appropriate approach.

Having defined the MAP decoder, we can now employ it in our PNC Mapping scheme in

massive MIMO systems in estimating the NC symbols at the physical layer. In (3.10),

clusters of estimated SD symbols that are mapped to PNC symbols are expressed as

{(ŝsd,i , ŝsd,Q+i) | 1 ≤ i ≤ Q}. We assume that the corresponding set of clusters of transmitted

input symbol, {(si,sQ+i) | 1 ≤ i ≤ Q, si,sQ+i ∈ Θ}, are modulated symbols from the constel-
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lation, represented by Θ. Then, the likelihood of obtaining the PNC symbol, ̂si ⊕ sQ+i = v,

such that v ∈ Θ is expressed as in (3.19),

L( ̂si ⊕ sQ+i = v|ŝsd,i, ŝsd,Q+i) = ∑
v∈Θ

P(ŝsd,i , ŝsd,Q+i | ̂si ⊕ sQ+i = v)

= ∑
v∈Θ

P(ŝsd,i | ̂si ⊕ sQ+i = v)P(ŝsd,Q+i | ̂si ⊕ sQ+i = v) . (3.19)

Since the noise in (2.8) and (3.7) is assumed to be AWGN, the likelihood function can

be assumed to be Gaussian. Using the Gaussian probability density function, P(Y ) =

1√
2πσ2

e
−
(y−µ)2

2σ2 , where y is the received symbol, µ the expected value of the combined

input symbols and σ2, the noise variance, (3.19) can be expressed further as

L( ̂si ⊕ sQ+i = v|ŝsd,i, ŝsd,Q+i) = ∑v∈Θ

1

2π

√
σ2

i σ2
Q+i

e
−

(
ŝsd,i − ssd,i

)2

2σ2
i e

−

(
ŝsd,Q+i − ssd,Q+i

)2

2σ2
Q+i ,

(3.20)

where σ2
i and σ2

Q+i are respectively, the noise variances of the ith and (Q+ i)th streams

upon estimation of their corresponding sum and difference symbols, and where σx
2 =

{GGGH
sdGGGsd}x,xσ2. If {GGGH

sdGGGsd}x,x = I, then the noise variances are identical.

Knowing the general likelihood’s function for the set of all clusters, L( ̂si ⊕ sQ+i =

v|ŝsd,i, ŝsd,Q+i), the MAP estimator in (3.17) can be employed to determine the PNC sym-

bol of each cluster as follows

( ̂si ⊕ sQ+i = v)MAP

≈ argmax
̂si⊕sQ+i

L( ̂si ⊕ sQ+i = v|ŝsd,i, ŝsd,Q+i)P(ŝsd,i, ŝsd,Q+i). (3.21)
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The overall set of estimated PNC symbols is expressed as

ŝ i
PNC = fPNC(ŝsd,i , ŝsd,Q+i) (3.22)

= {( ̂si ⊕ sQ+i = v)MAP | 1 ≤ i ≤ Q, v ∈ Θ}. (3.23)

In the next section, we will provide details into how the generalized MAP-based PNC

mapping function in (3.19) - (3.23) is applied to a few variants of the M-QAM modulation

scheme.

3.2.3 Specialization of the PNC Mapping scheme for 4-QAM

Table 3.1 PNC Mapping Of I/Q-Component Of 4-QAM, Based On SD Scheme

sssi sssQ+i ssssd,i ssssd,Q+i sss i
PNC

1 1 2 0 -1

1 -1 0 2 1

-1 1 0 -2 1

-1 -1 -2 0 -1

This section describes the application of the PNC Mapping scheme in subsection 3.2.2 to

massive MIMO system where the transmissions from the UEs use lower-order modulation,

such as 4-QAM. We will demonstrate by focusing on a single cluster of estimated SD symbols,

ŝsssd,i and ŝsssd,Q+i , derived from the equalization of the received symbol vector rrr, using massive

SD equalization matrix (see (3.8)-(3.9)). For the sake of simplicity, we will focus on only the

in-phase (I) component constellation of QPSK. However, since quadrature (Q) component

of QPSK is similar to the I-component and independently modulated or demodulated, the

PNC mapping of the I-component is equally applicable to the Q-component. Table 3.1 shows

how SD symbols, ssssd,i and ssssd,Q+i , of the transmitted symbols, sssi and sssQ+i, are mapped to the

PNC symbols, sss i
PNC. Having ssssd,i and ssssd,Q+i in Table 3.1 as the expected SD symbols, fPNC(.)
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function presented in subsection 3.2.2, can then be used to estimate the PNC symbols from

the estimated SD symbols, ŝsssd,i and ŝsssd,Q+i as follows:

LLR(si ⊕ sQ+i) = ln
[

L( ̂si ⊕ sQ+i =+1|ŝsd,i, ŝsd,Q+i)P(ŝsd,i, ŝsd,Q+i)

L( ̂si ⊕ sQ+i =−1|ŝsd,i, ŝsd,Q+i)P(ŝsd,i, ŝsd,Q+i)

]

= ln
[

P(ŝsd,i |ssd,i = 0)P(ŝsd,Q+i|ssd,Q+i =−2)+P(ŝsd,i|ssd,i = 0)P(ŝsd,Q+i |ssd,Q+i =+2)
P(ŝsd,Q+i |ssd,Q+i = 0)P(ŝsd,i |ssd,i =−2)+P(ŝsd,Q+i|ssd,Q+i = 0)P(ŝsd,i|ssd,i =+2)

]
= LLQ+i(si ⊕ sQ+i =+1)−LLi(si ⊕ sQ+i =−1) , (3.24)

where

LLQ+i(si ⊕ sQ+i =+1) = ln

e

2ŝsd,Q+i −2

σ2
Q+i + e

−
2ŝsd,Q+i −2

σ2
Q+i

 , (3.25)

and

LLi(si ⊕ sQ+i =−1) = ln

e

2ŝsd,i −2

σ2
i + e

−
2ŝsd,i −2

σ2
i

 . (3.26)

To reduce the computational complexity, (3.25) and (3.26) can be approximated using the

log sum of exponential property [74], i.e. ln(ex + ey)≈ max(x,y)+ ln(1+ e−|x−y|), where

max(x,y) is the maximum value of the two variables, x and y. Equations (3.25) and (3.26)

are, hence, approximated as in (3.27) and (3.28), respectively.
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LLi(si ⊕ sQ+i =−1)≈ max
(

2ŝsd,i −2

σ2
i

,−
2ŝsd,i −2

σ2
i

)
+ ln

(
1+ e

−

∣∣∣∣4ŝsd,i

σ2
i

∣∣∣∣)
. (3.27)

LLQ+i(si ⊕ sQ+i =+1)≈ max
(

2ŝsd,Q+i −2

σ2
Q+i

,−
2ŝsd,Q+i −2

σ2
Q+i

)
+ ln

(
1+ e

−

∣∣∣∣4ŝsd,Q+i

σ2
Q+i

∣∣∣∣)
.

(3.28)

By definition, LLR(si⊕ sQ+i)≥ 0, and therefore the estimated PNC symbols is expressed

as in (3.29).

̂si ⊕ sQ+i =

+1, LLQ+i(si ⊕ sQ+i =+1)≥ LLi(si ⊕ sQ+i =−1)

−1, LLQ+i(si ⊕ sQ+i =+1)< LLi(si ⊕ sQ+i =−1)
. (3.29)

3.2.4 Specialization of the PNC Mapping for 16-QAM

Table 3.2 PNC Mapping Of I/Q-Component Of 16-QAM, Based On SD Scheme

sssi sssQ+i ssssd,i ssssd,Q+i sss i
PNC

1 1 2 0 -3

1 -1 0 2 3

1 3 4 -2 -1

1 -3 -2 4 1

-1 1 0 -2 3

-1 -1 -2 0 -3

-1 3 2 -4 1

-1 -3 -4 2 -1

sssi sssQ+i ssssd,i ssssd,Q+i sss i
PNC

3 1 4 2 -1

3 -1 2 4 1

3 3 6 0 -3

3 -3 0 6 3

-3 1 -2 -4 1

-3 -1 -4 -2 -1

-3 3 0 -6 3

-3 -3 -6 0 -3
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Having already presented the PNC Mapping scheme for 4-QAM modulation in massive

MIMO system, this section will focus on relatively a higher order modulation scheme,

such as 16-QAM. The constellation for each of I/Q component of 16-QAM is Θ16−QAM =

{−3,−1,1,3}. As in previous section, the goal is to estimate PNC symbols, ŝss i
PNC, from

the estimated SD symbols, ŝsssd,i and ŝsssd,Q+i , and the expected SD symbols, ssssd,i and ssssd,Q+i , in

Table 3.2, using the fPNC(.) function, assuming that the transmitted symbols are based on

16-QAM.

Since the cardinality of Θ16−QAM is more than two, LLR is not the appropriate approach

in estimating the PNC symbols, contrary to the approach for 4-QAM in subsection 3.2.3,

where the cardinality is two. The estimated PNC symbol, based on MAP decoder, for each

cluster is given in generalized equation (3.21). In this equation, the prior joint probability

distribution, P(ŝsd,i, ŝsd,Q+i), of estimated SD symbols, ŝsd,i and ŝsd,Q+i , is equally likely, and

therefore the (3.21) approximates to an MLE i.e.

( ̂si ⊕ sQ+i = v)MAP = ( ̂si ⊕ sQ+i = v)MLE (3.30)

≈ argmax
̂si⊕sQ+i

L( ̂si ⊕ sQ+i = v|ŝsd,i , ŝsd,Q+i) . (3.31)

The 16-QAM PNC symbol, v ∈ Θ16−QAM, given the estimated SD symbols, ŝsd,i and ŝsd,Q+i ,

that maximizes the likelihood function, L( ̂si ⊕ sQ+i = v|ŝsd,i, ŝsd,Q+i), becomes the estimated

PNC symbol, ( ̂si ⊕ sQ+i = v)MAP. Given the expected SD symbols and the PNC symbols

that they are mapped to in Table 3.2, the log-likelihood of PNC symbol of -3, given that the
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cluster has the estimated SD symbols, ŝsd,i and ŝsd,Q+i , is expressed as in (3.32).

LL(si ⊕ sQ+i =−3) = ln
[

L( ̂si ⊕ sQ+i =−3|ŝsd,i, ŝsd,Q+i)

]
= ln

[
P(ŝsd,i |ssd,i =+2)P(ŝsd,Q+i|ssd,Q+i = 0)+P(ŝsd,i|ssd,i =−2)P(ŝsd,Q+i |ssd,Q+i = 0)

+P(ŝsd,i|ssd,i =+6)P(ŝsd,Q+i|ssd,Q+i = 0)+P(ŝsd,i|ssd,i =−6)P(ŝsd,Q+i |ssd,Q+i = 0)
]

= ln

[
1

2π

√
σ2

i σ2
Q+i

e
−

ŝ2
sd,Q+i

2σ2
Q+i

(
e
−

(
ŝsd,i −2

)2

2σ2
i + e

−

(
ŝsd,i +2

)2

2σ2
i + e

−

(
ŝsd,i −6

)2

2σ2
i

+ e
−

(
ŝsd,i +6

)2

2σ2
i

)]

= ln

 1

2π

√
σ2

i σ2
Q+i

e
−

( ŝ2
sd,Q+i

2σ2
Q+i

+
ŝ2

sd,i
+4

2σ2
i

)cosh
(

2ŝsd,i

σ2
i

)
+ cosh

(
6ŝsd,i

σ2
i

)
e
−

16
σ2

i


 .

(3.32)

The log-likelihood of PNC symbol of -1, given ŝsd,i and ŝsd,Q+i , is expressed as in (3.33).

LL(si ⊕ sQ+i =−1) = ln
[

L( ̂si ⊕ sQ+i =−1|ŝsd,i , ŝsd,Q+i)

]
= ln

[
P(ŝsd,i|ssd,i =+4)P(ŝsd,Q+i |ssd,Q+i =−2)+P(ŝsd,i |ŝsd,i =−4)P(ŝsd,Q+i |ssd,Q+i =+2)

+P(ŝsd,i|ssd,i =+4)P(ŝsd,Q+i |ssd,Q+i =+2)+P(ŝsd,i |ssd,i =−4)P(ŝsd,Q+i |ssd,Q+i =−2)
]

= ln

 1

2π

√
σ2

i σ2
Q+i

e
−

( ŝ2
sd,i

+16

2σ2
i

+
ŝ2

sd,Q+i
+4

2σ2
Q+i

)
cosh

(
4ŝsd,i

σ2
i

)
cosh

(
2ŝsd,Q+i

σ2
Q+i

) .

(3.33)
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The log-likelihood of PNC symbol of +1, given ŝsd,i and ŝsd,Q+i , is expressed as in (3.34).

LL(si ⊕ sQ+i =+1) = ln
[

L( ̂si ⊕ sQ+i =+1|ŝsd,i , ŝsd,Q+i)

]
= ln

[
P(ŝsd,i|ssd,i =−2)P(ŝsd,Q+i |ssd,Q+i =+4)+P(ŝsd,i |ssd,i =+2)P(ŝsd,Q+i |ssd,Q+i =−4)

+P(ŝsd,i|ssd,i =+2)P(ŝsd,Q+i |ssd,Q+i =+4)+P(ŝsd,i |ssd,i =−2)P(ŝsd,Q+i |ssd,Q+i =−4)
]

= ln

 1

2π

√
σ2

i σ2
Q+i

e
−

( ŝ2
sd,Q+i

+16

2σ2
Q+i

+
ŝ2

sd,i
+4

2σ2
i

)
cosh

(
4ŝsd,Q+i

σ2
Q+i

)
cosh

(
2ŝsd,i

σ2
i

) .

(3.34)

Finally, the log-likelihood of PNC symbol of +3, given ŝsd,i and ŝsd,Q+i , is expressed as in

(3.35).

In all of these, four sets of the sum, ŝsd,i and the difference, ŝsd,Q+i , influenced the Gaussian

distribution function for the corresponding LL. So for example, to estimate the PNC Symbol

+3, the following sets of {ŝsd,i, ŝsd,Q+i}= {0,2},{0,−2},{0,6},{−6,0} were utilized in LL

as shown in (3.35). This approach has to be repeated in estimating the rest of the PNC

symbols.

LL(si ⊕ sQ+i =+3) = ln
[

L( ̂si ⊕ sQ+i =+3|ŝsd,i , ŝsd,Q+i)

]
= ln

[
P(ŝsd,i|ssd,i = 0)P(ŝsd,Q+i |ssd,Q+i =+2)+P(ŝsd,i |ssd,i = 0)P(ŝsd,Q+i|ssd,Q+i =−2)

+P(ŝsd,i|ssd,i = 0)P(ŝsd,Q+i |ssd,Q+i =+6)+P(ŝsd,i |ssd,i = 0)P(ŝsd,Q+i|ssd,Q+i =−6)
]

= ln
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2π

√
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i σ2
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e
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2σ2
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2σ2
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σ2
Q+i

)
+ cosh

(
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16
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
 .

(3.35)
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3.3 Numerical Results

In this section, we present Monte-Carlo system simulation results to evaluate the performance

of the proposed PNC mapping scheme for massive MIMO systems. The goal of the simulation

is to evaluate the bit-error-rate (BER) of the MAP-based PNC mapping functions derived in

sub-section 3.2.3 and sub-section 3.2.4, using linear detectors, such as ZF and MMSE, to

estimate the clusters of SD symbols.

3.3.1 Simulation Setup

Simulation parameters are listed in Table 3.3. The simulation scenario consists of a single

cell, with a base station, which is located at the center of the cell. The UEs are uniformly

distributed in the cell. The base station and the UEs have multiple antennas, M, for the base

station and K, for each UE, however, the base station has far more antennas than each of the

UEs. For the sake of simplicity, K is assumed to be the same for all UEs. The focus of the

simulations is uplink. In each time slot, each UE transmits a fixed number of symbols. The

channel paths among the UEs are uncorrelated, and so are the individual antenna paths per

UE. For each SNR, Monte Carlo simulations are performed over 10K iterations.

We simulated three major use-cases over this setup: conventional massive MIMO (without

any network coding), massive MIMO with network layer NC and massive MIMO with

physical layer NC. We present the results for different variants of the M-QAM over these

three use-cases in 3.3.2.

3.3.2 Performance Analysis

In the analysis, we compare the BER of the three use-cases of conventional massive MIMO,

massive MIMO with NC and massive MIMO with PNC. Comparing the BER of the con-

ventional massive MIMO to our work on massive MIMO and PNC is necessary in order to

ascertain if the former’s decoding performance is sacrificed at the expense of incorporating

PNC into massive MIMO. To reiterate, ZF and MMSE were adopted without any modifica-
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Table 3.3 Simulation Parameters

Parameters Values

No. antennas at relay, M [4, 64, 120]

No. antennas per UE, K [2, 4, 10]

No. UEs, N [2, 16, 12]

Channel, H i.i.d Rayleigh

SNR in dB 0 . . .50

Modulation 4-QAM, 16-QAM, 64-QAM

No. iterations 104

Channel Coding Uncoded

Linear Detectors ZF, MMSE

tion in our PNC scheme, and therefore BER of the massive MIMO and PNC is expected not

to be worse than that of the conventional massive MIMO.

In Fig. 3.2, we compare the BER of conventional massive MIMO, massive MIMO with

NC and massive MIMO with PNC, where the detection scheme is ZF, and with the following

parameters: M = 64, N = 16, K = 4, and the modulation schemes are 4-QAM, 16-QAM,

and 64-QAM. The mathematical derivations for the MAP-based PNC mapping function for

64-QAM are included in the Appendix. The figure reveals that, irrespective of the modulation

scheme, the BER of massive MIMO and PNC was better than the conventional massive

MIMO, exceeding our expectation. This can be attributed to the fact that the ZF linear detector

does not have to detect the individual transmitted symbols, rather a sum and difference of

the transmitted symbols will be detected, and then, soft decoding into the PNC symbols

using the MAP decoder are implemented. Looking closely at varying M-QAM across all

usecases, the plots reveal relatively progressive error performance as SNR increases, which

is higher for higher order dimension, e.g. 64-QAM. Although diversity gain has increased

upon having huge number of antennas at the base station, so has interference and noise at the

receive antennas. As interference and noise accumulate at the receive antennas, it is difficulty
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to correct erroneously detected symbols of a higher order modulation scheme. Hence, ZF

detection may not be suitable for massive MIMO and PNC for higher order modulations

schemes such as 64-QAM, due to its inability to address noise accumulations.

Fig. 3.3 considers the same simulation parameters as in Fig. 3.2, except the linear

detector is MMSE-based. Again, in this figure, the BER of massive MIMO and PNC is

lower than the BER of conventional massive MIMO, closely aligning with the results in Fig.

3.2. The plots also show that as the SNR approaches 25dB, the BER of massive MIMO

and PNC for 4-QAM decreases sharply compared to massive MIMO and PNC for 16-QAM

and 64-QAM. The modulation scheme of 4-QAM appears to be the preferred transmission

scheme in the lower SNRs and when throughput is small. However, 64-QAM may be the

preferred modulation scheme for massive MIMO and PNC as SNR increases. In general,

if the noise variance at the receive antennas can be easily determined, then MMSE-based

massive MIMO and PNC is preferred, when the number of base station antennas is big.

The simulation setup for Fig. 3.4 and Fig. 3.5 are, respectively, the higher order antenna

dimension of Fig. 3.2 and Fig. 3.3. The simulation parameters are: M = 120, N = 30, K = 4.

Modulation 4-QAM, 16-QAM, and 64-QAM are deployed in both Fig. 3.4 and Fig. 3.5,

with the former using ZF and the latter, MMSE linear detection. Again, in both figures, the

BER of our massive MIMO and PNC scheme peformed better than conventional massive

MIMO, exceeding our expectations. The plots in Fig. 3.4 reveal that massive MIMO with

PNC utilizing 4-QAM performs better than those with 16-QAM and 64-QAM, but requires

higher SNR to achieve that performance. Again, ZF may not be the appropriate the detection

scheme for the lower SNRs. Fig. 3.5, on the other hand, reveals that massive MIMO and

PNC with 64-QAM performs better in the higher SNRs, making it the ideal setup for higher

throughput requirements.

In Fig. 3.6, our proposed scheme using MMSE and ZF was bench-marked against

an optimal detector in ML, in MIMO system with just 4 antennas at the base station and

two users, each with two antennas. Evidently, our proposed scheme with ML detector

performed way better than that of the ZF and MMSE and this trend of performance will

be similar for higher order dimension of antennas and the higher order of the QAM. ML is
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Fig. 3.2 Uplink BER performance comparison between i) conventional multi-user MIMO ii)
multi-user MIMO with network layer NC and iii) multi-user MIMO with PNC), all using ZF
detector, for M=64, N=16 and K=4.
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Fig. 3.3 Uplink BER performance comparison between i) conventional multi-user MIMO ii)
multi-user MIMO with network layer NC and iii) multi-user MIMO with PNC), all using
MMSE detector, for M=64, N=16 and K=4.
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Fig. 3.4 Uplink BER performance comparison between i) conventional multi-user MIMO ii)
multi-user MIMO with network layer NC and iii) multi-user MIMO with PNC), all using ZF
detector, for M=128, N=16 and K=8.
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Fig. 3.5 Uplink BER performance comparison between i) conventional multi-user MIMO ii)
multi-user MIMO with network layer NC and iii) multi-user MIMO with PNC), all using
MMSE detector, for M=128, N=16 and K=8.
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Fig. 3.6 Uplink BER performance comparison between i) conventional multi-user MIMO
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not practical enough because of the exponential computational complexity as the number of

antenna increases and also as the order of dimension of the QAM increases. However, the

result asserts the notion that ZF and MMSE can be replaced with other higher performance

sub-optimal detectors, and our proposed scheme’s performance will scale accordingly.

Our proposed PNC scheme’s decoding complexity lies on the product of the number

of users and number antennas that each user has. The larger the cumulative number of the

transmit antennas, the higher complexity in correctly estimating the PNC symbols. However,

in practical systems, user devices may not be equipped with large number of antennas as

opposed to the massive number of antennas at the base station. The order of dimension of the

QAM also plays a role in the PNC decoding complexity. Much like having large number of

antennas, the higher the order of the M-Ary QAM, the more constellation values, the more

the sum and difference symbols, and the higher the complexity in decoding.

The performance of our proposed scheme can also be explained utilizing the minimum

distance concept [75]. The goal is to characterize the minimum distance between two NC

symbols. However, in our proposed scheme, because we derive the PNC symbols from

the SD symbols, the minimum distance among the SD symbols is rather pertinent. Taking

4-QAM for example, the constellation values of the independent I/Q phases are {+1, -1},

leading SD symbols to be {2, 0, -2} as shown in Table 3.1. It is evident that the minimum

distance of the SD symbols is no different than the minimum distance of the transmitted

symbols. It means, rather detecting the transmitted symbols and deriving the NC symbols,

if we detect the SD symbols, the decoding performance of the latter is expected not to be

much worse or better than the former. However, considering Table 3.1, for example, mapping

the detected SD symbols to PNC symbol of +1, does not require that both the sum and

difference are decoded correctly. If the detected sum is zero, without detecting that the

difference is either +2 or -2, a +1 PNC symbol can be assumed. Similar approach goes for

mapping detected SD symbols to PNC symbol of -1. This approach seems to lower the

probability of error in correctly decoding the PNC symbol allowing our proposed scheme to

perform slightly better than the conventional M-MIMO, where the decision region is definite

in detecting the individual transmitted symbols.
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Our proposed scheme also benefits from the law of large numbers as much as under-

lying massive MIMO systems. In Fig. 3.7, we plotted the BER of our proposed scheme

against variation of number of antennas, whilst fixing the SNR and the modulation scheme,

respectively at 25 dB and QPSK. In the figure, one can notice that as the number of antennas

increases, the BER of our proposed scheme decreases exponentially till a point where the

channel starts to harden, where the noise starts to average out causing the impact of fading to

diminish, leading to lower probability of error. The plot in Fig. 3.7 is extended by varying

the SNR and Fig. 3.8 shows the corresponding results. As in Fig. 3.7, each of the plots

decreases exponentially till at a certain number of antennas, when their BER start to decrease

steadily. Among the individual BER plots, the one with the 25dB SNR has the lowest BER.

The steady part of the BER in both figures can be attributed to the phenomenon of the law of

large numbers.

It is also evident from the results that the performance was presented with respect to UL.

Our proposed scheme is applicable at the interference point, which is the UL. This is where

PNC is performed by the base station. In essence, the base station receives interfered symbols,

apply our proposed scheme and then generate the PNC symbols. In DL, the base station

transmits the derived PNC symbols to respective UEs in a way similar to how conventional

massive MIMO operates in DL. Therefore, the performance evaluation in DL is similar to

those for the conventional massive MIMO in the literature.

3.4 Conclusions

A practical approach for deploying PNC in M-QAM massive MIMO systems has been

described in this chapter. A proposed PNC mapping scheme based on clusters of estimated

SD of the transmitted symbols from user pairs was developed to enable using PNC in massive

MIMO systems. Utilizing existing linear detectors, such as ZF and MMSE and using an SD

linearly transformed channel matrix, the SD symbols are detected. Employing MAP soft

decoding, we mapped the detected SD symbols to the PNC symbols. The simulation results

reveal that, using existing MIMO detection schemes, our proposed scheme achieves twice
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the spectral efficiency of conventional massive MIMO. The BER of our scheme was slightly

better than the conventional massive MIMO, indicating that our proposed PNC scheme can

be deployed without sacrificing the BER of the conventional massive MIMO. Furthermore,

the results also revealed that for lower throughput and at low SNR, 4-QAM appears to be the

preferred modulation scheme, whereas 64-QAM or higher is the preferred scheme in higher

SNR, satisfying a higher throughput requirement. Further research is however needed in

order to make this a reality in deployed systems. For example, research in integrating channel

coding is needed to improve on the error performance and get the proposed scheme closer to

real systems. Research in users transmitting with different QAM modulation schemes is also

needed to get the proposed scheme close to real systems. Also, dealing with asynchronous

transmission by multiple sources with our proposed scheme as the underlying PNC system

requires further research.



Chapter 4

Jamming Attacks in Massive MIMO PNC

4.1 Introduction

The broadcast nature of the wireless medium has undoubtedly propelled some significant

innovations that allow users to access network resources from nearly any convenient location.

These innovations enable mobile users to access real-time information whilst on the move,

allowing increase in coverage and scalable deployment of network resources. Interference

has been one of the main challenges to deal with in such an open air interface in wireless

communication, where signals from multiple sources arrive simultaneously at a receiver.

Although, there is no interference that is friendly, some forms of interference can be controlled

by regulating the transmission of the interference sources. Unfortunately, some forms of

interference are intentional and uncontrollable. They fall into the category of denial-of-

service (DoS) attack and are often referred to as radio-frequency (RF) jamming. RF jamming

is a malicious attempt to overwhelm a wireless communication system with the objective of

sabotaging the normal operation of the network [76].

Jamming attack in itself is considered under the umbrella of active attack in physical

layer security (PLS) [77]. The broadcast nature of the wireless medium makes the physical

layer the most vulnerable layer. PLS solutions approach security issues from information

theoretic perspective, by leveraging on the randomness, interference and other characteris-

tics as observed by the PHY. However, some attacks, particularly those categorised under
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active attacks, might require countermeasure approaches that include PHY algorithms and

techniques that can withstand the attack with little or no degradation. The countermeasure

approaches address the proactive types of jamming attacks [78, 77], where the attacker’s

main objective is to thwart the normal operation of a wireless system by persistently sending

jamming signals. One of the most prevailing jamming technique is deploying noise.

Noise jamming techniques reduce the cumulative received SNR by increasing the thermal

noise level at the receiver. Barrage jamming, spot jamming and sweep jamming are the three

most common types of noise jamming [78, 77]. These noise jamming techniques, respectively,

focus the transmit power on multiple frequencies at the same time, a fleet of frequencies and

a single frequency. A number of jamming attacks research in radar systems have focused on

the Barrage jamming where the entire bandwidth of the transmission is targeted with noise.

The adverse effect of jamming has been extensively studied, as outlined in [79]. The effect

of jamming in millimeter-wave (mmWave) communications has been examined in [80, 81].

For the mmWave massive MIMO systems, a reinforcement learning based power control

strategy, based on the signal-to-interference-plus-noise ratio (SINR) of the signals and the

jamming strength has been considered in [80], while a hybrid beamforming design to cancel

the interference coming from jamming signal has been presented in [81].

In the previous section, we outlined a practical approach for deploying PNC in multi-user

massive MIMO systems, utilizing M-QAM modulation scheme. In this massive MIMO

PNC work, we formulated a Maximum a Posteriori (MAP) based PNC mapping scheme,

leveraging on the existing MIMO’s linear detectors such as Zero-Forcing (ZF) and Minimum

Mean Square Error (MMSE). The transmissions were over the Rayleigh fading channel with

additive-white Gaussian noise (AWGN) at the receive antennas and the performance evalu-

ation revealed that in the lower SNR regime, our PNC scheme outperformed conventional

massive MIMO in those structured noisy and interfered channels. The lingering question

now is if such a robust PNC scheme can withstand uncontrolled jamming signals from a

jammer.

In this section, we study a multi-user massive MIMO system, where a base station’s

capacity to perform PNC is challenged by an active jammer that persistently transmits



4.2 Jamming Attack to our Proposed Massive-MIMO PNC System 59

jamming signals. We anaylse the error performance of the base station’s capability to

estimate the PNC symbols amid the active jamming signals.

4.2 Jamming Attack to our Proposed Massive-MIMO PNC

System

The system model shown in Fig. 4.1 depicts a single cell massive MIMO with centralized

base station, through which legitimate users (LUEs) communicate. The goal in this setup

is for each of the LUEs to communicate and receive symbols from every other LUEs. The

LUEs transmit their symbols in the uplink, the base station estimates the PNC symbols from

the aggregated received symbols and then broadcasts the PNC symbols back in the downlink

to the respective LUEs. In the same system model, there is a jammer whose objective is to

sabotage the correctness of the PNC symbols estimation by sending jamming signals. The

jammer has a few degrees of freedom in adversely influencing the estimation of the PNC

symbols by the base station. These include the transmit power of the jamming signal and

number of antennas to transmit the jamming signals. In essence, it is assumed that the jammer

has multiple number of transmit antennas. The jammer’s position is assumed to be outside

of the cell in which the LUEs are communicating through the base station. The channel

between the base station and the jammer is assumed not to be known by the base station

and communications between these two entities are independent of the communications

between the base station and LUEs. The jamming technique can be assumed to be any of

those mentioned in Section 4.1.

In this single cell massive MIMO scenario, M denotes the number of antennas through

which the base station receives UL messages from the LUEs, N denotes the number of LUEs

which are equipped with K number of antennas, and L = K ×N input antennas. As depicted

in Fig. 4.1, the received symbols vector at the base station is given by

rrr = HHHsss+ JJJzzz+nnn , (4.1)
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Fig. 4.1 A System Model for a Multi-user Massive MIMO Vehicular Network under Jamming
Attack.

where JJJ ∈ CM×J is the jammer to base station complex channel matrix. We assume that the

transmitted symbols are Gray-scale M-ary Quadrature Amplitude Modulation (QAM) and

the average transmitted energy per symbol is E[|si|2] = Es /L, where Es is the M-ary QAM

symbol energy at each antenna.

We consider linear detectors to estimate the transmitted symbols from the received

symbols at the receive antennas of the base station. ZF and MMSE linear detectors are the

main focus. They are known to have desirable computational complexity and are proven to

perform well in massive MIMO networks. We also assume that there is a perfect channel

state information (CSI) at the base station (i.e., the channel matrix HHH is known at the receiver

(base station)). The estimated complex symbols vector, ŝss, is given as

ŝss = GGGrrr, (4.2)
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where GGG is the complex detection matrix, which is also expressed, respectively, for ZF and

MMSE, as

GGGZF = (HHHHHHH)−1HHHH , (4.3)

GGGMMSE = (HHHHHHH +σ
2
n I)−1HHHH, (4.4)

where σ2
n is AWGN noise variance at the received antennas. As shown in (4.3) and (4.4),

GGGZF and GGGMMSE are both dependent on the complex channel matrix, HHH.

In section 3.2, we described a massive MIMO PNC algorithm, where a multi-antenna

base station estimates PNC symbols from received interfered symbols, which are composed

of superimposed transmitted symbols from multi-user multi-antenna UEs. The concept is

based on a linear transformation of the channel between the base station and the UEs, using a

sum-difference (SD) matrix, under the assumption that channel is known to the base station.

The SD matrix ensures that the transmitted symbols are grouped into clusters of transmit

antennas, from the UEs that intend to communicate with each other. The base station then

estimates a sum and difference of the transmitted symbols in the cluster, from the received

symbols using linear detectors such as ZF and MMSE. The detection matrix is based on

the SD transformed channel matrix. Therefore, the distinction here is that for conventional

massive MIMO, the complex detection matrix is dependent on the original complex channel

matrix, whereas the complex detection matrix for the massive MIMO PNC is dependent on

the transformed complex channel matrix.

Considering (2.8), the system model in 4.1 can be expressed, mathematically, as

rrr = (HHHPPPsd
−1)(PPPsdsss)+ JJJzzz+nnn (4.5)

= HHHsdssssd + JJJzzz+nnn, (4.6)

where PPPsd is the SD matrix, HHHsd =
1
2

HHHPPPsd, is the linear transformation of the MIMO channel

with a SD matrix, and ssssd = PPPsdsss, clusters of SD symbols, whose estimates at the base

station, are then mapped to the PNC symbols. Although the term JJJzzz in (4.5) is missing in
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the corresponding equation in (3.7), the estimation of the ssssd, SD symbols, also remains the

same. Utilizing the same following equalization matrix

GGGsd =

(HHHH
sdHHHsd)

−1HHHH
sd, for ZF

(HHHH
sdHHHsd +σ2

n I)−1HHHH
sd, for MMSE

, (4.7)

the estimated SD symbols is still given as

ŝsssd = GGGsdrrr. (4.8)

4.3 Channel Modelling

In this section, we will describe the channel models for both sub-6 GHz and mmWave

frequencies.

4.3.1 Sub-6 GHz Model

The channel model for the sub-6 GHz has been one of the well researched fields. Until

recent progress in mmWave, the radio propagation in the sub-6 GHz was perceived as the

most favorable radio propagation channel. It is still the most reliable spectrum for radio

propagation, amid the scarcity of bandwidth for future wireless communication systems.

In this sub-section, we assume a multi-path propagation medium with worse-case of

line-of-sight (LoS), making Rayleigh fading channel the prime focus. Given that HHH in (2.8)

is assumed to be a Rayleigh fading complex channel matrix, its distribution can be modeled

as a joint probability distribution of its in-phase and quadrature components. The complex

entries of HHH, i.e. hi j, where i is the receive antenna index and j, the transmit antenna index,

are i.i.d. Gaussian random variables of zero mean and a unit variance.

The effect of the jamming signal at the base station antennas is modelled as an additive

noise. In the presence of a jammer, the term JJJzzz in (2.8) is assumed to dominate over

the AWGN, nnn. The signal-to-jamming plus noise ratio (SJNR) is expressed as SJNR =
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L×Es / (σ
2
n +σ2

z ), where σ2
z is the jamming noise variance. The signal-to-jamming ratio

(SJR) is given as SJR = J ×Ez /σ2
z . In the absence of a jammer, the signal-to-noise ratio

is given as, SNR = L×Es /σ2
n . The effect of the term JJJzzz in (4.6), is the prime focus of this

investigation. Treating the jamming signal, zzz, as additive noise, then the lower bound of

the performance of the system model is achieved since the worst case jamming signal is

Gaussian when the transmitted signal is considered to be Gaussian [82]. Therefore, in our

system model, the jamming term is modeled as Gaussian for sub-6 GHz. If the jamming

does not dominate the AWGN, nnn, then the decoding performance is expected to be similar to

the results in the previous section. Therefore, the target is to evaluate the error performance

of the system model when the jamming term, JJJzzz, dominates nnn.

4.3.2 mmWave Model

The mmWave system consists of a base station equipped with M antennas having uniform

linear array (ULA) antenna structure and M radio frequency (RF) chains, communicating

with N legitimate single-antenna users in a single cell. The mmWave channel model is

composed of the LoS and the non-LoS (nLoS) components [83], [84].

The channel matrix of the nth user, Hn ∈ CM×1, is given as

Hn = HLoS
n +HnLoS

n , (4.9)

where HLoS
n and HnLoS

n , respectively, denote the LoS component and the nLos components of

the mmWave channel and they are respectively, defined as

HLoS
n = α

LoS
n ·an(ϕ

Rx
LoS) · (an(ϕ

Tx
LoS))

H, (4.10)

HnLoS
n =

1√
Sn,c

C

∑
c=1

Sn,c

∑
s=1

αn,c,s ·an(ϕ
Rx
c,s ) · (an(ϕ

Tx
c,s ))

H, (4.11)

where C and Sn,c denote the number of clusters and the number of sub-paths in each cluster,

respectively. α represents instantaneous complex channel gain for LoS and nLoS components.

Moreover, ϕ indicates the azimuth angle and a(ϕRx), a(ϕTx) respectively, denote angle of
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arrival (AoA) array factor at the receiver and angle of departure (AoD) array factor at the

transmitter. (a(.))H denotes the complex transpose of the antenna array factor.

For the ULA, the antenna array response is defined by,

a(ϕ) =
1√
M
[1, . . . ,e j(m−1)kdx sin(ϕ), . . . ,e j(M−1)kdx sin(ϕ)]T (4.12)

where M is the number of antennas in horizontal axis, k is the wave number which is defined

as k = 2π

λ
. The inter-element spacing (distance between two adjacent antenna elements) is

indicated by dx = 0.5λ .

4.4 Performance Analysis of Massive MIMO PNC under

Jamming Attack

4.4.1 In Sub-6 GHz

In this subsection, we evaluate the error performance of the proposed MIMO PNC scheme

against jamming attack in sub-6GHz frequencies. The simulation parameters are listed

in Table 4.1. In the simulation, we have a base station with multiple number of antennas

communicating with LUEs, and for simplicity, we assume that the number of antennas at

each LUE is the same. The jammer is also assumed to have multiple number of antennas

and transmitting independently of the LUEs. The objective of the base station is to apply the

PNC algorithm in previous, whereas, that of the jammer is to introduce errors in the PNC

algorithm execution. In the simulation setup, the jammer has a couple of possibilities to

influence the performance of the base station. We simulated various scenarios that include

conventional MIMO without PNC, MIMO with PNC, with and without jamming attack. We

regulated the transmit power and the number of antennas of the jammer, and then, countered

it with regulating the dimension of the received antennas of the base station and also the

modulation scheme. cases of MIMO and PNC and the jammer.
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Table 4.1 Simulation Parameters

Parameters Values

No. antennas at base station, M 4, . . . ,16

No. antennas per UE, K 2

No. UEs, N 2, . . . ,8

Channel, H i.i.d Rayleigh

SNR [dB] 0, . . . ,50

Modulation QPSK, 16QAM

No. iterations 104

Channel Coding Uncoded

Linear Detectors ZF, MMSE

No. antennas at Jammer, J {1,2}
SJR [dB] 10, . . . ,20

Fig. 4.2 presents the error performance for all use cases when the modulation scheme is

QPSK, employing both ZF and MMSE. The base station has four antennas, and each of the

two UEs has two antennas and the jammer has a single antenna with SJR of 10dB. Although

the dimension of the antennas at the base station in this setup is not massive MIMO, its worth

providing result for completeness. In the simulation result, the BER of MIMO and PNC is

comparably better in all use cases. The BER of the MMSE-based use cases performed better

than the ZF counterpart, which is as expected, as ZF does not consider noise at the receive

antennas in the detection of the transmitte symbols. Among the use cases, it can be seen that

non-jammed MIMO and PNC performed better than the non-jammed, but only MIMO. This

shows that MIMO and PNC can coexist without any detriment to the performance of the

former. It can also be seen that both jammed MIMO and jammed MIMO PNC performed

comparatively close to the non-jammed counterpart, until at about 15dB SNR. Further from

this SNR, the jammed BER for the usecases starts to remain steady. This is an indication
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Fig. 4.2 BER performance comparison between i) conventional multi-user MIMO ii) multi-
user MIMO with jamming, iii) multi-user MIMO with PNC and iv) multi-user MIMO with
PNC and jamming, with 10dB jamming SJR , for M=4, N=2, K=2 and J=1.

of the PNC scheme performing well against jamming in the lower SNR region, and this is

achieved at twice the spectral efficiency.

In Fig. 4.3, utilizing the same setup as Fig. 4.2, we doubled the number of antennas of

the jammer. The simulation result revealed a degrade in the former compared to the latter.

This is an indication that by increasing the number of antennas of the jammer, the jamming

signal adversely influences the decoding capabilities of the base station. The jammer may

not want to expend extra cost in its quest of impairing the decoding capabilities of the base

station, by increasing the number of transmit antennas.

We increased the number of antennas at the base station to sixteen in Fig. 4.4, with the

rest of the simulation parameters remaining the same as in Fig. 4.2. The simulation results

of the former revealed a similar pattern to that of the latter, except the BER starts to remain
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Fig. 4.3 BER performance comparison between i) conventional multi-user MIMO ii) multi-
user MIMO with jamming, iii) multi-user MIMO with PNC and iv) multi-user MIMO with
PNC and jamming, with 10dB jamming SJR, for M=4, N=2, K=2 and and J=2.



68 Jamming Attacks in Massive MIMO PNC

0 5 10 15 20 25 30 35 40 45 50

SNR [dB]

10-3

10-2

10-1

100

B
E

R

Massive-MIMO (ZF)-4QAM

Massive-MIMO (MMSE)-4QAM

Jammed Massive-MIMO (ZF)-4QAM

Jammed Massive-MIMO (MMSE)-4QAM

Joint Massive-MIMO-PNC (ZF)-4QAM

Joint Massive-MIMO-PNC (MMSE)-4QAM

Jammed Joint Massive-MIMO-PNC (ZF)-4QAM

Jammed Joint Massive-MIMO-PNC (MMSE)-4QAM
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steady after 30dB SNR. This is an indication that the more antennas the base station has, the

better the resilience against a jamming attack it has in the lower SNR regions.

In Fig. 4.5, we repeated the setup in Fig. 4.2 and Fig. 4.3, respectively, except deploying

a higher-order modulation scheme of 16-QAM. The result showed a similar pattern to the

QPSK counterpart, except the performance is better, as the BER starts to remain steady

at higher SNR, an indication that PNC performs better in the lower SNR regions against

jamming attack.

4.4.2 In mmWave

In this subsection, we evaluate the BER performance in the mmWave communications under

jamming attacks by employing PNC based on linear detection, which has lower complexity.

The mmWave channel parameters described in [83] and [84] are used in our mmWave system

simulation, which includes one base station having M = 16 antennas and communicating

with N = 16 legitimate users. The simulation results are shown in Fig. 4.6. It is observed that

the mmWave communications by employing PNC through linear detection provides much

better performance compared to the conventional mmWave schemes.

4.5 Conclusions

In this section, we outlined the resilience of massive MIMO PNC to jamming attack in both

sub-6 GHz and mmWave. In Chapter 3, we showed how the combination of massive MIMO

and PNC does not impact the BER any worse than it would in massive MIMO system without

PNC. Infact, our results revealed that the BER of massive MIMO and PNC is slightly better

than the BER of only massive MIMO. Massive MIMO is generally resilient to jamming attack

due to its high degree of freedom. We investigated our proposed work on massive MIMO

and PNC against a barraging attack from a jammer, where the jammer is able to use any

number of transmit antennas. Over Rayleigh fading channels, our simulation results revealed

that massive MIMO PNC performs better in lower SNRs, as opposed to the conventional

massive MIMO system, and at twice the spectral efficiency. In addition to that, for mmWave
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communications under jamming attack, the MIMO-PNC system still provides acceptable

BER performance.



Chapter 5

Index Modulation and PNC in Massive

MIMO

5.1 Introduction

The concept of Index Modulation (IM) has been introduced in 2.3. Indeed, IM is one

of the most promising techniques for 5G and beyond [85]. Whilst the current wireless

communication systems require that any information received at the receiver is actually sent

by a transmitter, IM has found innovative means to convey information from the transmitter

to the receiver without the signal necessarily being transmitted. Rather, it uses the indices of

the transmitting resources to convey extra information bits. There have been growing need

for techniques that offer a compromise between higher spectral efficiency (SE) and energy

efficiency (EE) to be those that get considered in 5G and beyond, and IM shows promising

performance gain in both metrics. The resources that IM operates on include sub-carriers,

modulation types, time slots, transmit antennas among others [86].

IM introduces an additional dimension to the existing dimensions of wireless transmission

that include space, time and frequency. By not using all the available resources to transmit, the

communication systems can be designed at a lower cost, lower hardware complexity, reduced

energy usage, as few of the resources are actively utilized at any time, and simultaneously

guaranteeing high SE and capacity gain.
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Fig. 5.1 Building functional blocks of a multi-user SM MIMO communication system.

One of the well research variant of IM is the Spatial Modulation (SM) and it will be the

main focus in the next sub-section.

5.1.1 Spatial Modulation

While conventional MIMO communication systems leverage on the ability to use all the

transmit antennas to increase multiplexing gain, by simultaneously transmitting data on all

of them, SM, on the contrary, allows transmission over a single antenna. The stream of data

to be transmitted is divided into two groups. One group decides which antenna is selected

for transmission, and the other group is transmitted on the selected antenna. The receiver

will, not only detect the transmitted data, but also the index of the transmit antenna used for

the transmission. MIMO systems usually require one RF chain for each antenna element to

be designed at the transmitter. However, such a design is costly, especially when a massive

number of antennas are to be implemented. There have been greater strides in mitigating this

cost with a blend of digital and analog designs [25]. However, in SM, since only a single

antenna is activated at any time, only a single RF chain is therefore needed.
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To re-illustrate how SM works, let us take Fig. 5.1 for example. In this figure, there

is a base station, with four antennas, communicating with two UEs, each equipped with

two antennas. To increase capacity in MIMO communication systems, the UEs would have

to exhaust all their transmit antennas to send multiple data streams to the BS. Considering

that battery powered communication devices, such as mobile phones, have limitations on

the number of antennas they have to be equipped with, it is not scalable and practical, that

by virtue of wanting to increase multiplexing gain, the number of antennas are increased.

Assuming that the UEs will use QPSK/4-QAM to transmit the bit blocks, using SM, the

QPSK bit block will be split into two: one that identifies the antenna that will be selected

for transmission, and the other, the actual transmitted bits. For example, in Table 5.1, for

QPSK bit block, "01", the bit ’0’ identifies antenna number one, and the bit ’1’ is mapped to

one BPSK constellation symbol and transmitted on the selected antenna. This, inadvertently,

results in a SE of 2bpcu (bits per channel use per user), one coming from the antenna index

and the other from the BPSK symbol, although only a single bit is transmitted.

Table 5.1 SM Mapping of 4-QAM Bit block to Antenna Index and 2-QAM symbol.

Bits Block Antenna Index Tx Symbol

00 1 -1

01 1 1

10 2 -1

11 2 1

The main challenge with SM is the detection of the implicitly transmitted antenna index

at the receiver or BS. In order to detect the selected antenna for each user, although nothing is

transmitted on the non selected antennas, it is still imperative that all antennas are active. It is

also important that the BS assumes the totality of both selected and the non selected antennas

for the SM. Fig. 5.1 illustrates the building blocks that handle the received messages with the

assumption that the transmitting nodes use SM. A joint detection of the antenna index and

the transmitted symbols is usually the most common approach. Here, both the antenna index
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and the transmitted symbols can be detected at the same time using Maximum Likelihood

(ML) estimator. The detected antenna index can then further be decoded by mapping it to the

corresponding symbol that was implicitly transmitted. The other alternative will be to use

ML to detect the antenna index and use other practical detectors such as Zero-Forcing (ZF)

and Minimum Mean Square Error (MMSE) to detect the transmitted symbols. Similar to the

joint antenna index and transmitted symbol detection approach, the antenna index is further

decoded by mapping it to the implicitly transmitted symbols. In Fig. 5.1, using two antennas,

each transmitter is able to transmit QPSK symbols by splitting them into two BPSKs, one

that identifies the antenna index and the other, physically transmitted on the selected antenna.

By detecting the antenna index, the receiver is able to infer the corresponding bits or symbol

at the transmitter. This implicit transmission of the symbols for the antenna index, increases

energy efficiency, as half of the energy required to transmit QPSK is needed in SM.

5.2 Proposed Joint PNC and Index Modulation

A joint IM-PNC or SM-PNC is an attractive combination, as each have their unique charac-

teristics, with some complimenting each other. Forexample, SM eliminates inter-channel-

interference (ICI), whereas PNC embraces ICI. Therefore, the intriguing question is, how

can PNC and IM/SM be combined?

In section 3.2, we showed how PNC and massive MIMO can be combined and the benefits

they present. To combine massive MIMO PNC with IM/SM, assuming nothing changes in

the architecture of MIMO-IM, as described in section 3.2, then, in uplink, depending on

the QPSK bit block, each user uses the first bit to select an antenna and transmits the other

half of the bit block on the selected antenna. Since in PNC, there is the need to estimate

PNC mapping symbols, without necessarily decoding the individual transmitted symbols,

detecting the antenna index alone is sufficient. Once the receiver knows the channel state

information, or HHH, our PNC scheme will first estimate the sum-difference of the transmitted

symbols, and then use the PNC mapping algorithm to estimate PNC symbols from the

estimated sum-difference symbols. In the case of the SM, the channel, HHH, cannot be used by
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Fig. 5.2 Building functional blocks of a joint multi-user SM MIMO PNC communication
system.

the PNC algorithm, because the algorithm operates on the symbols that have been actually

transmitted. If the base station considers the antenna section of each user as a black box, it

will only see transmissions coming out from a single antenna of each user and infer that only

a single channel was used to transmit. Therefore, there is the need for a transformation from

the two-antenna UEs to one-antenna UEs and this transformation requires that the channel,

HHH, itself is transformed. The transformation of the original channel, HHH, can be achieved by

first detecting the antenna index. Knowing the antenna index and the original channel, the

columns not related to the antenna index can be masked out and the result will be the actual

channels on which active antennas were used, i.e. HHHSM. The receive symbols as a result of

the HHHSM is given as,

rrrSM = (HHHSMPPPsd
−1)(PPPsdsss)+ zzz (5.1)

= HHHSM
sd ssssd + zzz, (5.2)
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Fig. 5.3 A simulation results of 4 x 4 MIMO System that uses SM to estimate PNC symbols.

where HHHSM
sd is the sum-difference channel matrix based on the transformed channel HHHSD.

The equalization channel matrix for ZF and MMSE is further given as

GGGsd =

(HHHH
u HHHu)

−1HHHH
u , for ZF

(HHHH
u HHHu +σ2

n I)−1HHHH
u , for MMSE

, (5.3)

where HHHu = HHHSM
sd . In this example, considering that only two transmit antennas were used

collectively by the users, two of the received symbols have to be operated on by the PNC

algorithm. After the transformation, the original 4-QAM transforms into a 2-QAM/BPSK.

In Fig. 5.3, a 4 x 4 MIMO system was simulated using spatial modulation. In this setup,

each user has two transmit antennas and the BS, four antennas. Each user transmits using

QPSK modulation scheme and at any transmit time, because of SM, only a single antenna is

utilized by each user. At the receiver, the BS estimates PNC symbols from the QPSK-based

SM transmitted symbols using the building block in Fig. 5.2. The simulation results in Fig.
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5.3 reveal that it is indeed feasible to combine PNC and SM, where the EE is significantly

reduced. The error performance results indicated that the joint MIMO PNC and IM does

perform better than the other PNC schemes, but performs a little poorly against the MIMO

SM. The reason could be attributed to the fact that in the MIMO SM, the individual symbols

are joint detected, whereas with joint MIMO PNC and IM, the antenna index and symbol

detection are done independently of each other, with the former involved in the formulating

of the channel matrix, which is then used in the PNC estimation algorithm in handling the

latter.

In this work, the antenna index and the modulated transmitted symbols are jointly detected

using ML [87] as in (5.4)

[̂sss, m̂mm] = argmin
s,1<m<M

∥rrr−−−HHHSMsss∥2, (5.4)

where HSM is now an N ×1 channel vector, and m is the mth antenna index that minimises

the equation, and whose estimate is then mapped to the transmitted bits which are associated

to that index. The detection of ŝss has already been explained in previous sections.

5.3 Conclusions

In this section, we presented a novel approach of combining PNC and SM, a variant of

Index Modulation. Individually, each of these physical layer techniques, offer compelling

performance benefits that foster a good balance between the EE and SE if combined. PNC

leverages on the interference from different transmitters to provide high capacity gain and

also increase SE, whereas IM or SM uses few available resources to achieve a similar capacity

again, as if all resources were utilized, leading to higher EE. We presented simulation results

of the combined techniques and although the performance is good, it would still require

further research to make it as practical as possible, by finding joint detecting techniques that

have similar or near to, performance of ML detector.





Chapter 6

Conclusions and Future Works

In this thesis, we designed and implemented a practical PNC scheme that operates in a MIMO

system. Our MIMO system model can have any antenna dimension, allowing our design to

include massive MIMO systems. We considered M-QAM modulation schemes and focused

mostly on the square dimension. Similarly, the dimension of the channel matrix considered

is square (i.e the matrix has the same number of rows and columns) for the sake of simplicity.

We also assumed that the UEs can be equipped with several antennas, but there is a central

entity that each of the UEs have to communicate through in order to reach the other end

users. The end goal is for the users to exchange information among themselves through this

central entity. The central entity can be likened to the modern day cellular base station and is

equipped with large number of antennas. Another assumption considered is that there is a

perfect synchronisation in transmission by the users to the central station. This is a sharp

contrast to real life cellular systems where the transmissions and receptions are not perfectly

synchronised, but for simplicity sake, we adopted perfect synchronisation. Furthermore, in

simplifying the system model, we also adopted the Rayleigh fading channel model, where

the effect of multi-path propagation is factored in.

In our proposed massive MIMO PNC scheme, we grouped the antennas, if multi-antenna

UEs, or the individual UEs, if single antenna, into clusters. Each cluster is formulated as a

sum and difference of the signals from the antenna pairs of the transmitting UEs. This is

achieved with a sum and difference matrix of similar dimension as the the channel matrix.
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Therefore, and at the receiver, rather estimating the transmitted symbols from the receive

signals, the central station will estimate the sum-difference signals from the receive antennas

in each cluster. The estimation of the sum difference symbols is achieved by transforming the

known channel matrix with corresponding sum-difference identity matrix. This inherently

creates a summation and difference of transmitted symbols at the receiver, one articulated

by the proposed PNC scheme. Utilizing linear detectors such as ZF and MMSE, based on

the sum-difference linearly transformed channel matrix, the sum-difference symbols can be

detected from the received symbols by the central station. Employing Maximum A-posterior

(MAP) soft decoding, we mapped the detected sum-difference symbols to the PNC symbols.

These PNC symbols are transmitted back to the users in the DL phase, and each user in the

cluster can then decode what was transmitted by the other users in the uplink phase. The

design is generic enough to handle any number of antennas at the users and also at the central

station. But practically, only few antennas can be utilized by each UE.

Considering square M-QAM modulation scheme, several simulations were carried out

and the results revealed that using existing MIMO detection schemes, such as ZF and

MMSE, our proposed PNC scheme achieves twice the spectral efficiency of conventional

massive MIMO. The BER of our scheme was better than the conventional massive MIMO,

indicating that our proposed PNC scheme can be deployed without sacrificing the BER of the

conventional massive MIMO. Furthermore, the results also revealed that for lower throughput

and at low SNR, 4-QAM appears to be the preferred modulation scheme, whereas 64-QAM

or higher is the preferred scheme in higher SNR, and for higher throughput.

Having demonstrated the feasibility of a joint PNC and massive MIMO in a single system,

we went further to investigate our proposed PNC scheme’s resilience against jamming

attack. Jamming attack is often intentional and malicious, with the intent of sabotaging a

communication system of functioning properly, by bombarding the system with jamming

signals or noise. The end result is that the legitimate users are not able to properly decode

the receive signals because of the interfering jamming signals. Massive MIMO is noted for

its resilience against jamming, due to its high degree of freedom. We simulated our joint

massive MIMO and PNC scheme utilizing Rayleigh fading in sub-6GHz, as well as the
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mmWave channel. Legitimate users communicate through the central station, whilst lurking

in this is a jammer sending jamming signals. The jammer is able to use any number of

transmit antennas. Our simulation results reveal that our proposed PNC scheme in massive

MIMO system does not deteriorate the latter’s resilience to jamming, whist still increasing

the spectral efficiency by two. Infact, our results revealed that the BER of the joint massive

MIMO and PNC is slightly better than the BER of only massive MIMO. Over Rayleigh

fading channels, our simulation results revealed that massive MIMO PNC performs better

in lower SNRs, as opposed to the conventional massive MIMO system, and at twice the

spectral efficiency. In addition to that, for mmWave communications under jamming attack,

the MIMO-PNC system still provided acceptable BER performance.

IM is a novel physical layer technique that boosts energy efficiency by utilizing fewer

resources than usual, to transmit. However, the indices of the utilized resources inherently

carry information, if the receiver can detect them. A joint IM and massive MIMO PNC, if

feasible, is expected to create a good balance between the spectral and energy efficiencies.

In this thesis, we considered the Spatial Modulation (SM) variant of the IM, where a single

antenna has to be selected for transmission, and besides detecting the actual transmitted

symbols, the receiver has to also detect the index of the antenna utilized for transmission. By

so doing, the receiver would have inferred the information bits or symbols used to select the

antenna. In our proposed PNC-IM scheme, we showed how to transform the original channel

matrix for the IM to the channel matrix suited for the estimation of the PNC symbols. We

simulated the joint IM and massive MIMO PNC scheme and our simulation results revealed

that, although the performance is relatively good, it would still require further research to

make it as practical as possible. Further research effort would be required in designing joint

detecting techniques that avoid detecting the antenna index separately from detecting the

transmitted symbols.

We have shown the feasibility of a joint massive MIMO and PNC, a joint IM and PNC

and also shown the resilience that the joint massive MIMO and PNC have on jamming attack.

However, further research will be required to bring this work closer to its realization in the

practical systems. The following are some of the proposed future derivative works:
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• We believe asynchronisation of transmissions would have to be addressed. In practical

cellular networks, users can transmit at anytime and there is no synchronisation in their

transmissions. In our work, we had to adopt a synchronised system model to simplify

the modeling. However, asyncrhonisation has to be considered to realize its practically.

• Similarly, the modulation scheme for our proposed PNC scheme in this thesis work

is M-QAM. We assumed that the users adopts the same modulation scheme and

transmission for simplicity sake. However, in real wireless communication networks,

users can be configured to use different modulation schemes and can be at different

distances to the central station, and therefore experiencing different fading. We believe

further research in having users use different modulation schemes for our proposed

PNC scheme would shed some light into how this scheme would operate in real

systems.

• The same goes for non-square channel matrix, here the matrix’s rows and columns have

different dimensions. Although, we adopted a square channel matrix in our modeling

and simulation, this is not always true in real systems. We believe our proposed PNC

scheme would work well with non-square channel matrices. However a thorough

investigation and performance analysis are needed.

• Finally, we believe the relatively good results we have had for the joint IM and the

PNC is the fact that we adopted detectors not fully aligned with the joint scheme.

The detectors for the indices and that of the received sum-differences should be joint

designed and we believe further research is required here to design and analyze the

performance of such detectors.
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