Signal <c¢classification at discrete f

C. J. Swinney

A thesis submitted for the degree of

Doctor of Philosophy

Royal Air Force
Department of Computer Science and Electronics Engineering

University of Essex

Date of submission for examination August 2022

© Crown Copyright 2022



Acknowledgements

First, | would like to express mghanks to my supervisor Dr. John C. Woodsthout his
extensiveexperience, academic support amivaveringdedication for the amount of
experiments we hawachieved, this work would not have been possibies was even more
paramount during th€OVID-19 pandemic wherebgrogress could have been hindered due
to lockdown restrictions. With Dr. Wood®ntinuoussupportthroughout that time, both
pastorally and academically, the pandemic didafieictthe outputl would also like to

extend my thanks to Profesd®einhold Scherer, University of Essex, the continued
support and expertisen particular with regards tmachine learning and cross validation
techniquesA special thank you is alsxtended to UAS iRt Jim Pullen who has given up
his time to fly all the UAS experiments details in this thesis and for the production of the

DroneDetect dataset.

| would like to extend my thanks the Royal Air Force Engineeringnd Cyberspace
Professionand Chief of &ff Supportfor the sponsorship of this PhB special thank you

to the Royal Air Force 591 Signals Unit for the use of their facilif@sa number of the
experiments in this thesis. In terms of Royal Air Force support, this PhD would ndbdeve
possible without the unwavering support of the Air and Space Warfare G&8kC)in
everythingthat has been achieved with this work. The ASWC have gone out of their way to
make sure | have had all the suppwtessary to make this work count both acadaliyic

and for the benefit of wider Defence. They hals® taken special care to ensure | have been
supported pastorallhrough every stage of the PhD ahdoughouthe pandemiowhich is
something lammost gratéul for. Without their supporto me andhis work it would not

have happeneddy deepest gratitude is extended to my hierarchy in the AQWaSly | will

extend my thanks to my family who always support all of my endeavors in every way

© Crown Copyright 2022



Abstract

Incidents such as the 2018 shut down of Gatwick Airport due to a Simahnned Aerial

System (UAS) airfield incursiomave shown that we dondét have |
detection and classification methods in place to recognise unwanted signal$ spacea

Today, incidents of this nature are taking place around the world regularly. The first stage in
mitigating a threat is to know whether a threat is present. This thesis focubesdatection

and classification of Global Navigation Satellite 886 (GNSS) jamming radio frequency

(RF) signal types and small commercially available UAS RF signals using machine learning
for early warning system&F signals can be computationally heavy and sometimes sensitive
to collect. With neural networks requigra lot of information to train from scratch, the thesis
explores the use of transfer learning from the object detection field to lessen this burden by
using graphical representations of the signal in the frequency and time domain. The thesis
shows that ulising the benefits of transfer learning with both supervised and unsupervised
learning and graphical signal representations, can provide high accuracy detection and
classification, down to the fidelity of whether a small UAS is flying or statiorigyyreating

the classification of RF signals as an image classification problem, this thesis has shown that
transfer learninghrough CNN feature extractioeduces the need for large datasets while

still providing high accuracy result€NN feature extractioand transfer learningas also

shown toimprove accuracy as a precursor to unsupervised learning but at a cost of time
while raw images provided a gooserall solution for timely clusterind.astly the thesis has
shown that the implementation of machiearning models usingraspberry pi and software

defined radio (SDRprovides a viable option fdow cost early warning systesn
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Term

XXili

Glossary

Definition

Unmanned Aerial

System (UAS)

Radio Frequency (RF)

Software Defined
Radio (SDR)
Global Navigation
Satellite System

(GNS9

Global Positioning

System GPS)

Machine Learning

(ML)

Ot her wi se k n o wnncravged arcraft drrstopn ¢
(and associated equipmengt)ided by remote control or
onboard computer§l]

fiElectromagnetic wave frequencies that lie in the range
extending from below 3 kilohertz to about 300 gigahertz anc
that include the quencies used for communications signals
(as for radio and television broadcasting andgletine and
satellite transmissions) or radar sigajg]

fA radio in which some or all the physical layer functions ar:
software defined [3]

fiGlobal Navigation Satellite System (GNSS) refers to a
constellation of satellites providing signals from space that
transmit positioning and timing data to GNSS receivers. The
receivers then use this data to determine locat[dh

AiThe Global Positioning System (GPS) is a thf¥ned utility
that provides users with positioning, navigatiamg &ming
(PNT) services. [5]

fiMachine learning is a branch of artificial intelligence (Al) ar

computer science which focuses on the use of data and

© Crown Copyright 2022



Deep Learning (DL)

Convolutional Neural

Network (CNN)

XXV

algorithms to imitate the way that humans learn, gradually
improving its accuracy [6]

fiDeep learning is a subset of rhawe learning, which is
essentially a neural network with three or more layers. Thes
neural networks attempt to simulate the behavior of the hun
braind albeit far from matching its abiliéy allowing it to

Al earno from | afPlJge amount s
fiConvoluticnal neural networkCNN) is a class of deep
learning methods which has become dominant in various
computer vision tasks and is attracting interest across a var
of domains, including radiologya CNN is composed of
multiple building blocks, such as caslution layers, pooling
layers, and fully connected layers, and is designed to
automatically and adaptively learn spatial hierarchies of

features through a backpropagation algorahid]
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Chapter 1 - Introduction

The thesis is broken down into the followidigapters The introduction includes an overview
of the research problem and scope, the contribution of the research to the academic
community and a background to the wdthapter2 Chapter 2 Literature Review
containgthe literature review which is broken down into UAS detection and classification;

GNSS jamming detection and classificationg &aransfer learningChapter3 6

Chapter 3 RF Profilingbdescribes the datasetiataset generatiandthe representation of
signalsas graphical representations which can be saved as inGiggsterd CChapter 4
Supervised Learnirapescribsthe CNN feature extraction, machilearning classifiers and
experimental results for classification of UAS and GPS jamming sigbaépter 5Chapter

5 - Unsupervised Learngbdiscusse the unsupervised learning algoritkirMeans and its
application and experimental results for small UAS clustering and for GNSS jamming signal
clustering.Chapter6 &Chapter 6 Early Warningincluding Unknown Signal Detectién

considers the implementation of a low cost early warning system made up of a Raspberry Pi
and BladeRF SDRt alsoconsiders the classification of unknown signal types uiag
supervised models createdG@hapter 4Lastly Chaptei7 &Chapter 7 Conclusionéwill draw

out the conclusions from the thesis aadommendeduture work.

1.1 Research Problem and Scope

Theuse ofRadio FrequencyRF) signalsas an access vector for malicious cyagacks is a
growing concern in a world made up of connected syst8ewurity professionals often
regard Cyber threats as mitigated against by disconnecting a system from the internet.

However, RF connectivity in amy systems is pervasive, underpinning fundamental services
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and often overlooked in the consideration of cyber security. Wireless standards are inherently
open and often published on the internet, leaving RF links as an opportunity for adversaries to
explat and conduct cybeattacks However, open security has been shown to be an overall
better solution than security by obscuritye first stage of mitigating cybattacks which

use RF as an access vector is to detect the presence of an unwanted laggiBling the

signal type can further help with attribution of an attack to a perpetrator and to inform time
critical risk calculations. The application extends itself to other signals of interest such as the
detection and classification of small commaligi available Unmanned Aeri8lystens

(UAS) and RF signals which deliberately interfere with critical services such as Global

Navigation Satellite Systems (GNSS).

Arguably the largest incident of UAS disruption happened in 2018 at Gatwick Airport where
over 1000 flights were grounded for 36hrs at a cost of over 50 million pounds to the UK
economy. An in depth report conducted by the Guardian newspaper concluded there was
minimal evidence to suggest that a small UAS was even presenfdt aitidents of this

nature have not diminished since 2@l&ratherare still causing disruption all over the

world. In 2022 the United States Department of Homeland Security officials revealed they
received over 2,000 sightings near airports in the last[§8arin the UK a 2018 study by
Dedrong[11] reported almost two detections of small UAS per day at four different UK
airports, with a 2019 study highlighting that 62% of near miss incidents between small UAS

and aircraft posed a significant rigl2].

Another exampl®f RF signals of interest relates to the worldwide reliance on GNSS such as

Global Positioning System (GPS) to provide vital position, retieg and timing services. In
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2017 the potential economic impact from a loss of services for 5 days was assessed at £5.2bn
[13]. In 2022 we are highly dependent on GNSS for precise timing signals to enable
applications from power distribution to emergency services and 5G perforipidhcEuture
technologies such as driverless cars are critically reliant on these signals for safety. Even with
the gowing economic reliance on GPS, intentional interference incidents are increasing with

a European report showing recorded events to have increased 20 times over a period of 2
years[15]. This thesis concentrates on UAS RF signals and GNSS janRRismgnals due

to the availabiliy of open source datasets, which allow for peer comparison of results, and

due to theprevalence of incidentshich have the potential fdrighly significantimpact to

the economyHowever, future applicatioaf this workcould include any RF signal of

interest.

Whether it is UAS or GNSS interference signals under consideratiompp&ent that

routine and consistent detection and classification methods are not widely available or in
place to recognise unwanted signals. Human analysts are commonly used to manually scan
the RF spectrum to identify signals of interfd€i]. This process can be taly and creates a
burdenon specialist operatomghich subsequentlystills ahigh dependency on human
experience. Deep learning and machine learning present an opportunity to reduce the manual
scan time significantly and point a human operator to a lsgjniaterest.RF sgnal datais

inherently largeand can beomputationallyresource intensivérF signalscanalsobe

sensitive to collect due to certain legal constraints in many countries such as the UK. Transfer
learning offers an opportunity to wowkith smaller datasets while maintaining high accuracy
results and has been successful in other fields including medical condition diagnosis and

audio signal classification.
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Signals from small USs of the same manufactureand to be evolutionaryvith a datalink
being upgraded between @4latforms from the same manufactur®ne of the world

leading manufacturers of small commercial UA®&Jiang InnovationgDJl). They have
recently evolved the LightBridge datalink whiis hardware basegsingafield

programmable gate arrdlfPGA), to the OcuSync datalink which utiliseSaftware Defined
Radio SDR) basedapproachThe evolution of datalinkkas potential to lend itself to
supervised learning to provide a probabilitgication that an unwantadAS signal is

present. However, unsupervised learning provides an opportunity to detect signals which
have not been seen before in a much quicker time frame. Unsupervised and supervised
learning operating togethaftsopresentshe scope to detect and classify signal types in a

timely and accurate mannas part of dargerearly warning system

Several industry programs claim to be able to perform these fun{tigd.8] but incidents

of malicious UAS activity and GNSS #mference are still occurring across the world on a
daily basis. One potential reason why detection and classification systems are hot common
place is due to the cost of implementsugha system. This thesis will therefore also

consider whether these letques can be achieved on a low cost platform to enable future

widespread use of such a system.

1.2 Contribution of the Research

The contributions of the works shown in the thesis are as follows:

(1) Classifying the flight modef a UAS signal with high accuraéy an important step

forwardin the fieldandcould provide vital information on the scene of a major incident for
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risk assessment. We improve accuracy by over #b594%from previous research of flight
mode classificadn confirmedusing the same open source dataFurtherconfirmation is
provedwith a larger dataset containing 11 more classes and tested in the presence of

interference.

(2) Pre-trained CNNs for image classificati@an beemployed for feature extrach using
transfer learning on image based graphical representations WABRnd GPS jamming
signalsproducing high accuracy resutiser 98%and reducing the need for large datasets

and computational resources

(3) Supervised machine learning algorithatising transfer learningrecapable of
detectingUAS signals not captured in the original datagatluding evolutionary and nen

evolutionary datalinksThis has significant implicatiorfer detecting unknowrhreats.

(4) Frequency domain graphical signal representationl deeper CNN architectures provide
features which arebust to interference from other signals operating in the same frequency

bandsuch as Wii and Bluetooth

(5) CNN feature extraction and transfer learning produces pregtormancelustering(over
0.8 v+measurejor unsupervised learningpmpared talusteringraw data from the SDR and
raw imagesut at a cost of timés). Raw images are a gooderall solutiorfor timely
clustering(under 0.3syvhich could form part of an early warning system to confirm and/or

cue other sensors.

(6) A low cost raspberry Pi and SDR based machine learning classification sgstem
predictsignals it was trained againand signals it was not trained agajmsta live

environment
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Overall the work has produced 8 published and peer reviewed papers, 2 papers which are

currently under peer review a@gpapes which hare been peer reviewed aadeready for

printimminertly, one of which is to be printed the IEEE Transactiongournal seried

havepresentedt 6 conferenceasnd dher contributions include 2 published open source

datasets, an invitation to be a reviewer for IEEE Transactions on Intelligent Sysi@nas

and an invited seminar at Manchester University as part of their Digital Trust Series on the

exposure of cyber vulnerabilities using software defined radios. Sections within the thesis

which include material from published papers in the followingdistreferenced within the

section headings

1.2.1 Journal papers

based UAS Detection & Classificatio

System using Machine Learning

Special Issue Journal
Unmanned Aerial
Vehicles erRoute

Modelling and Control

Title Journal Status Reference
K-means Clustering Approach to UA IEEE Transactions on | Published 2022 [19]
Classification via Graphical Signal | Intelligent

Representation of Radio Frequency | Transportation System

Signals for Air Traffic Early Warning

(Invited) Low Cost Raspberry Pi MDPI Aerospace Published 2022| [20]

A Review of Anomaly Detection in

theRF Spectrum for the Early

International Journal o

Critical Infrastructure

Protection

Under Peer

Review
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Warning of RF enabled Cybéttacks

using Software Defined Radio

Challenges of Artificial Intelligence:

Air and Space Power

Scheduledo be

Britainds Bri ght |Journal published in
Autumn/Winter
2022 edition

A Review of Security Incidents and | IEEE Aerospace and | Published 2022| [21]

Defence Techniques relating to the | Electronic Systems

Malicious Use of Small Unmanned | Magazine

Aerial Systems

(Invited) Faithful Wingmen or Killer | Air and Space Power | Published 2022| [22]

Robots? Atrtificial Intelligence Review

Applications for Air Power

(Invited) GPS Jamming Signal International Journal | Published 2022 [23]

Classification with CNN Feature on Cyber Situational

Extraction in low Signato-Noise Awareness IJCSA

Environments Volume 6, 2021

(Invited) The Effect of RealWorld MDPI Aerospace Published 2021 [24]

Interference on CNN Feature Special Issue Journal

Extraction and Machine Learning Al/Machine Learning

Classification of Unmanned Aerial | in Aerospace

Systems Autonomy

Unmanned Aerial Vehicle Operating| MDPI Aerospace Published 2021 [25]

Mode Classificatia Using Deep

Residual Learning Feature Extractio
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1.2.2 Conferences

Title Conference Status Reference
(Invited) Deep Residual Artificial Intelligence, | Presentation
Learning Feature Extraction fol Machine Learning and| 2022
GNSS Jamming Signal Data Science World
Classification and the effect of | Forum 2022
low Signalto-Noise Ratio
(Invited) K-means Clustering | Conference on Applied Presentation
Approach to GNSS Jamming | Science, Engineering | 2022
Detection via Graphical and Technology
Representations of Radio (GECAET-2022)
Frequency Signals
Unmanned Aerial System U.S. Department of Poster
Detection and Classification | Defene@ Artificial Presentation

Intelligence 2021

Symposium
RF Detection and Classification 2021 International Presentation & | [26]
of Unmanned Aerial Vehicles i Conference on Conference
Environments with Wireless Unmanned Aircraft Paper Published
Interference Systems (ICUAS) 2021 IEEE

Explore

GNSS Jamming Classification | 2021 International Presentation & | [27]

via CNN, Transfer Learning &

Conference on Cyber

Conference
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the Novel Concatenation of Situational Awareness,

Signal Representations Data Analytics and

Assessment (CyberSA|

Paper Published
2021IEEE

Explore

Unmanned Aerial Vehicle Fligh 2020 16th International
Mode Classification using Computer Engineering

Convolutional Neural Network | Conference (ICENCO)

Presentation & | [28]
Conferance

Paper Published

and Transfer Learning 2021 IEEE
Explore
1.2.3 Other Contributions
Title Description Status Reference

(Invited) - Reviewer

Reviewer for

1 x paper review

Transactions on in 2022
Intelligent
Transportation
Systems
(Invited) - Security Challenges Book Chapter with | Due to be

presented by Malicious SmalIASs

Nova Science

Publishers, Inc.

publishedAug 22
(hardcover and

electronically
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(Invited) Software Defined Radios: | Semirar delivery to | Delivered May [29]
RF enabled cyber vulnerabilities an( Manchester 2022
early warning University as part of
the Digital Trust &
Security Seminar
Series
DroneDetect Dataset: Radio IEEE Open Source | Published 2021 | [30]
Frequency Dataset of Unmanned | Dataset Publication
Aerial System (UAS) Signals for
Machine Learning Detection &
Classification
Raw IQ dataset for GNSS GPS Zenodo Open Sourc( Pubished 2021 | [31]
jamming signal classification Dataset Publication
(Invited) - Reviewer Reviewer for book | Published 2021 | [32]

chapter 0

Operati on
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1.3 Background

To introduce the background to these signals of interest this thesis will first consider the
significance of the small commercially available UAS used for malicious irtent. the
section will discus&F signals which interfere with GNSS before introdgc5DRs and their
use for both the delivery of RF access based egtiacks and for the early warning of

unwanted signals in prohibited asea

1.3.1 Malicious Small UASs[21]

In recent years the market for smaAS has expandeddm hobbyists to supporting the
economy commercially. | n t h2e0 218C0oo nmreepr ocri ta,l tDhr eo
predicted to grow exponentially until 20P83]. Amazon and Dominods Pi
trialling deliveries using UAS and industry specific usages such as farming and geological
surveying are benefitting from the technology. In the US the Department of Transport are
proposing to ease regulationsetaable greater use of small UfRI. However increasing

the ease of use comes wabcurity risks. A study carried out in 2018 by Dedrone across 4

different UK Airports observed nearly two small UAS detections per day. Dedrone also

concluded that whil®a-Jiang Innovation¢DJl) is a world leader in the small UAS market,

they only made p144% of the incursions monitorgtil]. In 2017 in the UK a study was
commissioned to understand whether a small UAS could catisalaiamage to an aircraft

from a midair collision. The report concluded that factors including the size of the UAS,

whether the aircraft was bird strike certified and the aircraft type all contributed to whether

critical damage occurrg®5]. In 2019 62% of theear miss incidents between small UAS
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and aircraft in the UK were deemed to have held significanfXBk Following a collision
between a small UAS and an aaftrin Canada in 201[B6] the University of Dayton
Research Institute conducted nanl collision investigations between a DJI Phantom 2
guadcopter and an aircraft. They showed that ev@mnall UAS such as the Phantom 2 could

cause significant damage to an airc[aft].

Malicious activity from small UAS does not always involve physical damage, we can break

down malicious activity into 3 categories:

1 Physical aacks
1 Cyber attacks

M Surveillance

Physical Attacks

Physical attacks could be caused by-aiidcollisions with a moving target as previously

discussed or carrying a payload against a fixed target, for example chemical, radiological,
biological, nuclear oexplosive materials. A prevalent example of an attempted physical

attack was seen in 2018 at a speaking event in Caracas. Venezuelan President Maduro was
subject to an assassination attempt when two UAS carrying explosives detonated near his
stand[38]. However, as far back as 2015 we have seen &M&k cause disruption, for

example a smalUAS was flown into power lines causing a blackout of electricity for 650

people in California in 2019]. In 2017 during the Golden State Race Series a Phantom 4
smallUAS hit a tree and then went on to hit a cydi]. In 2016 asmalUAShi t Seat t | e

Space Needle while fireworks were being set up for the Xewa Evé display[41]. In
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2017 we obsengka collision occurring in Canada between a light aircraft which was landing
and a smalUAS [42]. Then asdr back as 2017 smallASs were being weaponised to carry
explosives and drop munitions by Islamic State (IS) in [4&g In April 2021 thelnstitution

of Engineering and TechnologleT) conducted an open data analysis study looking at
consumelJASs or drones being armed for terror attacks by conflict groups. They slikeus
use of weaponisedASs for propaganda, smallAS use by the Taliban for dropping mortars
and Houthi rebels usingASs for naval mine attackd4]. It is without a doubt that the use

of smallUASs is becoming more prominent in warfare. 5 years ago Hartmann and45iles
stated that with plans in place fdASs fitted with physical weapons to target othi&Ss,

this would see the first documented case of warfare wskf§on UAS. They liken it to the

First World War where pilots were armed with rifles in the cockpit of reconnaissance aircratft.

Another concern is that sma&llASs could be equipped with chemical, radiological,

biological, nuclear or explosive materials. David Camngiformer UK prime minister)

warned in 2016 smallASs carrying an aerosol with nuclear materials could be used in
attacks against Western citi@$]. DeFrancd47] suggests that a new challenge is presented
to countering biological weapons frddASs. Along with producing a thorough taxonomy of
threats, Majeed et U 8] assert that equippindgASs with armed objects by terrorist groups

is a matter of concern. In 2019 the South China Morning Post reported that criminal gangs
were usingJASSs to spread swine fever over pig farms in an attempt to profit from the market
[49]. The Missile Technology Control Regime (MTCR) is an agreement that includes
governingUASs ard includes 35 countries. The MTCR met in October 2019 and looked at
the prevention of Weapons of Mass Destruction released using unmanned delivery systems
[50]. In 2020 China released footage of a swarm of milittdss known as t he 0Osu

drones6é6 which operate as][5Hme02Lthafitst t o destr oy
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documented use of a swarmWASs was used in combat against Hamas militants by the
Israel Defense Forces (IDF). The swarm which veg®rtedio beguided by Artificial

Intelligence (Al)andused to locate, identify and attack targets in Gaza in May BFR21

Cyber Attacks

Small UAS also could provide a platform to carry out cydgaicks through the interception

and breaching of wireless netwofk8]. At the CanSecWest Conference 2021 security
researchrs Weinmann and Schmotzle used a DJI Mavic 2 carryinglei \dbngle to hack

open a Tesla Model X car dof@4]. In 2019 at the DroneDeploy Conference, Rhea Naidoo,
co-founder and Director of Automated Solutions at Cambrian Cyber Group, tybke

attacks usindgJASs into 3 categories. Attacks which compromised the confidentiality of data,
for example exfiltrating confidential information; attacks which compromised the integrity of
data such as manipulating controls or disabling alarms aryl ¢dastpromising the

availability of services by taking processes or networks offb§ Devices suclas the
Raspberry Pi can be fitted ontdJAS and used to access insecure networks and retrieve
personal data or perform techniques such asspoj@tjg Known athea mimacacl| ¢ &
attack, dJAS can be used to broadcast a-MVinetwork which has been connected to in the
past, all the data from that persons phone will then pass through that network allowing an
attacker access to valuable informatjbid]. Barker shows that when a directional antenna is
used that computer network attacks and data exfiltration can be effective at distances larger

than 800n{58].

UASSs can be used as a platform for the interception of wireless netjs@ik&ée Roy et al.

[59] consider attacks usirgn SDRembedded on HAS and conclude this an opportunity for
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attacks. AUAS was shown to hack a Bluetooth mouse in an office building while hovering
outside the window. The attack successfully installed malware through the connection onto
the computer and subsequently receinediciouscommunication using light pulses and the
camera fitted on th& AS [60]. Generally speaking argyberattack which uses RF as the
access vector and can be performed on an SpBtestiallyviable. While cyberattacks

using RF access points are often described with a person parked up in a car with a laptop and
a device such as a Wi Pineapple Nano with targets such as airports, coffee shops and
hotels, the use of tH8AS provides access eograpically disparatarea wherethe person

can be a significard distance awa}61]. Further, without a robust registration process for
smallUASs it may be hard to identify attackers for prosecution. JA8 allows acyber

attackto be performed both remotely and anonymoUiéR], an attractive prospect for an
attacker. However, it is not just thEAS platforms themselves which can cause a threat in the
cyberdomain. In December 2020 the U.S. government imposed serious restrictiods on

amidst claims from cyber security firms of data collection from affiliated applicait®s

Another consideration is that a smdAS being used for legitimate purposes could be

hacked or hijacked using cyber capabilities. Wali@4$ shows a list of vulnerabilities in

small commercially availablgASs which is kept up to date and includes cydtacks from
reverse engineering to denial of service and hijacking. Krishna and Murphy examine the
range of cybeattacks on smallASswhich have been simulated or studied and suggest that
GPS spoofing attacks are the most researched. They also highlight GPS jamming, de
authentication attacks, zeday vulnerabilities, video replay attacks and the interception of
data feeds. Krishna amdurphy also indicate that attacks using viruses are not confapn
Some attack methodologies and source code are openly available online which means that

anyone could download and execute the ¢d8¢ However, if we consider cybattacks

© Crown Copyright 2022



16

exploiting smallUAS vulnerabilities, there is one incident whereby a std&l5 in South

Korea wasaffected by GPS jamming and crashed killing an engift&sr

Surveillance

Lastly, many small UAS have cameras as a standard fitting which could be used for
surveillance and mapping of sites. This capability has led to enormous benefits for security in
agriculture, search and rescue missiand many more applications. However, along with

these benefits come the risk of malicious use. In 2020 a Welsh man was jailed for using a
smallUAS to spy on and monitor the activities of anpgactner[66]. In Australia a small

UAS was usd to spy on a woman skinny dipping in her own back gaj@éléja A couple who

lived in a fifth floor apartment reported segia smallUAS at the balcony door spying on

them getting ready for a showé&8]. | t Olgindividuals tlabare at risk from spying,

sports such as football have seen accusations of small drones being used to spy on practises
[69]. In 2019 an incident occurred whereby UAS swarmed a U.S. warship and hovered in its
vicinity for days[70]. It is without a doubt that UAS pose many security threats andgtrobu
detection, classification and counter measure systems are required to mitigate the risk posed.
Figurel shows the different technologies being ¢dased for UAS detection, classification

and mitigation.
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Figurel - UAS DetectionandClassificationSensor Typesnd Mitigation Technologies

The various sensors which have been researched for detection and classificabiore all

with different benefits and their own challenges. Radar for example boasts long ranges and
has advantages over imagery based methods as it is resilient to weather cbusitbes

been show to have difficulties distinguishing between small U&®l! birds Acoustic

sensors have proved very accurate in short range and like radar performance they do not
degrade with visibility but acoustics systems do suffer when noise is present, including wind.
Imagery based systems using elecptical camerasra generally low in cost and human
verification is possible but detection and classification accuracy is affected by environmental
conditions and time of day. Laser and thermal based systems can be costly and thermal has

shown to be less effective with pewefficient UAS such as some quadcopters.

RF systems can produce ranges similar to rad
conditions and classification can specify what the UAS is dbing stationary, hovering or

flying. It is worth noting that up until 2019 when classification was reteto with UAS it

considered issues such as distinguishing between UAS and birds and classifying the UAS

type. AFS a 6 d [74]t As wd come to review recent security incidents in this paper we can

keep in mind that understanding what a UAS is doing, for example capturing video or
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hovering over a padular site, could impart valuable information contributing to an
assessment of risk. Classifying the flight mode is an important step forward and a significant
benefit of RF detection and classification systems. However, these systems cannot detect
UAS flying without active RF datalinks such as UAS flying in a GPS autonomous RBde.
detection when combined with machine learning can increase both reliability and system

performancg72].

When a malicious UAS has been detected and classified we need to know what to do with it.
It may be that there is an imminent threat that neet@gedealt with straight awaygs with

the attack on th&enezuelan President in 2018, or we may want to prevent access to an area
such an active airspace around an airport. Arguably the most researched-masiare is
jamming, emitting another signal in the same frequency bandwstugher in power and
subsequently blocks the transmission between the UAS and its controller. Physical measures
include firing nets and using physical weapons against UAS. Lastly cyber methods have been
investigated to disrupt malicious UAS activityll Af the counter measure methoalich are
covered in more details withi@ h a p t Ghapter2* Literature RevieWwpresent legal, policy

and practical challenges which can vary depending on the environment the system needs to
operate inBeforemoving on to consider the literature in the figkelgent seurity incidents

related to Critical National Infrastructure including Airports and Nuclear Facilities caused by

malicious UASwill be discussed

Security Incidents

The largest incident to cause airport disruption is without a doubt the 2018 UAS sgiiting

Gatwick Airport in the UK. After a number of sightings flights were grounded for nearly 2
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days and no suspect has ever been f¢@hd he incident did highlight the cost to the

economy as the disruption affected over 82,000 passengers and at a cost of over 50 million
poundg73]. Since 2018 there have been a number of incidents in restricted airspaces across
the world. In 2019 in New Jersey, U.S. flights were disrupted following a UAS flying within
9m of an aircraff74]. In 2019 in Japan a UAS was observed hoveaingve the runwagt

Kansai Airport[75]. In 2019 Heathrow Airport in the UK grounded flights for 30 minutes

after a number of UAS sightingg6]. 2019 also saw disruption at Frankfurt Airport in

Germany twice that yedr7], flight diversions at Dublin Airpoift78], suspension of flights

in Dubai[79] and 37 flights delayed at Changi Airport in Singapore due to the UAS sightings
[80]. In 2020 a confirmed UAS sighting by a military Apache helicopter at Stansted Airport

in the UK was reported and oagrest was mad81]. Again Frankfurt Airport in Germany in

202 was subject to 2 hours of grounded flights and diversions due to a pilot sighting of a UAS
[82]. In 2020 two pilots reported sighting a UAS which resulted in grounded flights for 1

hour in Spairf83]. Most recently in 2021 we have seen disruption at North Carolina Airport

in the U.S]84] and at Auckland Airport in New Zealand where the UAS was sighted only

30m away and 5m abovehalicopterf85]. Al t hough we havenét seen
the scale of disruption that was caused at Gatwick, events are still occurring regularly. The
Federal Aviation Authority in the U.S. report UAS sightings at airports at over 100 a month

[86].

|l t6s not just air por t sofdstugtiondrenvsenalltuAS] Nucleac or d e d
Facilities have also se@mncreasednedia attentionThe first widely reported issue concerning

small UAS and nuclear power plants occurred in France in 2014. The incidents involved

multiple UAS, which were never idefed, flying into restricted airspace over 13 different

nuclear power plang87]. In 2014 the malicious use of small UAS also came into the
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attention of the British media, with the first conviction in the UK made after a recreational
UAS flew within 50 metres of a nuclear facilii$8]. Aside from an incident involving
Greenpeace who crashed a superman shaped UAS into a French nuclear facility to expose
vulnerabilities[89], therewas a gap imedia reporting of incidents at nuclear facilities

between 2014 and 2019. However a recent freedom of information request revealed there had
been 57 incidents at nuclear power plants in the U.S. between December 2014 and October
2019, with 85% of the indents being unresolved in terms of attributing incidento a
perpetratof90], [91]. In September 2019 a swarm of UAS entered the restricted airspace of
the Palo Verde Nuclear Plant, the largest power plant in the U.S. The report stated that 5 or 6
small UASflew around the protected area for 80 minutes, indicating that this was not
conducted by a popular consumer UAS such as the DJI Phantom which has a much lower
flight time [92]. In June 2021 one or more small quadcopters were reported to have caused
substantial damage to a nuclear facility in I[f@8]. This highlightsthe importance of being

able to classify the UAS type to help with attribution of incidents to perpetrators. Next GPS

jamming will be discussed

1.3.2 GPS Jamming[27] [23]

The term GNSS covers various different satellite constellations that provide position,
navigation and timing (PNT) information including GPS (United States), Glonass (Russia),
Beidou (China) and Galileo (Europe). This thesis focusses on GPS satellitdlabostand

receivers.
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Figure2 1 GNSSPictoral Represenations of Triangulation for Calculting Receiver Position

GNSS receiver position (X,y,z) is worked out using the calculation of triangulation. Satellites
are constantly ftmadcasting position and timing information. The first 3 satellites are required
to perform the triangulation and the fourth satellite is used to calculate a timing error. This is
because the satellites each have atomic clocks, so their timing signailgdyeaccurate to

each otherGround eceives generally dmot haveaccess t@atomic clocls as it would be
impractical to carry these around in our phones for example. The fourth satellite is required to
calculate a timing offset for the receiver so tthat distances can be accurately measured.

Figure2 shows a pictorial representation of this.

GPS is comprised of satellites, control segment, monitoring stations and the user segment
which is made up of many GNSS receivéiise GPS signakimodulated using a carrier
frequencybefore it tranmits to the receiver from the satellifEhe main two frequencies in

use for GPS are 1575.42 MHz or the L1 band and 1227.60 MHz also known as the L2 band.
By the time these signals reach the receivey #ne very weakGPS is susceptible to

interference from jamming as the signal from the satellite is approxima&®dgBm when it
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reaches the receivf®4]. The weakignal at the receiver has been described as the Achilles
heel of GPS with satellitaschnicallyprodudng less power than a typical car headlight from

20,000km into spac®5].

For many sectors, GNSS provides vital position, navigation and timing services but are
extremely vulnerable to interference due to the signals being weak egcdiger. Space
communications in the UK are deemed critical to national security and therefore classed as
Critical National Infrastructurg96]. In 2017 the potential economic impact from a loss of
services for 5 days was assessed at £922%Jn Although this study has not been repeaied
canbe assumd thatthe figure is much higher today. In 2021 society is highly dependent on
GNSS for applicabns from power distribution, emergency services, travel and even 5G
performance for a precise timing signflgl]. A further concern is the cascading effect on
secondary and tertiary sectors from GNSS disrud8@i Intentional interference known as
jamming occurswhen a jamming signal is transmitted at high power in a GNSS band,
disrupting the GNSS service. Jamming equipment is illegal in many countries. In the UK the
use of a jamming device is an offence under the Wireless Telegraphy Act but it is not illegal to
buy or own the equipmeff28]. Their availability on the open markedn be seefiom as little

as £10.9999]. This availabilitycombined with an increase in the uséJ#&Sscausing public
annoyance, has created fears of a stark increase in, msajeg them a serious and credible
threat to satellite navigation. An increased us&ABs by law enforcement, hobbyists and
commercial, has uncovered a potential motivation for civilians to purchase jamming devices to
illegally combat their use. Morongt al. [100] carry out a study of GNSS jammimg a real

world environment. They assess that GNSS jammers are very dangerous to airdi&fSand

especially those that are flying at low height. The IET recently did a study to look at how easy
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it would be to purchase a Drone Jammer Gun from Asia fiegealstraightforward practise

[104].

However, a high powered jamming gun is rexuired to create a significant and critical

effect.In 2013 a truck driver in New Jersey, USA, drove a route past Newark airport over
several months whilst utilising a GNSS jammer in his vehicle to hide his movements from his
employer. He was fined $32,00or interfering with the Air Traffic Control System in

Newark Airport[102]. With an increase in employers tracking employee movements there

has been an increase in use and they have been found to be used in Mexico in 85% of vehicle
thefts[103]. The European Global Navigation Satellite Systems Agency monitored GNSS
interference in 23 countries over 2 years. The study showed 450,000 events whereby 73,000
had an impact on GNSS which was deemsigdificant. 66,000 of those were shown to have
originated from jammernd 04]. GNSS pmming equipment can be purchased easily online.
Jammers which plug into car cigarette lighters are easily available online from under £10
[99]. The first step towards the mitigation of GNSS jamming is the detection and

classification of the signal.

Today, with low cost SDRon the market it is possible to-peoduce many different jamming
signals Lineswala and Shah show this[itD5] for jamming the Indian Rgonal Navigation
Satellite System. Ferreira et |fl06] show the use of GNURadio software to produce jamming
signals which are then transmitted on a BladeRF SDR to jam GPS signals for the disruption of
UAS operation. Glomsvoll and Bonenbdfd7] showed maritime GPS receivers to be affected

by even low power jamming signals from 1600 metres away. Positional accuraaiffecssd

from under 1000m and showing up to 10m discrepancy in position. The potential harm which

could result from the use of a low cost jamming device becomes more critical when future
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reliance of Connected and Autonomous Vehicles (CAV) such as dagarées on GNSS is
considered. Pham and Xiofit08] present a survey of 184 papers considering state of the art
attacks on CAVs. With regards to GNSS jamming they determine that the timely detection of
a jamming incident in enough to ensure CA\Vesatand can be a prarsor to filtering out the

attack signal so that the CAV can continue its operation in certain circumstances.

Jamming types have been classified into various categories in previous studies. A graphical

representation of this can been inFigure3 below.

Amplitude Frequency
Modulated Modulated
(Class ) (Class IlI)

Continuous

Wave Narrowband

(Class V)
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Orie S Signals

tooth

function
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Multiple
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Figure3 - Graphical Representation of Jamming Signal Tygsedescribed in Literature

Krauset al [109]in 2011 suggested four classifications for civilian GNSS jamnhe/2019
Ferreet al.[110] expand this to 6 classes; Class I: Aiople Modulated jammer<lass Il:
Chirp jammersClass Ill: Frequency modulated jammetsass IV: Pulse or Distance

Measurement Equipment (DME) jamme@ass V: Narrowband (NB) jammersndClass
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VI: No jamming signal presenthese classes act as aisdor the datasets usedd

generated in sectio@hapter 3

1.3.3 Software Defined Radio (SDR)

Traditional radio systems work by providing various capabilities entirely by hardware
elementg111], designed and built for one specific purpose. Reconfiguratiommmly

requires changing elements of the hardware design. The term SDR was first used by Joseph
Mitola in the early 90s as a class of radio which could be reconfigured thomlygbsing
software[112]. His vision was a radiwith just anantenna and an Analogue to Digital

Converter (ADC) as the physical analogue components. All other functionality would be
programmable through softwaEL3]. The IEEE definition of an SDR isfieadio in which

some or all the physical layer functions are software dedifgjdin 2004 Eric Blossom, the
developer of GNU Radio, saigoftware radio is the technique of getting code as close to the

antenna as possible. It turns radio hardware problems into software proflédis

Figure4 shows the functional blocks contained in a typical SDR receiver. The RF Front End
takes the RF signal and converts it to analogue Intermediate Frequencies (IF) using a mixer
with a local oscillator and amplificationh& ADC then samples the IF signal at discrete
intervals. Next a process called Channelisation occurs within the Digital Down Convertor
(DDC). The Channelisation process modulates the IF to centre the channel of interest in line
with the baseband frequen@l5]. The Digital Signal Processor (DSP) implements a wide
range of functions for example errorrection and cryptography. General Purpose Processer

(GPP), programmable hardware such as Field Programmable Gate Arrays (FPGAs) and
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Application Specific Integrated Circuit (ASIC) are also potential devices for implementing

baseband processing.

Antenna

RF

DDC DSP
IF Sampled Modulated
IF IF

Figure4 - Functional Blocksvhich make the basis of a SOich includes the RF front
end; Analogue to Digital Convertor (ADC), Digital Down Convertor (DDC) and the Digital

Signal Processor (DSP)

Antenna Selection and RFront End

Traditionally developers designed and built radios with the ability to transmit and receive in
specific narrow bands. For example, an FM radio could not receive mobile phone signals.
There are advantages to directional narrow band antennay asdbee interference and

tend to havéncreasegerformancgl116]. As discussed earlier, the advantage of an SDR is

its flexibility and reconfigurable nature, so its usage suits a wide band antenna to take full
advantages of those features. Antenna design for a truly wideband antenna (e.g. 20 MHz to 6
Ghz) is incredibly difficult, especially compared with traditionalroavband systems.

Antenna size is proportional to the wavelength so a wideband antenna will always suffer from

performance issues compared with narrowband ant¢hha@k
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In some circumstances smart antenrmagdcdstart to bridge this gap. For example, beam

steering antennas use phased arrays to steer beams dynamically to users. Another example is
beam switching which switches between directional beams according to user |gd4t8jns

Smart or Intelligent antennas select and deselect capacitors and inductors, allowing for a
changeable frequency respoiis&9]. Once the chosen antenna receives the signal, the RF

front end changes that RF signal into an Intermediate Frequency (IF) signal. A Low Noise
Amplifier can be placed as close to the antenna as possible to reduce noise and amplify the

signal and then mixer is used with a Local Oscillator to convert the signal td #0].

ADC and DDC

In the past developers found the Analogue to Digital Converter (ADC) a limiting factor in

SDR development. The ADC turns the IF signal into digital samples. To ensure the signal
sampled replicatethe original signal, Nyquist states that the sampling frequency must be at
least twice the bandwidth of the signal for correct representation. At baseband this equates to
twice the highest frequency. Power consumption and efficiency other parameters in the
design phase which require attention, especially for battery powered SDRs. Battery powered

SDRs have motivated the development of ADCs which are more energy effil@ént

Another consideration is the effect of jitter caused by the-fgged sampling clock. When
the clock varies, it effects the sampling of the input and this effect increases in severity as the
frequency increasd421]. It should also be notetiat higker sampling rates imply faster

electronics and henéecreased power consumption.
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The signal then passes from the ADC to the Digital Down Converter (DDC). A DDC
typically consists of a mixer and an oscillator. The mixer multiplies digital IF signals with
complex sinusoidal waves and down converts the data to a baseband frequendyeOnce t
baseband signal is acquired, a ipass filter is used to filter out the harmonic frequencies

[122].

Baseband processing

There are different options for signal processing which each have advantages and

disadvantages. The first is the use of a Gerfeugbose Processor (GPP) such ax@te

mi croprocessor. A GPP i s de-drivenandregistehased, i di gi t
and is capable of processing different functions, operating on data streams represented in a

bi nar y [123] &PPs domot have the processing power for real time requirements but

their flexible nature makes them attigetfor some SDR systenfi$24]. Digital Signal

Processors (DSPs) are a type of GPP that can conduct high speed instruction and arithmetic
processing. DSPs have been optimised foraligignal processinfd.25] and promote

flexibility, for example they are able to be reprogrammed wherdatds changg 26].

Applicationspecific integrated circu{fASIC) advantages include power consumption and
efficiency. Example applications include the implementation of wireless standards. However,
ASICs are hard wired and notpeogrammable after the design phase. Therefore ASICs do
not lend themselves well to thermept of an SDRRL24]. Further, ASICs can have a long
development time and at a large cost. An alternative is Field Programmable Gate Array

(FPGAS), arrays of logic blocks where theiting is programmable in second27] and
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reconfigured in milliseconds. However, FPGAs are slower and less efficient than ASICs. In
order for FPGAs to compete with ASICS in low power applications, FPGA designsts m
address the issue of power efficien®yover and Sonil128] found that FPGA optimisation

at the system level resulted in significant power savings. ¢uslyi FPGA development

required experienced VHSIC Hardware Description Language (VDHL) software
programmers. Today Higbevel Synthesis (HLS) allowthe design of applications in C++

for examplewithout needing to understand or program in VHDL. The HL@uites the

code in the correct language for the FPGA making it more accessible for software
programmer$120]. Designers in general consider FPGAs less flexible than GPPs. However,
FPGAs perform reconfigurable computation with much higher speed and efficiency and lend

themselves toeal time processing applicatiofi23].

History

The concept of @arogrammable radio was first considered almost 50 years ago and the first

design was developed through United States research departments within government
organisations in 197049805[129]. US and UK military gound troops used an ADC

connected to an 8085 microprocessor as a VLF {48@]. In 1984 ESystems (now

Raytheon) published rewslettemwhich referredto® s of t war e r adi 06. It u:
processors to perform functions such as adaptive filt¢tidg). In 1991 the US Defence

Advanced Researchréjects Agency (DARPA) released details of a military program called
SPEAKeasy. SPEAKeasy was a radio which operated between 2MHz and 2 GHz, supporting

up to ten different protocols in an open architecture, with software implementing all physical

layer conponentq131].
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In 1992 at the National Telesystems Conference Joseph Mitola presented a radio which could
bereconfigured using onlgoftware and included the ability to both transmit and receive

[112]. The community credits him with the term Software Radio and he was the first person
to publish on the technology. In 198artnership between industry, government and
academia, at the initiation of the US Departmdrdefence (DoD)wvas set up called

MMITS. The DoD wanted MMITS to define an open architecture for SDB2]. In 1997

the DoD set up the Joint Tactical Radio System (JTRS) to try and collate various stove piped
service led programs into ongain effort. The intention was for JTRS radios to be

compatible with legacy radios and provide further capability for the warfighter to access
information[133]. The US government shut down the JTRS program in 2011 but it
undoubtably made a significant contribution to the worldwide communiBDdt

enthusiasts.

In the late 1990s, the use of the SDR spread from military application to the commercial
sector, in particular cellular networks and base stations were considered a potential
application[134]. In 2000 a company called Lyrtech worked in conjunction with Mathworks
to create a development environment fat farototyping. The hardware platform was created
using Digital Signal Processors and Field Programmable Gate Arrays (FPGA) and the
Mathworks Simulink formed a bridge for simulation and executl@]. This advancement
provided a commercially available development suite for SDRs. In 2001 Eric Blossom,
funded by Sun Microsystems, foundedapen source framework called GNU Radio. The
framework allowed for the development of SDR using a free toolkit within a PC environment
[136]. Developers use GNU Radio with a variety of platforms and hardware to perform signal
processing and to create SDRs. Applications can be programmed in both Python and C++

language$137].
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In 2005 a company called Vanu released the first commercial SDR base station system
certified by the US Federal Communications Consinis[138]. Aimed at the 3G market,
Picochip introduced the PC102, dramatically reducing the power, cost and size of the
equipmenitt36]. Up until the introduction of the PC102 commercial SDRs had been based on
x86 processors. In 2009 Lime Microsystems released a FPGA which could handle the RF
Front End on one chip. Remeh into the use of FPGAs continued and in 2016 Osma proved

an FPGAbased SDR using Xilinx System Generator programming and Matb&h

SDR Comparison

Today SDRs are used for a multitude of tafsks wireless base statioms military
communication$140]. The real advantage of an SDR is flexibility, the ability for
functionalities such as changing frequency bands and updating protocols to be implemented

through a software download rattthan full hardware replacemdgh#1].

Tablel - SDR Comparison

RTL-SDR V3 HackRF One | BladeRF x40 | Ettus USRP

[142] [143] [144] B210[145]
Frequency Rang¢ 500 kHzi 1766 |1 MHz-6 GHz | 300MHz to 70 MHz1 6

MHz 3.8GHz GHz
Bandwidth 2.4 MHz 20 MHz 28MHz 56MHz
Sample Rate 3.2 Msps 20 Msps 40 Msps 61.44Msps
ADC 8 bit 8 bit 12 bit 12 bit
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X 0 1 1 2
RX 1 1 1 2
Duplex N/A Half Full Full
Interface USB 2.0 USB 2.0 USB 3.0 USB3.0
Chipset RTL2832U MAX5864, LMS6002D AD9361
MAX2837,
RFFC5072146
]
Price £16.73[147] £217.95[148] | £408.75[149] | £1,100

Tablel shows a comparison between the main SDR competitors available for purchase
today. The Ettus USRP series represents the higher price end of the market.-phieemid
range includes the full ghlex BladeRF which uses a high speed USB3 connection with an
FPGA. A single chip, the LMS6002D, performs most of the functionality including the mixer
and Analogue to Digital Converter. It can cover 300 MHz to 3.8 GHz on the spectrum, but
frequency rangesilimited due to the single chip approach. The Ettus B210 uses the AD9361
which has similar functionality but uses 2 chips. The HackRF uses several different
components to achieve its frequency coverage. The Ettus B210 and the BladeRF both utilise
the Cypess FX3 microcontroller (ARM9 core), while the HackRF does not comprise of an
FPGA but uses complex programmable logic and an NXP micropro¢és€drAt the

bottom end of the market the RTBDR digital TV receiver is low cost and easily converted
for SDR use. An observer should not discount the DR due to its lower specifications

detailed in Table 1. This very low cost SDR has proved it usage in multiple capacities, for
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example its ability to receive live weather satellite imagery through reception of an
Automatic Picture Transmission sigriab1]. Due to the advances in computational power
and their low cost, SDRs provide researchers with the ability to design and ecghexe
attackson different wireless systemis52]. As technology rapidly continues to advance and
RF communications become even more embedded into our everyday lives; from intelligent
transport systems to IoT devices in the home, to the carttbhavigation of aircraft in the

sky, RF vulnerabilities increase. SDRs allow RF spectrum analysis which can allow an
attacker to reverse engineer a signal in order to devise new attack methodakgjieSDRs

can be used to both expose cyber vulnerabilities and to provide early warning of unwanted
signals in a prohibited airspace. Next their use for exposing cyber vulnerabilities will be

considered.

1.3.4 SDR RF enabled Cyer

RF signals provide access points into many connected systems, in some cases bypassing
security controls. Many devices integral to our daily lives contain analogue sensors, from
mobile phones to Supervisory Control and Data Acquisition (SCADA) systems. The
information and data provided by these sensor inputs can form part of critical decision paths
which can be vulnerable. The application of Cyber Security does not generally include any
consideration of the RF spectrum. However, spectrum access underping/pesof

technology of which cyber security is a concern. In a 2018 white pHpé]; QinetiQ

proposes the term cybspectrum security and predicts that attacks utilising the spectrum will

increase due to factors such as the interconnectivity of radio systems.

Examples of RF accesaded attacks have been seen in different forms. In the WSDR

was used to compromise an RF link which formed part of an Emergency Services System.
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The attack set off 150 weather sirens across the city for over 90 mibd¥sSignificant

media coverage regarding Remote Keyless Systemswrvehicles highlights a practical
example of cyber security vulnerabilities exploited via the RF spectrum. Ibedlah{156]
demonstrate a hijack attack on a car lock by jamming, listening and then replaying a signal.
Even with the prominence of these attacks, recevgmmnent literature on connected

vehicles is still focussed on the security of information over spectrum vulneralpiligls

Another example is seen [ih58] where Trippleet al. proved the insertion of digital values

into microprocessors and embedded systems using intentional acoustic interference through

the addition of steps onto a Fithit

In March2019 the UK National Air Traffic Services announced the start of operational trials
of a space based Automatic Dependent Surveillance Broadcastg)XDiBllowing a $69

million investment in 2018159]. Moseret al.[160] show ADSB is vulnerabldo spoofing

even with the addition of multateration techniques to try and verify the integrity of a signal.
Vulnerabilities in ADSB is another example of the use of RF links as a viable access vector
for a cyberattack. Spoofing has also been seemwther RF signals such as with the
operation of Satellites and the vulnerabilities with technologies that provide PNT
information.Wanget al.[161] proves the use of a low cost SDR to change the date and time
of a target deviceWith SDR technology decreasing in cost and increasing in complexity,
security professionals must look to secure any dependence on wireless connectivitgt The
stage of mitigating against RF enabled cyhiacks is the detection and early warning of

unwanted signals in an airspace. SDRs can also be used in an early warning capacity.

! Wireless enabledctivity trackerthat measures data such as steps walked, heart rate and other fitness metrics.
2 An aircraft automatically uses satellite navigation such as GPS to determine its location and broadcasts it to
other sensors and aircraft
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Chapter 2 - Literature Review

2.1 UAS Detection and Classificatiorf21] [28] [25] [24]

This sction is split into the main research areas for small UAS detection and classification
including imagery based systeff@ectrcoptical and thermgl acoustic, radar, RF, LIDAR

and LADAR based systems. For each sensor type the review is conducted dicaiiglo

ending with the most recent literature. Each of the techniques have strengths and weaknesses
but RF is seen as the best tool for detection at distance. The ability to detect and classify a
UAS with enough time for decision making regarding theahre key to dealing with the

threat[162].

2.1.1 Imagery

Thai et al[163] use a CNN for feature extraction of motion patterns anddcest neighbour
(KNN) to classify resultsvith an accuracy of 93%\cceptable accuracy values wdue
defined in the system requirements for an early warning system and would be highly
dependenbnwhat the use case for the system in quesehumann et aJ164] use a
convolutional neural network (CNN) to detect UASs for the birds vs. drones competition.
They find that when they increase the training data to include images from the web from
many varied scenarios, their results increase in accuraey.use the metric average
precision and achieve their highestrallresult as 80%T he birds vs. drones challenge
[165] is set up because drones can be confused with birds. Saqifilé6atompare various
CNNs for UAS detection including piteained VGG16 using transfer learning. They
conclude that faster-BNNs produce the highest performing res(dtgerage precision over

60%)when comparing all the architectures. Schumanih €&7] present a CNN which is
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trained on video which have beenjpm@cessed with median background subtraction. The
classifier is able to distinguish the UAS from birds and other background noise. Rozantsev et
al. [168] use 3d Histograms of Gradients (HoG3D) and a CNN to perform detection using
one camera. They utilise a regression approach for motion sioifi and produce an open
source dataset for the communretiyd achieve 86% average precisibiker and Kalkaj169]
propose a CNN for small UAS object detection using background subtracted images. They

show that birds can be distinguished from BtdAS using this method.

Yoshihashi et al[170] use deep learning and a milthme appoach for identifying small

objects. They present a Recurrent Correlational Network which can perform detection and
tracking simultaneously using multiple frames. Peng ¢13l] address the need for large
datasets to train neural networks by creating an artificial dataset of photorealistic UAS
images using a process called Physically Based Rendering Toolkit. The new images rendered
vary with orientation, camera specs, backgrodeigils and UAS positions/size. The network

is trained using Faster-BNN and achieves higher accuracy with the larger dataset than

using a smaller one. Lee et |l72] uses camera imagery and a CNN to classify the UAS

type. Their detection system is based on a second UAS and the camera imagery collected
from it. The dataset consists of google images and the OpenCYV library to identify the location
of the UAS on the image and the make/model of the UAS. The system has an accuracy of
89%. Unlu et al[173] use Geeral Fourier Descriptors as features for UAS detection and
classification from birds. In their work they show that using these features with a CNN
produces the highest accuracy for classification. Nalamati [dt7dl} consider various CNN
architectures such as Reslet Inception. Transfer learning is employed due to limited data
and they show that ResNet using the FaRENN is preferable for higher accuracy results

(improving accuracy by 15%)Coluccia et alf175] evaluate the highest performing
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algorithms produced for the 2020 Drones v. Birds competiichieving 80%average

precision Challenges for video detection and classification were observed when classifying
between birds and UAS at greater distances. The other problem perceived was with moving
cameras. Coluccia et. al recommend training data to be updated to include greater distances
and for categories such as real time detection and computing complexitydideced in the

future.

We will now consider the use of thermal imagery for small UAS detection and classification.
An dr a g[L76]evestigate the use of thermal signatures for small UéiBation. They

find that quadcopter style UAS which are electrically powered do not produce a significant
amount of heat compared with UAS which use fuel consumption for power. This is due to the
efficient nature of electrically powered motors and theiatulation within the quadcopter.
Diamantidou et all177] propose a fusion process using a neural network. The fused
information includes thermal imaging but does not erpam specifics details such as
resolution[178]. Wang et al[179] produce a monitoring system using visible and thermal
imagery. They suggest that the largest issue for this work using deep learhimgues is a

lack of data. They addredsd using augmentation techniques and show that systems trained
on synthetic data performs well on real world UAS images, even those incorporating complex
backgrounds. Svanstrom et [dl78] proposea multisensor detection system for UAS. They
observe that the thermal camera which has a lower resolution has equal performance to a

electreoptical camera.
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2.1.2 LIDAR and LADAR

LiDAR stands for Light Detection And Ranging and is commonly used for objesttoe

for example it is utilised for collision avoidance with autonomous vehicles using
simultaneous localization and mapping (SLAM). However the range detection on the sensor
is limited to 100n{180]. LADAR stands for LAser Detection And Ranging. The basis of the
technology is the same but LADAR systems have a greater distance and are therefore more

suited and commonly used for detection and classification systems.

Kim et al.[180] highlight the problems of LIDAR for detecting UAS at distance and propose
a 3D LADAR sensor which can perform detection up to 2Repending on the size of an
airfield, which can varyn the UK betweemnywhere from 0.2 miles to 2.7 miles, with
Gatwick Airport being 2 miles in lengfi81], multiple sensors may be required to cover that
spaceThey propose a data augmentation method and a clustering algorithm vieadihlly
bounded nearest neighbour-RBNN) which overcomes issues tiprior research using an
RBNN. However, they do not consider the issue which LADAR suffers in distinguishes
between UAS and birds but they do propose this for future work. Khan£82] observe

the issue of LADAR datasets lacking long drste targets. They propose a fusion data
generation methodology for small targets and present an approach for real time small UAS
detection. Kim et al[183] extend their previous work to consider a double-filarscan laser
radar to detect a 0.5m small UAS in real time from a distance of 2kay. 3how that this is
achievable with complex background scenario with a calculation time of 20 millisecond per
frame. Salhi and Boudrigd84] consider arrays of laser sources and concentrators in a
spherical form with a photodiode in the middle. This method is evaluated by Salhi and

Boudriga for UAS detection.

© Crown Copyright 2022



39

2.1.3 Acoustic

Audio signals have been studiesing microphones pointed in different directions that can
capture sound up to 30ft away. Mezei e{E85] use mathematical correlation as a way of
fingerprinting audio signalfrom differentUASs. This method concentrates on capturing the
motor sound which resonates around 40KHz but this technique struggles in urban areas
where the base noise level is high. Busset ¢186] combine the first approach with a video
system[164] achieving a detection range of 1880m (UAS type dependant). Nijim and
Mantrawadi[187] use data mining techniques for UAS in flight identification. They use a
Hidden Markov Model to perform phenome analysis withdymsults. However, the work

does not consider the issue of noise or any real time considerations. Je¢h8&{ db

consider realife environments when analysing the audio data from UAS by augmenting the
audio with environmental sound produacfrom diverse environmental settings. They

consider a CNN, a Gaussian Mixture Model and a Recurrent Neural Network (RNN) for
detection and the RNN provides the highest accuracy using 240ms of audio. Bernardini et al.
[189] use features from the time and frequency domain such as spectral centroid, spectral
roll-off and Mel Frequency Cepstral Coefficients with machine leardassifier support

vector machine to detect an audio fingerprint from a UAS. Their work uses audio with
sampling rates higher than 48kHz taken from the internet. Flying UAS are classified against
nature sounds, traffic noises, crowded areas and trains.pfbeyce high accuracy of 96.4%
using this method. Kim et gl190] tackle the aspect of real time monitoring and detection
using acoustic signals. They implement a FFT on the data in real time and perform detection
with machine learning classifiers KNN and plotted image machine learning (PIL). Kim et al.

use a nxture of indoor and outdoor audio signals with environmental noise created using

© Crown Copyright 2022



40

YouTube. They further produce a framework to allow other researchers to test other

classifiers in the future.

Yue et al[191] use acoustic sirls collected usingaSDRand machine learning algorithm
support vector machine for small UAS detection. They focus on the frequency domain
representation Power Spectral DengR$D)which they showed reduced noise and produced
successful detection rateThey also added in Additive Gaussian White NOA&BWN) so

they could control th&NRand observe the results in different noise scenarios. Seo et al.
[192] study the B features produced by the Short Time Fourier Trans{@n#T)for UAS
detection. They use 20ms samples with AWGN noise added and the produced STFT image is
then classified using a CNN. They foundtttieey could successfully distinguish between
scooters and motorcycles using this method but suggest further research to consider wider
acoustic signals which have similar harmonics. Matson §138] use features derived from
STFT and mefrequency cepstral céfecients for inputs as 2 images to support vector

machine and CNN for detection of small UAS. The work was limited to the testing of one
type of UAS the Parrot AR and background activities. STFT features and support vector
machine produced the highteccacacy for detection. Shi et §1.94] focus on real time

detection and localisation of small UAS using audio signals through an array of microphones
and[195] follow the same methodologizocalisation is performed i Time Distance on

Arrival (TDOA) and using a Bayesian filter.

2.1.4 Radio Frequency (RF)
Shin et al[196] investigate the security of UAS controllers with a particular ersighan the

employment of Frequency Hopping Spread Spectrum (FHSS) technology. Shin et al. show it

© Crown Copyright 2022



41

is possible to extract the hopping sequence of a controller using/arsal Software Radio
PeripheralUSRB SDR. Nguyen et a[197] suggest investigate two methods for UAS

detection systems. Firstly they look at an active approach which sends an RF signal and waits
for a returned reflection. The second is a passive method whereby the signal is observed and
analysed. Both approachesube USRP SDR and they find that as the distance is increased
the detection accuracy suffers. Shi e{ 8] use support vector data description with has
fingerprints to detect small UAS operating in the 2.4GHz frequency band. They focus on
producing the envel@pof the RF signal before creating a fingerprint. The system is only
tested in an indoor environment and accuracy decreases with the addition of AWGN. Nguyen
et al.[199] examine whether features of UASs such as body vibration can béused

distinguish UAS from moving WFi or mobile phone signals. They use a SDR to test the
detection accuracy at various distances using this technique. Abeywickran2@d]al.

present an autoencoder DNN for UAS direction finding using a single channel RF receiver.
They achieve this using a circular antenna array which is directinddaha accuracy of the
direction finding was shown to be over 90%. Zhao gPall] classify UAS RF signals

collected from a SDR using Auxiliary Classifier Wasserstein Generative Adversarial

Networks (AGWGANS). In an indoor setting the system shows an accuracy of 95%.

Ezuma et al[202] use a Markov modelsased naive Bayes decisiorchanism with UAS

RF signals for UAS detection of 15 types of UAS controllers. Once the UAS is detected, 5
different machine learning classifier were evaluated for classification. Ezuma et al. evaluate
the systems performance at various SNR and includestthe same controller in the set.
Huanget al [203] expand detection to include a low cost method of localisation using
multiple HackRF SDRs. ABa'd et al[71] are the first authors to consider classifying the

flight mode of the UAS whether it is switched on and connected to the controller, hovering
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or flying with or without the video feed. The use a DNN to detect the UAS and classify its
type and flight mode. Accuracy declines as the number of classes increase. They produce
99.7% accuracy for UAS detection, 84.5% for classifying the UAS type and 46.8% for
classifying the flight mode. They also contribute by producing the DroneRF d§2agéfor
other researchers to use. Liang ef205] use the Hilbert Spectrum for features and an ANN
for micro UAS detection. SNR is noticeably improved by using a higher order cumulant
algaithm. Al-Emadi and AlSenaid206] use the DroneRF dataset and a CNN to improve
the results of AlSa'd et al. by 0.1% for UAS detection, 1.3% for UAS type classification and
12%for UAS flight mode classification. Their work suggested that the @idduces higher

accuracy forclassifying UASsignalsover a DNN.

Nemer et al[207] propose a hieraratél approach using ensemble learning and pre
processed RF data. The first classifier detects the UAS, the second classifies it by type and
the following two specify the flight mode. The method is shown to produce classification
accuracy of 99% but the flg mode classification is limited to the Bebop and AR UAS.

Future work looks to work with larger and more diverse datasets.

Lv et al.[208] compare the Power Spectral Density (PSD) of a signalamithverage PSD to
achieve the detection of small UAS. The method boasts advantages when computational

power and efficiency are constrained.

2.1.5 RADAR
The majority of the research we will present with respect to radar is regarding frequency
modulated continous wave (FMCW) and higher resolution radars which allow for the

analysis of the microppler signature. FMCW has suffered issues with detecting and
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classifying small UAS due to their size, especially when classifying between other flying
objects such asirds at distance, and micf@oppler signatured based methods are limited in
terms of rang€70i 120m[209]). De Wit et al.[210] show that micreDoppler signatures can

be used as a characteristic to classify small UAS. Molchanov[@fld].extract features

from micro-doppler signatures from a 9.5GHz radar -precessing includes filtering and
alignment to overcome the Doppler shift. Classification accuracy using Support Vector
Machine produces an accuramy95% for birds, planes, small UAS and helicopters.
Harmanny et al[212] again tackle the issue of successfully discriminating between birds and
small UAS using micrdoppler signatures. Spectrogram and Cepstrograms are used to not

only distinguish between lsirand UAS but to visually determine the UAS type.

De Wit et al.[213] characterise between fixed and rotary based UAS by using {dappler
features after first distinguishing betweeb &S and a bid. Singular Value Decomposition is
used to extract features from spectrogram images. Mohajerinf2t4Juse a mixture of
simulated UAS, bird and plane radar tracks and a range of statistical features for
classification. The work however doesndt f ul
environmental effects. Fioranelli et f215] use multistatic RADAR and micrdoppler
signature analysis to classify between UASs carrying different payloads. They achieve
accuracy over 90% using cenitd features from the mic¥rDoppler signature. Zulkifli and

Balleri [216] design and develop a radar system to detect-desres using a mic¥Doppler
technique. Semkin et dR17] consider radar crossections for detection and cldgsation in
urban environments and suggest further work to include the use of machine learning.
Practical issues with RADAR detection systems include the cost of implementation and the

requirement for licenses for transmiss[68].
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Ritchie et al[218] observe that micro UAS electromagnetic scattering caused by the rotor
blades produces strong variations with azimuth and frequency. Jahangir an{PB8kase
Holographic Radar (HR) that usesa @ntenna array to create a midéam 3d surveillance
sensor. Decision tree which is a machine learning classifier is used to distinguish between
false tracks successfully and overall detection of 88%. Lundén and Koif22@muse a

deep CNN to extract features from high range resolution profiles (HRRPs) forstautikti
radars. They show that large target aircrafts are distinguishable using this method but the
work does not extend to smaller targets such as UAS. Torvik[@Ral.use polarimetric
parameters to address the problem with radars distinguishing between birds and UAS which
are comparable in size. They focus on reducing critical detection time by using palarimet
features with a nearest neighbour classifier. Oh ¢222] perform automat multicategory
classification of mini UAS using empiricahode decomposition. Statistical and geometrical

features are fed to machine learning classifier support vector machine for prediction.

Kim et al.[190] were one of the first to considelC&N with merged Doppler images to

perform classification of UAS§ hey found frequency domain features to be more robust

than micreDoppler signatures, which prior work had concentrated on. Mendis[223].

use a deep belief network (DBIdind spectral correlation functions (SCF) from a Doppler

radar. SCF are used due to their resilience to noise. They show that environments where SNR
is less than 0 that high levels of accurgayove 90%Yan be maintained. However, their

work does not casider UAS in motion but only in static positions. Ren and Jjaad]

highlight that existing micrdoppler spectrogram, Cepstrogram and cadence representations

do not include any phase information but only magnitude. They address this using a 2
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dimensional complex Fourier transform and in doing so improve error rates émcead

velocity diagrams. Zhang et §225] enhance micr®oppler signature robustness by using
shorttime Fourier Transform spectrograms in thdd&nhd and Xoband with principal

component analysis for feature extraction. Support Vector Machine is againsubed a

machine learning classifier and they show that the fusion of multiple radar sensors produces a
higher accuracy than a single radar feed. Regev [@24] highlight the issue that UASs

present radars due to their low radar cross section and when detection has occurred,
distinguishing the UAS from birds or by UAS type. They use a Muatier Perceptron

(MLP) neural network to classify UAS type using the baseband signal from the radar return.

Fuhrmann et a[227] classifyUAS types- quadcopters, octocopters, helicopters and fixed
wing platforms of various sizes using features extracted from time frequency transforms
including ShorTime Fourier Transform, Cadence Velocity and Cepstrograms. Using
Support Vector Mehine classification accuracy is produced at over 96%. Oh[@22] use
empiricakmode decomposition for UAS classification. They use eight statistical and
geometrical features and SVM as the machine learning classifier. The utilise the unique
patterns in micrédoppler produced by the motion of the UAS blades. Ma ¢228]

investigate entropies Shannon, spectral, log energy, approximate, fuzzy and permutation to
enhance mini UAS classification accuracy. Support Vector Machine agaadsag the

machine learning classifier. They show higher accuracy than compared work but with
increased computational power requirements. Sun 24l classify and localise drones

using micreDoppler signatures and dimensionality reduction. Sun et al. show robust feature
selection which works at lower frequerzi¢diabermann et gR30] introduce a new type of

feature and use point cloud features generated from the radar return to classify helicopters
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and UAS. The classification uses an MLP aci#i neural networks and can classify between

different types of helicopters and UAS even in very low SNR environments.

Wang et al[231] compare CNN detection methods with traditional CFAR methods. The

CNN had the highest performance especialljoww SNR environments. They also found that
coincidence detection could improve CNN results. However, their work is limited to
simulated data and is yet to be tested on real radar emissions. Samaif282}laghlight

issues with existing research requiring long illumination times and therefore a tracking radar
architecture rather than a surveillance radar. This is due to existing methods being based on
the Fourier spectra. Samaras et edbpose a deep learning solution for surveillance radar data
to distinguish between UAS, birds and noise, producing accuracy of 95%. Choi §283Dh

use a deep CNN to classify miebmoppler sgnatures from different UAS. Wan et f.79]

prove that HRRP feature extraction for automatic target recognition using a CNN and

spectrograms. However, again this work does not extend to smaller targets such as UAS.

Guo et al[234] use a one dimensional CNN to overcome priori issues with HRRP
sensitivity. Again the work does not consider smaller UAS targets. Cherj285Idevelop
motion models for UAS and flying birds and then calculate the variance in the time domain
of the model occurrence probability to estimate the target before identifying and classifying
it. The model results are validated using ground truth rdala from airport and coastal
environmentsMessina et al[236] automatically classify UAS using machine learning and
surveillance radar signals. The show classification between bird, planes and cars at higher
than 98% and classifying between fixed wing and quadcopters at over 93%. Coluccia et al.

[237] review the method of RADAR for the detection and classification of UAS systems. In
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particular they consider frequency modulatedtinuous wave (FMCW) radar as per the
latest technology advances and also sensors which are spatially distributed. Amongst this
they also discuss the main challenges for detection, verification and classification of small
UAS. Passafiume et gR38] investigate the reliability of FMCW radar images for

classifying a UAS by themaount of motors it has and they rule out the rotation speed from

effecting classification.

2.1.6 Ciritical Evaluation of Detection and Classification Methods

Table2 shows a summary of critical analysis points observed from reviewing the current
research in each fieltt. can be seen thaistances of up to 3280ft can be achieved with
RADAR for example. However, each method as already discussed has weskhbese is
no one golden solution for small UAS detection, rather a fusion of sensors should be

considered so the advantages of various method can be maximised.

Table?2 - Critical Evaluation of Detection Methods

Method | Example Example Critical Evaluation
Detection Detection
Range Results
Radar 3280ft[219] | 88% Dependant on good radar cross section

Accuracy Struggles to distinguish between flying objec

[219] with similar radar cross section

RF 1400ft[239] | 99% Unable to detect UAS operating in autonomo
Accuracy mode

[240]
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Can be gsceptible to inference in the same

frequency band

Acoustic | 30ft [185] 96% Most research focussed on detection

Accuracy Short detection range

[189]
LIDAR | 328ft[180] No Sensitive to environmental factors
and (LIDAR); comparable | Difficulties distinguishng between UAS and

LADAR | 6561ft[180] | accuracy birds

systems | (LADAR) scored

available as
methodology
based on
clustering
[180]
Imagery | 350ft[239] 78% Ft Lack of large open source datasets
(electro score[178] | Sensitive to environmental factors
optical) Hard to perform 24x7 real time detection ove
large area
Thermal | 350ft[239] 76% FX Difficult to detect heat efficiet UAS

score[178] | Lack of current research

Radar is one of the most researched sensor types as it is already the choice for large aircraft,
it works in allweather environments and is capable for truly long range detection. However,

traditional radar systems wenet designed to detect objects with small radar cross sections
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or objects that have similar cross sections to birds. So radar does suffer with these challenges.
The next best detection ranges undoubtedly come from RF detection. However, RF methods
wilnever be able to detect a UAS which isnodot er
in a GPS autonomous mode. Some RF methods have been shown to suffer when there are

other signals present in the same frequency band. Acoustic signals have proved yncredibl

effective for UAS detection but the method is highly susceptible to noise and only works at a

very short range. As with imagery systems, the suafds®AR and LADAR systems is

dependent on good environmental conditions as they will degrade in low visibility for

example. They also struggle to distinguish between small UAS and birds, especially at

distance.

While imagery based techniques have many aidgges, including the ability to use camera
systems already in place and the significant improvements which have been made using deep
learning to distinguish birds from UAS, we note a number of considerations from our review.
There is a lack of large opsource datasets to support the deep learning research. This has
been overcome with some success in various pieces of work through the use of transfer
learning, using a prerained neural network or generating synthetic images to enlarge a
dataset. In thegpers we have reviewed we have not seen any work relating to detection

range and this may not be achievable with this method. Lastly we note that line of sight is
essential for this technigue which leaves it vulnerable to changes environment conditions

sud as low visibility due to weather or to a purposeful denial of service by covering the

camera with spray paint for example.
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Although the results being produced with imagery are high in accuracy we feel it would need
to be utilised alongside another madhto ensure detection. Thermal imagery is also
considered but has limited research which may be due to a lack of open datasets. Research
from 2016 showed that quadcopters were harder to detect with this method due to the
efficiency of the motors and inadquate heat emissions. Nijim and Mantrawa8i7] go as

far as to say that it is near impossible to detect a gagitavered UAS with thermal

signatures. Subsequent research which has referred to thermal imagery has been in the
context of multi sensor detection systefig9]. We can see that each individual method has
advantages anchallenges, there is no one golden ticket solution. This is why there has been
an increasing number of researchers and commercial programs looking at either fusing sensor
data to reap the benefits of more than one of these methods or considering a mumber o

individual sensors together to make a detection prediction with more certainty.

2.1.7 Multi -Sensor Systems

In industry we have seen two European programs which are looking to use a combination of
different types of sensor data. SafesH@84 is a project which integrates together various
detection methods with intelligent data fusion in darapt to address maritime border

security issues. The Aladdin projg2#1] looks to develop a system to detect, localise,

classify and neutralise suspicious UAS. Detection, classification and localisation uses radar,
optronic, acoustic and other sensors, while the neutralisation aspect is said to include
jamming, hacking andhysical methods. The project also includes the development of a deep
learning algorithm to fuse the different sensor data together. The Drone Detecti¢a4@}id

is a system made by DD Countermeasures which flags unknown transmitters within a certain
frequency range. Systems like these are susceptible to false positives as no classification of
the signal is performed, so it could be something other théhSiflagging detection[243]

de<ribes a solution based on a network of sensors which use energy detection to identify the
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UAS and then correlation to classify them. Since the system uses a network of sensors, time
difference of arrival can then be used to locate the device. Howeven theenumber of

distributed sensers required these systems can be expensive.

In academia, Shi et §R44] use multiple sensors to perform UAS detection, localisation and
jamming as a counter measure. Acoustic, imagery and RF signals are collected and processed
usingSupport Vector Machine in parallel. The data results are fused using a logical OR
operation to produce a final detection decision. Diamantidou [@t7al] propose fusing

features from multiple sensors for UAS classification and detection. They do this using a
framework of a neural network to merge extracted features and increase accuracy from
utilising the benefits of more than one sensor. Zhang g248] perform small UAS

detection, tracking and lolisation with a multisensor approach. It uses visual imagery and

deep learning object detection to define a bounding box. LIDARed to calculate distance
measurements from the pixel data and thermal data to detect the bounding box and then track
it. Although Zhang et al. are not fusing the data in order to improve detection and
classification, they show how a combination of different sensor data can provide a richer

overall system capable of multiple functions.

2.1.8 Counter Measure Systems
We split Counteimeasures into three main categories, physical measures, jamming and
cyberattacks. Brust et gl246] use a swarm of UAS, capable of setfanising when a

malicious UAS is detected, to chase the malicious UAS. They achieve this using clustering
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and develop a system resilient to the loss of communications with the swarm. Rothe et al.
[247] present a counter UAS method through catching a UAS iramibly using a formation

of UAS and a net. Prior work has concentrated on single UAS with nets but this limits the net
size. This research was limited to indoor testing but outdoor experimemisianed for the
future. O6Robotic Falcon6é devel @f8addthey Mi chi g
SkyWall 100 which has just secured a cocitrgith the European Union police forces use net
capture technologf249]. Dutch Policdrailedthe use of birds of prey to tackle malicious

UASSs butthere were issues with consistency and concerns over animal[#§6isChina
developed an electric fence to stop maliciodsSs entering prohibited are§z51]. France

have tested a laser defence against sorais ahead of the 2024 Paris Olympics Games

[252]. BBC News report that the U.S. Air Force are employing a microwave based counter
measure systeif253] and India are explang rubber bullets as a physical counter measure
[254]. All of these physical countermeasures contain risk when employed. For example,
shooting a smalUAS with a rubber bullet over a crowded area could cause harm to civilians

if it crashed to the ground.

Multerer et al[255] combine a FMCW radar for UAS detection and a directional 2.4GHz
jammer to produce an ardrone system. The jammer again aims to disrupt the control signal
between the UAS and the controller and the trackingtion within the system allows the

signal to continue to be jammed. Shi ef244] use RF jamming as a countermeasure for
malicious UAS in wider multi sensor system which we presented earlier. The system receives
the location of the UAS and calculates an azimatjleafor the jammer antenna to be steered
towards. The goal of the jammer is to break the communication signal between the UAS and
the controller. They observe the issues of controlling the jamming power and the
unintentional consequences of interferinghwother wireless communications in the same

frequency band. Parlin et $56] propose protocol aware jamming for UAS controller
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signals which normal employ some form of frequency hopping. They use a SDR and
experiments proved that a protocol aware jammer was mordiegfétan sweep jamming
and required less transmit power. Li et{ab7] target UAS eavesdroppers by getting

physically close to the UAS and transmitting a jamming signal to disrupt the malicious UAS.

Sliti et al.[258] propose three types of attack scenario including jamming the control link
between the UAS and its controller which usually instigates the UAS returning to a ‘home’
location. The 'home' location isreething preset. It also propose a black hole attack

whereby network traffic is disegarded and a replay attack which repeats real communication
that is happening between the controller and the UAS. Chen[258]).consider false data
injection onto UAS navigation algorithms on open source flight control systems. In particular
they show they can compromise magnetometer measurements to directly affect the UASs
state estimation and therefore seriously compromisingyaton, stability and power
consumption. Kwon et gl260] specifically target the micrair-vehicle communication
(MAVLInK) protocol which is an open source communication protocol for UAS. It is widely
used withground control based systems. They prove an attack which disableS and its
subsequent mission by exploiting a vulnerability with the protocol. As always when attack
methodologies progress we see security measures progressing in parallel. One exaeple i
work of Lei et al[261] who propose a new lightight authentication protocol for UAS.
Westerlund and Asii262] investicate WiFi based vulnerabilities with two commercially
available UAS which operate on Wi. Cyber based attacks including Denial of Service, De
authentication, man in the middle, root access and packet spoofing are specifically considered

and proved, higlighting security vulnerabilities for \Wri based UAS.

© Crown Copyright 2022



54

Aside from the methods considered above there are various reports of laser weapons for

counter UAS263], [264], projectileg265],[266] and even the use of anim§R67],[268].

Table3 - Critical evaluation of countameasure methods.

Counter Measure Method | Critical Evaluaton

Physical 1 Must be lightweight

1 Net mechanism must be large enough

Jamming 1 Can interfere with other frequency band users

1 lllegal in some countries

Cyber 1 Can be difficult to perform

1 Dependant on specific UAS type / communicatior
protocol used whiclean be encrypted

1 lllegal in some countries

Table3 shows as with detection and classification methods, that there is not one gold plated
solution.Jamming is incredibly effective but it comes at a cost of having other consequences.
Cyber again is very effective but it is specific and therefore will incur cost and will likely not
deal with unknown UAS. All methods must at the very least employ stickdssection

systems as a prior requisite and physical measures require tracking alongside this.
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2.2 GNSS Jamming Detection and Classificatiof27] [23]

2.2.1 GNSS Specific

Related works to the detection and classification of GNSS jamming signals includes
Lineswala and Sha269] who consider Indian constellatioigsals and the use of the power
spectral density (PSD) which is a measurement of power in the frequency domain to detect
jamming. Although the work is successful at detection it does not look at the classification of
the jamming signal type. Ferre et [dl10] take the work further and use spectrograms which

are a representation of the signal power over time to both detect and classify the signal. They
use machine learning classifier Support Vector Mage(f8VM) to produce 95% accuracy

and a CNN which produces 91% accuracy for the 6 jamming signal classes described above.

Other studies are less discriminative, Glomsvoll and Bonerjh®ij consider narrow and
wideband jamming signals on high end receivers for GPS L1 and GLONASS L1 frequency
bands. Their work concluded that the impact to GPS from jamming was more critical than
jamming GLONASS. Lee et gR70] consider a cloud based solution for the detection of
GNSS jamming but rely on multiple receivers in the area of the jammer. They prove the
detection of jammer type and estimate localisation based on the 2 dimensional time
frequency correlation between eiers. Kim et al[271] again show the validity of

considering the jamming signal as a 2 dimensional correlation in thdreaugency domain

for detection of jamming type and estimated localisation. A270] this solution is based on
generating a network of receivers. Xu ef2¥.2] propose the use of a DNN with time,
frequency and transform domain features from the signal for jamming recognition. The DNN
was able to detect 12 jammer types wileio99% accuracy and outperformed traditional
machine learning classifiers. Sreeraj ef213] use PSD data and an adversarial autoencoder

(AAE) to detect synthetically generated anomalies in the wireless spectrum. The model is
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trained in an unsupervised manner for mean squared error reduction and then-via semi

supervised learngto learn the features where they achieve 80% accuracy.

2.2.2 WirelessCommunications

Related work to the detection and classification of jamming signals in GNSS bands, is that of
wireless communication links and spectrum monitorirendiayet al.[274] use

spectrograms stored as 2D images using a video prediction system called Ri&g]riet

detect jamming through a comparison of the spectrum with no jamming signal present.

O 0 S leteal[276] use spectrograms with a CNN in order to detect and classify signals for
wireless spectrum monitoring, such as GSM, Bluetooth and |Arfpuneet al.[277]

evaluate SVM, Random Forest and Neural Network as machine learning models to detect
whether a jamming signal is present or not in wireless communications. This work only
considers detection and not classification, which is proposed foefwnk. Wuet al [278]
assess CNN as a feature extractor for the classification of jamming signals itesatell
communication networks and concentrate on the combination of multiple jamming signals.
The work showed near 100% accuracy but capability to generalise on unseen data was not
assessedrang and Zhy279] consider the recognition of satellite interference signals using
an incremental learning SVM model. They extehis model to allow it to function with

multiple classes. Their overall conclusions were that although the model did not improve
accuracy compared with traditional SVM models, it did reduce computing time and the
memory capacity for training the modeliseffectively improved efficiency and maintained
accuracy compared to traditional methods but reduced the resources needed to produce

though results.
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For jamming signal detection and classification reseatsbexists which utilises an SDR
and a Raspdrry Pi for real time classification. Price et[@80] are concerned with the
detecton and clasification of signals which jam tH&4GHz control signal between a UAS
and ground control statiofthey considebarrageprotocol awaresingle toneand pulse
jamming signal typeasing GNURadio anctlassify the signals usingrandom forest
machine learningnodel. They then fit amall UAS witha HackRFSDR andusea raspberry
Pito makepredictions in real time. They achieaecuracy 083% and suggest further work
needed for experimenting while the UAS is running and thefemmgnting the classification

as part of a wider counter system which could employ mitigations systtasescheduling

2.2.3 RADAR

The detection of RADAR jammers is another area which is related to the detection and
classification of GNSS jamming signal4ao et al[281] tackle the issue of detecting a

specific type of jammer called a dense false target jammer. The jamming signal is designed
specifically to interfere with pulse compression radar. Hao et ah tessture extractor based

on Gabor timdrequency atomic decomposition which are then fed to a SVM classifier for
recognition. They found that for the problem of dense false target jammers that the Gabor
atomic timefrequency parameter extraction and SMMere successful with a high detection
rate(above 92%)Fu in[282] consider the issue of classifying different types of radar
jamming signks. The extract features using the time domain, frequency domain and with the
use of fractal dimensions. Fu uses neural networks to classify the signal types and specifically

the paper looks a when there are more than two jamming signals operatingpatéharse.
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Zhang and Caf?83] use SVMto consider the classification of radaterferencesignals.

They argue that with the introduction of advanced driving systems that more and more
interference issues concerning radar on radar are going to be experienced. They consider 6
different types bradar to radar interference. The driver assistance radars considered lie in the
77GHz range and Zhang and Cao consider frequency data with a linear SVM to produce real
time classification for future driverless vehicles. They achieve 90.6% accuracyeacibss
validation to highlight any overfitting in the model. Kong et{284] consider the recognition

of interference signals for radio groutwair using SVM. In particular they consider an
optimisation methodadled gravitational search algorithm which they conclude has high
efficiency for recognition between interference and-mterference signalsunfeiet al.

[285] consider barrage jamming synthetic aperture rad (SAR) systers They consider
statistical characteristics of SAR echo sigraald use a VG&6 CNN to classifysimulated
interferencdypes. Shao et al[286] consider the classification piilse compression RADAR
interference to be an important step to be able to counter the jamming. They use a one

dimensional CNNo consider classification with limited and resourceful datasets.
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2.3 Transfer Learning [25]

Deep CNNs have proven very successful at object detection and classification over recent
years. Many prérained CNNs are available which have been trained of large sets of images
such as VG@EL6[287] andResidual Networks (ResNg988]. ResNet architecturesdlow

for deep neural networks to be trained using a technique called skip connection which takes
the output from an earlier layer and combines it with the a later layer. This technique
overcame prior difficulties with training wedeep neural networks whereby gradients would
vanish due to repeated multiplication. ResNet50 has been commonly used for transfer
learning research with a large scale image recognition database of over 14 million images
called ImageNef287]. Training the weights in a neural network from scratch can take a very
long time and needs a large amount of training data, for example the 14 million images that

trained the weights for ImageNet.

Transfer Learning allows other domains to benefit from the use d@fgned weights for a

new purposeThe main principle behindansfer learning is that the lower layers of the CNN
are general and therefore we can find commonality and transferability between different types
of domains. When transfer learning basedtpaismed CNNs are used for feature extraction,
traditional lineatbased classifier models which are quick to train can be used because the
will have chosen any neimear features in a robust manner using the CNN feature extraction
[289]. The experiments within this thesis use two different CNNs for feature extrartiog
transfer learning. The first is the 16 layer V@6[287] and the 50 layer ResNBO [290].

Both CNNs were prérained on ImageNet, an object detection database containing 1000
classes and 14 million images. Transfer learning is where a CNN is trained for one purpose
but used for a different one. Although ImageNet does not contain iro&ges nature,

spectrogram images in particular have been successifther fields which will be detailed
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in the section2.3.1to 2.3.3below. The assumption with machine learning is that data needs
to follow the same distributioas the model being trained. With transfer learning this is not

necessarynd existing data and models can be desedew environmentR91].

2.3.1 Audio Classification

Tsalera et al[292] descrile afipromising paradigmin their research surrounding transfer

learning and spectrogram images. They compare three image based datasets of spectrograms
and scalograms produced from audio signals o#tiranreed CNNs using ImageNet. They

compare the use tfansfer learning to also training the CNNs from scratch. Transfer

Learning out performs the CNNSs trained from scratch significantly, producing an average of
27%, 57% and 25% highetassificationaccuracy results for GoogleNet, SqueezeNet, and

ShuffleNetCNNSs.

Their applicability for sound classification has been realised in various recent research

whereby Palanisamy et §293] show that a CNN with pretrained weights on ImageNet can
provideiia strong baseline for audio classificat:i
spectrograms and | mageNet samples, assumpti o
They classify various audio datasets using CNNstpmed on Imagebt with spectrogram

images. Their work shows that using pretrained weights from ImageNet produces higher

accuracy results than starting with weights which have been randomly initialised.

Koike et al.[294] use a heart sound classification dataset whichdewaslopedo consider
new ways of detecting cardiovascular disease from the sound our heartsTinake.

development of sounclassificationfor heart conditions hgzartly been duéo the increase in
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wearabletechnology and also the increase in the use of machine learning techiigunsser
learning is investigated using audio signals and also usinggned CNNs onmageNetor

use with spectrograms. It was found that the deep modetsaomed by audio signals
outperformed the image based or&zao et al[295] use pretrained CNN architectures on
ImageNet to detect and classify abnormal heart beats using scalogram images of
Phonocardiogram (PCGJhey found that the features extracted from the VIGGCNN

were more robust than an audio featurerdeth has beemore widely used. They suggest

future work to look at data augmentation and for datasets to include a greater number of heart

sound classifications.

Zhou et al[296] use CNNs prdrained on ImageNet for acoustic scene classificalibey
highlight the fact that a lot of data is needed to be able to distinguish between different
acoustic scenes as significant overlapsamilaritiesare contained ithin each one.

Transfer learning was considered by Zhou et al. because of the success it has had in the
imagery domairand they discuss whether transfer learning can be successful in a totally
differentclassificationtask. They consider spectrogramst audio signals as imagye
treating it as an image classification problem and produce classification accuracyécores
between 59.7% and 77.8%agarajarandOrugantiin [297] classify emotionsising transfer
learning. They use spectrogram representation of the audio files which itiodueotional
responseand extract features using a frained CNN AlexNet on ImageNeA linear
classifier was then trained using the extracted features from the CNN Al&@iégtwere

able to classify eight different emotions and built on the sucdgs$oo research in the field

by 16% in terms of fcore.
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Muller et al.[298] determine that image based features are general purpose in their paper
They use prérained CNNs AlexNe ResNet an@équeezd\et to extract features fromel
spectrogram images and then train anomaly detection models using the f€attoesy et

al. [299] in their papehighlight the fact that designiraychitecturesor CNNs requires
extensiveknowledg and that hypeparameter optimisation and tuningn be time

consuming and computationally intensiféeir work considers bioacoustics classification
using CNNs which have had their weights-pianed using ImageNet for passiaeoustic
monitoring. Twdve different CNNs areonsidered with foudifferentdatasets for passive
acoustic monitoringThey find that the prérained CNNs utilisingransferdearning can

provide high fiscores (82%and robust models for passive acoustic monitoring.

2.3.2 Medical Diagnosis

CNNs which have been pteained on ImageNet have been used in the medical field for
identifying conditions such d3iabetic Retinopathy (DR)hota and Redd300] use a
VGG-16 pretrained on ImageNet with transfer learning and fine tune the CNN to classify
how severe the conditisrDR presented were. They implement data augmentatidrnvere
able to achieve an overall accuracy of 74%, improving on other research in the field.
Jayakumaret al.[301] also consider transfer learning for the early detedimh
classificationof DR. They find a higher accuracy can be achieved with the application of
transfer learning through a pt&ined CNN on ImageNetheir work achieves 98.6%
accuracyWeimann and Conral802] considerthe fact that remote monitoring devices are
producing a lot of data for health care patientswtmitor heart activity. The increase in the
amount of data also presents problems with needing piysciando analyse the data.
Salem et al[303] highlight the fact thaDNNs can produce higher accuracy res(ithen

trained correctly) at detecting cardiac arrhythmias from ECG patterns than cardiologists.
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They classify four types of ECG signaising a transfer learning based approach from the
image classification domain. They show that the modettzssify arhythmias with an

accuracy of 97.23% using cross validation.

Paletal[304]i ntr oduce a system call ed Og@ihradi o
neural network called Dense Net firained with ImageNet to classify arrhythnhieartbeats.
The neural network iBne-tunedand achieves accuracy levels of 98.92% for classification of
29 different types of heartbeatgenton et al[305] compare different typesf CNN pre

trained on ImageNetvherebythe neural network wethe-tunedon a database of ECG
images. They conclude that out of the data given in their experiments. spectrograms and
scalograms produced the best results. They also concluded that out of the different CNN
models tried, there was no pattern with any praglucingsignificantly higher accuracy

resultsthan the others. Their experiments considétiedNet, GoogLeNet and SqueezeNet

The diagnosis of COVIEL9 has also benefited from the use of transfer learning with CNN
feature extraction following by machine learniigssification using logistic regression

[306], random forest307] and support vector machifi@gd8]. Imran et al[309] use transfer
learning with cough samples to provide a COMI® preliminary diagnosid.ahsaini et al.

[310] consider confirmed€OVID-19p at i ent 6 s ¢ h eatiéents @fhout mage s
COVID-19. Theyevaluatevarious deep learning models includiDgnseNet121,
DenseNet201, VGG16, VGG19, Inception Resvizf and Xceptionand produce a model
using DenseNet tperformCOVID-19 detection in chest CT image&Sarg et al[311]

consider whether CNNs utilising transfer learning can effectively d€&@atiD-19. They

pretrain the following CNNs on ImageN&tGG16, ResNetV2, InceptionResNetV2,
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DenseNet121, and MobileNetV2 CNNhey found thaResNetV2andDenseNetl12ivere

the best featre extractors to dete€@tOVID-19 using XRay images. They also concluded

that principle component analysis (PCA) can be used to increase efficiency. Overall for three
classes they achieve an accuracy of over 3&éaibi in [312] classifies between normal,
COVID-19 andviral pneumonia using chestRXay images and piteained CNNs which are

fine tuned. The CNNs tested wdResNet50, VGG19, DenseNet121, and Inceptiores.

found that the accuracy for all four models were similar and that 98.3% could be achieved for

the classification ofCOVID-19 patients normalpatientsandthose withviral pneumonia.

Mormont et al[313] consider transfer learning for various CNNSs to perform classification

for digital pathology and microscopmages. They produced the highest results with fine
tuning the prerained CNN, however this came with the resource burden associated with the
re-training of the network. Thota et §800] consider the use of transfer learning to improve
the classification accuracy for the early detection and severiiyRoThey improve upon

other research in the field in terms of classification accuracy using the fine tuning of a 16
layer VGG 16 CNN. Kaur et al[314] examine a prérained CNN using transfer learning to
classify pathological brain images. Kaur et al. use evatidation to ensure their results are

not overfitting and find that the pretrained model with transfer learning out performed other
current research. They also highlight as an advantage the fact that no hand crafted features

need to be implemented as the CNN extracts its own features fromdhe dat

Oktavianet al.[315] highlight the use of MagnetiResonancémaging (MRI)scango detect
Al z h e i maseaddhowddeep kearning is effective but very large datasets and high
computational power are needed to produce high accuracy models. They use alResNet

CNN architecture pretrained with ImageNet weights and therefore utilising transfer learning
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toddgect f or Al zhei mer O6Magsdodesa. [816]alsoiconsiddrVIRI ssan a n S .
images for the early detection aridssificationro f Al zhei mer 6 s dhesease ar
classification is further broken into four distinct phases for dementia that is shown in patients.
AlexNet is used as the CNN ptained on ImageNe&tndfine-tunedfor use with MRI scan

images. They achieve an overaticuracyof over 92%for the classification of MRI scan

i mages for dementia stage akKhahetAl[3217husebreastr 6 s d i
histopathology images ttetectcancerand utilise transfer learning so that the benefits of

deep learning can be utilised without the need for extensive dafHseisresults show that

fine tuninga CNN model with prostate cancer iges produced higher accuracy results that a

model pretrained on ImageNet (or from scratch on just breast cancer images). They show

that cross domaitransfer learning approaches are worth investigating for the detection of

cancer in histopathology images.

2.3.3 Other

Chen et al[318] use a pretrained CNN dmageNet to extract features from shiéourier
transform images for accurately detecting cracks in the pavement. Usitrgipesl CNNs

with ImageNet and the process of transfer learning with graphical representations of the RF
signal has also been used for classifying small US&sgib et al[174] consider trasfer

learning forUAS detection in longange surveillance videos and found residual CNNs to be
strongest for classification. A second piece of work by Saqib Et6#] considers the

detection ofUAS using imagery detection and transfer learning.

In their work entitled Deep Neural Networks to Enable Riea¢ Multi messenge

Astrophysi c B]cohalee thahtraresfier learhing reduces the time for training
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classifiersand also improves accuracy in low SNR environmeaé&nrge et al[320]

consider detecting anomalissch as glitches from gravitational wave data. They utilise
transfer learning through pteained deep learning models to show that training time can be
significantly reduced and that accuracy can remain very high at over 98c&&mannet al.
[321] consider a transfer learning based approach for detecting galaxy mérggrshow

that a pretrained CNN and transfer learning can significantly improve performancearfait
datasets and compared to the current methods for detecting galaxy mergers. They showed
their system robust to noise interference and also to distarfibesintroduction of transfer

learning improved accuracy overall and lowered error rates.

Dayang et al[322] consider the identification of planetarylbnugae from other object types.
The architectures that were grained on ImageNet were not optimised todh&set and

one issue was highlighted that astrology images are bigger than the maximum size expected
by the pretrained neural networks. However, even with these limitatioeg proved what

they deemed to b@mpressive results The neural network whicprovided the highest

results was the DenseNet20¥ei et al.[323] consider the classification of compact start
clusters using the Hubble Space Telesadpaviolet optical imagery of spiral galaxies

which are nearby. The amount of labelled startelusamples is smadb transfer learning is
employed for this reason. Star clusters are classified intacfasses and the ResNet18 and
VGG-19-BN are used as the CNNn the experiments. Their work shows thiatr cluster
classification can be automatatiscale and the next stage for this work would be to produce

an agreed upon and standardised star cluster dataset to improve the study.
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2.4 Contribution of Research

The following table shows were we have continued from previous research through

identifying a gap from conducting the literature review and relating it to chapter headings and

publications of our work.

feature extraction has shown

successful for audio signal

considers the different ways

that an RF signal can be

Gap identified through How experiments fill Own Work
Literature Review identified gaps Publications
UAS Flight Mode Classification. | Our experiments i€hapter 4 | [22]i[27]
Al-Sa'd et al[71] are the first Supervised Learningarry on
authors to consider classifying th¢ the work of AISa 6 d et
flight mode of the UASut only directly by using transfer
achieve 46.8% accuracy using a | learning and CNNdature
DNN as a classifier. The work do¢ extraction followed by
also not consider interference in t machine learning classifiers tq
same frequency band from other | improve the results. From our
signals. There are also only 3 UA| own results we carry this work
types in the datet and they are | on further by introducing a
older platforms. larger dataset, deeper CNN
architectures and looking at th
presence of interference from
signals operatig in the same
frequency band.
Transfer learning via CNN Chapter 3 RF Profilingi [22]i[27]
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classification292] [293] [294] and
the diagnosis of medical conditior
through scan imagd800] [301]
[306]. This process has not been
applied to the fields of UAS
detection & classification and GP
jamming classification via
graphical representatn of the RF

signal as an image.

graphically represented and
saved as an image foselin
transfer learning CNN feature
extraction.

Chapter 4 Supervised
Learninglooks at using
transfer learning with CNN
feature extraction as a pre
cursor for traning supervised

learning models.

Transfer Learning CNN Feature | In Chapter5 - Unsupervised | [19]
Extraction as a Precurser to an | Learnirg we look at using
Unsupervised algorithm.In transfer learning with CNN
literatureCNN feature extractors | feature extraction as a pre

have been showo enhance cursor for training

clustering of complex natural unsupervised learning modelg
imagegq324]. This has not been

done with UAS detection &

classification using transfer

learning.

Low Cost Raspberry Pi/SDR Chapter 6 Early Warning [20]

Early Warning System. Price et
al. [280] mount aa SDR and
raspberry Pi onto a UAS to deteci

and classify jamming signals

including Unknown Signal
Detectionconsidered running
the CNN feature extractor and

machine learning csifier
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targeted against the 2.4GHz cont
signal in real timeThis work was
in the context of jamming
detection. No prior work was foun
to consider UAS detection and
classification on a &pberry Pi

usingmachine learning.

model on a raspberry Pi with i

low cost SDR in real time.

Classifying UAS signals which
the model had not been trained
against. The UAS work considere
in the literature reviey199] [198]
[199] [71] only look at signals the

model was trained against.

Chapter 6 Early Warning
including Unknown Signal
Detectioncorsidered
evolutionary and non
evolutionary datalink
predictions using a model
which was not trained against

those UAS.
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Chapter 3 - RF Profiling

TheRF Profiling Chapteconsiders the dataset generation, graphical representation of the
signals as images and the introduction of wireless interferencdir3trmectionChapter 3

descibes the datasets used in the thesis wihakie either been produced as part of wosk

or are open source datasets, which allow the results of the work to be easily compared with
other researchers in the field. The main dataset produced in the tlisi®roneDetect

dataset which has been made publicly available for the benefit of other academic researchers
in the field. The second sectidh 2 details how the signals are represented in graphical form

as spectrograms, PSD, raw 1Q constellation, histograms and a concatenation of all four.
Lastly sectiorD looks at the introduction of wireless interference in the band and how this

effects the graphical signal representations.

RF Profiling Chapter Supervised Learning Chapter

Raw Data Machine

from Open SR CNN Feature Learning Trained
and Save as

dataset or Image Extraction Classifier ML Model
SDR g i Training

Interference
Sources

Figure57 How theRF Profiling Chaptefits into the Thesis
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3.1 Dataset Generation

3.1.1 GPS Jamming Datasef27] [31]

The first dataset used was an opensource dataset lcaligd datasets for jammer
classification inGNSS[31]. The mathematical models used to generate the jamming signals
are credited to Ferret al.[110] [325], details can be found in the associated reference.
Equation(1) represents the signal at the GNSS receiver, with g(t) representing the GNSS
signal, j(t) the jamming signal and w(t) is background noise, represented igrhé si

generation by AWGN.

~

10 Qo @O 0o D
To incorporate varied scenarios, parameters are randomly generated but modelled with
uniform distributions. The signal 6 was generated with a uniform distribution of AGWN
whereby Carrieto-Noise Ratio ¢ 70 1) between 25%50dBHz and Jammeo-Signal Ratio
(0 "Y™¥0-80dB. Signals were generated using open source MatlatpIFaBswhich were
only altered to save them as raw d&tax. the interference experimeritso is omitted and a

set level of noisé is calculated for set levels of SNR.

~

no Qo ™ ¢ (2

To allow the evaluation of the signal at set levels of SNR we take our ¥ynal "0 and

add our noisé to give us signafj 0 at a set level of SNR. This can be see(@)nFirst the
power in our signaQd QO is calculated, a noise spectral density using the desired level
of SNR is worked out and from this the noise poavéw be added to the original signal can
be calculated. Once we have our sigiiralset levels of SNR we produce graphical signal

representations.
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3.1.2 JamDetect Datasef23]

The JamDetect dataset was produceeixtend the GPS Jamming dataset to include a protocol
aware jammer and a barrage jammer. It gigmalsallowed those signals to be tested with
specific levels ofSNR. First,i 0 is represented as the signal at the GPS receiver shown in
Equation(3).

~

io Qo @ 0o (3)
Whereby' Qo is the GPS signal coming from the satell@ is our jamming signal anal 0

is the noise generated by AWGN across the wireless channel.

GPS Signal

First of all"Q0 is considered, the GPS signal coming from the satellite constellation. GPS is
specifically be considered as the GNSS system. GPS is a US system consistingafit2$ sat
across 6 orbits which operate over 12 hr periods. GPS has two carrier frequencies L1 and L2
which broadcast Binary Phashift Keying (BPSK). The L1 band is the focus which operates

at 1575.42MHz across a bandwidth of 24MHz. However, it has beeempdue to the design

of the L1 signal that a bandwidth of 9.66MHz is enough for tracking and navigagéh A

bandwidth of 10MHz is used within our experiments.

To try and create a realistic signal a real GPS signal is generated usifgDEFSM [327].
GPSSDRSIM is python based code which generates GPS baseband data for the intention of
being broadcast by an SDR. It allows you to define a static location, for our egptsithe

New York New York Piano Bar in Las Vegas, GPSotdinates 36° 10" 11.7876" N 115° 8
23.3952" W which corresponds to Latitude Longitude (36.169945,139832) are used. The

GPS Satellite constellation is then specified using a daily GPSdastagphemeris file from

the NASA Earth Data sif828]. For a date the 20 Dec 2014 is used for testing but ephemeris

© Crown Copyright 2022



73

datais available up to 24hrs into the future, so applications can predict orbitsSBRSIM
uses the data to generate the pseudo range and Doppler for simulated GPS satellites in view at

that time which is then converted to I/Q baseband samples.

Jamming Sgnals

Next the jamming signal® are considered and the details of the production of the JamDetect
dataset. GNURadio was used to produce the jamming signals. GNURadio is an open source
framework which includes a free toolkit for the development of SibRa PC environment

[136]. The signals defined {106] are used with GNURadio as a starting point and narrowband

jamming is added to the jamming classes already defined.

Chirp Jammer

Chirp signals were generated by increasing frequency over time, also known as sweep
jamming. Signals are constructed across a bandwidth of 10MHz with a fast sweep rate of

10KHz, the stop and start frequencies are calculated using Eq(#tion

, 6w . p TP T

Q Q T p L BuWpP TT f puLv XM Oq
(4)

) 0O ‘ p TP T

Q Q T p L BuWpP TT f puvydm Oq

The implementation used to produce the chirp signal in GNURadio is sourcefB#8m
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Figure6i Visual Representation of@hirp Jamming Signals a (aspectrogranand (b)

PSD

Figure6 shows the Spectrogram and PSD of the signal. The PSD shows the signal at its highest

point is approximately55dB/Hz.

Continuous Wave (CW) Jammer

The CW jamming signal is produced in GNUWRausing a 1KHz cosine signal sourEeure

7 shows the implementation of the jamming signal generation in GNURadio.
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Options Variable Variable Variable
Title: Continuos Wave Jammer | | jq. samp_rate Id: freq Id: bw
Output Language: Python Value: 20M Value: 1.57542G Value: 10M

Generate Options: QT GUI

Signal Source
Sample Rate: 20M
Waveform: Cosine
E] Frequency: 1k
Amplitude: 20m
Offset: 0
Initial Phase (Radians): 0

File Sink
File: ..U Dataset/cw/0_9.dat
Unbuffered: Off

Append file: Overwrite

Head
Num Items: 20M

|
A4

QT GUI Waterfall Sink
FFT Size: 1.024k

4! center Frequency (Hz): ..42G @
Bandwidth (Hz): 10M

QT GUI Frequency Sink
FFT Size: 1.024k

A! center Frequency (Hz): .. 42G E
Bandwidth (Hz): 10M

Figure7 i TheGeneratiorof a CW Jamming Signal usitgNURadio

In Figure8 (a) it is observed that the CW jamming signal only ocesgi small part of the GPS

bandwidth.

Continuos Wave Jammer

1572.000 1574.000 1576.000
Frequency (MHz)

Frequency (MHz)

Figure8 - Visual Representation of @V Jamming Signahs a (aSpectrogranand (b)PSD

This can be seen clearly Figure8 (b) which also shows the highest peak of the signal at

approximately-45db/Hz on the PSD.
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Barrage Jammer

The barrage jamming signal is produced using a gaussian noise source in GNUFRgualie.

9 shows the implementation in GNURadio.

Options Variable Variable Variable
Title: Gaussian Jammer Id: samp_rate Id: freq Id: bw
Qutput Language: Python Value: 20M Value: 1.57542G Value: 10M

Generate Options: OT GUI

Head
Num Items: 20M

File Sink
ol File: ..setigaussiani2_9.dat
~ B4 unbuffered: Off
Append file: Overwrite

QT GUI Frequency Sink
FFT Size: 1.024k
=4 center Frequency (Hz): ..42G E“
Bandwidth (Hz): 10M

Noise Source
Noise Type: Gaussian
Amplitude: 300m

Seed: 42

QT GUI Waterfall Sink
FFT Size: 1.024k
=4 center Frequency (Hz): ..42G6 E‘
Bandwidth (Hz): 10M

Figure9 - The Generatio of aBarrage Jamming Signal usi®@NURadio

As opposed to the CW jamming signal, the barrage jammer occupies all the bandwidth. It is

not a discrete choice of jammer but potentially more effective against GPS due toetk spr

spectrum nature of a GPS signal.
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Frequency (MHz)
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Figurel10- Visual Representation of a Barraggmming Signads a (aspectrogranand (b)

PSD

The difference can be seen clearly when compdtiggre8 for the CW jammer té-igure10

for the barrage jamming.

Narrowband Jammer

The narrowband (NB) jammer is constructed in GNURadio by generating a QPSK signal which

covers abandwidth of 1.6MHz. Generation of the QPSK constellation was produced using the

information in[330].

© Crown Copyright 2022



78

Applications Places nb_jammer.py 11 May 15:56
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Figurell - Visual Representation of a NBamming Signahs a (aSpectrogranand (b)PSD

Figure11 shows the signal represented in both Spectrogram and PSD formbseived that

the signal peaking at approximateffpdB/Hz.

Pulse Jammer

The pulse jamming signal was created using a vector source with a low duty cycle of 2% in
GNURadio[106]. The implementation of the jamming signal generation is seBigime 12

below.
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Options Variable Variable Variable
Title: Pulse Jammer Id: samp_rate 1d: freg Id: b
Qutput Language: Python Value: 20M Value: 1.57542G | | Value: 10M

Generate Options: QT GUI

File Sink
File: ...ataset/pulse/4_9.dat
Unbuffered: Off

Append file: Overwrite

Vector Source

79

Vector: (0,0, 0, 0, 0, 0.
Tags:

Repeat: Yes FFT Size: 1.024k

Head
Num Items: 20M

Bandwidth (Hz): 10M

QT GUI Frequency Sink

4 center Frequency (Hz): ..42G

FFT Size: 1.024k

Ed Center Frequency (Hz): ..42G

Bandwidth (Hz): 10M

QT GUI Waterfall Sink

Figurel2 - The Generatio of a Pulse Jamming Signal usiBiNURadio

The sequences of pulses occupy the full bandwidtjure13shows the Spectrogram and PSD

for the pulse jamming signal.
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Figure13- Visual Representation of a Puld@mming Signahs a (ajSpectrogranand (b)

PSD

Protocol Aware Jammer

The protocol aware jammer is constructed in GNURadio by generating a BPSK 3&fj)&b
represent the structure of a GPS sigriagure 14 shows the spectrogram and PSD

representations of the protocol aware jamming signal.
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Figurel4 - Visual Representation of a Protocol Awdeemming Signahs a (aSpectrogram

and (b)PSD
The GPS signal and the jamming signals were combined to achieve a JSR of 40dB.

Additive Gaussian White Nois;AWGN)
Lastly 0 60 modelled by AWGN to corrupt the signal and test classification accuracy for
various levels of SNR is considered. AWGN was generated in Python 3 and added to the signal

as shown irFigure15.

A

Signal (s) » Output(r)=s+n

Noise (n)

Figure1l5- AWGN Channel Process the addition of noise to a signal
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SNR is defined ir(5) where0 is the power in the signad, the bandwidth and PSD of the

noise— [332].

;
YO Y
55 ()

To add the noise the power in our signal is first calculated. This is sé@nwhere0 is the

length of signal .

gs (6)

0 is then used with our desired SNR to calculate the noise spectral dénsity seen in

Equation(7).

Yoy (7)

Lastly the noisgpower is calculated which is required to generate Gaussian random noise in

Equation(8).

.
S (8)

The calculations for generating AWGN and its implementation in python are refe{888¢d

3.1.3 DroneRF Dataset
The open DroneRF dataseasproduced by AlS 6 atdl [204]. Table4 showsthe UAS
classes assessed in the experimizata the DroneRF dataset usedhin this thesisThree

UAStypesare included in the dataseParrot Bebop, Parrot AR (Elite 2.0) and the DJI
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Phantom 3. AlS a @tdl in [240] pick thesdJASs because they are commonly purchased

for civilian applications.

Table4 - UAS Classes

Class| UAS Type Mode

1 No UAS N/A

2 Parrot Bebop Switched on and connected to controller

3 Parrot Bebop Hovering automatically with no controller commands
4 Parrot Bebop Flying without video

5 Parrot Bebop Flying with video

6 Parrot AR Switched on and connected to controller

7 Parrot AR Hovering automatically with no controller commands
8 Parrot AR Flying without video

9 Parrot AR Flying with video

10 DJI Phantom 3 Switched on and connecteddontroller

The Bebop, AR and Phantom 3 are varied when it comes to price, size and overall capability.
They increase with weight and size respectively and in terms of range the Phantom 3 can
operate out to 1000m, while the Bebop and AR are restrict2sl0t@and 50m respectively.

The Phantom 3 and the Bebop utilise the 5GHz and 2.4GHzi WAnds but during these
experiments are limited to observing their activity in the 2.4Ghz band. The Bebop can be set

to automatically select a \WAi channel based on tleeuntries legal requirements and channel
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congestion or you can manually set the channel yoyB#f. Capturing the whole Wi
spectrum ensures that the Bavill be captured even if the device switches channel during

operation due to interference.

In Table4 we can see that for the Bebop and the AR various modes are captured, including
switched on and connected to controller; hovering automatically with no input from the
controller; flying with vdeo transmission; and flying without video. The DJI Phantom 3 is
recorded only in the first modeswitched on and connected to controllerSAl étal [240]

is the first work to the auth@ knowledge which considers different modes of operation
when classifying U&s. This RF forensic analysis wid be extremely useful in helping to
determine intent. Organisations such as the police could use this information to make an
assessment on risk. For example flying with the video on could indicate an intelligence
collection operation due to the real tifleedback of imagery. Intelligence capabilities on

UASs have been directly linked to targeted kill[885].

The DroneRF dataset was recorded using two USRS SDR. The USRP943 is a higher
end SDR costing around £6350 efigB6]. They operate between 1.2GHz and 6GHz
frequency range with ghability to capture 40MHz of instantaneous bandwidthS Al @tdl
utilise two USRP2943 simultaneously in order to cover 80MHz of theRNspectrum
(excluding channel 1 and 14Another SDR would be required to cover the entirety of the
band.The dataet is recorded in segments to include the class no UAS present which is
essentially background noise with no UAS and tbegments recorded fdifferent UAS in
modes switched on and connected to the controller, hovering, flying with and without the

video feed present. The captures are 10.25 seconds in length for the no UAS class and 5.25
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seconds for the other classes which produces a dataset over 40GB ihisize bifoken

down into 227 segments where each part contains 1 million samples that equate to the time
domain amplitude of the raw RF signal. More information on the dataset can be found in
referencd337]. For the experiments this thesis which use the DroneRF dat4€€10

samples were taken from each class and split 80 % for training with cross validation and 20%
kept entrely separate as a hetit evaluation datasdt.should be noted that while the

DroneRF dataset was a great starting point for understand if the methodology of transfer
learning and CNN feature extraction was worth greater exploration, the dataskadees
limitations. There are only 3 UAS evaluated, they are captured in a lab environment and the
UAS types themselves were outdated at the time of the experimental work. Producing our
own dataset allowed the expansion of the work by capturing up to d&erdédre UAS

types and including real life interference in the frequency bands.

3.1.4 DroneDetect Datase{25]
The DroneDetect datag@38] was developed and made open souftes was our

contributionfor the benefit of the academic community.
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Figure161 Picture of aNuand BladeRFSDR

The dataset was recorded using a SEMleRF shown in Fig.2 and a Palm Tree Vivaldi
Antenna shown ifrigure16. The BladeRF is made by Nuand and is a popular choice as a
low cost UAS due to its wide frequency range of 47MHz to 6GHz, its ability to transmit and

receive at the same time and its low ¢889].

Figurel71 Picture of aPalm Tree VivaldWidebandAntenra

In Figurel7 we see the low cost Palm Tree Vivaldi Antefi340] [341]. The Vivaldi has a
frequency range of 800MHz to 6GHz and is small, easily portable and cos®&18rd®

[342]. Considering future possibilities for UAS detection systemsyinaldi would be a
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perfect addition to a HackRF connected to an Android phone for real time portable UAS

detection and classification.

Figurel8i Picture of theExperimental Stp for dataset collection and testing

As observed ifrigure18, the BladeRF and Vivaldi antenna were mounted on a piece of PVC
piping approximately one meter high armhoected to a laptop running GNURadio. A

screenshot showing the GNURadio setup can be sdegure19 below.
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Options Variable Parameter
1D: SOR_RX 1D: bladerf_selection 1D: serfal
Title: SOR Rece...for BladeRF Value: 0 Label: bladeRF serlal number
Author: Carolyn Swinney RO
Generate Options: OT GUI Vaat siing
File Sink
Flle: .. aset/MAV_0000_01.dat
QT GUI Range Unbuffered: Off
Parameter
1D: gui_samp_rate Append file: Overrite
1D: samp_rate - e
o o i rate Label: Sample Rate
ey Default Value: 60M
Type: Float Start: 208 Head
Stop: 60M »
Short ID: & e QT GUI Frequency Sink
FFT Size: 8192k
— Center Frequency (Hz): ..75G
Parameter QT GUI Range s.m:"u':(" o Bandwidth (Hz): 60M
s ID: gu_freq Cho: Frequency (Hz): 2.4375G
Label: Frequency Label: Frequency ChO: Freq. Cor. (ppm): 0
Value: 243756 Default Value: 2.43756 =
Type: Float Start: 0 el ] QT GUI Waterfall Sink
Short ID: f Stop: 3.86 £hisQ Ralance Movs: Of FFT Size: 8192k
Step: 1M N} Cul Pous: 3o B8 center Frequency (Ha): 756
Cho: RF Gain (dB): 0 St i
Cho: IF Gain (dB): 6
e Q¥ GUY Saane Cho: BB Galn (dB): 6
1D: rx_bandwidth 1D: gui_bandwidth
Label: Bandwidth Label: Bandwidth
Value: 30M Default Value: 30M
Type: Float Start: 10M QT GUI Time Sink
Short ID: b Stop: 60M o Number of Polnts: 8192k
Step: 500k P8 sample Rate: som
e Autoscale: No
1D: Ina
Label: LNA Gain
Value: 0 QT GUI Chooser
Type: Int 1D: gui_Ina QT GUI Range
Short ID: | Label: LNA 1D: gul_vga
Num Options: 3 Label: vga
—— Default Value: 0 Default Value: &
i Option 0: 0 Start: 1
S Label 0: 0 68 Stop: 60
e Option 1: 3 Step: 1
e Label 1: 3 68
Short ID: g Qpsion &
Label 2: 6 B

Figure19- GNURadio Configuationfor the collection of the DroneDetect Dataset

An Osmocom source block was used to receive the data from the BladeRF in raw 1/Q
complex form. We can observekigure19that signals were recorded at a sample ofte
60Mbits/s over 28MHz bandwidth and with a centre frequency of 2.4375GHz. A head block
was used to limit each recording to 1.2 x 1668plex samples, the equivalent of two

seconds of recording timEive recording were taken for each UAS flight modd arith no

UAS present. From an ethical perspective recordings were completed in a rural setting away
from any other frequency band users and this was confirmed by observing the activity in the
spectrum prior to the recordings. Complex samples were rectwrdiésl using a file sink

bl ock with the extension 6. datod. 't is i mpor
interleaved floats and an example file is included with the dataset to allow the loading of the
files into Python. For our machine learg experiments in our other papers we further split

the files so that each sample is only 20ms in length and this provides a total of 500 samples
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per class (100 per individual file). This process is included with the dataset for ease of use for

other resarchersWe also considered sample lengths of 40ms and 80ms.

Flying was conducted within a radius of 40m of the antenna and at an altitude of 20m in
height. For the O6hoveringé samples the UAS
t he 06swi tsanepllABsas 4mhfrem the antenna on the ground. For all of the
samples the controller was approximately 4m from the antenna. This was done so that
training samples were of good quality and it should be noted that reception at considerably

greaterdistances is trivial.

Interference Sources

The end devices for Bluetooth and-Wiinterference were placed approximately 2m from
the antenna and the connecting device directly next to the anfeabia5 shows the

interference devices.

Table5 - Interference Type & End Device & Connecting Device & Source

Interference Type End Device Connecting Device Source
Bluetooth JBL Charge Android Phone Music

Speaker
Wi-Fi MacBook Air | iPhone Personal Hotspo| YouTube Video
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Data Structure

UASSs were recorded with the following structure seeRigure20 andTable6 shows the

identification codes for the UAS and flight modes.

: Interference Flight Mode Sample
. * * *

Figure20 - File Configuratiorfor the Drone Detect Dataset

Interference identifiers were 00 for a clean signal, 01 for Bluetooth only, 10 &1 @ily

and 11 for both Bluetooth and Wi interference presence. Table 3 expands on each

description.

Table6 - UAS Recording Description

UAS UAS ID | Flight Mode | Flight Mode ID
No UAS NO No UAS 00
Air 2S AIR Switched On | 00
Air 2S AIR Hovering 01
Air 2S AIR Flying 00
Parrot Disco | DIS Switched On | 00
Parrot Disco | DIS Flying 00
Inspire 2 INS Switched On | 00
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Inspire 2 INS Hovering 01
Inspire 2 INS Flying 00
Mavic Pro MP1 Switched On | 00
Mavic Pro MP1 Hovering 01
Mavic Pro MP1 Flying 00
Mavic Pro 2 | MP2 Switched On | 00
Mavic Pro 2 | MP2 Hovering 01
Mavic Pro 2 | MP2 Flying 00
Mavic Mini MIN Switched On | 00
Mavic Mini MIN Hovering 01
Mavic Mini MIN Flying 00
Phantom 4 PHA Switched On | 00
Phantom 4 PHA Hovering 01
Phantom 4 PHA Flying 00

An example code for the first sample of thepire hovering in the presence of Bluetooth

interference would be:

O0"Ymp mp 01=INS 0101 _Ol.dat
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The SDR is collecting everything thathappening in the frequency range of collection,
whatever datalinks are present it will pick Tjable7 lists the UASs we are looking at

against their respective transmission systems.

Table7 - UAS Transmission Systems

UAS Type Transmission System
Air 2S OcuSync3.0

Parrot Disco Wi-Fi

Inspire 2 Lightbridge2.0

Mavic Pro OcuSyncl.0

Mavic Pro 2 OcuSync2.0

Mavic Mini Wi-Fi

Phantom 4 Lightbridge2.0

The DJI range of UASs use three types of transmission systeifi, Wightbridge and

OcuSync. Théavic Mini uses WAFi and operates in the 5@Hz range (5.725.850GHz})

and in the 2.4GHz range (2244835GHz)with aneffective isotropic radiated power (EIRP)

or transmission power of 19dBm at 2.4~GB43]. TheLightbridge 2 has a maximum
(interference free) transmission distance of 5km, the EIRP of the antenna is 100mW at
2.4GHz, and it can operate in the 5.8GHz range (55/285GHz) and the 2.4GHz range
(2.4-2.483GHz)[344]. TheOcuSync scans the band oty interference and decides which
transmission channel is best. It then automatically switches between channels during the
flight. OcuSync 1.0 and 2.0 have a range of 7km; they differ due to Ocusync 2.0 being able to

utilise 2.4 and 5.8GHz frequency diggy. OcuSync 1.0 has an EIRP of 26dB345] and
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OcuSync 2.0 an EIRP of 25.5 dBm. T@euSync 3.0 range is increassghin to 12knj346]
and EIRP 26dBnji347]. TheParrot Disco uses the SkyController 2, which is aRiMbased
protocol with a range of Bm using MIMO antennas in the 2.4 and 5.0Ghz frequéacyls

[348].

OcuSync and Lightbridge are similar in the sense thgtukeOrthogonal frequency

division multiplexing(OFDM) to transmit the vide@ownlink). Unless manually changed,

this channel is chosen when the platform switches on and it will stay on that channel for the
flight unless interference is detected. The control lfaklink) on both Ocusync and

Lightbridge use$requencyhopping spread speatn (FHSS) which works by changing the
carrier frequency very quickly over a large portion of the spectrum. The difference in the
Ocusync and the Lightbridge really lies in how they were developed, the Lightbridge is more
hardware based using an FPGA. Thmu§/nc moved towards a software defined radio
approach, making changes to the datalink much easier as it can be implemented on the
existing hardware via a software upgrader the Lightbridge to be updated it would need a

hardware changi849].

3.2 Graphical Signal Representationg25]

3.2.1 Spectrogram

While the PSD looks at the distribution of signal strength in the frequency domain, a
spectrogram looks at how the frequencies are changing with time. Spectrograms are used
extensively in fields such as speech processing due to their ability to visuakte dif

activities at different frequencies over time.
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The spectrogram shows the intensity of the STFT magnitude over time. It is a sequence of
FFTs of windowed data segments which lets us visualise how the frequency content of the

signal is changing oveime. In Equatior{9) we define the STFT350].

@ 0 h YTY'GOE

h O'YO®e a7 ¢

h we a1 £€0Q 9)

h weE a1 €Q

Equation(9) describes a visual representation of the STFT magnithtlehx s the

spectrogram. In (4p € represents the signal, € the windowing function with a length of

R and the windowing function determines the block length. As with the PSD, Matplotlib is
used to plot the spectrogram with a Hanning windowing function and FFT lengthTi@2é.

is a correlation between the choseFize and the frequency resolution of each spectral

line, hence larger FFT sizes require a longer time to compute. During the beginning stages of
the PhD FFT size was experimented with for varying signal types such-Risani

Bluetooth. A FFT size of I was found to produce a frequency resolution which was
sufficient for classification with a low computational time. This informed the choice for these
experiments but FFT size is something which could be experimented with in future work to

understand theubsequengffect on classification results.
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UAS Signals

Figure21 shows sample spectrograms produced using Matplotlib in python 3. On the left the
class no UAS can be seen. This represents the baseline, the background activities captured in
the spectrum whrethe collection took place. This should be minimal as the dataset was
collected in an extremely rural and isolated environment with no nearby residential areas or

activity in the spectrum.
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Parrot Disco Switched on and connected to the controller and (c) Pascotflying

The middle ofFigure21 shows the Parrot Disco switched (@) and on the right hand side

shows the spectrograai theParrotDisco flying (c). On both graphs we can see a signal in

the bottom half of the frequency range which in the time domain shows ityelfi@as burds

of activity. The Disco operates using the-®Aiprotocol which is effectively what is being
displayed here. On the right hand sidé-mfure21there is slightly more noise apparent from

the centre frequency downwards but the burst communication can still be seen across the time
frame.The Parrot Disco is a fixed wing platform which is why the captures only inthede
classeswitched on and fipg. Fixed Wing platforms cannot physically hover over one

location like a quadcopter.
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Figure22 - Spectrogram Graphical Signal Representation for the classes (a) Air 2 S Switched

Spectogram
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on and connected to the controller, (b) Air Bi®ering and (c) Air 2 S flying

Figure22 shows the spectrogram for the RiS which uses the neweStuSync3.0 datalink

for the control transmission linKhe concentrationof activity when the platform is switched
on but not yet taken offr) occurs in the top half of the frequency spectrum. When hovering
(b) and flying(c) the activity is seen to spread further across thednlje of spectrum shown
with small corentrated burst® the centreand lesser poer lines extending up and down the
frequency rangdf we compard-igure22 for the Air2 S (a) (c)to Figure21 with the Disco
signal(b) (c), we are really comparing the Wi protocol to the Ocusync 3.0. Visually

inspecting the signals, the Ocusync 3.0 presentalBietooth burst protocol.
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Figure23 - Spectrogram Graphical Signal Representation for the classes (a) Inspire 2

Switched on and connected to the controller, (b) Inspire 2 Hovering and (c) Inspire 2 flying

Figure23 show the Inspire 2 from left to right, switched @) hovering(b) and flying(c). In
the left hand side spectrogrda) a larger band of activity is visible and all the aityivs
happening within the lower end of the spectrum. Hovefim@nd flying (c) display more of

a Bluetooth burst protocol type signal. The Inspire 2 uses the Lightbridge protocol for

transmission.
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Figure24 - Spectrogram Graphical Signal Representation for the classes (a) Mavic Pro

Switched on and connext to the controller, (b) Mavic Pro Hovering and (c) Mavic Pro

flying

The Mavic Pro uses the first edition of the Ocusync 1.0 which is more software based than
the original Lightbridge protocol suitdf.we compard-igure24 Mavic Pro(a) (b) (c)to

Figure23for the Inspirga) (b) (c) which correspond to the Ocusync 1.0 and thghdge 2.0
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respectively. The Ocusync 1.0 uses smaller and more freluests of communication

around the frequency range.
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Figure25 - Spectrogram Graphical Signal Representation for the classes (a) Mavic Pro 2

Switched on andonnected to the controller, (b) Mavic Pro 2 Hovering and (c) Mavic Pro 2

flying

The Mavic Pro 2 uses the Ocusync 2.0 transmission protocol and the spectrogram graphical
signal representation can be seefRigure25. Again the protocol displays as small bursts of
activity in yellow which are more concentrated in the bottom half of the spectrum for
hovering(b) and flying(c). A larger band is present when thlatform is simply switched on

but not started flyinga).
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Figure26 - Spectrogram Graphical Signal Representation for the classes (a) Mavic Mini

Switched on and connected to the controller, (b) Mavic Pro Hovering and (c) Mawic

flying

Like the Parrot Disco, the Mavic Mini also uses a form of theFiirotocol to
communicateFigure26 shows thatthe i sndt muc h d ithé digeat betweee | n
switched on(a), hovering(b) and flying(c). This is interesting to note for when the

experiments are run to see if the features extracted from the CNN can distinguish between the

flight mode of the UASvhen visually we cannot
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Figure 27 - Spectrogram Graphical Signal Representation for the classes (a) Phantom 4

Switched on and connected to the controller, (b) Phantom 4 Hovering and (c) Phantom 4

flying

Lastly the Phantom 4 spectrograms for switched on biuwgatdaken offa), hovering(b) and

flying (c) can be seen iRigure 27. As with the Ocusync 2.0, 1.0 and Lightbridge 2.0, a larger
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yellow band of activity can be ee when the platform switchedon bu not yet taken off
(a). The Phantom 4 also uses the Lightbridge 2.0 transmission system. For h@veaind
flying (c) the signal then presents itself in smaller bursts of yellow activity spreading further

into therange of the frequencies on show.

Overall the Ocusync and Lightbridge protocols look more like Bluetooth signals on the
spectrograms than Wi signalsWhen the spectrograms are fed to the CNN they are striped

of the writing, range values and labels.

GPS JammingSignals

Spectrograms were produced in python3 with the PyPlot library from Matpleitjbre28
shows a spectrogram plot of theythel ass éno | a
spectrogram is showing a baseline plot of background AWGN described in more detail in

section3.1.2
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Figure28 - Spectrogranfor the class oNo Jamming Present

Figure29 shows the spectrogram plot for a narrowband jamming signal. From visually
inspecting the graph a large yellow band can be assund the centre frequency. This

yellow band represents the increased power of the jamming signal compared to the green of
the background. There is a clear separation between the signal and the background AWGN

whenFigure28 andFigure29 are compared.
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Figure29 - Spectrogranfor the class oNarrowbandlammingSignal

Figure30 shows the spectrogram graphical signal representation of the chirp signal. It can be
seen compared feigure29 that the signal has a higher concatitm in the centre of the
frequency band. IFigure30is visually inspected closely it can be seen that the yellow band

is actually made up of smaller distinct bands.
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Figure30 - Spectrogranior the class oChirp JammingSignal

Figure31 shows the spectrogram plot for the FM jamming signal. It can be seen from
observing the graph that separated jamming signals appear at discrete frequencies. The
signals are periodic in nature occurring prilyaupwards of the centre frequency.
Comparing the FM signal pattein Figure31to the chirp jammer ifrigure30 we observe a
discretgamming signal compared to the noise generated across the band from the chirp

jammer.

© Crown Copyright 2022



104

1e7 Spectogram 5
-10
-20
: 3
9 —40 g
3 2
-3 =
g —=0E
w <<
-60
-70
-80

0.00005 0.00010 0.00015 0.00020 0.00025 0.00030
Time (s)

Figure31 - Spectrogranfor the class oFM JammingSignal

Figure32 displays the spectrogram graphical signal representation of the AM jammer. The
AM jammer consists of a narrow line of noise at one frequency whereby the amplitude of that
signal is modulated. The modulation of amplitude is apparent at the start timee captbe

spectrogram whereby a glow can be observed around the signal.

R A’°CA' O (10)

m

To explainEquation(10) can be consulted whicghows he product of two sinusoidghich
representshe carriersignaland the envelope yialth signal at their sum and difference
frequencieslf Figure32isthencompared to the FM signal Figure31, it can be observed
that the signals do not include any glowihge to the amplitude staying constant in the FM

signals.
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Figure32 - Spectrogranfor the class oAM JammingSignal

Figure33 shows the spectrogram for the DME pulse jammer. The pulse is clearly observed at
the start of the time period in this capture by the yellow line which fategreen. This is in
contrast to the constant jamming signals seen in the FM jamrRéagure31 and the glow

which appears on the constant signal of the AM jammErgure 32
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Figure33 - Spectrogranior the class oDME JammingSignal
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3.2.2 Power Spectral Density(PSD)

PSD calculates the strength of a signal and the distribution of that strength in the frequency

domain. This is done using Welcho6s met hod,

periodogram spectrum estimates and converts the signal from the tinesftequency
domain. The Welch method is known for its ability to provide improved estimatesSHien
is low but there is &radeoff between the reduction in variables to achieve this and the
resolution of the PSI[B51]. First the signal in the time domain is partigonnto blocks as
shown in Equatioiill) [352]. The signatvis broken into m windowed frames and Equation
(12) shows the -dQwindowedframe from signadowhere'Y is the hop size (the number of

samples between each successive FFT window) aedhe number of framg852].

w & TLVEwe ay

(11
mplB W pha mpB &0 p
Next the periodogram of the m th block is calculated as show in Eq#pf852].
oo T2y o0 @ (12)

Lastly in Equation{13) we calculate the Welch estimate which is an average of all the

periodogram$352)].

« .« P >
Y U |
U

0® M 0 (13
Theimplementation of PSI this thesiguses Python 3 Matplotlib which utilises the Welch
method. 1024 data poingse usedn each segment for the FFT and a windowing overlap of
120 points between segmentinga Hanning windowing functiorkigure34 shows thé?SD

for the class No UAS othe left hand side, with the Parrot Disco in the middle switched on

and the Disco flying on the right hand si@@r our implementation when the PSD images are
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created they are bounded-id 5 to-55dB/Hz on the y axigsing the ylim() functionWe
perform this restrictionecause the default setting imatplotlib automatically chooses the
range ofthey-axisd ependi ng on the data it has to
range it could potentially vary between training classes. Howeg#ning a range with the
ylim() function allows a consistent range between claggashen the images are fed to the

CNN for feature extractian
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UAS Signals

First the thesis will consider the PSD graphical signal representatiathscprbfor the UAS

signals in the DroneDetect dataset.

(a)% No UAS (b),-,-, Disco Switched On (C)% Disco Flying

- .
: ﬂw"nwl'%m'i

Frequency Requency 1es Fequency

Figure341 PSDGraphical Signal Representatibio UAS (a), ParroDisco switched on and

connected to the controller (b) and Parrot Disco Flying (c)

It can be seen iRigure34 on the left hand grapfa) that the noise floor sits arour@sdB

with very minor background activities being displayedmsil periodic peakdVhen the

disco is switched ofb) in the middle a spike can be seen in the laved of the spectrum

with a significant drop in the higher frequencies. When the disicdflight (c) the power

levels outfor the first half of the frequency range and then drops off in the higher third of the
spectrum covered. The disco ules WiFi protocol and is fixed wing so only the switched

on and flying flight modes can be consielr
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Figure35- PSDGraphical Signal Representation Air 2 S switched on and connected to the

controller (a), Air 2 S hovering (b) and Air 2 S flying (c)

Figure35(a) (c)shows the Ai2 S which uses the Ocusync 3.0 datalink. Compared with
Figure34 (b) (c)there is a difference in bottovering(b) and flying(c) flight mode PSD
representations which are easily distinguishable with the humakMeyean also see that the
power peaks are around 10dB higher for the Ocusync 3.0 compared with Within
Figure35for the platform switched ofa) there are peaks at428GHz and 2.441GHz. For
hovering(b) three peaks occur around the centre frequency amtiigh pwer level.For the
flying (c) class there are three main peaks again but thespegad out slightly further and

occur in the lower half of the frequency range, rather than around the centre frequency.

(a)-- Swirched On (b) - Hovering (c) - Flying
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Figure36 - PSDGraphical Signal Representation Inspire 2 switched on and connected to the

controller (a), Inspire 2 hovering (b) and Inspire 2 flying (c)

Figure36 shows the PSD for the Inspire 2 which uses the Lightbridge 2.0 transmission
protocol.The PSD for the class switched @) is shown on the left and visually looks similar

to the WiFi protocol, with the signal dropping off significly in the higher end of the
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spectrum. The PSD for hoverifig) and flying(c) are similar in terms of where the peaks
occur to thedcusync 3 irFigure35. For hovenmg (b) the peaks occur again around the centre
frequency(the middle peaks aroun8db/Hz higher than the flying peakspriheflying (c)

classthe peaks occurom the centre frequency down to the lower end of the spectrum.

(a) s Switched On (b) a5 Hovering (C) = e
] A (ﬂ‘ |M | |
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Figure37 - PSDGraphical Signal Representation Mavic Pro switched on and connected to

the controller (a), Mavic Pro hovering (b) and Mavic Pro flying (c)

Figure37 shows the Mavic Pro which utilises the OcuSgr@ transmission link. Comparing
Figure37 with Figure36it can be seen that for tlekassswitched on(a) the pattern is similar
but the power istable at aroune/Odb/Hz for the Mavic Pro. Again for hoverifig) we see

the majority of the peaks to occur around that centre frequenoyitimed higher level of
power. Then for the flyingc) those peaks occur again the lower half of the frequency range

at a lower power level.
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Figure38- PSDGraphical Signal Representation Mavic Pro 2 switched on and connected to

the controller (a), Mavic Pro 2 hovering (b) and Mavic Pro 2 flying (c)

Figure38 shows the Mavic Pro 2 which uses the Ocusync 2.0. The switch@) dass
visually has a similar pattern to both the Ocusync 1Fignre37 and the Lightbridge 2.0 in
Figure36. However for the hoverinfb) and flying(c) we see a change in the pattetire
power is lower for the hovering peaks compared to the flying peaks. Also the peaks for

hovering(b) occur in the lower end of the frequencespumalong with the flying(c)

peaks.
(a)_” Switched On (b) . Hovering (C)_” Flying
- ?‘“H - M - 4
- ! uv,ﬂ""‘“‘\_l“va - ‘1‘ \ = \ '
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Figure39- PSDGraphical Signal Representation Mavic Mini switched on and connected to

the controller (a), Mavic Mini hovering (b) and Mavic Mini flying (c)

Figure39is the PSD for the Mavic Mini which, like the Parrot Discd-igure34 (b) (c),
uses the WFi protocol for communication. A peak can be satthe same point in each
PSD for switched ofa), hovering(b) and flying (c). This peak occurs at 2.434GHz. This
could bethe video transmissiotiownlink or another constant with the overall signal.

Overall the pattern of the signal for hoverifiy and flying(c) are very similavisually.
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Figure40- PSDGraphical Signal Representation Phantom 4 switched on@amtkcted to

the controller (a), Phantom 4 hovering (b) and Phantom 4 flying (c)

Lastly in Figure40the PSD for the Phantom 4 can be seen. The Phantom 4 uses the
Lightbridge 2.0 for transmission, the same transmission system used by the InSgjueen

36. The PSDin Figure40for switched or(a) is of a similar pattern t&igure36 butwith a

large drop in power around 2.424@&ldnd with an overall drop in power compared to the
Inspire.The class hoveringo) in Figure40 has three peaks which are fairly spread out with

one occurring abovile centre frequency and the other two below it. The flying ¢tdss

PSDhas more peaks and there is more power in the lower end of the spectrum. Although the
Phantom and Inspire are operating using the same datalink, there are visual dgference

between theorresponding PSD imagesHhigure36 andFigure40.
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GPS Janming Signals

Figure41 shows the PSD graphical signal representation of the no jamming class in the GPS
Jamming Dataset described in sectoh.1 Effectively the PSD graph is showindgaseline

plot of background AWGN described in more detail in secBdn2
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Figure41 - PSDGraphical Signal Represenation for thassNo Jammer Present

Figure42 shows thd?SD of the narrowband jamming signal. Compared Riglure41it can

be seen that the power across the whole spectrum is increased by a minimum amount of 5
10dB/Hz and then there is a concentrated increase around the centre frequency of around 20
30dB/Hz. The jamming signal is clearly visible when comparing the narrowband signal in

Figure42 with the no jamming signal present classigure4l
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Figure42 - PSDGraphical Signal Represenation for the cldasrowband Jammer

While with the narrowband jamming signalkigure42 an increase in power can be seen
across the whole frequency band, the chirp jammer only emits the 20jBlz around the
centre frequency, as seenFigure43. Therest of the spectrum is comparable with the no
jamming signal irFigure41 This makes the chirp signal a different pattern visibly to that of

the narrowband jammen Figure42.

© Crown Copyright 2022



116

PSD
20

10 A
N
=
o

ot 0
2
9]
e
[

8 101
©
5
(9]
(]
Q.

w _20 A
]
2
o
[«

_30 -

_40 T T T T T
-2 —1 0 1 2
Frequency le7

Figure43- PSDGraphical Signal Represenation for the clabgp Jammer

Figure44 shows the PSD for the AM jamming signatsdthe spike in power can be seen
around7MHz above the centre frequency. The dB/Hz value will likely chance for this signal

depending on when the capturgaken but the frequency will remain the same.
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Figure44 - PSDGraphical Signal Represenation for the clastJammer

Figure45 shows the PSHor the FM jamming signal. As with the AM signalkigure44

where one spike of activity was observed, the FM signal displays multiple spikes at various
different frequencies. The peaks are highest around the centre frequency atectiease in
power as they move away from the centre frequency. This forms a distinct patter again

compared to the no jamming signal clasEigure4l.
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Figure45- PSDGraphical Signal Represenation for the clRssJammer

Lastly the PSD for the DME pulse jamming signal is observédgare46. On the PSD the

DME pulse looks similar to the AM signal iigure44. However, if the signals ambserved
closely it can be seen that the AM signal is a straight line which fans out at the bottom while
the DME is more triangular in shape. This is a patiaakes the two signals distinguishable

on the PSD representation.
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Figure46 - PSDGraphical Signal Represenation for the cRB4 Pulse Jammer

Overall theboth the Spectrogram amEDgraphical signal representatiostsow distinct

visual differences that an experienced human operator tkelg easily identify. However,

that operator may have to manually scroll through a significant amount of spectrum plots
which contain no jamming &eity. This is time consuming and errors can be made, events

can be missed, especially when operators are tired. Machine learning presents an opportunity
to direct a human operator to a place of interest, increasing efficiency and providing an

indicationof the class of the signal in a much quicker time frame.
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3.2.3 Histogram and Raw 1Q Plot

Next the histogram and the raw 1Q plots were also consid@iteelraw data captured from an
SDR is IQ data. | stands for In phase and Q for Quadrature, the | representing the real
component of the signal and Q the imaginary, a complex number. A very basic SDR receiver

connected to an antenna is showfigure47 [353].

Antenna

N

Coswot

? sinwet

&

Qe

Figure471 The components which would form part ofaslt SDR Receiver

In Figure47] can be equated iy "@Where Qs the frequency from the local oscillator. With
respect to time, | and Q components have the same phase relationsHipdzeing 90

degrees differarfrom ¢ { UWilising | and Q components allows signals of different
frequencies above and below the local oscillation frequency to be separated. There are other
advantages as these vectors provide more information for a Fast Fourier Transform (FFT)
than a single scaler. Further, it will produce the same result with half the sampling rate so a
wider bandwidth can be achievib3]. | and Q components can be plotted with Matplotlib

to show various different graphical signal representations presented in Se2tion
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Figure48to Figure53 show the6 classes of GPS jamming signals graphically represented as
both raw constellation scatter plots and histograms. Note that as with the PSD the x and y
axisobds ar e b aedonsistencyibatweeh the dasses. @nvthe raw constellation
scatter plot the y axis is limited frorB000 to 8000 using the Matplotlib ylim() function and

the x axis is limited from7500 to 30000 using Matplotlib xlim() function. For the histogram
the yaxis is limited from 0 to 1200 using the Matplotlib ylim() function and the x axis is

limited from-8000 to 10000 using Matplotlib xlim() function.
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Figure48- Raw IQPIlot @ & Histogram(b) for the classNo Jamming Present

Figure48 shows the raw IQ plot which is a scatter diag(ajrand the histogram pldgb),
both plotted using Matplotlib. The no jamming signal class is a representation of any
background noise, in the case of GBS Jamminglatasetiescribed in sectioB.1.1this is
the AWGN producedvith a uniform distribution whereby C/N8 between 250dBHz and
JSRbetweent0-80dB.In Figure48 a small cluster of red is obsed in the lower left
guadrant of the raw 1Q scatter p(a) and on the histograifio) a small peak at theentre of

the distribution.
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Figure49- Raw IQ Plot & & Histogram p) for the classAM Jamming Signal

Figure49 shows the raw IQ pldi&) and histogranfb) for the AM jamming signal. It can be
observed compared fgure48 and the no jamming class, that the AM signal fills a greater
proportion of both of the plots. The pattern is very distinctive in the ra@)@esenting

itself almost as an ovate bullseye and the histogmrshowing peaks at each end of teal
component distribution. Visually there is a clear difference betwepme48for no

jamming signal present amdgure49 for the presence of an AM jamming signal.
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Figure50- Raw IQ Plot &) & Histogram p) for the clasChirp Jamming Signal

Figure50 shows the raw IQ pldi) and histogranfb) for the Chirp jamming signal.

Compared witithe AM signal inFigure49 and no jamming signal iRigure48, the chirp
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jammer presents itself as a larger concentration again of red in the raw (@) pladl as a

wider and more evenly spread distribution on the histoglgm

@ (b)

Raw Consteliation: DME Signal Histogram: DMF Signal
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Figure51- Raw IQ Plot & & Histogram p) for the clas©ME Jamming Signal

Figure51 shows the raw IQ pldi) and histogranfb) for the DME or pulse jamming signal.

The pulse is clearly observed as a red concentration in the form of a line with a circular head
in the raw IQplot (a). On the histograrn(b) it presents itself as a vertical distribution which
extends upwards to the top of the y axis range. Comparing the patterns to the classes seen so
far; no jammer irFigure48, the AM jammer irFigure49 and the chirp jammer iRigure50,

there is again a clear visible difference in the pattern of each different jamming signal type.
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Raw Constellation: FM Signal
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Figure52- Raw IQ Plot &) & Histogram p) for the clas$=M Jamming Signal

Figure52 shows the raw 1Q pldi) and histogran(b) for the FM jamming signal. The FM

signal comprises of several jamming signals at different frequencies being sent out at once.

On the raw IQ(a) this presents itself as a circular pattern which is mostly filled in compared

to the hollow bullseye patterhat the AM signal produced Figure49. On the histogrartb)

3 peaks can be observed on the distribution which correlates to the jamming signals on

different frequenies which make up the FM signal.

Raw Canstellation: Narrowband Signal X Hislogram: Narrowband Signal
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Figure53- Raw IQ Plot &) & Histogram p) for the clasNarrowband Jamming Signal

Figure52 shows the raw IQ pldi) and histogranfb) for the Narrowband jamming signal.

While the raw IQ plota) looks similar in its horizontal spread to the DMHEsgujammer in
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Figure51, the histograntb) looks significantly different, displaying a wide spread across the
whole distribution in contrast to the vertical peak & BME jammer. Comparinthe
narrowband jammer iRigure52to the no jamming class Figure48§, it is visually clear that

a jamming signal is present. Whentak graphical signal representations for raw(@jand
histogram(b) are compared for all the classes fréigure48through toFigure53, they are

all visually different to the eye.
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3.2.4 Concatenation

Theblock procesdor taking the raw data, producing the graphs and then concatenating them

into one image is shown as a blatikgram inin Figure54.
Spectrogram

Save as single

Concatenate .
image

Histogram

Raw Constellation

Figure54 - Block diagram of concatenation procéssnm raw data to an image ready for the

CNN feature extraction

As described in sectiorgs2.1to 0, Python3 library Matplotlib was used to generate
spectrogram, PSD, histogram, and constelfatiolour plotsTwo functions were defined in
python for vertical and horizontal concatenation. Essentially the images are stitched together
to form a larger image and then the new image can be resized to 224x244 pixels which is the
size required for th€ENN. Thefollowing concatenated images are produced from the

DroneRF dataset detailedsection3.1.3 The frequency range covered is from 2.402GHz
2.482GHz (Ch 1 Ch 13 WiFi bands with the exception of the first and last 1 MHz). In the

figures below OHz represents tbentreof the captured spectrum 2.442GHz.
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(a) Histogram (b) PSD
600 -153

500 -
—163 -

400
-173 A

—183 A
200 4

No occurances
w
o
o
Power Spectral Density (dB/Hz)

—193 A
100 A

0 T T T T T T -203 T T T T
—0.00016€.000070.00005(.000026.00000(.00002D.00005M.000075.000100 -4 -2 0 2 4

Real Data Frequency le7

(c) Spectogram le-5 (d) Raw Constellation
-180
44 4 ]
—185 @
—190
2 2 &
I~ -195 i
T =) >
3 —200% s
g0 2 5 0 °
=] 2 ©
g -2053 £ °
= £
<
-2 =210 -2
-215 .
-4 - 220 -4
.
025 050 075 100 125 150 175 -4 -2 0 2 4
Time (s) le-5 Real le-5

Figure55 - DroneRF dataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Spectrogram for class No UAS Present

Figure55 shows the dferent signal representations when there i8AS present. What we

are looking at here is the background noise or other signals present in the frequency band at
the time of signal captur€igure56 shows the Bebop in mode lswitched on and

connected to the controller. It is clear on the RBhat there is some activity in the higher

end of the spectrum (2.4148GHz). As there is no video transgeis in this mode, it is

likely that this is the command and control signal betweetJ® and controller.
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(a) Histogram (b) PSD
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(c) Spectogram le-5 (d) Raw Constellation

=175

-180

-185

-190

-195

Frequency (Hz)
o
Imaginary
<)

-200

mplitude (dB/Hz)

<
—205

—2 =]

-210

-4 —4

=215

025 050 075 100 125 150 175 2 22 0 2 4
Time (s) le=-5 Real le-5

Figure56 - DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Speogram for clas8ebop Mode 1 switched on

In Figure57 the Bebop is hovering in automatic mode. What we can see is that there is an
even spread of activity across the entire band. In particular if we compare the)R&Ehe

no UAS class.If we compare the spectrogramFigure57 where the platform is hovering in
an automatic mode (with no active communication with the controlldtrtr! Reference
source not found.(no UAS present)we see a decrease in power in the higher end of the

spectrum, again indicating this to be a commandcamtiol signal.
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(a) Histogram (b) PSD
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Figure571 DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Spectrogram for cl8sbop Mode 2 hovering
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(a) Histogram (b) PSD
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Figure58 - DroneRFdataset in graphical signal representations (a) Histogram, (b)(ESD,

Raw Constellation, (d) Spectrogram for cl8sbop Mode 3 flying without video

Figure58 shows the Bebop flying without video aRayure59 with video. The histograra)

indicates an increase in activity with the video transmitting.
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Figure59 - DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)
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Raw Constellation, (d) Spectrogram for cl8sbop Mode 4 flying with video
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Figure60 - DroneRFdataset in graphical signal representations (a) Histodtgrm?,SD, (c)

Raw Constellation, (d) Spectrogram for cla$s Mode 1- switched on

Figure60 shows the AR switched on and connected to the controller. The specti@jram

and PSIO(b) show two clear bands of activity in the spectrum, one above and one below the

centre frequencyrigure61 shows the spectrum when the AR is hovering. If we compare this

to Figure57 where the Bebop is also hovering we can see a similar constant spread of activity

across tk entire spectrum but with a drop at temtrefrequency.
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(a) Histogram (b) PSD
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(c) Spectogram fa—§ (d) Raw Constellation
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Figure61 - DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Spectrogram for cla$s Mode 2- hovering

Figure62 andFigure63 show the AR flying without and with video respectively. We can see
in Figure63 on the PSb) that the higher end of the spectrum increases in power by around
3dB when the video is present. We can also see a clear rise in the hid@yepresentation

when the video feed is turned on.
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(a) Histogram (b) PSD
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Figure62 - DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Spectrogram for cla$s Mode 3- flying without video
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(a) Histogram
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Figure63 - DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Spectrogram for cla$s Mode4 1 Flying with video

Figure64 shows theédJl Phantom turned on and connected to the controller. Comparing this

to the Bebop irrigure56 and the AR irFigure60we can observe that the Phantom has a

more even spread of power across the entire spectrum.
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(a) Histogram (b) PSD
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Figure64 - DroneRFdataset in graphical signal representations (a) Histogram, (b) PSD, (c)

Raw Constellation, (d) Spectrogram for cl&smntom Mode 3 switched on

In all of the figures it is hard to see any real pattern in the raw data changes, this may be due
to the facthat we looking at so much of the frequency range at once. We need to consider the
whol e frequency r anldASwilhiop towvarandaniM-itchabneldwweur e i f

to interference during operation.

Figure65 showsthe concatenated images as they are given to the CNN for feature extraction.
Figure65 showsan example of a concatenated image for each of the 6 ctdSS&S

Jammer typesmarked (a) through to (f).
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Figure65 - Concatenated Dataset; (a) no jammifiy DME; (c) narrowband; (d) AM; (e)

Chirp; (f) FM.

Figure65 (a) shows the input to the CNN for the class no jamming signal pr&sgumte65

(b) shovs the input to the CNN for the class DME jammer. The graphs were created with no

axis or label information, just the graph itsatfd then the 4 representatianspectrogram,

histogram, PSD and raw constellation were stitched together using the funcaicnsated

for concatenation.
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3.3 Wireless Interference

3.3.1 UAS Signals

For the UAS signals were collected in the presence of Bluetooth anBi\ignals to

represent an environment whereby other signals were present in the same frequency band.
The process by which this was achieved is described in s&tighBelow the graphical

signal representations will be considered for the spectrograhthe PSD.

Figure66 - SpectrogranGraphical Signal Representation for the classes (a) No UAS, (b)
Parrot Disco Switched on and connected to the controller and (c) Parrot Disco flying with

Interference
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Figure67 - SpectrogranGraphical Signal Representation foetclasses (a) No UAS, (b)
Parrot Disco Switched on and connected to the controller and (c) Parrot Disco flying no

Interference
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