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Abstract—As a promising candidate for ultra-reliable and low-
latency communications, the recent permutation-based trans-
mission concept substantially improves the resource utilisation
efficiency in the Internet of Things (IoT). In this context, the
age of information (Aol) experienced in permutation-based short-
packet transmissions is characterised in a wiretap channel, where
eavesdroppers are wiretapping the status updates delivered over
the legitimate link. The Aol of the legitimate link and the secrecy
margin of the wiretap channel are formulated in closed forms
within the regime of finite-blocklength information theory to
quantify the data freshness and security of status updates in
the IoT. The optimal packet structure to be delivered over the
network interface is found by solving the optimisation problems
of minimising the legitimate link’s Aol and maximising the
secrecy margin. Illustrative numerical results are provided for
our permutation-based transmission to quantify its performance
gains over the conventional encapsulation, specifically in short-
packet communications.

Index Terms—Age of information (Aol), finite-blocklength
information theory, permutation-based transmission, physical-
layer security, short-packet communications.

I. INTRODUCTION

In the Internet of Things (IoT), the deployment of ultra-
reliable and low-latency communications (URLLCs) faces two
major challenges: (i) scarce resources to deal with myriads
of end-to-end connections [1], [2], and (ii) growing security
risks caused by sharing common resources among different
subscribers [3], [4]. To address both challenges, the concept
of permutation-based transmission [5] has been proposed as
a promising transport-layer solution for URLLCs, specifically
in the IoT [6].

In this work, the metrics of Aol and secrecy margin are
developed in the finite-blocklength regime to quantify the
performance of secure URLLCs in the IoT. In particular,
the optimisation of both metrics will substantiate that the
permutation-based transmission achieves better performance
than conventional transport-layer encapsulation does in terms
of data freshness and wireless security of status updates in the
IoT.
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A. Related Works

Short-packet transmissions are popular solutions to
URLLC:s, for accommodating ubiquitous connectivity of mas-
sive devices and supporting a wide range of mission-critical
applications in the IoT, where the sensing-actuation-control
infrastructure creates a foundation for the delivery of status
updates [7]. For the design and optimisation of short-packet
protocols in URLLCs, recent advances in finite-blocklength
information theory have established a metric basis to specify
the throughput limits in practice [8], [9].

The IoT has to keep the status updates fresh, for guaran-
teeing the accuracy and efficacy of the services. For quan-
tifying the freshness of status updates in the IoT, the age
of information (Aol) has been proposed as a useful tool to
characterise the timestamp of the latest successfully decoded
status update at the destination [10], [11]. The impacts of
status sampling [12], source coding [13], and channel coding
[14] on the Aol in various systems have been investigated.
Moreover, the Aol is analysed in a dense IoT system where the
carrier-sense multiple access protocol is used to deal with the
intense competition among a large number of devices for the
delivery of status updates [15]. As for the URLLCs which rely
on short-packet transmissions, the Aol framework has been
developed in the finite-blocklength regime and optimised by
sophisticated packet management schemes; see e.g., [16]-[19]
and references therein.

For specific IoT services, e.g., in military, medical and
industrial applications, a secure sensing-actuation-control in-
frastructure is required to protect the status updates against the
attacks of malicious eavesdroppers [20]. Due to the broad-
casting nature of wireless channels, wireless connections in
the IoT are very vulnerable and cannot be fully protected
by traditional security protocols. Many research projects have
been carried out to improve the wireless security in wiretap
channels; see e.g., [21]-[24] and references therein, where
secrecy rate, error probability difference, and secrecy energy
efficiency are the major metrics for data security evaluation.
In addition, energy-efficient computation offloading in the IoT
has been conceived with an emphasis on wireless security [25],
[26], to improve the edge computing security while reducing
the service latency.

The Aol framework was exploited for the performance
analysis of secure and timely status updates in the IoT. In
[27], the covert Aol was defined as the time elapsed since
the latest valid packet was originally generated, where a valid
packet is a covertly transmitted and successfully decoded one.
In [28], the secrecy age is defined as the positive difference



between the eavesdropper’s age and the legitimate receiver’s
age.

B. Motivation and Novelty

Within the permutation-based transmission, a certain portion
of the application-layer data is no longer physically encapsu-
lated into the transport-layer data units (DUs), but conveyed
implicitly by the indexed permutations of various DU lengths
in a group of packets. The delivery of this portion does not
consume any communication resources, thus leading to higher
resource utilisation efficiency, which meets the challenge (i).
As a successful application of the permutation philosophy
in the transport layer, the permutation-based transmission
effectively increases the goodput and reduces the latency of
the conventional transport-layer encapsulation [5], [6].

From the perspective of wireless security, the CQI-mapped
solutions [29]-[33] have been proposed for promoting the
practical implementation of physical-layer security in con-
trast to those using artificial noise to jam the eavesdroppers’
wiretapping. Through varying the CQI-based mapping pattern
of the application-layer data conveyed by the permutations,
permutation-based transmissions ensure that eavesdroppers are
unable to successfully decode the data, which meets the
challenge (ii). With the mapping pattern interpreted as a secret
key in the legitimate link, the secrecy rate of permutation-
based transmissions has been analysed in [5] and [6].

The permutation-based transmission is particularly suitable
for short-packet protocols in the finite-blocklength regime,
because its key virtue is the redundancy reduction, i.e.,
using shorter packets to convey the given application-layer
data. In contrast to the theoretical framework in the infinite-
blocklength regime grounded upon Shannon’s error-free chan-
nel capacity, the packet error probability has to be considered
in the finite-blocklength regime. For those received packets
with cyclic redundancy check (CRC) errors, the status updates
can be either discarded or retransmitted. In comparison to
discarding, the retransmission will save the computational
resources in status sampling, source coding and channel coding
as well as achieve better performance in terms of the Aol,
especially when the status updates are generated at a relatively
low rate [18].

Motivated by the aforementioned issues, we investigate the
performance of permutation-based transmissions in the finite-
blocklength regime, taking into account the packet error proba-
bility and retransmissions. For a single transmission, a shorter
blocklength leads to lower latency. However, for the given
amount of information, shorter blocklength means higher
coding rate, which results in higher packet error probability
and more retransmissions. Concerning the tradeoff between
the latency of a single transmission and the total number
of (re)transmissions, we formulate the Aol as a function of
the blocklength to evaluate the data freshness in permutation-
based short-packet transmissions.

Subsequently, based on the Aol framework, we formulate
the secrecy margin of a wiretap channel as a function of the
blocklength to numerically characterise the data security. In
contrast to the secrecy rate achieved by varying the CQI-based

mapping pattern in [5] and [6], this work is focused on the
security contributed by the packet-length reduction with an
emphasis of data freshness. The secrecy margin is defined as
the positive difference between the Aol of the wiretapping link
and the Aol of the legitimate link'.

For achieving secure URLLCs, the optimal packet struc-
ture is determined by maximising the secrecy margin from
the security perspective while minimising the legitimate Aol
from the latency perspective. Based on the optimal packet
design over the network interface, our secure and timely
permutation-based short-packet transmission is compared to
the conventional transport-layer encapsulation in the metrics of
secrecy margin and legitimate Aol, to quantify the advantage
of permutation-based transmissions in terms of secure and
prompt status updates.

The novelties of this paper are boldly and explicitly con-
trasted to the state-of-the-art in Table I at a glance.

C. Contribution
The main contributions in this work are highlighted below.

o The system model of permutation-based short-packet
transmissions over a wiretap channel is developed for
quantifying the data security and freshness of status
updates in the IoT.

o The metrics of legitimate Aol and secrecy margin are
formulated in closed-form expressions within the finite-
blocklength information theoretic regime, for the timely
and secure delivery of status updates via permutation-
based short-packet transmissions.

o The optimisation problems of the legitimate Aol minimi-
sation and the secrecy margin maximisation are solved
for permutation-based short-packet transmissions to find
the optimal packet structure for the timely and secure
delivery of status updates.

o The comparisons between our permutation-based trans-
mission and conventional transport-layer encapsulation
are carried out using the metrics of legitimate Aol
and secrecy margin, for substantiating the benefits of
permutation-based short-packet transmissions.

To detail the above contributions, the remainder of this
paper is organized as follows. In Section II, the system
model of permutation-based short-packet transmissions over
a wiretap channel is presented, where our finite-blocklength
information-theoretic analysis is introduced as preliminaries.
In Section III, the metric of legitimate Aol is formulated
and minimised for short-packet communications to find the
optimal packet structure, from the perspective of data fresh-
ness. In Sections IV, the secrecy margin is formulated and
maximised to find the optimal packet structure, from the
perspective of data security. Subsequently, Section V provides
illustrative numerical results for quantifying the performance
gain obtained by our permutation-based transmission over the
conventional transport-layer encapsulation, for the secure and

Hereafter, the Aol of the wiretapping link spanning from the legitimate
transmitter to the eavesdropper is referred to as “wiretapping Aol”, and the
Aol of the legitimate link spanning from the legitimate transmitter to the
intended receiver is referred to as “legitimate Aol”.



TABLE I
CONTRASTING THE NOVELTY OF OUR WORK TO THE LITERATURE

Contribution ‘ This Work ‘ [51, [6] ‘ [10]-[15] | [16]-[19] | [21]-[26], [29]-[33] | [27], [28]

Age of Information (Aol) v v v v

Finite-Blocklength Regime v v

Wiretap Channels in the IoT v v v v

Permutation-Based Transmissions v v

Secrecy Margin v

TABLE II ACK
LIST OF ACRONYMS ";ta'm; 'U'p'd'a't'e"" Bob
Acronym ‘ Full Form \\\\V\V/‘\‘\
ACK ACKnowledgement re[‘;‘;dk;g‘ ..
Aol Age of Information A
ARQ Automatic Repeat reQuest
AWGN Additive White Gaussian Noise Fig. 1. The delivery of status updates in a wiretap channel.
con conventional transport-layer encapsulation
CQI Channel Quality Indicator
CRC Cyclic Redundancy Check A. Status Updates in a Wiretap Channel
DU Data Unit Consider the IoT delivery architecture of status updates
IoT Internet of Things within a wiretap channel shown in Fig. 1, where the node Alice
LDPC Low-Density Parity-Check is monitoring and delivering status updates to the legitimate
LoS Line-of-Sight actuator Bob. Upon receiving a status update, Bob will decode
pbt permutation-based transmission and perform actions based on it. Meanwhile, the eavesdropper
PCDU Permutation-Conveyed Data Unit Eve is wiretapping Alice’s transmissions and attempts to
QAM Quadrature Amplitude Modulation extract the status update.s. .
QPSK Quadrature Phase Shift Keying To' guaranteej the reliable delivery of status up'dates, the
classic automatic repeat request (ARQ) mechanism is adopted

SNR Signal-to-Noise power Ratio in the legitimate link. For a given status update delivered from
TCP Transmission Control Protocol Alice to Bob, Bob will send an acknowledgement (ACK) to
UDP User Datagram Protocol Alice once he successfully decodes the status update. The
URLLC | Ultra-Reliable and Low-Latency Communication ACK triggers Alice to generate and commence the transmis-

prompt delivery of status updates in the IoT. Finally, Section
VI concludes this paper.

Throughout this paper, the acronyms listed in Table II and
the following mathematical notations are used: fx(z) and
Fx (x) stand for the probability density function (pdf) and the
cumulative distribution function (cdf) of a random variable X,
respectively. Moreover, Q[z] = [°(1/v/27) exp(—t?/2)dt is
the Q-function, and [z]* stands for max(0, x). Besides, E(-)
denotes the expectation (mean) operator, and Pr[-] denotes
the probability of an event. In addition, N represents the set
of all natural numbers, and R represents the set of all real
numbers. The least integer function is denoted by [-].

II. SYSTEM MODEL AND PRELIMINARIES

In this section, firstly the system model of status up-
dates within a wiretap channel is presented. Then, the de-
sign of permutation-based transmissions and the information-
theoretic analysis of short-packet communications in the finite-
blocklength regime are introduced.

sion of the next status update. If Alice does not receive an
ACK before the predetermined timeout, she will retransmit
the current status update until receiving an ACK.

The status updates are assumed to be independent of each
other, so that Eve cannot utilise her decoded current or
previous status updates to anticipate Bob’s subsequent actions.
In other words, the security of the IoT services is guaranteed as
long as Bob decodes the status updates earlier than Eve does,
since Bob can take appropriate actions before Eve correctly
anticipates them.

As the majority of IoT infrastructures are deployed in
rich scattering environments, there is no line-of-sight (LoS)
component in the radio-frequency signal propagation and
Rayleigh fading is the most applicable model for such a non-
LoS scenario [34]. Herein, both the legitimate (Alice-Bob)
and wiretapping (Alice-Eve) links are assumed to be Rayleigh
fading channels, where the channel coefficients are modelled
as random variables following a circularly-symmetric complex
Gaussian distribution and, thus, their magnitudes are Rayleigh
distributed. The magnitudes of legitimate and wiretapping
channel coefficients are denoted by £ and g, respectively.

The cdf of Rayleigh fading £ € {5, &}, i-e., the magnitude
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Fig. 2. The permutation-based encapsulation of a single status update at the
transport layer of the legitimate link.

of a channel coefficient, is given by

Fe(z) =1—exp(—2®/G), €20, (1)

where G € {Gp,Gg} is the variance of the legitimate or
wiretapping channel coefficient, i.e., the average channel gain
of the legitimate link, G'g, or of the wiretapping link, Gg.

For an arbitrary transmission, the received signal-to-noise
power ratios (SNRs) at Bob and Eve are expressed as

B = ERPa/0? )

and
Ve = R Pa/o?, 3)

respectively, where £3 and &2 are the channel gains of the links
spanning from Alice to Bob and Eve, respectively. Moreover,
Alice’s transmit power is Pa, and the variance of additive
white Gaussian noise (AWGN) is 2.

Substituting &3 = yp/(Pa/0?) and &% = vg/(Pa/0?) into
(1), we have the cdfs of the SNRs <5 and g given by

1—exp(—2z/98), =0,
F = 4
WB(m) {O, x <0, @
and
1—exp(—2z/98), =0,
F = 5
e (@) {Q z <0, ©)

respectively. Elaborating slightly further, the received SNRs
vs and g follow the exponential distribution with means
4B = GPa/o? and g = GrPa/0?, respectively.

B. Permutation-Based Transmission

The permutation-based transport-layer design is proposed in
our works [5] and [6] for improving the spectral efficiency
of delivering the packets from a transmitter to a receiver.
In this design, a portion of application-layer data, referred
to as permutation-conveyed data unit (PCDU), is mapped
onto the specific permutation associated with a legitimate
tuple of various packet-lengths in a group, rather than being
encapsulated into conventional DUs.

For prompt status updates, a permutation group at Alice
consists of a single packet. The permutation-based encapsu-
lation of a status update into a packet is presented in Fig. 2,
where the status update data is divided into two portions for
the delivery via a packet. The first portion is the PCDU of
log, K bits, mapped onto assigning one of the K lengths
Lg,Lq,---,Lg_1 to the packet. The second portion, of the

length determined by the first portion, is encapsulated into the
packet in a conventional way and physically delivered through
the network interface.

More specifically, our permutation-based design has logy, K
extra bits conveyed in a packet, compared with the con-
ventional transport-layer encapsulation of the packet. In the
network interface, Alice transmits the packet of length Ly,
k € {0,1,--- , K — 1}, conveying the PCDU through the
selection of a particular one from a set of K various packet-
lengths Lo, L17 s ,LK,L

The K packet-lengths can be represented by an arithmetic
sequence of Ly = (M + kC) bits, ¥ = 0,1,--- K — 1,
where the first term M is the shortest packet-length, and C
is the common difference of successive lengths, M,C € N.
The PCDU mapped onto the k" length is calculated using
B(k), where B(-) stands for a log, K -bit binary coded decimal
function, and £ =0,1,--- | K — 1.

As each of the K packet-lengths is assumed to have the
same probability of 1/K, the mean length of a packet, in the
unit of [bits], is obtained by

_ 1 —
L=— Ly=M+ ———.
7 Lk=M+— ©6)

In practice, the maximum packet-length, denoted by Ly, in
[bits], is determined by specific transport-layer protocols, e.g,
the Transmission Control Protocol (TCP) or User Datagram
Protocol (UDP), which leads to the limitation of

M+ (K = 1)C < L. 7)

C. Short-Packet Communications

For short-packet communications within our permutation-
based IoT design, the mean packet-length is L, given in (6),
which conveys a status update composed of (logy K + L)
application-layer data bits. We remark that, with the con-
ventional transport-layer encapsulation, a packet of length L
conveys the status update composed of L application-layer
data bits. Over the network interface, the coding rate is denoted
by R = L/U € (0,1), where U € N is the blocklength in the
unit of physical channel uses.

In contrast to the infinite-blocklength regime rooted in
Shannon’s theory, where the optimal coding rate converges to
the error-free channel capacity, short-packet communications
suffer from decoding errors in the finite-blocklength regime.
Herein, we adopt the normal approximation of the non-
asymptotic bounds on the maximum number of information
bits that can be encoded by the given blocklength U to
formulate the expression of the maximal coding rate. The
normal approximation obtained by [8, Eq. (296)] has been
proven quite accurate when transmitting at a large fraction
of channel capacity. On this basis, the maximal coding rate of
permutation-based short-packet transmissions, R, in the finite-
blocklength regime is expressed as

Q7 '(e) [1-(1+4~)2
In2 U

at the packet error probability €, where -y is the received SNR,
and Q~!(+) is the inverse function of Q[z].

LU ~logy(1+7) — 3




From (8), the packet error probability e is formulated as
(In2)VT (logy(1 +7) — L/U)
1—(1+v)"2
= Q[0(L.U,7)], ©)

where the notation

is used for the simplicity of expression.
In a general block-fading channel, the average packet error
probability is calculated using

€= /000 Q[@(E, U,z)}f,y(z)dx,

where f.(z) is the pdf of the received SNR . A linear
approximation of the Q-function Q[Q(L, U, x)] is validated
in [19] and [35], expressed as

(10)

1, xé,u—l/,
- 1 —
QO(L,U,z)| ~ 5—1:2”“, p—v<e<put+y, (A1)
0, T2 pu+u,

given the parameters
H = 2E/U - ]-7
v = \[m(2E/U ~1)/(20).

The linear approximation (11) is exploited to derive the
closed-form expression of € through the calculation

12)

13)

1 ptv

€= F,(z)dx,

— 14
w ], (14)

where F,(z) is the cdf of the SNR +.

III. LEGITIMATE AGE OF INFORMATION

In this section, the metric of legitimate Aol is formulated to
characterise the data freshness of status updates delivered by
our permutation-based short-packet transmissions over the le-
gitimate link, based on which the packet structure is optimised
for minimising the legitimate Aol.

A. Formulation

An evolution of the legitimate Aol is illustrated in Fig. 3,
where A(t) denotes the instantaneous Aol of the legitimate
link, i.e. the time elapsed since Alice’s generation of the latest
status update that has been successfully decoded by Bob. If no
status update is successfully decoded at Bob, the Aol increases
linearly with time.

Alice generates and commences the transmission of the i*®
status update at the time t?, which is triggered by Bob’s ACK
on the (i—1)** status update. Bob successfully decodes the i‘"
status update at t2. For simplicity, it is assumed that the ACK
feedback from Bob to Alice requires no time, as the ACK
duration is negligible in comparison to the retransmissions of
a status update packet. More specifically, we have 2 = tfﬂ,
1=1,2,---.

A(t)

— ¢ Pt

th, tl t th

() () (h) (chy)

A
(th
Fig. 3. An evolution of the legitimate Aol.

For the ‘" status update to be decoded successfully, the
number of total (re)transmissions requested by Bob is Kp ;.
Consequently, the time duration for Bob to successfully decode
the i*" status update is

B~} = Ky T, (15)

where

T=U/W (16)

is the time duration of a single transmission from Alice, with
W denoting the bandwidth.

The number of (re)transmissions, Kp ;, for the it status
update requested by Bob, follows a Geometric distribution
with the delivery success probability (1 — ég), where €p
is the average packet error probability at Bob, obtained by
substituting (4) into (14), i.e.,

1 ptv

ép = [1—exp (—z/78)] dz

2v n—v

12 [exp (—“_”) —exp (—“f”)} A7)
2v B B

with 4p denoting the mean received SNR at Bob.

Therefore, the mean and the second moment of the indepen-
dent and identically distributed (i.i.d.) random variables Kp ;,
1=1,2,---, are

1
E(Kg) = T (18)

and , 1+ &
E(Kg) = A=) (19)

respectively, where the status update index ¢ is omitted for the
simplicity of expression.

In Fig. 3, the shaded area A; under the (waiting plus)
delivery time of the i*" status update decoded successfully

at Bob is calculated using

A = [(t7 =) + 207, — )|t — 7)/2

= (KT + Kp,;—1T)Kp;T/2,

(20)
2L

where ¢ = 1,2,--- and (21) is obtained by substituting (15)
into (20). Since the total number of (re)transmissions, Kp ;,
for the i'" status update, is independent of that for the (i—1)st
status update, namely Ky ;_1, the expectation of A; is

E(A) = E(K3)T?/2 + [E(Kg)]*T? /2 (22)
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Fig. 4. The legitimate Aol A versus the blocklength U.

2+ eg)T?
kL )i 23)
2(1 — GB)2
where (23) is obtained by substituting (18) and (19) into (22).
The average Aol of the legitimate link is defined as

L N®
A= lim - Y A; = KE(A),
=1

t—oo t 4

(24)

where N (t) is the number of status updates decoded success-
fully by Bob at time ¢ and, thus, the rate of status updates
decoded successfully at Bob is

N(t) . 1—¢€g

= tli>rgo t T

Upon substituting (23) and (25) into (24), we have the
average Aol of the legitimate link expressed as

- (2+4e)T
A=2—_=/7 26
2(1 — EB) ’ (26)
where Bob’s average packet error probability €p is given by
7).

The average Aol of the legitimate link, A, is plotted as a
function of the blocklength U in Fig. 4, where the bandwidth
is W = 1 kHz. As shown in this figure, the legitimate Aol
is reduced upon decreasing the average packet-length L of a
status update, or increasing Bob’s received SNR 4. The main
reason behind this trend can be found from the expression of
A.

The substitution of (16) into (26) yields the average Aol A
written as the product of two items:

(25)

A=A A, 27
where
— U
A = —
YT ow
and
A=2te
1— €B

Obviously, the item Aj is reduced as the average packet error
probability eg decreases. Given a blocklength U, the lower
coding rate L/U due to the shorter packet-length L of a
status update, or the higher received SNR g leads to a lower
packet error probability €. As a result, the legitimate Aol A
is reduced as L decreases or ¥g increases.

B. Optimisation

Since the average packet-length L is determined by the
upper-layer design for our permutation-based transmissions
and Bob’s received SNR Ap is determined by the channel
condition of the legitimate link, the legitimate Aol is expressed
as a function of the blocklength, denoted by A(U). Next, we
will seek the optimal U* for minimising the legitimate Aol.

Upon decreasing U, the item A; = U/(2W) in (27)
is reduced. However, given the packet-length L, a shorter
blocklength U results in a higher coding rate L/U and,
thereby, causes a higher packet error probability €g, which
eventually increases the item Ay in (27). The monotonicity
of the function A(U) is verified in the following lemma, via
relaxing the constraint U € N and allowing the variable U to
take real values, i.e., U € R.

Lemma 1. The function
- _ 2+e&(U)U
AU = s W

exhibits a monotonically increasing tendency versus U, where
es(U) is obtained by substituting (12) and (13) into (17).

Proof: See Appendix A.

(28)

|

Both Lemma 1 and Fig. 4 reveal that the average Aol A is

reduced upon decreasing the blocklength U. More specifically,

for the purpose of legitimate Aol minimisation, the optimal
blocklength is formulated as

U*= argmin A(U)
U€[Umin,Umax]
- Umina (29)

where the function A(U) is given by (28). The minimum
blocklength Uy,;, and the maximum blocklength Uy, .« are de-
termined by the specific physical-layer protocols. For example,
in the 5G New Radio, a slot is composed of 14 symbols, and
a mini-slot is comprised of 2, 4, or 7 symbols allocated for
shorter transmissions [36]. The downlink control information
is transmitted using quadrature phase shift keying (QPSK)
and polar coding [37], where the minimum blocklength is
Unin = 28 bits in a slot and U,,;, = 4 bits in a mini-slot.
For the downlink data transmission and the uplink data/control
transmission, quadrature amplitude modulation (QAM) orders
are up to 256 and the low-density parity-check (LDPC) codes
are used [37], where the minimum blocklength is Uy, = 112
bits in a slot and U,,,;,, = 16 bits in a mini-slot. As the slots can
be aggregated for longer transmissions, the maximum block-
length will be specified by the congestion control window or
the transceiver’s buffer size.

In addition, the coding rate L/U is prescribed by the
adopted channel coding scheme, i.e., polar coding or LDPC.
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Fig. 5. An illustration of the secrecy margin.

Given the transport-layer packet-length L, a higher coding rate
is preferred so as to get a shorter blocklength for reducing the
legitimate Aol. From the Aol perspective, the optimal block-
length balances the tradeoff between the latency of a single
transmission and the total number of (re)transmissions. The
solution (29) indicates that, in the legitimate Aol reduction, the
contribution from the shorter latency of a single transmission
dominates that from less (re)transmissions due to a higher
packet error probability.

IV. SECRECY MARGIN

Based on the Aol framework, the metric of secrecy mar-
gin is developed in this section for characterising the data
security of status updates, given that the data freshness has
been guaranteed by minimising the legitimate Aol using our
permutation-based short-packet transmissions.

A. Formulation

The secrecy margin is exemplified in Fig. 5, where Alice
generates and commences the transmission of the ' status
update at the time t?. Bob and Eve successfully decode the
ith status update at tP and t¥, respectively. In Fig. 5(a), the
secure delivery of the 7*? status update is guaranteed, since Eve
successfully decodes the i*" status update later than Bob does,
i.e. t£ > tB. In other words, Eve needs more retransmissions
of the i'" status update than Bob does for successful decoding.
However, Alice will not transmit this status update any more
upon receiving Bob’s ACK. This prevents Eve from unveiling
this status update, thus leading to a secure delivery. In Fig.
5(b), Eve successfully decodes the i*" status update earlier
than Bob does, i.e., ¥ < tB, where an information leakage

of the i*! status update occurs because the wiretapping link is
better than the legitimate one.

For the *" status update to be decoded successfully, Eve
would need K ; (re)transmissions. That is, the time duration
for Eve to unveil the i*" status update can be expressed as

t8—td = Ky T, (30)

K3
where T is given by (16).
As shown in Fig. 5(a), the secrecy of the i*! status update is
guaranteed if its successful delivery to Eve occurs later than
that to Bob, i.e., the time durations obey Ky ;T > Kgp;,T,
where Ky ;T is the time duration for Bob to successfully
decode the 7'M status update, given by (15).
The secrecy margin of the i status update is defined as
the positive difference between the time durations for Eve and
Bob to successfully decode this status update, denoted by

[tF — BT = [Kg.T — Kp,T)". (31)

Then, the average secrecy margin of the wiretap channel under
study is expressed as

1 N(¢)
$=m 130, @

where N (t) is the number of status updates decoded success-
fully by Bob at time ¢, and S;, marked by the shaded area in
Fig. 5(a), is the right trapezoid area under the secrecy margin
of the it status update. Note that, S; = 0 if t;»E < t?, as
shown in Fig. 5(b).

Subsequently, the secrecy indicator of the 7" status update
is introduced as

o 1, Si # 0,
= 07 S’i = 07

and the cumulative number of secure status updates at time ¢
is thus expressed as

(33)

N(t)

Ns(t) = Z ;.-

As such, the average secrecy margin, defined in (32), can
be calculated using

(34)

S = lim N S(t)E(S) = AE(S), (35)
where
A= Jim 50 @)

is defined as the rate of secure delivery from Alice to Bob, and
E(S) denotes the expectation of S;, omitting the status update
index i, because S;, i = 1,2,---, are i.i.d. random variables
from the ergodic perspective.

We will now investigate the average secrecy margin in the
finite-blocklength regime for permutation-based short-packet
transmissions, via the formulations of E(S) and A in (35).

In Fig. 5(a), the shaded area S; under the secrecy margin
of the i*!" status update is written as

Si= (7 — ) + (&7 — M)t — 17)/2
— (K., T + Ku,,T)(Kp,T — K /T)/2

(37
(38)



= (K%z - K]%,i)T2/27 (39)

where (38) is obtained by substituting (15), (30) and (31) into
(37).

Similar to the statistics of Ky ; given in (18) and (19), the
number of (re)transmissions Eve would need for unveiling
the " status update, namely K ;, follows a Geometric
distribution with the delivery success probability (1 — ég),
where €p is the average packet error probability at Eve,
calculated by substituting (5) into (14), i.e.,

1 ntv

5o [1—exp (—z/7p)] do

2v pn—v

. [exp (—”_”) —exp (—’””ﬂ . (40)
2v YE VE

with 4g denoting the mean received SNR at Eve.
Therefore, the mean and the second moment of the i.i.d.

random variables Kg ;, 1 = 1,2,---, are
1
E(Kg) = 41
(K) T (41)
and 14e
€E
E(K§) = —— 4
( E) (1 . gE)Qv ( )
respectively, where the status update index ¢ is omitted for
simplicity.
As a result, the expectation of S; is expressed as
E(S) = E(K§)T?/2 — E(K})T?/2
1+éep)T? (1+éeg)T?
_ (A+&)T  (+és) . 43)

2(1 . EE)Z 2(1 - €B)2

Moreover, the rate of secure delivery from Alice to Bob,
i.e., A defined by (36), is formulated as

. PI‘[KB < KE] . 1—¢€p

A = Pr|K K, 44
]E(KB)T T I'[ B < E]7 ( )
where we have
Pr[Kp < Kg] =Y (1 —&})ef
k=1
S BB 45)

1—¢€g B 1 — €geég
The substitution of (43) and (44) into (35) leads to the
average secrecy margin expressed as

o T [(l+er)d—ep)
o= { (- en)?

2

€E €BEE
X — J— )
1— €R 1-— €EBER

where the average packet error probabilities at Bob and Eve,
namely €g and €g, are given by (17) and (40), respectively.

The average secrecy margin, S given by (46), is plotted as a
function of the blocklength U in Fig. 6, where the bandwidth
is W =1 kHz. As shown in this figure, the average secrecy
margin S is improved with the increase in the average packet-
length L of a status update, or with the decrease of the received
SNRs g and yg. The main reason behind this can be observed
from the expression of S.

1+ €
1—¢€g

(46)

Based on (16) and (46), the average secrecy margin S can
be written as the product of two items:

S =515, (47)
where

- U

S1=—

T ow
is determined by the blocklength U only, and
g, — (1+€E)(1—€B)_1+€B €R _ €R
27 (1—€E)(1—€E) 1—¢€R 1—¢€g 1/€B_€E

is determined by the average packet error probabilities eg and
€r. As &g and &g increase, the item Sy will increase. Given a
blocklength U, the higher coding rate L/U due to the longer
packet-length L of a status update, or the lower received SNRs
A and g will result in higher packet error probabilities
ég and ég. Therefore, S is improved as the packet-length
increases or as the SNRs decrease.

In addition, by comparing Figs. 6(a) and 6(b), we observe
that the average secrecy margin S is improved as the ratio
B /7E increases. This is because a higher ratio 45/9r en-
larges the difference between the packet error probabilities
€g and €, thus leading to a higher difference between the
wiretapping Aol and the legitimate Aol as well as a higher
probability Pr[Kp < Kg].

B. Optimisation

As shown in (47), the average secrecy margin S depends
both on the blocklength U and on the average packet error
probabilities eg and €g. As seen in (17) and (40), ég and
€g depend on the received SNRs 75 and 7y, respectively, in
addition to the average packet-length L of a status update
and the blocklength U. Naturally, the received SNRs Ap
and 4 are determined by the channel conditions, while the
average packet-length L is determined by the upper-layer
design of our permutation-based transmissions. Therefore, the
average secrecy margin, denoted by S(U), is a function of the
blocklength U over the network interface, and we seek the
optimal U* for maximising the secrecy margin.

As U increases, the item S; = U/(2W) in (47) is increased.
However, given the packet-length L, a longer blocklength U
reduces the coding rate L/U, hence reducing the packet error
probabilities €g and €g, which accordingly reduces the item
S in (47).

In the following lemma, the monotonicity of the function
S(U) is verified through relaxing the constraint U € N and
allowing the variable U to take real values, i.e., U € R.

Lemma 2. The function
o U ([I+e&s0)]1-eaU)] 1+&(U)
SU) = — = - -
2W [1—er(U)]? 1—¢€g(U)
( ée(U) és(U)er(U) >
X — - — —
17€E(U) lfeB(U)eE(U)
exhibits a monotonically decreasing tendency versus U, where

ée(U) is obtained by substituting (12) and (13) into (40), and
ég(U) is obtained by substituting (12) and (13) into (17).

(48)
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Fig. 6. The secrecy margin S versus the blocklength U.

Proof: See Appendix B.
|
According to Lemma 2, a shorter blocklength U leads to
a higher secrecy margin S, which agrees with the trends
observed in Fig. 6. More specifically, for the sake of aver-
age secrecy margin maximisation, the optimal blocklength is
obtained by

U*= argmax S(U)

U€[Umin;Umax]

= Umina (49)

where the function S(U) is given by (48).

As shown in (29) and (49), the optimal blocklength U* =
Umin not only minimises the legitimate Aol but also max-
imises the secrecy margin. The optimal solution (49) im-
plies that, in the secrecy margin maximisation, the shorter
transmission duration makes a better contribution than having
fewer (re)transmissions. In other words, the shorter trans-
mission duration is more likely to protect the status updates

against the eavesdroppers’ wiretapping, compared to using less
(re)transmissions.

V. PERFORMANCE GAINS OF PERMUTATION-BASED
TRANSMISSION

To deliver a given number of application-layer data bits,
the average packet-length L required by our permutation-
based transmission is log, K bits shorter than that of the
conventional transport-layer encapsulation. This is because
the PCDU of log, K bits is not physically encapsulated into
the packet but conveyed implicitly through the packet-length
permutations.

In this section, the security and timeliness of our
permutation-based transmission and of the conventional
transport-layer encapsulation are compared in terms of their
secrecy margin and legitimate Aol. To begin with, the sce-
nario using optimal packet structure is investigated. Then, the
scenario using fixed blocklength is investigated, where the
permutation-based transmission utilises lower coding rate than
the conventional transport-layer encapsulation to deliver the
same application-layer data.

The default parameters in the [oT are set as follows:

o The network’s bandwidth is W = 1 kHz, and the legiti-
mate link SNR is 1.5 times higher than the wiretapping
link SNR, i.e., y5/9r = 1.5.

o The average packet-length of a status update in our
permutation-based transmissions is L = (K—1)C/2+M,
conveying L + log, K application-layer data bits, where
K is the number of legitimate packet-lengths, C' is the
common difference between the successive lengths, and
M is the shortest packet-length.

o The packet-length of a status update in the conventional
transport-layer encapsulation is L + log, K, which con-
veys the same amount of application-layer data as our
permutation-based transmission.

A. Optimal Blocklength

Given the same coding rate R € (0,1), the optimal
blocklength for our permutation-based transmission (pbt) is

bt = [L/R], and that for the conventional (con) transport-
layer encapsulation is U}, = [(L + log, K)/R].

According to Lemma 1 and Lemma 2 as well as Figs. 4
and 6, a shorter blocklength U will lead to higher secrecy
margin and lower legitimate Aol. Thus, permutation-based
transmissions enhance the security and timeliness of status
updates within wiretap channels. Given that U}, < Ug,
for the delivery of the same application-layer data contained
in each status update, the average secrecy margin Spbt of
our permutation-based transmission is higher than that of the
conventional transport-layer encapsulation, denoted by Scon,
and the average legitimate Aol App of our permutation-based
transmission is lower than that of the conventional transport-
layer encapsulation, denoted by Acon, as it transpires from
Lemma 1 and Lemma 2.

To elaborate, a higher secrecy margin indicates better secu-

rity for the delivery of status updates within wiretap channels,
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Fig. 7. The secrecy margin improvement S’pbt — Scon and the legitimate
Aol reduction Acon — Apnt versus Bob’s received SNR 4, for fixed coding
rate R with K = 128, M = 32, C = 8.

while a lower legitimate Aol indicates better timeliness. There-
fore, the security performance gain of our permutation-based
transmission over the conventional transport-layer encapsula-
tion is quantified in terms of the secrecy margin improvement

Spbt — Scon. By contrast, the Aol perfgrmancei gain is quan-
tified by the legitimate Aol reduction Acon — Apbt.

In Fig. 7, the performance gains S’pbtfgcon and flconfflpbt
are plotted versus Bob’s received SNR #p, where K = 128,
M = 32, C = 8. This figure reveals that, given the amount
of application-layer data to be delivered for a status update,
ie, (K —1)C/2 + M + log, K bits, the secrecy margin
improvement, S'pbt — Secon, is reduced and converges to 0
as the legitimate link SNR Ap increases. The main reason
behind this is that, given 5 = J5/1.5, the average packet
error probabilities tend to ég = €x 0 when Ap goes
to infinity. As such, both Sy and Seon approach 0 as yp
increases. On the other hand, given the coding rate R, the
legitimate Aol reduction Acon — /ipbt increases and gradually
saturates as 4p increases. This is because, when eég = 0, the
legitimate Aol is the time duration of a single transmission
from Alice. Hence, the legitimate Aol reduction Acon — Apbt
converges to the difference of a single transmission duration
between using our permutation-based scheme and using the
conventional encapsulation. Moreover, as the coding rate R
increases, Sppt — Seon is increased, while Acon — Appy is
reduced. This indicates that, with the increase in R, the
security improvement of our permutation-based transmission
over the conventional encapsulation becomes more substantial.
By contrast, its delivery latency of status updates is degraded.

In addition, the impact of the shortest packet-length M and
the number of available packet-lengths, K, on S'pbt — Seon
and Acon — Appg is investigated in Fig. 8, where C' = 8,
R = 0.5, 45 = 6 dB. We observe that, the secrecy margin
improvement Sppt — Seon gets smaller, while Acon — Apbt
gets slightly larger as M increases. The main reason behind

this is that, the average packet-length of a status update, L,
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Fig. 8. The secrecy margin improvement Spbt — Scon and the legitimate Aol
reduction Acon — Appy versus the shortest packet-length M, for the fixed
coding rate R = 0.5 with C' = 8 and 45 = 6 dB.

gets longer with the increase of the shortest packet-length
M. At the same time, the contribution of the blocklength
reduction UZ,,, — U, becomes less influential in comparison
to the conventional scheme’s blocklength U7, . As seen in Fig.
6, the negative slope of the secrecy margin S(U) becomes
steeper as L increases. Hence, the blocklength reduction
cannot compensate for the reduction in the secrecy margin. By
contrast, as shown in Fig. 4, the positive slope of the legitimate
Aol A(U) is slightly reduced as L is increased from 80 to 100.
Furthermore, by comparing Fig. 8(a) and Fig. 8(b), we find that
both Spbt —Scon and Acon — Appy are increased as K increases.
This is because the number of available packet-lengths, K, is
the very character that contributes to the blocklength reduction
upon using our permutation-based transmission.
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B. Fixed Blocklength

To deliver the same application-layer data of L+log, K bits
using the same blocklength U, the coding rate of permutation-
based transmissions is L/U while the coding rate of conven-
tional transport-layer encapsulation is (L + logy K)/U.

In this scenario, Fig. 9 plots Spbt — Seon and Acon — Apbt
versus Bob’s SNR 7, with K = 128, M = 32, C' = 8. As
shown in this figure, using fixed blocklength, the permutation-
based transmission is still superior to conventional transport-
layer encapsulation in terms of legitimate Aol, but it is inferior
in terms of security margin. According to (29) and (49), the
shorter latency of a single transmission has more contribution
than using less (re)transmissions, to both the legitimate Aol re-
duction and the secrecy margin improvement. Therefore, using
the same blocklength U, the legitimate Aol difference between
the permutation-based and conventional schemes solely arises
from the packet error probability difference. As the SNR
increases, the packet error probability decreases, which causes
the decay in Acon — flpbt. For the secrecy margin, the higher
coding rate in the conventional scheme generates higher error
probability and more (re)transmissions, which therefore results
in a longer Aol in both the legitimate link and the wiretapping
link. As such, Scon > Spbt and the difference between them
gets smaller with the decrease in the error probability, i.e.,
with the increase in the SNR.

Furthermore, Fig. 10 depicts Spbt — Scon and Acon — Apbt
versus the shortest packet-length A, where K = 64,128,
C = 8, 48 = 6 dB, and the fixed blocklength U = 2L.
As shown in this figure, a longer packet-length results in
less legitimate Aol reduction. The main reason behind this
is that the difference between the permutation-based coding
rate (M + (K — 1)C/2)/U and the conventional coding rate
(M + (K —-1)C/2+1log, K)/U gets smaller as M increases.
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Fig. 10. The secrecy margin improvement S'pbt — Scon and the legitimate
Aol reduction Acon_— Apbt versus the shortest packet-length M, for the fixed
blocklength U = 2L with C' = 8 and 45 = 6 dB.

VI. CONCLUSIONS
A. Summary

To promote the secure and timely delivery of status updates
in the IoT, permutation-based short-packet transmissions have
been conceived, where eavesdroppers are wiretapping the
status updates delivered over the legitimate link. Through
adopting the Aol framework and harnessing recent advances
in finite-blocklength information theory, we formulated the
average Aol of the legitimate link and the average secrecy
margin of a wiretap channel in closed forms for quantifying
the data freshness and security of status updates. Based on
them, the optimal packet structure over the network interface
was determined by maximising the secrecy margin while
minimising the legitimate Aol. Both our theoretical analysis
and numerical results substantiated the secrecy and latency
gains achieved by our permutation-based transmission over the
conventional transport-layer encapsulation.



B. Observation

In particular, several important insights were gleaned for
facilitating the system design of permutation-based short-
packet transmissions:

o The optimal blocklength U* over the network interface
is the minimum value in the blocklength range, which
leads to legitimate Aol minimisation and secrecy margin
maximisation, given the average packet-length L of a
status update.

o The secrecy margin is improved by our permutation-
based transmission, upon reducing the legitimate link
SNR ~p, increasing the coding rate R, reducing the
shortest packet-length M, or increasing the number of
available lengths, K.

o The legitimate Aol is reduced by our permutation-based
transmission, upon increasing the legitimate link SNR 7p,
reducing the coding rate R, extending the shortest packet-
length M, or increasing the number of available lengths,
K.

C. Future Work

The studies we initiated here are the beginning of our
research on the application of the Aol framework in secure
URLLCs. The following directions are being pursued to apply
the concept of secrecy margin in more complicated scenarios:

o The interactions and combinations of the permutation-
based transmission with physical-layer security tech-
niques, such as artificial noise and varied mapping pat-
terns, are to be carried out and evaluated in the secrecy
margin framework.

o Advanced physical-layer security solutions are to be ad-
dressed against the collaboration among multiple eaves-
droppers possessing powerful computational ability, from
the perspective of secrecy margin.

« The intense competition among a large number of devices
and the delivery of massive status updates in the dense
IoT are to be addressed for achieving secure URLLCs in
the secrecy margin framework.

APPENDIX A
PROOF OF LEMMA 1

The first-order derivative of the function A(U) with respect
to U is given by

dAU)  2+& 3U&,
dU  2W(1—ég) 2W(1 — ép)?
2+ (ég + Uep) +2Ue;
2W (1 — ég) ' °0)

The average packet error probability at Bob, €p, is expressed
by (17), which is further reformulated as

_ B w—v w+v
ep=1——|exp| —— | —exp | ——
2v B B

@ ; _
~ /e = (227 — 1) /38,

619

where (a) is achieved through the Taylor approximation of
degree 2, i.e., e® ~ 1+a+a?/2, and the parameter € (0, 1)
is given by (12).

The first-order derivative of €g with respect to U is ex-
pressed as

& = —L(In2)2"Y /(38U?) < 0. (52)
Then, we have
Uéy = —R(In2)2% /35 < 0 (53)
and
ég +Uéy = [2%(1 - RIn2) —1]/38 <0,  (54)
where R = L/U € (0,1) is the coding rate, and
0 < R(In2)2% < 2In2 ~ 1.39, (55)
0.61 ~2(1 -In2) <2%(1 - RIn2) < 1. (56)

Based on (53), (54), (55), and (56), the inequality (50) is
written as

dA(U) _ 2+ (0.61 —1)/48 — 1.39/78
dU 2W (1 — &)
_2-— 1.78/78
=W e 0. (57)

As a consequence, the function A(U) is a monotonically in-
creasing function of U, which completes the proof of Lemma
1.

APPENDIX B
PROOF OF LEMMA 2
The first-order derivative of the function S(U) with respect
to U is obtained by (58) at the top of next page.
Similar to eg, Eve’s average packet error probability €g, of
(40), is further reformulated as

g =1-— JE {exp (—M V) — exp (—MJF V>]
2v VE E
/7 = 28V 1)/,

where (f) is achieved through the Taylor approximation of
degree 2. The first-order derivative of eg with respect to U is
given by

Q=

(59)

& = —L(In2)2"Y /(3sU?) < 0. (60)
Thus, we have
Uéy = —R(In2)2% /35 < 0 (61)
and
&g+ Uéy = [2(1 — RIn2) — 1]/3& < 0. (62)

Given that g < A, we have 1 > ég > eg > 0 and
€r < €5 < 0. Based on (54), (55), (56), (61) and (62), the
items in (58) are written as follows:

b) < ép(l —ép) — (1 +ég) +2(1 + ép)e — 263
(1 — E]_D,)2




2(1+er)(1 — ep)eg

(1 — EE)?’

B 2e; €E €BfE
(1 — EB)2 1—€g 1 — €geg

(b)

()

EBEER Ué,

3 _ U(egér + éBép) (58)
1 — €geg (1 — gE)2 (1 — ngE)Z

(e)

&8 —ép) — €33+ Er) + 2epEy
(1—éB)?
(g —€5)3 —€r)
0 63
(0> 2 F __y (64)
1-— €E 1-— €R
1+ ¢ 1+¢€
() > —®_1TB g (65)
1-— €E 1-— €B
ée +Ue, ex(égp +Uey) + eslUey
< — < 0. 66
() (1—€gr)? 1 — epew (66)
As a result, we have
dS(U)
—= < 0. 67
T < (67)

Therefore, the function S(U) is a monotonically decreasing
function of U, which completes the proof of Lemma 2.
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