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In recent years, bacterial populations have been engineered to act as biological sensors able to improve
human health by developing novel therapeutics and diagnostics. Nowadays, populations of engineered
bacteria can be remotely controlled to perform some medical actions on-demand; however, it brings

Ig?ggirgs" crucial concerns from the cybersecurity perspective. As an example, one of the first cyberbioattacks has
Biofilm been recently proposed to explore the feasibility of using engineered bacteria to produce a Distributed
Engineered cells Denial—of—?ervice and disrup.t. the. creatiop of bioﬁlm,.a natura.l protectionl of bacteria against external
Cyberbiosecurity agents. With the goal of mitigating the impact of this cyberbioattack, this paper proposes two novel

DDoS mitigation mechanisms: quorum quenching and amplification. On the one hand, quorum quenching
Mitigation focuses on emitting molecules to block those sent by the cyberbioattack. On the other hand, the
amplification approach emits molecules to increase the percentage of those needed to create the
biofilm structure. To measure the performance of both mitigation techniques in dynamic scenarios, we
have implemented different configurations of the Distributed Denial-of-Service attack and evaluated the
channel attenuation and the signal-to-interference-plus-noise (SINR). As a result, we have observed that
both approaches reduce the impact caused by the cyberbioattack, detecting differences between them.
The quorum quenching mechanism presented better results, although it did not adapt its behavior to
different attack configurations, responding statically. In contrast, the amplitude mitigation technique is
perfectly adapted to attack configurations with different impacts on biofilm creation.
© 2021 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction (EPS) to surround and protect, thus controlling the acquisition of
nutrients.

Human beings have microorganisms called bacteria, whose bal- Recent research has demonstrated how bacterial natural signal-

anced co-existence with gut cells has been related to good health.
In this context, the signaling between microbe and gut cells helps
the digestive process, also supporting the immune response [1,2].
Adverse environmental conditions can affect bacteria and, because
of that, they present mechanisms to survive in changing environ-
ments, where one of their most relevant defense mechanism is
the creation of a structure called biofilm [3]. It presents the func-
tion of protecting static bacterial populations against threatening
chemical compounds, physical attacks, and environmental changes.
During the creation and preservation of biofilm, diverse signaling
pathways are triggered to sense a determined surface. After its
colonization, bacteria produce Extracellular Polymeric Substances
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ing processes can help treat and diagnose metabolic diseases. To
achieve it, whole-cell biosensors have been designed using bac-
teria to quantify these molecular signals associated with diseases
[4,5]. These bioengineered bacteria are particularly interesting for
therapeutic scenarios since they are highly sensitive to various
chemical substances. For their usage, they can be ingested or
implanted on the body to acquire medical information improv-
ing the development of novel therapeutics and diagnostics, rep-
resented by the concept of theranostics [6]. Using engineered bac-
teria presents the advantage of partially controlling their behavior
using external electric signals. Based on these advances and ca-
pabilities, biosensors could be essential in the future to provide
long-term theranostics by the use of engineered bacterial popu-
lations, externally controlled using the traditional network infras-
tructure.
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The signaling performance of engineered bacteria has often
been investigated using molecular communications concepts. This
area is dedicated to studying the exchange of molecular signals
through the lens of conventional communications systems [7-12].
Within this field, several bacteria-based communications systems
models and applications have been proposed aligned with the pro-
cessing, emission, and biosensing of quorum sensing molecules [8,
12]. In addition to that, a secrecy method has also been proposed
to provide security for molecular communications systems [9].
Nonetheless, other security aspects of such exchange of molecules,
such as countermeasures for malicious molecular transmissions,
are still open challenges in this field.

The security of engineered cells is a challenge because they are
resource-constrained, introducing many difficulties in implement-
ing well-known traditional security mechanisms to prevent mali-
cious stimuli. This situation raises the development of an incipient
and promising research topic called cyberbiosecurity [13,14]. Cur-
rent research has studied how to engineer bacteria to prevent the
formation of biofilm [10,15]. However, in the scenario of engi-
neered bacterial populations, attackers could send malicious elec-
trical signals to change their signaling processes and thus alter
their legitimate objective. In a previous work [16], a Distributed
Denial-of-Service (DDoS) [17] cyberbioattack was implemented to
explore the feasibility of using engineered bacteria to produce a
coordinated emission of molecules aiming to prevent the gener-
ation of biofilm protecting a biosensor. The DDoS cyberbioattack
was performed by the emission of protein molecules from engi-
neered bacterial populations, externally controlled by an attacker
using particular signals. Nevertheless, more studies are needed to
determine the possibilities and implications of these kinds of cy-
berbioattacks.

Based on this threat, biological mitigation mechanisms are crit-
ical to reducing or suppressing cyberbioattacks and their negative
impact on biofilm creation. Without these protection mechanisms,
attacks could disrupt the normal functioning of theranostics, thus
having an enormous adverse effect on human health. In this pa-
per, we propose engineered bacteria to reduce the impact caused
by molecules aiming to disrupt the generation of biofilm. Specially,
we present two mechanisms to mitigate the cyberbioattack: quo-
rum quenching and amplification. The first approach consists of
emitting molecules that interfere with those produced during the
attack, reducing their negative impact. The second alternative is
to deliver molecules that support the generation of biofilm. Both
mitigation approaches have been evaluated against cyberbioattacks
using different amplitudes and periods in the attacking signals. To
study the impact of these mitigation techniques, we have evalu-
ated how their application reduces the channel attenuation caused
by the DDoS attack. For that, we have used different combinations
of amplitudes and periods of the signal used by the attacker to
control the DDoS. We have observed that both quorum quench-
ing and amplification techniques successfully reduce the impact of
the attack. In particular, quorum quenching offers better results,
although it does not present a high adaptive behavior compared to
the amplification approach. Additionally, we have evaluated how
different parameters intervening in both mitigation models affect
the SNR seen from the perspective of the bacterial population cre-
ating the biofilm.

The remainder of the paper is structured as follows. Section 2
presents the related work existing in the academic literature. Sec-
tion 3 depicts the scenario used to perform the DDoS cyberbioat-
tack, introducing the two mitigation mechanisms proposed in this
manuscript. Moreover, Section 4 describes the system model de-
fined to implement the attacks, and the mitigation mechanisms.
After that, Section 5 presents the experiments performed to mea-
sure the effectiveness of both mitigation mechanisms and their
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comparison. Finally, conclusions and future work are specified in
Section 6.

2. Related work

This section analyzes the state of the art from two different
perspectives due to the novelty of the cyberbiosecurity field and
the lack of solutions facing it. On the one hand, it reviews solutions
dealing with bacterial populations and molecular communications.
On the other hand, it studies detection and mitigation mechanisms
applied to scenarios that combine biological and health fields since
the current experience existing in cybersecurity applied to medical
scenarios could be essential to deal with cyberbioattacks.

2.1. Bacterial signaling

In previous works, natural bacterial cells (in opposition to the
engineered ones investigated in this paper) have been shown to
be able to hijack other biological systems using their communica-
tions capabilities [18,19]. For example, in [18], rhizobia bacteria are
shown to bypass the typical molecular exchange required to estab-
lish a symbiotic relationship with leguminous plants through the
emission of specific molecules (virulence factors). In [19], bacteria
have also been shown to produce and emit proteins to block phage
reproduction and avoid being infected by them. While these stud-
ies may have used engineered cells, they have not proposed any
novel application based on their results.

Researchers have proposed using specific enzymes that can in-
hibit or inactivate quorum sensing molecules [20]. For example,
lactonase substances have been applied to degrade external quo-
rum sensing molecules to reduce their availability in the bacteria
surroundings, and consequently, their quorum sensing-induced be-
haviors [21,22]. The amplification of molecular signals has been
investigated as well. For example, to build a bacteria-based biosen-
sor able to detect toxic metals, such as arsenic and mercury, re-
searchers proposed a cascade molecular signal amplification, which
improved their detection limit up to 5,000 fold [23]. In the molec-
ular communications field, interference and amplification of sig-
nals have also been studied in the past [10,24-28]. These studies
evaluate the impact of such techniques on the performance of a
molecular communications system (deterioration in the case of in-
terference and improvement in amplification).

In contrast to these approaches, we propose a novel application
of bacterial signaling as a defense mechanism to mitigate the im-
pact caused by a hijacked bacterial population on an established
bacterial communication link (see Section 3.2 for details). This
mechanism consists in applying an interfering molecular signal or
amplifying the legitimate signal of the bacterial communication
link. Specifically, the interfering signal is designed to degrade the
jamming signal produced by a malicious entity, while the amplifi-
cation focuses on improving the signal-to-noise ratio of the system,
and both translate as the mitigation of the cyberbioattack. In addi-
tion, we utilize molecular communications metrics to represent the
mitigation of a jamming signal to improve the safety of a bacteria-
based molecular communications system.

2.2. Cybersecurity and human health

Cyberbioattack is a novel term referring to attacks coming from
the cybernetic world and affecting biological and human health
fields. This concept is entirely novel, and our previous work [16] is
one of the first solutions in the area. In this context, we performed
a DDoS attack by controlling engineered bacteria to generate jam-
ming signals disrupting the creation of biofilm, a strong natural
defense mechanism. A pool of experiments demonstrated that high
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Fig. 1. Engineered bacterial population executing a DDoS cyberbioattack implemented by a variable jamming signal able to inhibit biofilm formation. (For interpretation of

the colors in the figure(s), the reader is referred to the web version of this article.)

amplitudes and periods (measured in ©Mol/V and hours, respec-
tively) affecting the signal that controls the engineered bacteria
caused a more significant impact on the biofilm disruption.

At this point, it is essential to highlight the main difference be-
tween the present work and our previous publication regarding
their scope. Our previous conference paper [16] presented, for the
first time, the possibility of using engineered bacteria to perform
jamming cyberattacks intending to disrupt the generation of bacte-
rial biofilms. Specifically, different combinations of the parameters
used to model the attacking signal were tested. In contrast, the
current manuscript considers our previous work and extends it
to present two different mitigation techniques, quorum quenching
and amplification, aiming to reduce the impact caused by jamming
cyberattacks.

Since this research field is quite novel [13,14,29] and there
are not many works in this direction, this section subsequently
presents examples of biological scenarios where cyberattacks have
been extensively studied, having certain similarities with the one
we investigate in this paper. It is the case of invasive Brain-
Computer Interfaces (BCI) able to stimulate neural activity. On the
one hand, Pycroft et al. [30] documented that attackers with con-
trol over neurostimulation devices could generate overstimulation
actions aiming to cause tissue damage, independently of the med-
ical condition or the stimulation technology used. Additionally,
Lopez-Bernal et al. [31] identified that, since most neurostimula-
tion therapies generate certain psychological and psychiatric side
effects, an attacker could take advantage of the victim’s mental
status. On the other hand, Lépez-Bernal et al. [32] detected some
vulnerabilities in promising BCI technologies and demonstrated an
essential lack of security and privacy principles in current BCI so-
lutions. Besides, the authors presented the first two cyberattacks
altering the normal activity of neurons. The principles behind these
cyberattacks could be relevant to extend the literature concerning
attacking bacterial populations.

Also aligned with the bioengineering field, implantable medical
devices (IMDs) are in expansion and at high risk of being affected
by cyberattacks targeting the physical integrity of human beings. In
this context, the literature has identified vulnerabilities of different
IMDs, such as cardiac implanted devices, drug delivery systems, or
cochlear implants. For example, Camara et al. [33] surveyed the
main security goals for the next generation of IMDs and analyzed
the most relevant protection mechanisms. Moreover, Marin et al.
[34] demonstrated that some Implantable Cardioverter Defibrillator
(ICD) were vulnerable to Denial-of-Service (DoS) attacks, compro-
mising patient’s safety.

As previously shown, the field of cyberbiosecurity is novel, and
there is no solution in the literature dealing with mitigation mech-
anisms against bioengineered populations of bacteria affected by

cyberattacks. Nevertheless, it is essential to review cybersecurity
works from biological and medical approaches to identify the ap-
plicability of new defense mechanisms to cyberbiosecurity and de-
sign safer molecular communications systems and applications.

3. Scenario description

This section describes our bacteria-oriented scenario required
to implement a DDoS cyberbioattack, describing the responsibil-
ities of each element of the architecture. In this scenario, we
consider a population of bacteria-based biosensors, composed of
transmitters and receivers (TN and RN, respectively), exchanging
molecules with themselves to form a biofilm. This molecular struc-
ture protects them against external threats, resulting in a safer
environment for them to operate. Here, the signaling required for
biofilm formation is modeled as an end-to-end molecular commu-
nications system, where RN is in charge of directly creating the
biofilm, and TN induces the biofilm formation by producing par-
ticular molecules. Moreover, this section introduces two mitigation
mechanisms to reduce the impact caused by the cyberbioattack.

3.1. DDoS cyberbioattack

In the scenario shown in Fig. 1, we have a third bacterial pop-
ulation (draw in green color and labeled as JN), which is originally
bioengineered to act as a biosensor. However, due to the lack of
cybersecurity mechanisms (and, particularly, authentication capa-
bilities), this population has been hijacked by an external attacker,
and now it is externally controlled to affect biofilm creation ma-
liciously. In this context, the attacker generates an external signal
able to control the amount of protein molecules diffused by the
bioengineered bacteria (jamming signal in Fig. 1). These molecules
will interfere with the legitimate molecular communication be-
tween TN and RN, jamming or blocking the creation of biofilm.

This cyberbioattack based on hijacked electrical signals is pos-
sible since the patient uses a theranostic system based on engi-
neered bacteria to receive stimuli from external sources. It exploits
legitimate signals and the lack of cybersecurity mechanism appli-
cable by these systems to emit malicious signals interpreted by JN
to have a jamming behavior.

Particularly, this scenario contemplates the ability of external
attackers to modify the amplitude and period of the legitimate
signal used to control bacterial populations, thus altering their pro-
duction of molecules. Finally, it is relevant to note that the models
and parameters used to represent the behavior of these bacterial
populations are later presented in Section 4. For more information,
please see our previous publication [16].
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Fig. 2. Defenders are considered to mitigate the effects of the cyberbioattack. Here we refer to the transmitter bacterial population as TN, the receiver as RN, the defense as
DN, and the attacking as JN. (a) Flow diagram representing the cyberbioattack and its mitigation process investigated in this paper. The numbers identify the three aspects
of the flow diagram: D cyberbioattack, @ hijacking JN, @ mitigation of cyberbioattack. (b) Mitigation using a quorum quenching mechanism (see Sections 3.2 and 4.3). (c)
Mitigation by amplifying the legitimate signal emitted by the transmitters (see Sections 3.2 and 4.3).

3.2. Mitigating cyberbioattacks

We devised a multistep model to comprehend and mitigate the
effects of cyberbioattacks on the legitimate signal produced by TN,
which can be seen in Fig. 2a. The malicious attacker first hijacks
the bacterial population JN, which will start to interfere with the
legitimate signal emitted by TN to RN, preventing biofilm forma-
tion [10,16]. To mitigate this interference, we propose using an
additional bacterial population that will act as a protector of the
investigated molecular communications system (see Figs. 2b and
2c¢). This additional bacterial population (named DN) can utilize
one of the following biocompatible mitigation techniques to curb
the cyberbioattack: quorum quenching and amplification.

The first mitigation technique considers that DN produces en-
zymes that can degrade the cyberbioattack signal, reducing its
molecular concentration. This process is named quorum quench-
ing, and it will depend on the direct interaction between DN and
JN. Fig. 2b depicts the case where DN (drawn in blue) applies the
quorum quenching to degrade the cyberbioattack signal produced
by JN (drawn in green). We consider that the quorum quenching
process evolves across time together with the cyberbioattack sig-
nal production reducing its concentration for the total duration of
our analysis.

The second mitigation technique considered in this paper is the
production of legitimate molecular signals by DN and their emis-
sion to RN. This process amplifies the legitimate molecular signal
that reaches RN and reduces the effects caused by the cyberbioat-
tack signal. Fig. 2c represents the amplification case considered in
this paper. As it can be noted, DN and TN (drawn in blue and

black, respectively) produce the same signal and emit them to-
wards RN, which will mitigate the impact caused by JN. In the next
sections, we model and define all aspects of the three molecular
communications systems investigated in this paper, including the
cyberbioattack signal generation and mitigation techniques.

4. System model

This section provides further details about the proposed molec-
ular communications models for the cyberbioattack and mitigation
techniques. Please observe that we avoid the flow effects on the
molecular signals by considering that all bacterial populations are
close to each other. In addition to that, we investigate such inter-
actions when occurring in a finite 2D aqueous environment.

4.1. Molecular signal production

Each bacterial cell detects the molecular signal concentration
diffused in the environment using specific receptors and processes
it using chemical reactions. From a biochemical point of view,
the bacterial internal signal processing is composed of a cascade
of transcriptions and translations of molecules that drive differ-
ent cellular behaviors, such as emission of molecules, production
of virulence factors, and formation of biofilms [10]. Here, we fo-
cus our molecular communications model on the production of
molecules that stimulate biofilm formation and the production of
molecular signals that mitigate the interfering signals emitted by
the hijacked bacterial population.
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Fig. 3. Molecular communications model for the proposed cyberbioattack. When no
mitigation technique is considered, the attacker’s molecular signal is received and
disrupts the internal processing required to produce the signal to form a biofilm.

Here, we represent (D (see Fig. 2a) as a molecular communi-
cations system to assess the impact of the cyberbioattack on the
legitimate signal that enables biofilm formation (see Fig. 3). We
model the molecular signal produced and emitted by both TN and
JN, in D, using a set of differential equations representing the bio-
chemical reactions inside each bacterial population and enabling
them to emit molecules through the communications channel to
RN. Therefore, we model these signals as follows [10]:

dAp(t) —es ka - Cm(tz ke Am(f)
dt Ka+ Cn(t)
k1 - Rn(®) - An(®) + k2 - RAn(®) (1)

— Pm,out * Am(f) + Dm,in - Am,e(f)
dRn® _ ke Cn(®

M k3 Am(@

dt et o A 2)
— k1 - R (®) - An(@®) + k2 - RAR (D)
dRAR () . . .
———— =k1-Rn(©) - Am(t) — k2 - RAR (D)

dt (3)
— 2kyg - RAm ()% + 2k5 - Cn ()
dcgt(t) =kq - RAn(®)* + ks - C (D) (4)
dAne(®) N .
T = (Pm,out - Am(t) — Pm,in - Am,e(t)) (5)
—D - Ame(D)

where A (D), Am.e(®), R, RAn(), Cr(D) are the internal and
external inducer, receptor, complex and dimerized complex con-
centrations, respectively; ca and cg are the basal levels for Ay (f)
and R (f), respectively; ks and kg are the rates of DNA copying
required for the protein production; K4 and Ky are the protein
consumption rates, kg — k5 are the molecular production rates;
Pm.in and pm oue are bacteria’s internal and external transport rates,
respectively; { =t — 1, with ¢ is the time in hours, 7, is the
production delay, and m = TN when evaluating the TN emitted
molecular signal or m = JN if evaluating the ones from JN. These
equations represent the biological loop process of production (1),
reception (2), and emission (5) of molecular signals by bacterial
cells. Please note that (3) describes the binding between the re-
ceptors R (f) and the molecular signal A, (£), and (4) the complex
molecule, Ci(f), that results from that binding. It is important
to note that we consider the transport rates pjn i, and pjn out
variable as their values change depending on the molecular input
signal generated by the attacker (for more details, see Section 4.2).
The same does not happen for pry,in and pry,our, Where constant
values were considered.

As shown in Fig. 3, the molecular signals emitted by TN and
IN, Arne(f) and Ajn.(f) respectively, travel through a commu-
nications channel to reach RN. Here we consider that there is a
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continuous generation of molecules by the bacterial populations,
which did not allow us to utilize the typical definition of molecu-
lar channels. Therefore, the communications channel h;(t), for the
signal propagated by TN, can be defined as [10]:

1

)= ———
«© 1+ e(CTn—v-0/v2)

(6)
where v is the velocity of the wave formed by the legitimate
molecular signal propagation, and rry is the Euclidean distance
between TN and RN. Similarly, the communications channel for JN,
hj(t — 74), can be defined as [10]:

1

hi(t —19) = )
it =) 1+ e TNt/

(7)

where 74 is the propagation delay for the cyberbioattack signal
produced by the hijacked engineered bacteria (in hours), and ry
is the Euclidean distance between JN and RN. Based on equations
(1)-(7), the received signal that is propagated through the com-
munications system shown in 3 when it is not affected by any
mitigation technique, s; 5,0 (t), can be described as follows [10]:

Sjno(t) = he () * (g - [Arn,e(D)])
(8)
+hjt — 1) * (- [AjN,e DD +n(t)

where n(t) is the Additive White Gaussian Noise, and ‘x’ denotes a
convolution operation [35]. We evaluate the disruption caused by
the cyberbioattack signal on this bacteria-based molecular commu-
nications system in terms of the channel attenuation and signal-to-
interference-plus-noise ratio (SINR). For the no mitigation case, the
channel attenuation is evaluated as follows:

T

ne - |A )2
P”m:/ A ®P o)
’ |5j,no(t)|2

where n; is the TN population size, and T is the total duration of
the molecular transmissions. The SINR for this case can be evalu-
ated as follows:

T
SINRyo = / (e |ATNe D) - (1A N e (D Pdt+0%)71dt, (10)
t=0

where o2 is the molecular noise power.
4.2. Biological DDoS model

Bacteria can tune their quorum sensing production based on
external molecular signals [36,37]. Based on this, we model the
bacterial population hijacking process depicted in @ (see Fig. 2a).
We define that the attacker generates a digital sequence, hc(t), that
induces JN to produce the cyberbioattack signal that will disrupt
the communications between TN and RN. Therefore, we model the
attacker signal as:

he(t) = [x0, X1, ..., X] (11)

where x; represents the amplitude of the attacker signal, and I
is the length of the digital sequence, ranging from 0 to t (which
is the duration of the production and propagation of the legiti-
mate molecular signal). As mentioned in the previous section, the
attacker signal will directly affect the JN internal, p n,in(t), and in-
directly the external, p N out(t), transport rates according to Equa-
tions (12) and (13):
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Fig. 4. Molecular communications model for the proposed mitigation techniques. (a) When considering a quorum quenching mechanism to mitigate the cyberbioattack. (b)
When considering the amplification of the legitimate signal to improve the signal-to-interference-plus-noise ratio of the system.

1—e he®Tt  ifh (t)>0
in(t) = ’ 12
p]N.lﬂ( ) e_hc(t).-[.t7 lfhc(t) — 0 ( )
and
PN,out(®) =k - pyn,in(0), (13)

Equation (12) represents the evaluation of the bacterial pop-
ulation inside transport rate pjn in(t). In contrast, equation (13)
models the relation between p . in(t) and pjn out(t), where k is
a constant that relates these two transport rates. To define this
indirect impact of the attacker signal over JN external transport
rate, pn out(t), we extended the study performed in [10] to in-
vestigate the impact of different ratios of the JN transport rates on
the signal emitted by JN, which is shown to be non-linear. There-
fore, we opted to use the average ratio of the values used in our
investigation as the value of k to observe the performance of the
communications system under this condition.

At this point, it is essential to highlight certain differences be-
tween the present publication and previous work published in
[10]:

e In our work, we focus the analysis on the mitigation of an
interference signal produced by a hijacked bacterial population
instead of preventing biofilm formation.

o We propose a model of a hijacked signal that produces an ef-
fect similar to a Distributed Denial of Service (DDoS) as the
input of the molecular communications system instead of con-
sidering a fixed molecular concentration.

o We propose two biocompatible mitigation techniques that can
be applied to counter the effects of interfering signals pro-
duced by the hijacked bacterial population, which modify the
mathematical equations taken from [10].

e We assume the synchronized emission of molecules and do
not investigate the effects of delay in the proposed molecular
communications system.

e We investigate the effect of two different attacking methods to
hijack the bacterial population (isolated and combined), which
are often applied to conventional DDoS attacks, on the perfor-
mance of molecular communications systems.

o We vary the ratio between p;; and poyu, to increase/decrease
the molecular concentration that leaves the bacterial cell and
diffuses to the environment.

e The molecular communications models proposed in [10] focus
on the internal bacterial channels. Our manuscript proposes
molecular communications for the malicious interference, quo-
rum quenching mechanism, and amplification of the legitimate
signal.

e In [10], only two bacterial populations are considered, while
our model utilizes four, which is a more realistic number for
human microbiome bacterial interactions.

4.3. Biological DDoS mitigation

As introduced in Section 3.2, we propose two different tech-
niques to mitigate the effects of the biological DDoS on RN. Figs. 4a
and 4b represent the molecular communications of the process
depicted in Q) (see Fig. 2a). The mitigation techniques utilize an
additional bacterial population, DN, that is called into action upon
detecting the cyberbioattack. Please note that we assume the oc-
currence of the cyberbioattack detection by TN, which will activate
DN. Bacteria have been shown to induce other cells around them
to produce molecular signals as a response to specific physical or
chemical stimulation [19,38].

Therefore, as in this paper, we are interested in analyzing the
cyberbioattack mitigation and not on bacterial defense mecha-
nisms activation protocol. We assume the attack detection (which
may occur similarly to [39]) and posterior starting of one of the
proposed mitigation techniques. Our assumption on the detection
mechanism is based on the ability of bacteria to communicate and
induce the behavior to other cells (prokaryotic and eukaryotic) us-
ing quorum sensing signaling. This assumption allows us to focus
on analyzing the proposed mitigation techniques when DN is com-
posed of a fixed number of bacteria, np.

In the next sections, we model the two proposed mitigation
techniques that DN can apply to counter the effects of the cyber-
bioattack.

4.3.1. Quorum quenching

Quorum quenching, as introduced in Section 3.2, is a strat-
egy utilized to increase the efficiency of antibiotics and phages
treatment by disrupting the quorum sensing signaling [40,41]. This
technique utilizes enzymes to interfere with the quorum sensing
process by targeting the bacteria production/reception of molecules
or the quorum sensing molecules diffused by the cells [40,41].
While the former inactivates the internal signaling process of bac-
teria, the latter degrades the molecules available in the environ-
ment. Please note that these different strategies can be combined
to increase the efficacy of quorum sensing [40,41]. From those
techniques, we utilize a molecular communications model to in-
vestigate the interference produced by DN (simplifying its engi-
neering process) over the malicious molecular signal produced by
TN.

Our quorum quenching approach is based on the degradation
of the cyberbioattack through the use of specific enzymes. For this
purpose, we consider that DN will emit molecular signals that will
bind to the signals emitted by JN and degrade them over time.
The production of these quorum quenching molecules follows a
similar process to the signals emitted by both TN and JN. Therefore,
the rate of production of DN molecular degradation signals can be
modeled as follows [42]:

dA N (D)

T —l3- AN (D) —k;\,;\AJN(f) AN (D),

(14)
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and

dR N (f) PP PRy Rin(
%z—lk'R/N(f)—kk;‘eRJN(t)'RJN(t)’ (13)

where Ajy(f) and Rjn(f) are the molecular degradation signals,
I; and I are the production rates of the molecular degrada-
tion signals, k,; and kg are the rates of the reactions between
the biological DDoS and molecular degradation signals. The quo-
rum quenching molecules will directly affect the life span of the
molecules produced by JN [42]; therefore, to complete the model,
we also need to modify (1) and (2) to consider the effects of the
quorum quenching signals. The new internal autoinducer and re-
ceptor concentrations, A jN(f) and R JN(f), for JN are redefined as
follows:

dA ;N —c ka - Cyn ()
dt AT Ka+ NG

—k1-Ryn(D) - A]N(f) +ko- RA]N(E)

—ko . A]N(f)

— DJN,out - AJN(f) +DPNin - AJN,B(E) —kaa 'AJN(f) AN,

(16)
and
dRn( kg - Cin(t .
RING _ o RGN O A D
dt Kg + Cyn(t)
— k1 - Ryn (D) - AJN(f) +ky- RA]N(E) — kg Rin® - Ryn (D).
(17)

Finally, when under the effects of the quorum quenching, the sig-
nal emitted by JN, [;\]N,e(f]), can be evaluated using (3)-(5), and
(14)-(17).

Based on the models described in this section, we can evaluate
the received molecular signal concentration when considering the
quorum quenching, s;j ¢q(t), as follows:

Sjqq(t) = he(®) * (n¢ - [ATN,e(f)])

N R (18)
+hjt — 1) * (- [AjNe(O]) +n(b).

Furthermore, the channel attenuation in this case can be evaluated
as:

T A ~

1A )|

PU.qq:/ﬂt |[ATN,e (D] dt. (19)
|3j,qq(t)|2

Here, the SINR is used to assess the impact of the cyberbioattack
signal and observe the efficacy of the quorum quenching tech-
nique. Therefore, the SINR for this case can be evaluated as follows:

T
SINRgq = f (e - 1ATN.e (D)%) - (1A N (D) 2dt +02)~1dt. (20)
t=0

4.3.2. Signal amplification

A quorum sensing signaling concentration amplification has
been applied to synchronize a small number of bacterial cells and
to increase the communications distance in artificial microbial con-
sortia [43,44]. This section introduces a newer application based
on the addition of a new bacterial population that will produce
additional legitimate molecules to counter the effect of a hijacked
bacterial population. Our proposed application considers that DN
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produces and emits the same signal emitted by TN to RN, improv-
ing the legitimate molecular signal power and reducing the effect
of the cyberbioattack.

The mitigation process starts when TN detects the cyberbioat-
tack signal and recruits DN to amplify its legitimate signal towards
RN. After detecting the alert signal from TN, DN produces and dif-
fuses more of the legitimate signal, which will counter the effects
of the cyberbioattack. In other words, the molecular communica-
tions system adapts its transmission power due to the interference
level by recruiting more cells capable of emitting the same sig-
nal to RN. Please note that this bacterial population needs to be
dormant if no attack is happening to avoid the saturation of the
environment, which may imbalance this natural system and drive
the occurrence of diseases [45].

We model the production and emission of the legitimate signal
by DN using (1)-(5) as it is the same molecular signal produced
and propagated by TN, Apn.(f) = Arn.e(f). Furthermore, the com-
munications channel between DN and RN can be evaluated as:

1
1 + e(oN=V(E=1)/v2)

hg(t — 79) = (21)
where rpy is the average Euclidean distance from DN to RN. Due
to the signal amplification, the received molecular signal in this
case, Sj amp(t), can be evaluated as:

Sj.amp(t) = he () % [n¢ - [ATN,e (D] + ha(0) * [np - [ATN e (D)]]

+hjt =) * (nj - [AjN,e D) +n(0),
(22)

where np is the size of the DN bacterial population. By consider-
ing (1)-(5) and (22), we can evaluate the mitigated impact of the
biological DDoS on the legitimate signal (i.e., the channel attenua-
tion), when considering the amplification technique, as follows:

t. (23)

T N N
(¢ - [Arn,e D13 + (p - |Apn e (D)%)
PL].amp = d
2o |5j,amp(t)|2

Similarly to our quorum quenching analysis, we also evaluate the
SINR for the amplification technique, which is computed as:

T
SINRgmp = /(nt AN e@1* +np - |Apn.e D)
t=0

(24)
(- |AgN @ + 0% dt
5. Simulation results

In this section, we evaluate the impact of the cyberbioattack
signal on the legitimate transmission and the efficacy of the mit-
igation techniques to curb this biological DDoS attack. For this
purpose, we first computed the cyberbioattack signal considering
different parameters for the molecular input attacking signals [16].
Then, we applied those signals to disrupt the reception of the
legitimate molecular signal and measured its impact. Finally, we
utilize the mitigation techniques described in Section 3.2 to curb
the investigated cyberbioattack signals and measure their efficacy
in terms of channel attenuation and SINR.

5.1. Cyberbioattack impact
We modified the values of the transport rates p;n, and

PJN,out in (5) to generate different cyberbioattack signals. These
modifications are related to the malicious attacks suffered by JN
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Fig. 5. Molecules generated by JN with different ratios of pi; and pou, where t
represents the simulation time in hours.

and investigated in [16]. In this case, we defined a range of values
from 0.1 to 0.4 for these parameters (up to four times the values
used in [10]) and used the ratio between their multiple combi-
nations of values to evaluate (1)-(5). This study is presented in
Fig. 5, where each line depicts a particular evaluation instant, ho-
mogeneously distributed between 0 and 16 hours. This temporal
range is based on the maturation process of S. aureus, according to
[10,46]. Please note that when k = 0.25, JN produces the highest
molecular concentration of cyberbioattack signals, and we use this
k value for our other analysis in this paper.

Based on the previous result, we implemented three sets of ex-
periments based on different attacking methods to investigate the
impact of the cyberbioattack on the legitimate molecular signal
when no mitigation technique is applied. The first set focused on
modifying the amplitude of the input attacking signal to study the
variation in the cyberbioattack signal production. The results, rep-
resented in Fig. 6a, indicate that the usage of a higher amplitude
value directs to a higher attenuation on the communication be-
tween TN and RN. Furthermore, it is interesting to note that small
augmentations in the amplitude generate substantial increments
in the channel attenuation. In addition, amplitude values higher
than one do not impact the attenuation, based on the behavior of
(12).

The second set of experiments focused on varying the input at-
tacking signal period, defined as the consecutive number of pulses
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with an amplitude greater than zero. As an example, a signal with
amplitude equal to one and a period equal to two would have the
following shape: 0 1 1 0 1 1 0 1 1. Fig. 6b presents the eval-
uation of four different input attacking signal periods, where we
can observe its relationship with the channel attenuation when no
mitigation technique is considered. Please note that increasing the
input attacking signal period also increments the channel attenu-
ation. When we progressively move to higher values, the impact
slowly increases (see Fig. 6b for the values of 4 and 8). This result
shows that the input attacking signal period can reach a ceiling for
its impact on the channel attenuation, meaning the saturation of
RN for this particular cyberbioattack signal.

Finally, we combine both modifications of the input attacking
signals and analyze its impact on the legitimate molecular signal
when no mitigation technique is applied (see Fig. 7). Please note
that the combination of attacking methods results in higher chan-
nel attenuation than that produced individually. Therefore, this is
the most effective attack method considered in this paper.

5.2. Performance of the proposed mitigation techniques

We now analyze the efficacy of the two proposed techniques
to mitigate the cyberbioattack signal effects. In this analysis, we
use the same configuration of the attacking methods presented in
Section 5.1.

5.2.1. Cyberbioattack with fixed amplitude and period

In this analysis, we first fixed the amplitude and period of the
input attacking signals to investigate the impact of the cyberbioat-
tack signals on the legitimate molecular signals when considering
the application of the mitigation techniques. Additionally, we have
tested two different power values for the signal, characterized by
a lower and a higher initial molecular concentration for the cyber-
bioattack signal. We also have defined two distances between JN
and RN populations, whose values are 10 mm (r;y,1) and 0.5 mm
(ryn,2), based on the experiments performed by [10].

When considering the quorum quenching technique (see Fig.
8a), we can note a reduction in the channel attenuation compared
with the jamming signal. Furthermore, despite using a higher
power cyberbioattack signal results in a higher channel attenuation
(the distance parameter does not produce a significant variation in
the channel attenuation), the quorum quenching technique can sig-
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Fig. 6. (a) Analysis of the impact of different amplitudes in the attacking signal. (b) Analysis of the impact of different periods in the attacking signal.
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nificantly reduce their impact for all the considered values. It can
be observed in Fig. 8a that there is an initial growth when applying
the quorum quenching technique, as the power of the legitimate
molecular signal ends up being much higher than the cyberbioat-
tack signal for this short observation time.

The amplification case results are shown in Fig. 8b, where we
can note that this mitigation technique does not have good per-
formance compared to the quorum quenching. Nonetheless, this
technique can also significantly reduce the channel attenuation
caused by the cyberbioattack signal. Please also note that, simi-
larly to the quorum quenching scenario, there is an initial growth
for the channel attenuation when subjected to the amplification.
The reason for that is the same one as the quorum quenching
case.
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5.2.2. DDoS attack with different amplitudes

After analyzing the impact of these novel mitigation techniques
on a base cyberbioattack signal, we have extended the mitigation
analysis to cover different signal amplitude values. Fig. 9a depicts
the quorum quenching results, where the four continuous lines
correspond to four amplitudes without mitigation, representing the
same values in Fig. 6a. In this case, the channel attenuation in-
creases when we move to higher amplitudes. From the quorum
quenching perspective, we can see only one dashed line, indicating
that the quorum quenching equally mitigates the different ampli-
tude values. This situation happens because the power produced
by JN is too small to produce a noticeable change in the channel
attenuation for all of the considered parameter values.

Unlike the quorum quenching case, which remained constant
for different amplitude values, the amplification technique pro-
duces distinct mitigation levels when evaluating different ampli-
tude values (see Fig. 9b). When comparing these results with the
quorum quenching ones (Fig. 9a), we can observe that the ampli-
fication is more suitable for mitigating attacks with amplitudes up
to 0.6. After this value, the effect of the amplification technique
starts to reduce, as can be seen for the amplitude value of 0.9.

5.2.3. Cyberbioattack with different periods

Moving to the analysis of different signal periods, Fig. 10a de-
picts two lines for the quorum quenching, where the line with the
lowest attenuation (light blue) includes periods with values one,
two, and four. These results indicate that the quorum quenching
behaves similarly when we apply low period values, reducing its
effectiveness when we increase this parameter.

In terms of the amplification technique, in Fig. 10b, we can
observe a proportional reaction against the cyberbioattack signal,
where the mitigation of more impacting periods generates a higher
channel attenuation. If we compare these results with those pre-
sented for the quorum quenching, we can observe that the ampli-
fication technique does not offer the same mitigation performance
for all period values considered, indicating that quorum quenching
is more suited to counter this type of cyberbioattack.
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Fig. 8. Attenuation produced by the mitigation mechanisms implemented, where distances r; and r; are 10 mm and 0.5 mm, respectively.
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Fig. 9. Impact of the mitigation mechanisms over a jamming attack for multiple signal amplitudes. (a) Quorum quenching. (b) Amplification.
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Fig. 10. Impact of the mitigation mechanisms over a jamming attack for multiple signal periods. (a) Quorum quenching. (b) Amplification.

5.2.4. Cyberbioattack with different amplitudes and periods

We also investigated the effects of the mitigation techniques
when combining the period and amplification of the input attack-
ing signal. The quorum quenching results can be seen in Fig. 11a.
We can observe a similar behavior of the previous cases (when
considering or period or amplitude), meaning that the performance
of this technique is not affected by the combination of these val-
ues.

In terms of the amplification technique, in Fig. 11b, we can see
as the main difference that all lines are represented, in contrast
to the quorum quenching. Additionally, we can observe that the
amplification generates an attenuation reduction of less than 10 dB
compared with each configuration of the cyberbioattack signal. In
contrast, the quorum quenching keeps a reduction of around 15 dB
for all considered cases.

Based on the previous study, we can determine that the quo-
rum quenching presents better results than the amplification
mechanism for the tests performed. However, it is essential to
highlight the difficulty of the quorum quenching to adapt to the

10

variations of the attack, a characteristic that is present in the am-
plification technique.

5.2.5. SINR study for both mitigation mechanisms

In this section, we study the impact that the specific param-
eters of each mitigation model have over the SINR from the RN
population perspective after 16 hours. Starting with the quorum
quenching technique, we present the SINR when considering in-
creasing values of the reaction rates kj;, kzz, [z, and lz. We
have represented 100 values of those parameters in both figures,
and we equally modified these parameter values. In other words,
ksinr =kj3 = kg Isink =13 =13 and we use these values to plot
Fig. 12a and Fig. 12b. If we compare both figures, we can observe
that increments of the kj; result in a lower SINR, despite both
figures being quite similar. This means that any of these reaction
rates can be modified without affecting its overall mitigation per-
formance to design the quorum quenching technique.

Fig. 13 presents the analysis of different proportions of the DN
population from the perspective of the amplification model con-
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Fig. 11. Impact of the mitigation mechanisms over a jamming attack for multiple signal amplitudes and periods. (a) Quorum quenching. (b) Amplification.
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Fig. 12. Analysis of the evolution of parameters for the quorum quenching. (a) Analysis of the I; parameter. (b) Analysis of the k;; parameter.

cerning the /N population size. Based on that, a value of proportion
equal to 20 indicates that we have 20 times more bacteria per-
forming the mitigation than those emitting jamming molecules.
This figure shows that increasing this proportion has a beneficial
effect, reducing the SNR from the RN perspective.

6. Conclusion

This manuscript has presented two novel mitigation approaches
to reduce the impact of existing DDoS cyberbioattacks. The first
proposed alternative, called quorum quenching, focuses on gen-
erating molecular signals blocking the jamming molecules emit-
ted by the bioengineered bacteria affected by the DDoS. The
second approach, the amplification one, follows a different ap-
proach consisting of supporting biofilm creation by generating
more molecules required to accomplish this process. As a bench-
mark, we measured the performance of each mitigation approach
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over different configurations of an existing DDoS cyberbioat-
tack.

As demonstrated in the literature, there is an absence of works
dealing with the detection of DDoS cyberattacks affecting bacte-
rial populations. Because of that, it is not possible to compare
our results with existing solutions. Nevertheless, the results ob-
tained have demonstrated that both mitigation techniques are ef-
fective against these threats. We have determined that the quo-
rum quenching generates a higher reduction of the attack impact.
However, using this mechanism against multiple attack variations
resulted in similar impact reductions, thus offering a static behav-
ior. On the contrary, the amplification approach induced dynamic
attack mitigation concerning the attack intensity.

As future work, we plan to focus on the design and implemen-
tation of bioengineered detection mechanisms. In this work, we
assume that a third party detects the DDoS cyberbioattack, and we
focus our contribution on the mitigation side. However, the pro-
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posal of novel detection mechanisms discovering different configu-
rations of heterogeneous cyberbioattacks is also an open challenge.
Additionally, we plan to keep working on the mitigation mecha-
nisms to improve the performance of the mitigation approaches
and have a more significant attenuation.
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