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Nowadays, an Electronic Toll Collection (ETC) control system in highways has been widely adopted to

smoothen traffic flow. However, as it is a complex business interaction system, there are inevitably flaws in

its control logic process, such as the problem of vehicle fee evasion. Even we find that there are more than

one way for vehicles to evade fees. This shows that it is difficult to ensure the completeness of its design.

Therefore, it is necessary to adopt a novel formal method to model and analyze its design, detect flaws and

modify it. In this paper, a Colored Petri net (CPN) is introduced to establish its model. To analyze and modify

the system model more efficiently, a dynamic slicing method of CPN is proposed. First, a static slice is obtained

from the static slicing criterion by backtracking. Second, considering all binding elements that can be enabled

under the initial marking, a forward slice is obtained from the dynamic slicing criterion by traversing. Third,

the dynamic slicing of CPN is obtained by taking the intersection of both slices. The proposed dynamic slicing

method of CPN can be used to formalize and verify the behavior properties of an ETC control system, and the

flaws can be detected effectively. As a case study, the flaw about a vehicle that has not completed the payment

following the previous vehicle to pass the railing is detected by the proposed method.
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1 INTRODUCTION
ETC control systems are currently the most advanced toll collection way in highways in the world. 
It refers to, when a vehicle arrives at an electronic toll station in highways, they recognize the 
vehicle utilizing an on-board unit (OBU) installed in the vehicle in advance, then write the related 
information about entrance address into the IC card in OBU, and finally automatically deduct 
tolls from a pre-bound bank account or IC at the exit in highways [1–3]. They have brought great 
convenience to drivers.
As a distributed system, an ETC control system is complex and loosely coupled. The complex 

integration process among multi-participants and the complex operation process of its each sub-
system pose much difficult to ensure the completeness of its control logic design. A wrong design 
may cause the logical flaws. For example, a vehicle can explore them via some special behaviours, 
and thus avoid paying fees [4]. As a result, sometimes the charging work cannot be completed 
according to a certain regulation [5–7].

Several studies have shown that the special behaviors of vehicle fee evasion include reversing IC 
card, counterfeiting special vehicle, storming the toll lane, tampering with OBU information, and 
so on [4, 6–9]. As for storming the railing, there are two means: the vehicle that has not completed 
the payment passes the railing by following the previous vehicle and the vehicle is recognized by 
the roadside units (RSU) before the previous vehicle [4]. In view of these various means of evading 
fees, it is an urgent matter to propose useful solutions, and it is also the issue that most scholars 
are currently addressing.
Scholars have never stopped exploring the solution to vehicle fee evasion. The improvement 

of ETC technology has been a research focus [10–15]. Scholars are committed to improving key 
technologies used to realize ETC control systems, such as automatic vehicle identification, identity 
classification, transaction processing, and license plate recognition [10]. Lu et al. [12] discussed 
the design of a GPS-based ETC system in detail, which resolved the vehicle traveling multi-path 
identification problem by calculating the traveling distance; Randriamasy et al. [13] proposed a 
method of high-precision positioning and connection of vehicles through ITS-G5 technology to 
perform ETC transaction services; Ref. [14] improved an ETC system based on Radio frequency 
identification system based on the current issue at the ETC system; Jain et al. [15] studied a unique 
identity based automated toll collection system using RFID and image processing techniques to 
offer a hassle-free, cashless, secure and reliable payment at the toll center.

As recent research trends, the methods of data mining and big data analysis are used to predict 
vehicle fee evasion behavior and avoid financial losses to a certain extent [16–24]. Specifically, Qu 
et al. [17] predicted an evasion behavior about changing the IC card using the C4.5 decision tree 
algorithm. Their work is only limited to predict the evasion behavior about changing the IC card 
only; Ref. [18] used K-means clustering and Density-Based Spatial Clustering of Applications with 
Noise to mine highway toll-evading vehicles; Lin et al. [19] used logistic regression analysis to 
establish a toll evasion behavior prediction model to predict the likelihood of each toll card. But its 
ability to identify non-overtime toll evasion behaviors is insufficient; Wang et al. [20] summarized 
the methods of vehicle fee evasion on expressways in Henan Province, and then used K-means and 
logistic regression algorithm to establish a behavior recognition model, which can be reasonably 
predicted to a certain extent, but it is easy to fall into the local optimum.

The above-mentioned studies either improve key technologies of ETC or predict the future 
behavior of vehicles to establish preventive measures. Regrettably, the previous studies rarely 
concern its entire control logic process that completes the charging work by controlling the state 
of the railing. The logic flaws may still exist in an ETC control system.
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Formal methods can be used to discover flaws in the logical design of a system and have been

proven to be effective in reducing design flaws and improving system reliability [25]. Yet it is rare

to model and analyze the control process of an ETC control system with formal methods.

There are many kinds of formal methods, including automata, transition systems, and Petri

nets [26–31]. Petri nets have been widely used in detecting flaws in e-commerce transaction

process [29, 32, 33]. In this paper, we introduce CPN to model and analyze the control process

of an ETC control system. CPN can graphically express the concurrency, sequence, conflict, and

synchronization relations for a system, and has a set of analysis methods. CPN can be used to

model, simulate and analyze various complex distributed concurrent systems, especially control

systems [34, 35]. Thus, CPN is suitable to depict the logical relationships among various objects in

an ETC control system.

The formal analysis methods of CPN include state space analysis method and invariant method

that refers to the use of place/transition invariants to prove a property [36]. When a system model

is relatively complex and large, the method of enumerating states becomes impractical, and state-

space explosion makes formal verification difficult, and there is often a part of the reachable state

space that does not need to be generated. Therefore, it is necessary and meaningful to propose a

more efficient formal analysis method for CPN.

Recently, the slicing idea has been applied to Petri nets as a formal analysis method [37–46]. The

slicing methods are divided into two categories: static and dynamic ones. Both are subdivided into:

backward and forward slicing [47]. Static slicing only takes the set of places of interest as a slicing

criterion and does not consider the initial marking of a net. Its basic idea is to trace back the relevant

parts of the model according to the slicing criterion [38–41]. Later, some scholars discovered that it

was also useful to consider the initial marking. Llorens et al. [42] firstly proposed two dynamic

slicing methods for a Petri net. Later, Yu et al. [43] improved the dynamic slicing method based on

Ref. [42], which firstly constructed the structural dependency graph by backtracking according to

the slicing criterion. These slicing algorithms in [37–44] are all for low-level Petri nets, and now as

an evolution of low-level Petri nets, slicing methods for high-level Petri nets are also being further

explored. Khan et al. [45] propose slicing algorithms for Algebraic Petri net to improve the model

checking and testing of systems modeled using Algebraic Petri net. P Chariyathitipong et al. [46]

propose an alternative dynamic slicing algorithm written as a metric temporal logic (MTL) formula

to reduce the size of the Time Petri net model by considering specific criteria. However, as far as

we know, as a high-level Petri net, CPN has alternative net elements and complex definitions. So

there is no effective slicing method for CPN now.

In summary, regarding modeling and analysis of ETC control systems at the design phase, this

paper introduces CPN to model its control logic process. We attempt to introduce the slicing idea

into CPN and propose a dynamic slicing method to analyze whether there are flaws in an ETC

control system design. We aim to make the following contributions:

1) We propose a formal modeling method based on CPN for the control logic process of an ETC

control system, and take a case study which derived from real scenes as an example to illustrate

the modeling process.

2) We propose a dynamic slicing method for CPN. This method can reduce the size of the CPN

model and reduce the size of state spaces of the model, which can be used to detect the flaws in

ETC control logic process.

3) We illustrate how to analyze whether there are logic flaws in the ETC control system model,

i.e., faulty states for vehicle fee evasion. As a case study, we detect whether there is a flaw that the

vehicle that has not completed the payment passing the railing by following the previous vehicle

in the ETC control system, and give a specific modification plan.
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The rest of this paper is organized as follows: Section II describes the business process of an ETC

control system; Section III introduces the modeling method and gives the CPN model of an ETC

control system; the dynamic slicing method is proposed in Section IV. Section V includes a case

study and discussion. Finally, Section VI concludes this paper.

2 BUSINESS PROCESS OF ETC CONTROL SYSTEM
The business interaction process between an ETC control system and a vehicle is complicated. In

this section, we present an ETC control system derived from real scenarios. We only focus on its

most important logic process.

When a vehicle enters an ETC lane, the business process of an ETC control system is as follows:

1) When a vehicle enters the detection coil, a detection coil detects it. Then a roadside unit (RSU)

is started to communicate with its OBU and reads the information to make a valid judgment, and 
then reads the relevant information in the IC card inserted in OBU to judge whether the card is 
valid or not, finally judges whether the vehicle information stored in the two is consistent. If all 
the above conditions are met, the transaction is continued; otherwise, an alarm is sent out and the 
vehicle is switched to a manual processing mode.

2) After completing the transaction, the computer system sends an upward command to a railing 
controller. At the same time, the vehicle enters the capture coil, a license plate recognition system 
is triggered to recognize whether the license plate information is legal or not. If it is not, the vehicle 
is transferred to a manual processing mode.

3) The vehicle enters the drop coil finally. There is a railing on it. If there is another vehicle 
behind the vehicle, the railing continues to be raised when the vehicle has passed the railing and 
the railing has not completely landed. When there is no vehicle passing through the lane, the railing 
is dropped.
The business processes of an ETC control system in the entrance and exit of a highway are 

roughly the same. At the entrance, it writes the entrance information of the vehicle into the IC card. 
While at the exit, it calculates and collects vehicle tolls. The transaction between it and the vehicle 
is completed at the exit. Hence, we focus on its business process at the exit, as shown in Fig. 1.

This control logic process seems perfect. However, when a vehicle follows the previous vehicle 
into an ETC lane, the distance between the two vehicles is too small. For RSU, sometimes its 
communication area may be large and its ability to accurately recognize a vehicle may be poor. 
These cause it to only communicate with the previous vehicle to complete the transaction, but 
let the vehicle following the vehicle pass the railing without paying fees. Vehicle Identification 
can not guarantee that the OBU of every vehicle inside the communication area of RSU can be 
communicated. Control Rail Up fails to verify which vehicle passed. When the railing has not 
completely landed, if the railing senses the vehicle following the previous vehicle, the railing 
remains raised. It is difficult to design a completely flawless control mechanism in the business 
process of an ETC control system. Therefore, we suppose that the business process in Fig. 1 is a 
control mechanism specification, and use it as a case study to illustrate our method in this paper.

3 MODELING METHOD
3.1 Colored Petri net
CPN is a graphical language for constructing concurrent system models and analyzing their 
properties. CPN ML language is based on the functional programming language Standard ML (SML). 
CPN ML embeds the Standard ML language and extends it with constructs for defining color sets 
and declaring variables [36]. Compared with an original Petri net, CPN reduces the complexity of 
modeling. A CPN model is usually more graphically concise. It is suitable for modeling the business
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interaction process of an ETC control system. Moreover, it has some unique advantages. It can not

only dynamically simulate its business process, but also record the real-time information generated

by the system. Compared with other modeling tools, it is easier for us to observe its control process,

and use the formal methods to analyze whether the system model is correct.

Definition 3.1. [36]. A CPN is a nine-tuple 𝐶𝑃𝑁 = (𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), where:
1) 𝑃 is a finite set of places, which can not only portray the state of ETC control system, but also

store data.

2)𝑇 is a finite set of transitions such that 𝑃 ∩𝑇 = ∅, which portrays the behaviors of ETC control

system, and events that occur during the system operation.

3) 𝐴 ⊆ (𝑃 ×𝑇 ) ∪ (𝑇 × 𝑃) is a set of directed arcs from place to transition and from transition to

place, which indicates where the tokens flow.

4) Σ is a finite set of non-empty color sets.

5) 𝑉 is a finite set of typed variables such that 𝑇𝑦𝑝𝑒 [𝑣] ∈ Σ for all variables 𝑣 ∈ 𝑉 .

6) 𝐶: 𝑃 → Σ is a color set function that assigns a color set to each place.

7)𝐺 :𝑇 → Λ𝑉 is a guard function that assigns a guard to each transition 𝑡 such that𝑇𝑦𝑝𝑒 [𝐺 (𝑡)] =
𝐵𝑜𝑜𝑙 .

8) 𝐸: 𝐴 → Θ𝑉 is an arc expression function that assigns an arc expression to each arc 𝑎 such that

𝑇𝑦𝑝𝑒 [𝐸 (𝑎)] = 𝐶 (𝑝)𝑀𝑆 , where 𝑝 is the place connected to arc 𝑎.

9) 𝐼 : 𝑃 → 𝐸𝑋𝑃𝑅𝑀𝑆 is an initialization function that assigns an initialization expression to each

place 𝑝 such that 𝑇𝑦𝑝𝑒 [𝐼 (𝑝)] = 𝐶 (𝑝)𝑀𝑆 .

Definition 3.2. [36]. For a Colored Petri net𝐶𝑃𝑁=(𝑃,𝑇 , 𝐴, Σ,𝑉 , 𝐶, 𝐺, 𝐸, 𝐼 ), we define the following
concepts:

1) A marking is a function𝑀 that maps each place 𝑝 ∈ 𝑃 into a multiset of token𝑀 (𝑝) ∈ 𝐶 (𝑝)𝑀𝑆 .

2) The initial marking𝑀0 is defined by𝑀0 (𝑝) = 𝐼 (𝑝) for all 𝑝 ∈ 𝑃 , and indicates the input of the

model.

3) The variables of a transition 𝑡 are denoted 𝑉𝑎𝑟 (𝑡) ⊆ 𝑉 and consist of the free variables

appearing in the guard of 𝑡 and in the arc expressions of arcs connected to 𝑡 .

4) A binding of a transition 𝑡 is a function 𝑏 that maps each variable 𝑣 ∈ 𝑉𝑎𝑟 (𝑡) into a value 𝑏 (𝑣)
∈ 𝑇𝑦𝑝𝑒 [𝑣]. The set of all bindings for a transition 𝑡 is denoted 𝐵(𝑡).
5) A binding element is a pair ⟨𝑡, 𝑏⟩ such that 𝑡 ∈ 𝑇 and 𝑏 ∈ 𝐵(𝑡). The set of all binding elements

𝐵𝐸 (𝑡) for a transition 𝑡 is defined by 𝐵𝐸 (𝑡) = {⟨𝑡, 𝑏⟩|𝑏 ∈ 𝐵(𝑡)}. The set of all binding elements in a

CPN model is denoted 𝐵𝐸.

Definition 3.3. [36]. For a CPNmodel, the enabling and occurrence of a binding element is defined

as follows:

A binding element ⟨𝑡, 𝑏⟩ ∈ 𝐵𝐸 is enabled in a marking 𝑀 if and only if the following two

properties are satisfied:

1) 𝐺 (𝑡)⟨𝑏⟩.
2) ∀𝑝 ∈ 𝑃 : 𝐸 (𝑝, 𝑡)⟨𝑏⟩ <<= 𝑀 (𝑝).
When ⟨𝑡, 𝑏⟩ is enabled in𝑀 , it may occur, leading to the marking𝑀 ′

defined by:

3) ∀𝑝 ∈ 𝑃 : 𝑀 ′ (𝑝) = (𝑀 (𝑝) − −𝐸 (𝑝, 𝑡)⟨𝑏⟩) + +𝐸 (𝑡, 𝑝)⟨𝑏⟩.

3.2 Process modeling
This section presents the modeling scheme of the business process of an ETC control system at the 
exit of a highway. Our modeling purpose is to analyze whether there are faulty states in the system 
model. If so, the model needs to be modified.

While modeling an ETC control system, we adopt the method of modular modeling. If a complex 
system can be easily divided into different modules or subsystems with different functions, we
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can first establish a CPN model for each separated module or subsystem, and then obtain the CPN

model of the entire system through CPN composition operations. Based on the business process of

the ETC control system introduced in Section II, we need the following three modeling steps:

3.2.1 Modeling possible states and events in the process of vehicle driving.
Before entering an ETC lane, a vehicle must be installed with a legal OBU device and a legal IC

card. OBU stores vehicle information. The IC card not only stores the vehicle information, but also

records the entrance address information. The above relevant information is all stored in the CPN

places. The relevant color set is defined as follows:

colset CarinfxEn = list carinformationxEntrance;
colset carinformationxEntrance = Product carinformation * Entrance;
colset carinformation = record car: Car * obusignal: OBUsignal * obu: OBU * icsignal: ICsignal *

ic: IC;
colset Entrance = record road: Road * tollname: Tollname * owner: ownername * ct: cartype * num:

carnumber;
var ci: carinformation;
var entrance: Entrance;
var carinfxen, carinfxen1, carinfxen2, carinfxen3 : CarinfxEn;
List, Product, and record are the data types in CPN. In CPN, list can be used to describe the

order and repetition of elements in a color set. Product represents the Cartesian product of sets

of colors. In CPN, the Product type can be used to describe the combination of multiple color

sets. Record represents a structured collection of colors where each element has a unique label. In

CPN, the record type can be used to describe the properties and structure of different elements

in a color set. We use the color set constructor record to record vehicle information, including

license plate information, OBU signals, information stored in OBU, IC card signals, and vehicle

information stored in IC cards. The information of the entrance address is also recorded by the

color set constructor record, including the entrance address, name of the road, the vehicle owner

and license plate number.

The initial marking𝑀0 (𝑃1) = 1’ [({car = {owner = “ Jack ”, ct = 1, num = “ 123456 ”}, obusignal =
1, obu = {owner = “ Jack ”, ct = 1, num = “ 123456 ”}, icsignal = 1, ic = {owner = “ Jack”, ct = 1, num

= “ 123456 ”}}, {road = “ 123 ”, tollname = “ Tongguan toll station” , owner = “ Jack ”, ct = 1, num

= “ 123456 ”}), ({car = {owner = “ Ana”, ct = 2, num = “ 234567 ”}, obusignal = 1, obu = {owner =
“ Ana”, ct = 2, num = “ 234567 ”}, icsignal = 1, ic = {owner = “ Ana ”, ct = 2, num = “ 234567 ”}},
{road = “ 123 ”, tollname = “ Tongguan toll station” , owner = “ Ana ”, ct = 2, num = “ 234567 ”})],
means that two vehicles are queuing to enter the detection coil.

About the first vehicle, its license plate information includes: the owner is Jack, the type is 1,

the license plate number is 123456; the signal of the OBU is normal, and its storage information

is consistent with the license plate information; the IC card signal is also normal, and the stored

vehicle information is consistent with the license plate information; the name of the road where

the entrance is located is 123, the name of the entrance toll station is Tongguan toll station , and the

other entrance records are consistent with the license plate information. As for the second vehicle,

its license plate information includes: the owner is Ana, the type is 2, the license plate number is

234567; the signal of OBU is normal, its storage information is consistent with the license plate

information; the signal of IC card is also normal, and the stored vehicle information is consistent

with the license plate information; the name of the road where the entrance is located is 123, the

name of the entrance toll station is 2, the license plate number is 234567, and the remaining entrance

records are consistent with the license plate information.

After the vehicle enters the ETC lane, it passes through the detection coil and the capture coil in
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turn, while the ETC control system identifies the vehicle and complete the online transaction. In

the drop coil, the vehicle passes through the automatic railing, and after the vehicle leaves the drop

coil, the rail lands. See Table 4 in Appendix for the meaning of the places and transitions involved

in this module model.

3.2.2 Modeling the states and events that occur inside an ETC control system.
While a vehicle is driving on the detection coil, the system checks the legitimacy of the information

of OBU and IC card, calculates fee and deducts the fee from IC card, and then raises the rail. After

the vehicle enters the capture coil, the license plate recognition system is triggered, and the system

checks the legality of the license plate information in order to prohibit driving without a license

plate.

In the process of judging the legality of a vehicle, a total of four information checks are involved,

i.e., checking the legality of the information stored in the OBU, checking the legality of the

information stored in the IC card, checking whether the information stored in the OBU and

the IC card are consistent, and checking whether the license plate information is legal. In the

process of checking the information, once a vehicle is found to be illegal, this case is immediately

transferred to a manual processing mode. The names and color sets of some places used to store

this information are shown in Table 1.

Table 1. Color sets of some places.

Places Color sets Definitions

OBU information(𝑃12) OBU

= record owner: owner-

name * ct: cartype * num:

carnumber;

database 1(𝑃13) Database

= list database;

(colset database = record

owner: ownername *

ct: cartype * num:

carnumber)

legal IC information(𝑃18) IC

= record owner: owner-

name * ct: cartype * num:

carnumber;

carnumber (𝑃43) Car

= record owner: owner-

name * ct: cartype * num:

carnumber;

After the vehicle enters the drop coil, it passes through the railing. When it leaves the drop 
coil, the railing automatically drops. See Table 5 in Appendix for the meaning of the places and 
transitions involved in this module model.

3.2.3 Modeling the control system of the railing and the state of the railing.
Before an ETC control system is activated, the railing is in a landing state. After a vehicle pays 
toll successfully, the computer system sends a upward command to the railing controller; when 
the vehicle passes the railing and leaves the drop coil, the railing drops. It is worth noting that if 
there is another vehicle behind the vehicle at this time, the railing continues to rise. See Table 6 in 
Appendix for the meaning of the places and transitions involved in this module model.

Finally, we combine the three modules to establish an ETC control system in highways model. 
To make it clear, we have circled the range of the three modules in Fig. 2. The three module models 
are circled with red, green, and blue dashed lines, respectively.
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In the process of synthesizing the three modules, we utilize the idea of composition method from

original Petri net, including synchronous and shared compositions. There are no clear definitions

of shared and synchronous compositions of CPN, so we define them as follows.

Definition 3.4. Assume 𝐶𝑃𝑁𝑖 = (𝑃𝑖 , 𝑇𝑖 , 𝐴𝑖 , Σ𝑖 , 𝑉𝑖 , 𝐶𝑖 , 𝐺𝑖 , 𝐸𝑖 , 𝐼𝑖 )(𝑖 = 1, 2) ,

1) if 𝑃1 ∩ 𝑃2 ≠ ∅,𝑇1 ∩𝑇2 = ∅, then𝐶𝑃𝑁 = (𝑃1 ∪ 𝑃2,𝑇1 ∪𝑇2, 𝐴1 ∪𝐴2, Σ1 ∪ Σ2,𝑉1 ∪𝑉2,𝐶1∪𝐶2,𝐺1 ∪
𝐺2, 𝐸1 ∪ 𝐸2, 𝐼1 ∪ 𝐼2), which is the sharing composition net of the 𝐶𝑃𝑁1 and 𝐶𝑃𝑁2.

2) if 𝑃1 ∩ 𝑃2 = ∅,𝑇1 ∩𝑇2 ≠ ∅, then𝐶𝑃𝑁 = (𝑃1 ∪ 𝑃2,𝑇1 ∪𝑇2, 𝐴1 ∪𝐴2, Σ1 ∪ Σ2,𝑉1 ∪𝑉2,𝐶1∪𝐶2,𝐺1 ∪
𝐺2, 𝐸1 ∪ 𝐸2, 𝐼1 ∪ 𝐼2), which is the synchronous composition net of the 𝐶𝑃𝑁1 and 𝐶𝑃𝑁2.

According to the proposed modular models characteristics, we find that there are public places

among modules, such as 𝑃3, 𝑃9 and 𝑃10 between the first module and the second module. According

to the above definitions, we get an ETC control system model diagram based on CPN, as shown in

Fig. 2. There are 47 places, 44 transitions, 140 directed arcs, 29 color sets and 25 variables defined in

this model. The size of the model is not small, and the number of state spaces is large.

4 ANALYSIS METHOD
It can be known through social investigation and consulting authoritative literature that a vehicle

can explore the logical flaws of an ETC control system via some special behaviors, and thus avoid

paying fees. We focus on whether there are faulty states in an ETC control system modeled by

CPN, i.e., vehicle fee evasion. The so-called faulty states are that there are incorrect tokens in some

places. The slicing method is suitable for solving this problem. Therefore, we propose a formal

analysis method to analyze the system model based on CPN, which is a dynamic slicing method.

This section introduces in detail how to successfully obtain a dynamic slicing for CPN.

CPN gives a data value for each token and defines a color set for each place. Compared to

an original Petri net, both input arcs and output arcs have extended arc expression functions to

describe data operations, and transitions have also extended guard functions and priority functions

to further constrain the occurrence conditions of transitions [48]. Therefore, theoretically speaking,

the dynamic slicing idea is also applicable to CPN.

To extract a dynamic slicing of CPN, the dynamic slicing criterion must be defined first. We

consider how to define the dynamic slicing criterion from the following three perspectives:

1) In a system modeled by CPN, usually some places represent specific conditions. If there is an

error in the design of a system, it will be reflected in these places, that is to say, a incorrect token

value in a place is the error we want to find. In this paper, we want to check whether there are

errors in the design of an ETC control system, so these places with key properties are what we

need to pay attention to.

2) In a system modeled by CPN, each place is defined with a color set. In some cases, multiple

places may be defined with a same color set. To facilitate the described model, we define multiple

variables to bind the tokens stored in different places, therefore maybe only some variables are of

interest to us.

3) The running result of a model changes with an initial marking. The initial marking will affect

the places we are interested in. Therefore, we also use it as a slicing criterion.

The specific definition of the dynamic slicing criterion is as follows.

Definition 4.1. For a 𝐶𝑃𝑁=(𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), the dynamic slicing criterion for 𝐶𝑃𝑁 is a

three-tuple ⟨𝑀0, 𝑄,𝑊 ⟩, where
1)𝑀0 is an initial marking of 𝐶𝑃𝑁 ;

2) 𝑄 is a set of places that we are interested in, and 𝑄 ⊆ 𝑃 ;

3)𝑊 is a finite set of typed variables such that 𝑇𝑦𝑝𝑒 [𝑤] ∈ 𝐶 (𝑝𝑖 )𝑀𝑆 for all variables𝑤 ∈𝑊 and

all places 𝑝𝑖 ∈ 𝑄 .
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Fig. 2. An ETC control system in highways model based on CPN
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Generally speaking, elements which can pass tokens to the interesting places include not only

the transitions and places related to them, but also the variables in the arc expressions that related

to them. In fact, the dynamic slicing criterion is the formal definition of faulty states. In different

application scenarios, the dynamic slicing criterion can depict various faulty states. In summary,

compared with the dynamic slicing criterion of a Petri net, we further extend the dynamic slicing

criterion to the color set variables in the arc expression functions.

Next, we start to extract the dynamic slicing of a model. The core idea is to capture all token

flow paths related to place set 𝑄 . We start our work from the following two aspects:

1) Calculate the most possible path along which the tokens flow to the place set 𝑄 , and capture

the most possible token flow path related to 𝑄 and variable set𝑊 ;

2) Calculate the most possible flow path of the token under the initial marking.

The dynamic slicing of CPN is defined as follows.

Definition 4.2. For 𝐶𝑃𝑁=(𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), let ⟨𝑀0, 𝑄, 𝑊 ⟩ be the dynamic slicing crite-

rion. Given 𝐶𝑃𝑁 ′=(𝑃 ′,𝑇 ′, 𝐴′, Σ′,𝑉 ′,𝐶′,𝐺 ′, 𝐸′, 𝐼 ′), we say that 𝐶𝑃𝑁 ′
is a dynamic slice of 𝐶𝑃𝑁 for

⟨𝑀0, 𝑄,𝑊 ⟩, if the following conditions hold:

1) The 𝐶𝑃𝑁 ′
is a subnet of 𝐶𝑃𝑁 ;

2) For the initial marking𝑀0 of 𝐶𝑃𝑁 , if there is a firing sequence of binding elements making

that 𝑀0 [(𝑡1, 𝑏1) > 𝑀1 [(𝑡2, 𝑏2) > ... 𝑀𝑛−1 [(𝑡𝑛, 𝑏𝑛) > 𝑀𝑛 , and ∃ 𝑝𝑖 ∈ 𝑄 , 𝑡𝑛 ∈ · 𝑝𝑖 ; then in 𝐶𝑃𝑁 ′
,

𝑀 ′
0
= 𝑀0 |𝑃 ′ , there is also a firing sequence of binding elements 𝜎 ′=(𝑡1, 𝑏1) . . . (𝑡𝑚, 𝑏𝑚) (𝑚 ≤ 𝑛)

making that 𝑀 ′
0
[(𝑡1, 𝑏1) > 𝑀 ′

1
[(𝑡2, 𝑏2) > . . . 𝑀 ′

𝑚−1
[(𝑡𝑚, 𝑏𝑚) > 𝑀 ′

𝑚 , and ∃𝑝𝑖 ∈ 𝑄 , 𝑡𝑚 ∈ ·𝑝𝑖 ; the
transition set (𝑡1𝑡2 · · · 𝑡𝑚) of 𝜎 ′

is a subset of (𝑡1𝑡2 · · · 𝑡𝑛) in 𝜎 , and the binding set (𝑏1𝑏2 · · ·𝑏𝑚) of
𝜎 ′

is a subset of (𝑏1𝑏2 · · ·𝑏𝑛) in 𝜎 ;

3) The sets of places and transitions that cannot contribute tokens to 𝑄 do not exist in 𝐶𝑃𝑁 ′
;

4) For the initial marking𝑀0 of𝐶𝑃𝑁 , if there does not exist any firing sequence𝜎=(𝑡1, 𝑏1) (𝑡2, 𝑏2) . . .
(𝑡𝑛, 𝑏𝑛) making that 𝑀0 [(𝑡1, 𝑏1) > 𝑀1 [(𝑡2, 𝑏2) > ... 𝑀𝑛−1 [(𝑡𝑛, 𝑏𝑛) > 𝑀𝑛 , and for ∀ 𝑝𝑖 ∈ 𝑄 , 𝑡𝑛 ∉ · 𝑝𝑖 ,
then 𝐶𝑃𝑁 ′

= ∅.
In Definition 4.2, the firing sequence is the transition queue in which a transition can fire one

after another, which is a widely used term in Petri nets. The above condition means that if there is a

firing sequence 𝜎 = (𝑡1, 𝑏1) (𝑡2, 𝑏2) . . . (𝑡𝑛, 𝑏𝑛) which can contribute tokens to the dynamic criterion,

then 𝑡𝑛 must belong to the pre-set of the place set 𝑄 . To successfully extract the dynamic slice of

the CPN, there are three steps:

Firstly, the initial marking is not considered, only the places set 𝑄 and variables𝑊 are specified.

We call this step static slicing. The static slicing criterion for static slicing is defined as follows.

Definition 4.3. For a 𝐶𝑃𝑁 = (𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), the static slicing criterion for 𝐶𝑃𝑁 is a

two-tuple ⟨𝑄,𝑊 ⟩, where
1) 𝑄 is a set of places that we are interested in, and 𝑄 ⊆ 𝑃 ;

2)𝑊 is a finite set of typed variables that we are interested in, such that 𝑇𝑦𝑝𝑒 [𝑤] ∈ 𝐶 (𝑝𝑖 )𝑀𝑆 for

all variables𝑤 ∈𝑊 and all places 𝑝𝑖 ∈ 𝑄 .

The 𝑄 and𝑊 in ⟨𝑄,𝑊 ⟩ are the same as Q and W in the dynamic slicing criterion ⟨𝑀,𝑄,𝑊 ⟩.
The static slicing of CPN is defined as follows.

Definition 4.4. For𝐶𝑃𝑁 = (𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), let ⟨𝑄,𝑊 ⟩ be the static slicing criterion. Given
𝐶𝑃𝑁1=(𝑃1, 𝑇 1, 𝐴1, Σ1, 𝑉 1, 𝐶1, 𝐺1, 𝐸1, 𝐼 1), we say that 𝐶𝑃𝑁1 is a static slice of 𝐶𝑃𝑁 with respect to

⟨𝑄,𝑊 ⟩, if the following conditions hold:

1) For an arbitrary element e ∈ 𝑃1 ∪𝑇1 satisfying e ∉ 𝑄 , there is at least one directed arc from e

to 𝑝 for 𝑝 ∈ 𝑄 .

2) For an element e ∈ 𝑃 ∪𝑇 in CPN, if there is not directed arc from e to 𝑝 , then e and the arcs
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associated with it do not exist in 𝐶𝑃𝑁1.

3) For every 𝑝 ∈ 𝑄 and ∀ 𝑡 ∈ 𝑇 in CPN, if there is one directed arc from 𝑡 to 𝑝 and isn’t any

variable 𝑣𝑖 ∈𝑊 in 𝐸 (𝑡, 𝑝), then 𝑡 and the arcs associated with it do not exist in 𝐶𝑃𝑁1.

The static slicing of CPN captures the token flow path related to place set𝑄 and variable𝑊 . The

specific steps are shown in Algorithm 1.

Algorithm 1: Static slicing algorithm

Input:𝐶𝑃𝑁 = (𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), ⟨𝑄,𝑊 ⟩
Output:𝐶𝑃𝑁1 = (𝑃1,𝑇1, 𝐴1, Σ1,𝑉1,𝐶1,𝐺1, 𝐸1, 𝐼1 )

1 Let a place set 𝑆 = ∅, for each 𝑝 ∈ 𝑆 ,𝐶 (𝑝 ) ∉ {𝐶 (𝑝𝑖 ) |𝑝𝑖 ∈ 𝑄 }, 𝑆 ⊆ 𝑃1 , 𝑃1 = 𝑄,𝑇1 = ∅, 𝐴1 = ∅, Σ1 = {𝐶 (𝑝𝑖 ) |𝑝𝑖 ∈ 𝑄 },𝑉1 = ∅,
𝐶1= 𝐶 (𝑝𝑖 ) ,𝐺1 = ∅, 𝐸1 = ∅, 𝐼1 = ∅.

2 while (𝑄 ≠ ∅)𝑜𝑟 (𝑆 ≠ ∅) do
3 for each 𝑝𝑖 ∈ 𝑄 do
4 for each 𝑡𝑖 ∈ ·𝑝𝑖 do
5 if there is at least one variable 𝑣𝑖 ∈𝑊 in 𝐸 (𝑡𝑖 , 𝑝𝑖 ) then
6 if 𝑡𝑖 doesn’t exist in𝐶𝑃𝑁1 then
7 𝑇1=𝑇1 ∪ {𝑡𝑖 },𝐴1=𝐴1∪{ (𝑡𝑖 , 𝑝𝑖 ) }, 𝐸1=𝐸1∪{𝐸 (𝑡𝑖 , 𝑝𝑖 ) },𝐺1=𝐺1∪{𝐺 (𝑡𝑖 ) }
8 else
9 𝐴1=𝐴1∪{ (𝑡𝑖 , 𝑝𝑖 ) }, 𝐸1=𝐸1∪{𝐸 (𝑡𝑖 , 𝑝𝑖 ) }

10 for each 𝑣𝑖 ∈ 𝐸 (𝑡𝑖 , 𝑝𝑖 ) do
11 𝑉1=𝑉1∪{𝑣𝑖 }

12 for each 𝑝𝑖 ∈ ·𝑡𝑖 do
13 if 𝑝𝑖 exists in the𝐶𝑃𝑁1 then
14 𝐴1=𝐴1∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸1=𝐸1∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝑉1=𝑉1∪{𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑝𝑖 , 𝑡𝑖 ) | | }
15 else if 𝑝𝑖 doesn’t exist in the𝐶𝑃𝑁1 then
16 𝑃1=𝑃1∪{𝑝𝑖 },𝐴1=𝐴1∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸1=𝐸1∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝑉1=𝑉1 ∪ {𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑝𝑖 , 𝑡𝑖 ) | | },

Σ1=Σ1∪{𝐶 (𝑝𝑖 ) },𝐶1=𝐶1∪{𝐶 (𝑝𝑖 ) }, 𝐼1=𝐼1∪{𝐼 (𝑝𝑖 ) }
17 if 𝐶 (𝑝𝑖 ) ∈{𝐶 (𝑝𝑖 ) |𝑝𝑖 ∈𝑄 } then
18 𝑄 = 𝑄 ∪ {𝑝𝑖 }
19 else
20 𝑆 = 𝑆 ∪ {𝑝𝑖 }

21 𝑄 = 𝑄 − {𝑝𝑖 };
22 for each 𝑝𝑖 ∈ 𝑆 do
23 for each 𝑡𝑖 ∈ ·𝑝𝑖 do
24 if 𝑡𝑖 doesn’t exist in𝐶𝑃𝑁1 then
25 𝑇1=𝑇1 ∪ {𝑡𝑖 },𝐴1=𝐴1 ∪ { (𝑡𝑖 , 𝑝𝑖 ) },𝑉1=𝑉1∪{𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑡𝑖 , 𝑝𝑖 ) | | }, 𝐸1=𝐸1 ∪ {𝐸 (𝑡𝑖 , 𝑝𝑖 ) },𝐺1=𝐺1∪{𝐺 (𝑡𝑖 ) }
26 else
27 𝐴1=𝐴1∪{ (𝑡𝑖 , 𝑝𝑖 ) },𝑉1=𝑉1∪{𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑡𝑖 , 𝑝𝑖 ) | | }, 𝐸1=𝐸1∪{𝐸 (𝑡𝑖 , 𝑝𝑖 ) }
28 for each 𝑝𝑖 ∈ ·𝑡𝑖 do
29 if 𝑝𝑖 exists in the𝐶𝑃𝑁1 then
30 𝐴1=𝐴1∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸1=𝐸1∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝑉1=𝑉1∪{𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑝𝑖 , 𝑡𝑖 ) | | }
31 else if 𝑝𝑖 doesn’t exist in the𝐶𝑃𝑁1 then
32 𝑃1=𝑃1∪{𝑝𝑖 },𝐴1=𝐴1∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸1=𝐸1∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝑉1=𝑉1∪{𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑝𝑖 , 𝑡𝑖 ) | | },

Σ1=Σ1∪{𝐶 (𝑝𝑖 ) },𝐶1=𝐶1∪{𝐶 (𝑝𝑖 ) }, 𝐼1=𝐼1∪{𝐼 (𝑝𝑖 ) }
33 if 𝐶 (𝑝𝑖 ) ∈ {𝐶 (𝑝𝑖 ) |𝑝𝑖 ∈ 𝑄 } then
34 𝑄 = 𝑄 ∪ {𝑝𝑖 }
35 else
36 𝑆 = 𝑆 ∪ {𝑝𝑖 }

37 𝑆 = 𝑆 − {𝑝𝑖 }

Algorithm 1 describes how to extract a static slice of CPN. We consider it from two perspectives:

1) The token value of a place 𝑝 depends on its input transitions and the variables in its input arc

expression;

2) The tokens passed by the transitions come from its input place.
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The purpose of Algorithm 1 is to obtain a static slice 𝐶𝑃𝑁1=(𝑃1,𝑇1, 𝐴1, Σ1,𝑉1,𝐶1,𝐺1, 𝐸1, 𝐼1), ini-
tially 𝑃1= 𝑄 , Σ1={𝐶 (𝑝𝑖 ) |𝑝𝑖 ∈ 𝑄}. We set a place set 𝑆 such that the color set data type of each

place in this set 𝑆 cannot be found in the color set data type of all places in the set 𝑄 . While

extracting 𝑝 ∈ 𝐶𝑃𝑁1 from 𝐶𝑃𝑁 , Algorithm 1 automatically divides the places into 2 categories,

if 𝐶 (𝑝) ∈ 𝐶 (𝑝𝑖 ) (𝑝𝑖 ∈ 𝑄), put the place 𝑝 into the place set 𝑄 , otherwise, put it into a place set 𝑆 ,

which correspond to lines 17 to 20 and lines 33 to 36 of the algorithm. Initialize 𝑆 to be an empty

set.

The execution of Algorithm 1 can be summarized in two big steps:

1) Lines 3 to 21 in Algorithm 1: for the variables defined by the color sets of the places in the set

𝑄 , not all variables are of interest to us, therefore, while looking for the transitions that the tokens

in the places rely on, we need to consider whether the variables on the input arc expressions are of

interest to us. If not, the transition is considered irrelevant. Otherwise, lines 5 to 11 of the algorithm

are executed to collect the transitions and related elements into the 𝐶𝑃𝑁1.

Lines 12 to 20 of Algorithm 1: by judging whether the variables in the input arc expressions of

the places are of interest to us, we find all the places that can pass the token to 𝑝𝑖 through 𝑡𝑖 ∈ ·𝑝𝑖 .
If these places have already exited in 𝐶𝑃𝑁1, Algorithm 1 executes line 14; if these places do not

exist in 𝐶𝑃𝑁1, Algorithm 1 executes line 16.

When 𝑄 is empty, this step ends and the execution proceeds to line 22.

2) Lines 22-37 of Algorithm 1: for every place in the place set 𝑆 , there is no need to consider

whether the variables in the input arc expression are of interest to us while looking for relevant

transitions. If these transitions have already exited in 𝐶𝑃𝑁1, Algorithm 1 executes line 25; if these

transitions do not exist in 𝐶𝑃𝑁1, Algorithm 1 executes line 27.

Going back to the places where these transitions are connected, if these places have already

exited in 𝐶𝑃𝑁1, Algorithm 1 executes line 30; if these places do not exist in 𝐶𝑃𝑁1, Algorithm 1

executes line 32.

In Algorithm 1, backtrack the places in the sets 𝑄 and 𝑆 , and remove the places that have been

backtracked from the set 𝑄 or 𝑆 , until the set 𝑄 and the set 𝑆 are empty. In Algorithm 1, line 2

refers to the termination condition of Algorithm 1 is that both 𝑄 and 𝑆 are empty.

Secondly, consider the initial marking𝑀0, and calculate the most possible flow path of the tokens

in the initial marking𝑀0 without running CPN. We call this process forward slicing, and the steps

are described in Algorithm 2.

Algorithm 2 describes how to obtain a forward slice according to the dynamic slicing criterion.

We consider it from three aspects:

1) Under a marking𝑀 , the enablement and occurrence of a binding element ⟨𝑡, 𝑏⟩ need to satisfy

𝐺 (𝑡)⟨𝑏⟩ and ∀𝑝 ∈ 𝑃 : 𝐸 (𝑝, 𝑡)⟨𝑏⟩ <<= 𝑀 (𝑝);
2) Under a marking𝑀 , a transition with higher priority occurs firstly;

3) For ∀𝑝 ∈ 𝑃 : 𝐶 (𝑝) ∈ 𝐶 (𝑝𝑖 ) (𝑝𝑖 ∈ 𝑄), while capturing the flow path of tokens in these places, we

only capture the tokens bound to the variables we are interested in on the output arc expression.

The purpose of Algorithm 2 is to obtain 𝐶𝑃𝑁2 = (𝑃2,𝑇2, 𝐴2, Σ2,𝑉2,𝐶2,𝐺2, 𝐸2, 𝐼2) according to the

dynamic slicing criterion ⟨𝑀0, 𝑄,𝑊 ⟩. Considering all transitions that can be enabled and occurred

under the initial marking𝑀0, only these transitions are bound to tokens, so that these tokens have

opportunities to be passed to the place net 𝑄 .

For every transition, we consider two cases:

1) If it only has an input place, and the color set of the input place is inconsistent with the color

sets of places in the place set 𝑄 , its input place, input arc and other related elements are of interest

to us, the specific steps are described in lines 7-16 of Algorithm 2;

2) If the number of input places is more than one, then only if the color sets of all input places

are consistent with the color sets of the place set 𝑄 , and we are not interested in the variables on
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Algorithm 2: Forward slicing algorithm

Input:𝐶𝑃𝑁 = (𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), ⟨𝑀0,𝑄,𝑊 ⟩
Output:𝐶𝑃𝑁2 = (𝑃2,𝑇2, 𝐴2, Σ2,𝑉2,𝐶2,𝐺2, 𝐸2, 𝐼2 )

1 𝑃2 = {𝑝𝑖 |𝑀0 (𝑝𝑖 )≠∅},𝑇2 = ∅,𝐴2 = ∅, Σ2 = {𝐶 (𝑝𝑖 ) |𝑝𝑖 ∈𝑃2 },𝑉2 = ∅,𝐶2 =𝐶 (𝑝𝑖 ) ,𝐺2 = ∅, 𝐸2 = ∅, 𝐼2 = 𝐼 (𝑝𝑖 ) (𝑝𝑖 ∈𝑃2 ) .
2 Compute all enabled binding elements ⟨𝑡𝑖 , 𝑏 𝑗 ⟩ in initial marking𝑀0 , then get all enabled transitions 𝑡𝑖 in initial marking𝑀0 ;

3 while {𝑡𝑖 |𝑖 = 1, 2, ..., 𝑛} ≠ ∅ do
4 if 𝑡𝑖 doesn’t exist in𝐶𝑃𝑁2 then
5 for each 𝑡𝑖 do
6 𝑝𝑖 = ·𝑡𝑖
7 if |𝑝𝑖 | = 1 then
8 if 𝐶 (𝑝𝑖 ) ∈ {𝐶 (𝑞𝑖 ) |𝑞𝑖 ∈ 𝑄 } then
9 if there is at least one variable 𝑣𝑖 ∈𝑊 in 𝐸 (𝑝𝑖 , 𝑡𝑖 ) then
10 𝑇2=𝑇2∪{𝑡𝑖 }, 𝐸2=𝐸2∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝐴2=𝐴2∪{ (𝑝𝑖 , 𝑡𝑖 ) },𝐺2=𝐺2∪{𝐺 (𝑡𝑖 ) }
11 for every 𝑣𝑖 ∈ 𝐸 (𝑝𝑖 , 𝑡𝑖 ) do
12 𝑉1 = 𝑉1 ∪ {𝑣𝑖 }

13 else
14 𝑇2=𝑇2∪{𝑡𝑖 },𝐴2=𝐴2∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸2=𝐸2∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝑉1=𝑉1∪{𝑣𝑖 |𝑣𝑖 ∈ | |𝐸 (𝑝𝑖 , 𝑡𝑖 ) | | },

𝐺2=𝐺2 ∪ {𝐺 (𝑡𝑖 ) }
15 for each 𝑝𝑖 = 𝑡𝑖 · do
16 𝑃2=𝑃2∪{𝑝𝑖 },𝐴2=𝐴2∪{ (𝑡𝑖 , 𝑝𝑖 ) }, 𝐸2=𝐸2∪{𝐸 (𝑡𝑖 , 𝑝𝑖 ) },𝐶2=𝐶2∪{𝐶 (𝑝𝑖 ) }, Σ2=Σ2∪{𝐶 (𝑝𝑖 ) }

17 else if |𝑝𝑖 | ≥ 2 then
18 if it is not all𝐶 (𝑝𝑖 ) ∈ {𝐶 (𝑞𝑖 ) |𝑞𝑖 ∈ 𝑄 } then
19 for each 𝑝𝑖 do
20 𝑃2=𝑃2∪{𝑝𝑖 },𝐴2=𝐴2∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸2=𝐸2∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) },𝐶2=𝐶2∪{𝐶 (𝑝𝑖 ) },𝑉2=𝑉2∪{𝑣𝑖 },

Σ2=Σ2∪{𝐶 (𝑝𝑖 ) }
21 𝑇2 = 𝑇2 ∪ {𝑡𝑖 },𝐺2 = 𝐺2 ∪ {𝐺 (𝑡𝑖 ) }
22 else if there is at least one variable 𝑣𝑖 ∈𝑊 in 𝐸 (𝑝𝑖 , 𝑡𝑖 ) then
23 for each 𝑝𝑖 do
24 𝑃2=𝑃2∪{𝑝𝑖 },𝑉2=𝑉2∪{𝑣𝑖 },𝐴2=𝐴2∪{ (𝑝𝑖 , 𝑡𝑖 ) }, 𝐸2=𝐸2∪{𝐸 (𝑝𝑖 , 𝑡𝑖 ) }, Σ2=Σ2∪{𝐶 (𝑝𝑖 ) },

𝐶2=𝐶2∪{𝐶 (𝑝𝑖 ) }
25 𝑇2 = 𝑇2 ∪ {𝑡𝑖 },𝐺2 = 𝐺2 ∪ {𝐺 (𝑡𝑖 ) }
26 for each 𝑝𝑖 = 𝑡𝑖 · do
27 𝑃2=𝑃2∪{𝑝𝑖 },𝐴2=𝐴2∪{ (𝑡𝑖 , 𝑝𝑖 ) }, 𝐸2=𝐸2∪{𝐸 (𝑡𝑖 , 𝑝𝑖 ) },𝐶2=𝐶2∪{𝐶 (𝑝𝑖 ) }, Σ2=Σ2∪{𝐶 (𝑝𝑖 ) }

28 Get the new marking𝑀 , recalculate enabled binding elements ⟨𝑡𝑖 , 𝑏 𝑗 ⟩ under the marking

the input arc expressions, the transition, and relevant elements such as input places and input arcs

will be not the parts we are interested in, otherwise, these elements will be also included in the

forward slice. Details are seen in lines 21-34 of Algorithm 2. For the transitions we are interested in,

related elements such as the output places and output arcs are also included in the forward slice.

Then calculate the reachable state𝑀 when the transition occurs, for the transitions that can be

enabled and occurred in the reachable state 𝑀 , we continue the above operations, until for any

reachable marking𝑀 of the initial state𝑀0, the transitions that can be enabled and occurred and

their related elements are all included in the forward dynamic slice.

Finally, we obtain a dynamic slicing by taking the common part of the forward slice and the

static slice. This step is described in Algorithm 3.

Algorithm 3: Dynamic slicing algorithm

Input:𝐶𝑃𝑁1 = (𝑃1,𝑇1, 𝐴1, Σ1,𝑉1,𝐶1,𝐺1, 𝐸1, 𝐼1 ) ,𝐶𝑃𝑁2 = (𝑃2,𝑇2, 𝐴2, Σ2,𝑉2,𝐶2,𝐺2, 𝐸2, 𝐼2 )
Output:𝐶𝑃𝑁 ′ = (𝑃 ′,𝑇 ′, 𝐴′, Σ′,𝑉 ′,𝐶′,𝐺 ′, 𝐸′, 𝐼 ′ )

1 𝑃 ′=𝑃1∩𝑃2 ,𝑇
′=𝑇1∩𝑇2 ,𝐴

′=𝐴1∩𝐴2 , Σ
′=Σ1∩Σ2 ,𝑉

′=𝑉1 ∩𝑉2 ,𝐶
′=𝐶 (𝑝′ ) ,𝐺 ′=𝐺 (𝑡 ′ ) , 𝐸′=𝐸1∩𝐸2 , 𝐼

′=𝐼 (𝑝′ ) .

The dynamic slicing of CPN obtained according to Algorithm 3 has a much smaller scale than 
the original CPN, and the number of reachable states of the corresponding model is also much less,
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so state space explosion can be avoided.

We can show that Algorithms 1, 2 and 3 are all terminable and sound. And the proof process is

given by taking Algorithm 1 as an example. The other two are similar.

Theorem 4.5. Algorithm 1 can be terminated.

Proof. As the number of places and transitions of a CPN is limited, so the number of 𝑝𝑖 ∈ 𝑄

and 𝑡𝑖 ∈ ·𝑝𝑖 in lines 3 and 4 is limited. In the same way, the number of 𝑝𝑖 ∈ 𝑆 and 𝑡𝑖 ∈ ·𝑝𝑖 in lines 22

and 23 is also limited. The number of elements in a CPN is finite, including not only the number of

places and transitions, but also the number of arc expressions, color sets, variables, types of color

sets, and the length of guard functions and initial marking. Therefore, the execution of lines 5 to 11

and 13 to 20 must take a finite amount of time. The number of 𝑣𝑖 ∈ ||𝐸 (𝑡𝑖 , 𝑝𝑖 ) | |(| |𝐸 (𝑡𝑖 , 𝑝𝑖 ) | | denotes
the set of variables in this arc expression | |𝐸 (𝑡𝑖 , 𝑝𝑖 ) | |) and 𝑝𝑖 ∈ ·𝑡𝑖 in lines 10 and 12 is limited. In

the same way, the execution of lines 24 to 27 and 29 to 36 must take a finite amount of time. The

number of 𝑝𝑖 ∈ ·𝑡𝑖 in lines 28 is limited. □

Theorem 4.6. For 𝐶𝑃𝑁 = (𝑃,𝑇 ,𝐴, Σ,𝑉 ,𝐶,𝐺, 𝐸, 𝐼 ), let ⟨𝑀0, 𝑄,𝑊 ⟩ be the dynamic slicing criterion.
𝐶𝑃𝑁1 is the static slicing of CPN acquired through Algorithm 1, and𝐶𝑃𝑁2 is the forward slicing of CPN
acquired throughAlgorithm 2. According to Algorithm 3, we get𝐶𝑃𝑁 ′ = (𝑃 ′,𝑇 ′, 𝐴′, Σ′,𝑉 ′,𝐶′,𝐺 ′, 𝐸′, 𝐼 ′).
Therefore, 𝐶𝑃𝑁 ′ must be the dynamic slicing of CPN.

Proof. Firstly, in Algorithm 1, for each 𝑝𝑖 ∈ 𝑄 , the target token value is passed through the

transitions adjacent to the places in 𝑄 . However, in fact, there may be more than one transition

adjacent to each 𝑝𝑖 ∈ 𝑄 . As for each 𝑡𝑖 ∈ ·𝑝𝑖 , if there is at least one variable 𝑣𝑖 ∈ 𝑊 in 𝐸 (𝑡𝑖 , 𝑝𝑖 ),
collect the transitions and related elements into the𝐶𝑃𝑁1. This means that, in𝐶𝑃𝑁1, the transitions

adjacent to each 𝑝𝑖 ∈ 𝑄 has one directed arc to 𝑝𝑖 for 𝑝𝑖 ∈ 𝑄 . Then find all places 𝑝𝑖 ∈ ·𝑡𝑖 that
can transmit the token to 𝑝𝑖 (𝑝𝑖 ∈ 𝑄) through 𝑡𝑖 ∈ ·𝑝𝑖 (𝑝𝑖 ∈ 𝑄). This means that each 𝑝𝑖 ∈ ·𝑡𝑖 has
directed arcs from 𝑝𝑖 to 𝑝 for 𝑝𝑖 ∈ 𝑄 . For each place 𝑝𝑖 in the place set 𝑆 , collect each transition

𝑡𝑖 ∈ ·𝑝𝑖 and related elements into the 𝐶𝑃𝑁1. This means that, in 𝐶𝑃𝑁1, the transitions adjacent to

each 𝑝𝑖 ∈ 𝑆 has one directed arc to 𝑝𝑖 for 𝑝𝑖 ∈ 𝑆 . For each 𝑝𝑖 ∈ ·𝑡𝑖 , collect the places and related

elements into the 𝐶𝑃𝑁1. This means that each 𝑝𝑖 ∈ ·𝑡𝑖 has directed arcs from 𝑝𝑖 to 𝑝 for 𝑝 ∈ 𝑆 .

According to lines 17-20 of Algorithm 1, there is directed arcs from 𝑝 ∈ 𝑆 to 𝑝𝑖 ∈ 𝑄 . For every 𝑝 ∈ 𝑄

and ∀𝑡 ∈ 𝑇 in CPN, if there is one directed arc from 𝑡 to 𝑝 , there is at least one variable 𝑣𝑖 ∈𝑊 in

𝐸 (𝑡𝑖 , 𝑝𝑖 ). In general, Algorithm 1 can satisfy Definition 4.4, and it is correct.

Algorithm 2 gets all enabled transitions 𝑡𝑖 in initial marking𝑀0. For the initial marking𝑀0 of

CPN, if there is a firing sequence of binding elements making that𝑀0 [(𝑡1, 𝑏1) > 𝑀1 [(𝑡2, 𝑏2) > . . .

𝑀𝑛−1 [(𝑡𝑛, 𝑏𝑛) > 𝑀𝑛 , and ∃ 𝑝𝑖 ∈ 𝑄 , 𝑡𝑛 ∈ 𝑝𝑖 . According to the traveling process of Algorithm 2, only

the binding elements < 𝑡𝑖 , 𝑏 𝑗 > can be enabled in CPN would be included in𝐶𝑃𝑁2. There is a firing

sequence of binding elements 𝜎 ′
= (𝑡1, 𝑏1) (𝑡2, 𝑏2) . . . (𝑡𝑚, 𝑏𝑚) (m ≤ n) making that 𝑀0 [(𝑡1, 𝑏1) >

𝑀1 [(𝑡2, 𝑏2) > . . . 𝑀𝑚−1 [(𝑡𝑚, 𝑏𝑚) > 𝑀𝑚 , and ∃ 𝑝𝑖 ∈ 𝑄 , 𝑡𝑚 ∈ 𝑝𝑖 . The transition set (𝑡1, 𝑡2, . . . , 𝑡𝑚) of
𝜎 ′

is a subset of (𝑡1, 𝑡2, . . . , 𝑡𝑛) in 𝜎 . It calculates the most possible flow path of the tokens in the

initial marking𝑀0 without running CPN. Algorithm 2 is correct. The input to Algorithm 3 is the

intersection of two slices of the CPN obtained by Algorithms 1 and 2. This indicates that 𝐶𝑃𝑁 ′

must be a dynamic slice of the CPN. □

Regarding the time complexity of the proposed dynamic slicing method, Algorithm 1 is a

backward tracking algorithm, and Algorithm 2 is a forward traversal algorithm, their cost are both

bounded by the number of elements in CPN, thus, the cost of our algorithms is 𝑂 (2( |𝑃 | + |𝑇 | +
|𝐴| + |Σ| + |𝑉 |)), |𝑃 | is the number of places, |𝑇 | is the number of transitions, |𝐴| is the number of

arcs, |Σ| the number of color sets and |𝑉 | is the number of variables in CPN. It can be seen that a
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dynamic slicing method can be concerned lightweight. In the worst case, a dynamic slice is as large

as the original model.

5 A CASE STUDY AND DISCUSSION
To detect whether an ETC control system design has flaws, the modeling method and formal

analysis method have been given in Sections III and IV. There are three stages for detecting whether

an ETC control system design has a certain flaw:

1) Specification of an ETC control system with CPN.

2) A dynamic slice of the CPN model.

3) Full state spaces of a dynamic slice.

We illustrate these with a case.

5.1 A case study
We use the dynamic slicing method to analyze an ETC control system model established in Section

III to detect whether there is a flaw mentioned in Section II.

Firstly, before extracting a dynamic slicing of the model, we should determine a dynamic slicing

criterion. In this model, we detect whether such a state 𝑓 exists: when the first vehicle has passed

the railing (𝑃7) and the state of the railing is up (𝑀(𝑃36) =1’up), the following vehicle also passes

the railing (𝑃7). The existence of this state 𝑓 means that there is a flaw in the system that vehicles

can pass through the railing without paying fees. Therefore, the places we are interested in are 𝑃7

and 𝑃36, initially 𝑄 = {𝑃7, 𝑃36}. The color sets and corresponding variables of these two places are

shown in Table 2.

Table 2. Color sets and variables of the places of interest.

Places Color sets Variables

𝑃7 CarinfxEn carinfxen, carinfxen1, carinfxen2, carinfxen3

𝑃36 rail r, r1, r2

Each element of the system model only interacts with its immediate neighbors, so it can be 
known that among the input transitions of the place 𝑃7, it is impossible for transition 𝑇6 to pass the 
incorrect tokens to the place 𝑃7. So it is also impossible for the variables on the input arc expression 
from transition 𝑇6 to place 𝑃7 to bind the incorrenct token. Thus the variable “carinfxen3” on the 
input arc expression from transition 𝑇6 to place 𝑃7 is not interesting to us. By parity of reasoning, 
the variables "r1" and "r2" are also not interesting to us.

For 𝑃7, we determine carinfxen, carinfxen1, carinfxen2 as the variables we are interested in, and 
for 𝑃36, we determine r as the variable of interest. Therefore, 𝑊 = {carinfxen, carinfxen1, carinfxen2, 
r}.

The initial marking of the model is 𝑀0 (𝑃1) = 1’ [({car = {owner = “ Jack ”, ct = 1, num = “ 123456 
”}, obusignal = 1, obu = {owner = “ Jack ”, ct = 1, num = “ 123456 ”}, icsignal = 1, ic = {owner = “ 
Jack”, ct = 1, num = “ 123456 ”}}, {road = “ 123 ”, tollname = “ Tongguan toll station”, owner = “ 
Jack ”, ct = 1, num = “ 123456 ”}), ({car = {owner =“ Ana ”, ct = 2, num = “ 234567 ”}, obusignal = 1, 
obu = {owner = “ Ana”, ct = 2, num = “ 234567 ”}, icsignal = 1, ic = {owner = “ Ana”, ct = 2, num = “ 
234567 ”}}, {road = “ 123 ”, tollname = “ Tongguan toll station ”, owner = “ Ana ”, ct = 2, num = “ 
234567 ”})], 𝑀0 (𝑃11) = 1’ ( ), 𝑀0 (𝑃13) = 1’ [{owner = “ Jack ”, ct = 1, num = “ 123456 ”}, {owner = 
“ Alice ”, ct = 2, num = “ 345678 ”}, {owner = “ Ana ”, ct = 2, num = “ 234567 ”}], 𝑀0 (𝑃20) = 1’ ( ), 
𝑀0 (𝑃28) = 1’ {road = “ 456 ”, tollname = “ 456789 ”}, 𝑀0 (𝑃34) = 1’ down, 𝑀0 (𝑃40) = 1’ red, 𝑀0 (𝑃41) 
= 1’ ( ).
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Then according to Definition 4.3 and Algorithm 1, we extract the static slicing of the model, as

shown in Fig. 3; according to Definition 4.1 and Algorithm 2, we extract the forward slicing of the

model, as shown in Fig. 4; according to Algorithm 3, we get the dynamic slicing of the model, as

shown in Fig. 5. It can be known from Fig. 5 that the dynamic slice is smaller than the model in

Fig.2. Finally, we analyze the state space of the dynamic slice in Fig. 5 to detect whether there is a

faulty state 𝑓 . We find that the model has such a fault state 𝑓 ,

𝑀 (𝑃36) =1’ up
𝑀 (𝑃7)= 1’ [({car = {owner = “ Jack ”, ct = 1, num = “ 123456 ”}, obusignal = 1, obu = {owner = “

Jack ”, ct = 1, num = “ 123456 ”}, icsignal = 1, ic = {owner = “ Jack”, ct = 1, num = “ 123456 ”}}, {road

= “ 123 ”, tollname = “ Tongguan toll station ” , owner = “ Jack ”, ct = 1, num = “ 123456 ”}), ({car =

{owner = “ Ana ”, ct = 2, num = “ 234567 ”}, obusignal = 1, obu = {owner = “ Ana”, ct = 2, num = “

234567 ”}, icsignal = 1, ic = {owner = “ Ana ”, ct = 2, num = “ 234567 ”}}, {road = “ 123 ”, tollname = “

Tongguan toll station ” , owner = “ Ana ”, ct = 2, num = “ 234567 ”})]

indicating that the control process of the ETC control system has a flaw that a vehicle that has

not completed the payment passing the railing by following the previous vehicle, and needs to be

further modified.

Figs. 6 and 7 are the partial state space reports of the original model and the dynamic slicing

respectively. Fig. 6 shows that the size of full state spaces of the original model is 663. Fig. 7 shows

that the size of full state spaces of the dynamic slice of the model is 501. Obviously, for a dynamic

slicing, the size of the state space is much less than the original model, so the efficiency to analyze

dynamic slicing is much higher than analyzing the original model.

5.2 Result from the case study
For the control logic process of an ETC control system, we propose a method to eliminate the state

that a vehicle that has not completed the payment passing the railing by following the previous

vehicle, so that each vehicle only passes the railing when the payment is completed.

The existence of the faulty state means that an ETC control system cannot guarantee that every

vehicle passing the railing has a corresponding transaction record. In other words, if an ETC control

system can check whether each vehicle that will pass the railing has a corresponding transaction

record, then the above phenomenon may be eliminated. It can be known from the control process of

an ETC control system in Fig. 5 that after a vehicle completes the transaction, the computer system

temporarily stores the transaction record of the vehicle, immediately after the vehicle enters the

capture coil, a license plate recognition system is triggered, and the computer temporarily stores

the license plate information of the vehicle. Therefore, we try to add a business to the system, that

is, the computer system checks whether the transaction record and the license plate information

are consistent, if they are consistent, the vehicle is allowed to pass through the railing, otherwise,

an alarm sounds. A modified ETC control system model is shown in Fig. 8.

Analyze the modified system model and find that there is such a state in the model: when the

first vehicle has passed the railing (𝑃7) and the state of railing is up(𝑀(𝑃36)=1’ up), the following

vehicle that doesn’t complete the payment cannot pass the railing(𝑃7). The existence of this state

means that there isn’t a flaw in the system that vehicles can pass the railing without paying fees by

following the previous vehicle.

For a modified ETC control system, a vehicle requires 5 information checks, including check the

legality of the information stored in OBU, check the legality of the information stored in the IC

card, check whether the information stored in OBU and the IC card are consistent, check whether

the license plate information is legal, and check whether the transaction records and license plate

information are consistent. Only these 5 information checks are correct, can the vehicle successfully



18

P2

P1

T1

P3

P4

P5

P7

P6

P9

P44

T2

T3

T4

T5

T33

T37

T40

P34

P12

P13

P18

P11

P22

P23

P24

P25

P26

P27

P28

P29

P30

P35

P36

P41

P43

T7

T11

T12

T13

T16

T18

T21

T23

T24

T25 T26

T31

T32

T39

T41

T42

Enter the detection coil

CarinfxEn

1`[({car={owner="Jack",ct=1,num="123456"},obusignal=1,
obu={owner="Jack",ct=1,num="123456"},
icsignal=1,ic={owner="Jack",ct=1,num="123456"}},
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Fig. 6. The amount of full state space in the original
model

Fig. 7. The amount of full state space in the dynamic
slicing

pass the railing. In the modified model, the names of some places that are used to store the above

information and their color set definitions are shown in Table 3.

Table 3. Color sets of some places.

Places Color sets Definition

OBU information(𝑃12) OBU

= record owner: owner-

name * ct: cartype *

num: carnumber;

database 1(𝑃13) Database

= list database;

(colset database = record

owner: ownername * ct:

cartype * num:

carnumber)

legal IC information(𝑃18) IC

= record owner: owner-

name * ct: cartype *

num: carnumber;

carnumber (𝑃43) Car

= record owner: owner-

name * ct: cartype *

num: carnumber;

A successful deal(𝑃27)

transaction record(𝑃48) Entrancextoll = product Entrance *

tollinformation;

5.3 Discussion
This paper provides a formal method to model and analyze an ETC control system in highways.

The case study shows that CPN and dynamic slicing method can detect whether there is a flaw,

i.e., a vehicle passes the railing by following the previous vehicle in an ETC control system. This

formal method can be considered as a reliable and universal method. For other logic issues, it can

also detect whether there is a flaw in the control logic process of an ETC control system. Moreover,

it has unique advantages compared with other methods.

Previous studies [10–15] propose some technologies to improve one section of an ETC control

system. By data mining and big data analysis on the regular patterns of data information of prior

vehicles, Refs. [16–24] establish recognition models for vehicle toll evasion behaviors, and then

predict what happens to the target vehicles based on the proposed models. It is also useful to predict

vehicles with fee evasion. However, its application must be based on the existing prior data. It is
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Fig. 8. A modified ETC control system model
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helpless to detect the logical flaws and repair the business system at the design phase from the

business process perspectively.

An ETC control system is a large-scale complex business interaction system. Both improving

partial technologies and big data analysis do not concern its whole control process and cannot get

rid of its control logic flaws.

The proposed formal modeling and analysis method compensates for the shortcomings of the

previous methods. As we have analyzed before, there are flaws in the control logic process of an

ETC control system. For the formal method, it can detect flaws in its control logic process and solve

them by modifying its business process. The advantage of the formal method is self-evident.

In summary, both previous and our proposed method have their own advantages and disadvan-

tages respectively. They can complement each other.

6 CONCLUSION
This paper focuses on modeling and analysis methods for an ETC control system at the design

phase. In order to discover the potential logical flaws of the system at the design phase, this paper

adopt CPN to formally model the control logic process of an ETC system, and propose a formal

analysis method named dynamic slicing to analyze whether there is a flaw in the process. As a

case study, we solve the problem that a vehicle passes the rail by following the previous vehicle. It

shows the effectiveness of our proposed methodology. For the dynamic slicing method of CPN,

we have proved that it can automatically identify the part we are interested in and simplify the

analyzing of a model. It is helpful for us to analyze the CPN model. However, there are many

issues in ETC control systems, and in future, we intend to apply the proposed methodology to

other control issues and even other fields [49–53]. Besides, more effective formal methods should

be extended and explored. In addition, despite the effectiveness of our proposed approach, CPN

tools have limited use for our models, which ensures that there is scope for further developing

the related tools or functions for supporting the full automation of the proposed methodology, or

combining third party components with CPN tools.
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A APPENDIX

Table 4. The name and meaning of the places and transitions of module 1.

Places Meaning Transitions Meaning

𝑃1

The vehicle enters

the detection coil
𝑇1

The vehicle is passing

through the detection coil

𝑃2

The vehicle has passed

through the detection coil
𝑇2

The vehicle drives towards

the capture coil

𝑃3

The message channel used to

notify the ETC system that

the vehicle has entered

the detection coil

𝑇3

The vehicle is passing

through the capture coil

𝑃4 The vehicle enters the capture coil 𝑇4

The vehicle drives

towards the drop coil

𝑃5

The vehicle has passed

through the capture coil
𝑇5 The vehicle is passing the railing

𝑃6 The vehicle enters the drop coil 𝑇6 The vehicle is leaving the drop coil

𝑃7 The vehicle has passed the railing 𝑃8 The vehicle has passed the drop coil
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𝑃9

The message channel used to

notify the ETC system that

the vehicle is entering

the capture coil

𝑃10

The message channel used to

notify the ETC system that

the vehicle has entered the drop coil

Table 5. The name and meaning of the places and transitions of module 2.

Places Meaning Transitions Meaning

𝑃11

The ETC system is

in a waiting state
𝑇7

The ETC system detects

whether the vehicle

has an OBU

𝑃12 OBU Information 𝑇8

This vehicle has no OBU and

cannot continue in the ETC lane

𝑃13 Online database 𝑇9 Manual charge processing

𝑃14 Illegal OBU information 𝑇10 Move on to the next vehicle

𝑃15 Charge successfully 𝑇11

The information stored in the OBU

is judged to be valid and legitimate

according to the online database

𝑃16 Illegal IC information 𝑇12

The legitimate OBU information is

temporarily stored in the system and

whether the vehicle

has an IC card is detected

𝑃17 Charge successfully 𝑇13

According to the online database,

it is judged that the

information stored by the OBU is illegal

𝑃18 Legal OBU information 𝑇14 Manual charge

𝑃19

The vehicle is transferred to

the manual handling state
𝑇15 Move on to the next vehicle

𝑃20

The artificial channel is

in a waiting state
𝑇16

According to the online database,

the information stored in the IC card is

judged to be illegal

𝑃21 charge successfully 𝑇17

This vehicle has no IC card and

cannot continue in the ETC lane

𝑃22

Temporarily stored legal

OBU information
𝑇18

According to the online database,

the information stored in the IC card is

judged to be valid and legal

𝑃23

The information stored in

an IC card
𝑇19

The vehicle is transferred to

the manual handling state

𝑃24 Legitimate IC information 𝑇20 Move on to the next vehicle

𝑃25

The IC information of the

staging system
𝑇21

Check the OBU information

and IC card information of the vehicle,

and judge that the information is consistent

𝑃26 Entry information 𝑇22

The OBU and IC card information

of the vehicle are inconsistent

𝑃27 deals are done 𝑇23 Reading entry information

𝑃28 Name of exit toll station 𝑇24 Charge successfully

𝑃29

The ETC system is

in an intermittent state
𝑇25

Request to lift the rail in human resources

𝑃30

The message channel

used to notify

the railing controller

to raise the railing

𝑇26 Send the command to lift the rail

𝑃31

The artificial lift rail is

in a waiting state
𝑇27 Send a raised command

𝑃32

The message channel

used to notify

the railing controller to

raise the railing

𝑇28

The manual receives

the command for lifting the rail

𝑃33 Human taking orders 𝑇29 Raise the rail
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𝑃43 license plate number 𝑇30 Proceed to charge the next vehicle

𝑃44 Legal license plate number 𝑇31

Receiving the command

to raise the rail

𝑃45 Illegal license plate information 𝑇40 Recognize the license plate number

𝑃46 Charge successfully 𝑇41

Determine whether the license plate number is

legitimate according to the online database

𝑃47

The information channel used to

notify the railing controller to

drop the railing

𝑇42 The license plate number is illegal

𝑇43 Manual charge 𝑇44 Send the command to lift the rail

Table 6. The name and meaning of the places and transitions of module 3.

Places Meaning Transitions Meaning

𝑃34 The rail is in a landing state 𝑇32 Raise the rail

𝑃35

The railing controller accepts

the command
𝑇33 Receive the command to land the rail

𝑃36 The railing is in a rising state 𝑇34 Receive the command to drop the rail

𝑃37

The rail controller has received

a new command
𝑇35 Prepare to switch the traffic light

𝑃38 The rail is in a landing state 𝑇36 Switch the traffic light

𝑃39

The information channel used

to inform the traffic light

control system to switch the light

𝑇37 Switch the traffic light

𝑃40 Traffic light state 𝑇38 Prepare to switch the traffic light

𝑃41

The traffic light control

system is in a ready state
𝑇39 Prepare to switch the traffic light

𝑃42

The information channel used

to inform the traffic light

control system to switch the light
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