
Neurocomputing 581 (2024) 127427

A
0
n

Contents lists available at ScienceDirect

Neurocomputing

journal homepage: www.elsevier.com/locate/neucom

Survey Paper

The cybersecurity mesh: A comprehensive survey of involved artificial
intelligence methods, cryptographic protocols and challenges for future
research
Bruno Ramos-Cruz a,∗, Javier Andreu-Perez a,b, Luis Martínez a

a Computer Science Department, University of Jaen, Jaen, 23071, Spain
b Centre for Computational Intelligence, School of Computer Science and Electronic Engineering, University of Essex, Colchester, United Kingdom

A R T I C L E I N F O

Communicated by N. Zeng

Keywords:
Cybersecurity mesh
Federated learning
Blockchain technology
Swarming intelligence
Cryptographic protocols

A B S T R A C T

In today’s world, it is vital to have strong cybersecurity measures in place. To combat the ever-evolving threats,
adopting advanced models like cybersecurity mesh is necessary to enhance our protection. Cybersecurity
mesh is an architecture scalable, flexible, composable, robust and resilient and allows the interoperability
and coordination between intelligent systems to provide security services. Designing a cybersecurity mesh
faces three major challenges: scalability, distributed or federated systems, and technology integration. For the
design, it is necessary to apply security tools that support scalability because millions and millions of data are
stored, processed, and analysed. Federated systems are needed to improve interoperability in a decentralized
cybersecurity mesh. However, it can be tough to integrate different security tools and communication protocols.
Cryptographic algorithms and AI models like federated learning, swarming intelligence and blockchain
technologies are useful for security services. It is essential to study the integration of existing methods to
determine the best technology for the job. We conduct a comprehensive analysis of intelligent systems,
including federated learning, blockchain technology, and swarming intelligence, with a particular focus on how
they have been and can be used to enhance cybersecurity. We examine the latest trends in these technologies,
explore their connections, and weigh the pros and cons of each approach. To conduct this review, we utilized
the Web of Science and Scopus databases and followed the PRISMA guidelines.
1. Introduction

Currently, the number of electronic devices connected to the In-
ternet increases day by day; according to the annual report of Cisco
for this year 2023, 29.3 billion connected devices are expected [1].
From a business point of view, this represents an increase in the global
economy. However, from a security point of view, it represents multiple
security challenges [2].

Within the global context of international security, espionage, and
privacy, cybersecurity has become a significant concern for the commu-
nity. Cybersecurity is a key area to safeguard our data from attacks and
communicate securely between different devices on a network. In [3],
the author defines cybersecurity as the ability of information systems
to resist any action compromising the security services of processed
data or the related services offered by those systems. Recently, the most
important security services are confidentiality, authenticity, integrity,
non-repudiation, and availability.

Nowadays, most cyberattacks use sophisticated malicious software
that is installed on the user’s electronic device by using messages,
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email, text, or call. It only needs the user to interact with any of
these items, for instance, clicking on them to open an IP connection
where the malicious infection script is located, which subsequently
exploits vulnerabilities of the target operating system (OS) to embed
the malicious software (malware) into the terminal and run in the
background stealth mode for not being detected. Still, even more
compromising are new advanced attacks called ‘‘zero-click’’, in which
the users’ installation does not even need to interact with the malware,
becoming pertinaciously invisible and even more challenging to track
their sources.

In addressing these kinds of challenges, the community employs
different security models. The most widely used approach is centralized
control technologies, where the devices, applications, users, and data
exist within the security perimeter of the network. In this model, users
are only authenticated when they enter the network; once inside, they
can violate security services with minimal effort. Furthermore, devices
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Fig. 1. The figure displays the cybersecurity mesh layers, for instance, the layer of security analytics and intelligence collects, the identity fabric layer, and the layer of centralized
policy and posture management. Finally, the dashboard layer is depicted.
operate independently of one another. Consequently, each device rep-
resents a single point of failure, increasing complexity and reaction
time.

Currently, the approach to cybersecurity is changing, and new
paradigms are emerging. For example, the zero trust model is a new
trend and implies that all users and devices inside or outside the
network are authenticated, authorized, and validated before they have
access to data and applications. When working on this model, it is
assumed that the network is unreliable and has no traditional network
perimeter. That means, in this model, it is possible to work with
security tools anywhere; the network can be local, in the cloud, or
hybrid.

Recently, a popular cybersecurity concept is the mesh because it
focuses on making connections between different devices, applications,
and users, among others, in order to work collaboratively and thus
obtain a better performance in network security technologies. Given
the relationship that exists between the concept of cybersecurity and
mesh, a new paradigm called cybersecurity mesh emerges.

In [4], cybersecurity mesh is defined as an architecture that in-
tegrates disparate security tools to work as a cooperative ecosystem.
This architecture provides an approach to security-based characteristics
such as scalability and interoperability to improve security services.
Unlike previous security systems such as SIEM (Security Information
and Event Management), cybersecurity mesh involves different security
layers [4]; for instance, the layer of security analytics and intelligence
collects, stores, and analyzes large-scale data in real-time in a central
location to improve risk analysis and reaction times to threats. The
identity fabric layer allows access from anywhere and also manages
and performs identity tests. The layer of centralized policy and pos-
ture management identifies regulatory compliance risks and incorrect
configuration problems. Finally, the dashboard layer is used to detect
security events more efficiently and implement the right responses. The
layers are summarized in Fig. 1. With the integration of these concepts,
cybersecurity mesh is a new paradigm that has gained popularity
nowadays.

Nevertheless, considering that the primary goal of this approach
is the integration of various security tools into one, the entity that
manages these systems itself would be a single point of failure. This
brings us to speak of a centralized cybersecurity mesh, returning to the
issue of centralization. Another alternative is to create a Decentralized
Cybersecurity Mesh. The approach of this new paradigm is to develop
a fully decentralized network of security tools. A first effort that falls in
this area is the Naoris Protocol, which is a decentralized cybersecurity
mesh to protect the users and devices on the network using Blockchain
technology and swarm intelligence.
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Designing a decentralized cybersecurity mesh faces three major
challenges: scalability, distributed or federated systems, and technology
integration. For the design, it is necessary to apply security tools that
support scalability because millions and millions of data are stored,
processed, and analysed. However, most of the tools that exist in the lit-
erature do not have a scalability property [5,6]. Therefore, the commu-
nity is working to develop new scalable security tools [7,8]. Federated
systems play an important role in designing decentralized cybersecurity
mesh because they allow for better interoperability. Achieving the cor-
rect fusion of security tools and orchestrating different communication
protocols to work together and improve security services is difficult
because it is necessary to consider efficiency and security as design
lines.

Usually, to provide security services and create new security sys-
tems, the community uses cryptographic algorithms such as hash func-
tions, cryptographic primitives, and signature chains, among others.
All these algorithms are well-defined and have a strong security level
because they were designed specifically to provide security services and
have been tested under rigorous security standards. However, recently,
artificial intelligence models such as federated learning, swarming
intelligence, and blockchain technologies have been used to provide
security services and are gaining popularity despite the fact that they
were not created to provide security services. Thus, studying the dif-
ferent tools in the literature is quite important to have a referent and
choose the best technology.

In this work, we show and describe the traditional cryptographic
algorithms. Moreover, this survey aims to study the different types
of security tools that, in some way or another, contribute to the
construction of a decentralized cybersecurity mesh architecture. We
focus on federated learning, blockchain technologies, and swarming
intelligence.

Subsequent to this introduction, the document is organized as fol-
lows: Section 2 presents an overview of the most popular security
tools, such as cybersecurity mesh, cryptography, and probabilistic data
structures. Section 3 discusses the survey methodology. Section 4 shows
the results of federated learning for the cybersecurity mesh. Section 5
depicts the outcomes of blockchain technologies for the cybersecurity
mesh. Section 6 illustrates the results related to swarming intelligence
for the cybersecurity mesh. Section 7 gives important discussions fo-
cusing on the advantages and disadvantages of each research area.
Section 8 displays the trends, future direction, and open challenges
based on this research. Finally, Section 9 concludes this article. For the
convenience of the readers, the nomenclature is given at the end of the
paper.
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2. Overview of security tools

In this review, to avoid ambiguity, the concept of cybersecurity
tools is defined as a set of software applications or programs designed
to protect the security of computer systems and digital data against
cyber threats and attacks. These tools are crucial to resist any action
compromising the security services. This section revises concepts about
security tools such as cybersecurity mesh, cryptographic data structure,
probabilistic data structures, and detection and prevention systems for
cybersecurity.

2.1. Cybersecurity mesh

Cybersecurity Mesh is a paramount and emerging concept in the
field of cybersecurity that aims to transform traditional centralized
approaches into a more dynamic, distributed, and flexible security
model [9]. In a conventional approach, organizations typically rely on a
centralized security perimeter to protect their data or assets. However,
this approach can be limited by invalid static network boundaries in an
interconnected environment.

Cybersecurity mesh addresses these limitations by protecting indi-
vidual assets or data, regardless of location or network boundary. At its
core, Cybersecurity mesh promotes the idea of a decentralized security
architecture where security controls are embedded directly into the
assets themselves, creating a self-protecting ecosystem. This empha-
sizes a zero-trust model, where each asset is considered untrusted by
default, and access is granted based on continuous authentication,
authorization, and risk assessment [10].

By implementing cybersecurity mesh, organizations can achieve
several benefits. Firstly, it enables a more granular and fine-grained
security approach, allowing organizations to protect their critical assets
individually rather than relying solely on network perimeters. Sec-
ondly, it supports a more dynamic and adaptable security posture,
where security controls can be applied and adjusted based on real-time
threat intelligence and risk assessments.

Another advantage of cybersecurity mesh is its ability to enable se-
cure collaboration and information sharing across diverse environments
and platforms. It facilitates secure communication and data exchange
between assets, regardless of location or ownership, while maintain-
ing high protection. To implement cybersecurity mesh, organizations
utilize various technologies such as software-defined perimeters, micro-
segmentation, strong encryption, multi-factor authentication, and con-
tinuous monitoring [4]. These technologies work together to establish a
robust security structure that covers different environments, including
local infrastructure and cloud services.

Cybersecurity mesh represents a paradigm change in the approach
to cybersecurity. It moves from a centralized network model to a
security model with a decentralized approach. Moreover, it provides
organizations with greater flexibility, adaptability, and resilience to
face cyber attacks because it embeds security controls directly into
assets and promotes the zero-trust model.

The cybersecurity mesh relies and is closely on the mesh topology
concept, which is used to create a resilient and flexible framework
against cyber attacks. In network architecture, the mesh topology is
a set of nodes interconnected with each other to share information,
resources, and/or offer different services. The design of this topology
has the purpose of guaranteeing a more significant number of possible
communications regardless of the existence of downed nodes. This is
because nodes in this mesh network have multiple connections to each
other, allowing alternatives to be found in case the communication path
fails. The capability of a mesh topology to create and modify routes
dynamically increases the reliability of the connections. Mesh topology
may be classified into three categories: star, partial, and full mesh.
Fig. 2 shows the diagram for these categories, respectively.

As shown in Fig. 2(a), the star topology has a central node that
orchestrates the communication between the different nodes. In this
3

Fig. 2. The figure shows the most popular kind of mesh topology in the network
architecture.

topology, direct communication between nodes is not allowed. The
central node is the only entity that manages the sending and receiving
of information. Since the central node is the one that receives all the
requests and responds to each of the nodes in the network, it can
lead to network overload, with the central node being a bottleneck for
service requests. Furthermore, from a security perspective, it constitutes
a single point of failure.

Fig. 2(b) shows the representation of a partial topology where a
node can be connected to one or two nodes, a node can be connected
to multiple nodes, but not all nodes are connected to each other. Unlike
the star topology, the partial topology allows direct communication
between the different nodes of the network. However, it may be the
case that when trying to communicate one node with another, it is
necessary to carry out the communication process through other nodes.
This is because this type of topology presents less redundancy than the
complete topology, which is defined below.

In the full mesh topology shown in Fig. 2(c), each node in the
network is connected to the other, creating connections between all
nodes in the network. In this topology, there is a higher degree of
redundancy than in any other. Redundancy is an important feature
because it allows you to find an alternative path for communication
in case any node fails.

One of the problems in the mesh topology is how to design an op-
timal communication topology. There are some results of optimization
to find the best communication route between the different nodes. For
instance, in [11], the author explores a scenario where the traditional
communication with the orchestrator is replaced by direct peer-to-peer
communications between individual nodes named silos. The impact
of the communication topology on the training duration is examined,
considering two contrasting effects. Firstly, a more connected topology
results in faster convergence regarding iterations or communication
rounds. However, secondly, a more connected topology also increases
the duration of each communication round. The primary goal of this
paper is to explore the effect of topology on the duration of communi-
cation rounds. To achieve this, the author employs the linear systems
theory in the max-plus algebra to design cross-silo federated learning
topologies, minimizing the duration of communication rounds or, well,
maximizing the number of completed rounds per time unit.

2.2. Cryptographic data structures

According to [12], to achieve information security in an electronic
society where significant amounts of data are stored in electronic
devices and transmitted through the Internet are necessary technical
and legal skills. Cryptography provides the technical means through
mathematical techniques related to aspects of information security such
as:

1. Confidentiality helps protect the information or system from
unauthorized entities.

2. Integrity focuses on knowing if the data or system has been
modified.
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Fig. 3. This taxonomy classifies attacks according to security services. The most common attacks used to violate these services are display. Man in the Middle attack (MitM),
Denial of Service attack (DoS), Root to Local attack (R2L), User to Root attack (U2R), Probe (Probing attacks), and Structure Query Language Injection attack (SQL injection).
3. Authentication allows identification and exists two types: entity
authentication and data origin authentication.

4. Non-repudiation prevents any entity from denying previous com-
mitments or actions.

5. Availability ensures timely and reliable access to information and
systems to an authorized entity [13].

Fig. 3 shows a taxonomy of the most relevant and intelligent cyber-
attacks that have been deployed by adversaries to violate some security
services discussed above. In this taxonomy, the attacks are grouped
according to security services.

Computing relies on data structures to manage vast resources effi-
ciently. Cryptographic data structures, a recent development, leverage
cryptographic primitives to offer enhanced security features. One of the
primary advantages of cryptographic structures is their ability to enable
authenticated and protected query processing (AQP). This means that
a user can safely interact with an encrypted database or registry by ex-
tracting, deleting, and modifying data. However, specific algorithms are
necessary to preserve privacy to manipulate these encrypted databases
without decryption, using measures like signatures or certificates to
prevent theft. Some commonly used data structures include signature
chains, trees, bitmaps, and skip lists.

A signature chain is an asymmetric cryptographic algorithm that
provides authentication, integrity, and no repudiation and was intro-
duced by [14]. Let 𝐴 = {𝑎1, 𝑎2,… , 𝑎𝑛} be a set of elements. The
signature chain corresponding to set 𝐴 is computed as follows:

𝑆𝑖𝑔𝑛𝑛(ℎ(ℎ(𝑎1) ∥ ℎ(𝑎2) ∥ ⋯ ∥ ℎ(𝑎𝑛)))

where 𝑆𝑢𝑔𝑛𝑎 is the signature and ℎ is a hash function. Signature chains
are commonly used in systems such as blockchain, where they are
crucial to ensure the security and immutability of the ledger. Besides,
can also be used for other purposes, for instance, verifying the identity
of participants in a communication network.

Regarding tree data structure, there are many kinds of trees, such
as Merkle hash tree, MB-tree, Red tree, and Black tree, which are used
4

mainly to verify service integrity efficiently. For instance, the Merkle
hash tree is a binary hash tree as depicted in Fig. 4. The basic idea is to
create a hierarchical structure of hash values, where each node in the
tree represents the hash of its children using the concatenate operator.
The leaf nodes of the tree contain the data that needs to be verified, and
the internal nodes and root nodes hold the cryptographic hash values,
with the difference that only the root node is signed. These types of
trees are very useful in the databases as a service model to provide
databases security [6,15].

A bitmap index is another data structure used to provide integrity
service, usually in database applications, to answer queries effectively
that provide an enormous amount of data [16]. The author in [17]
defines a bitmap index as a bit string to describe if the value of an
attribute at any relation (table) 𝑅𝑚𝑛 is related to a specific value or
not. This relationship is given through the following encoding: {=, <,
≤, >,≥}. The encoding determines the bits that are set to 1. For in-
stance, let 𝑎𝑗 be an attribute of relation 𝑅𝑚𝑛 and 𝑣𝑙𝑗 its value. The
bitmap in equality encoding is

𝐵𝑖𝑡𝑚𝑎𝑝𝑅𝑚𝑛
(𝑎𝑗 , 𝑣𝑙𝑗 ) = 𝑋𝑙

where 𝑋𝑙 is computed according to the following equation:

𝑏𝑖𝑡𝑘
(

𝑋𝑙
)

=
{

1 𝑖𝑓𝑅𝑚𝑛
(

𝑡𝑘, 𝑎𝑗
)

= 𝑣𝑙𝑗
0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

with ∣ 𝑋𝑙 ∣= 𝑚 and for 1 ≤ 𝑘 ≤ 𝑚. Since the bitmaps are bit strings, logic
operations such as the union, intersection, complement, and negation
are easy to compute.

2.3. Probabilistic data structures

There are probabilistic data structures, such as filters, that are used
to represent any set of items and allow membership tests with false
positive rates. The research literature presents two popular approaches,
Bloom and Cuckoo filters.
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Fig. 4. Figure depicted Merkle hash tree, where 𝑆𝑖𝑔𝑛𝑘 is the signature applying the key 𝑘, ℎ is hash function, 𝜏𝑟𝑜𝑜𝑡 = ℎ(ℎ(𝜏1,2) ∥ ℎ(𝜏𝑛−1,𝑛)), 𝜏1,2 = ℎ(ℎ(𝜏1) ∥ ℎ(𝜏2)),
𝑛−1,𝑛 = ℎ(ℎ(𝜏𝑛−1) ∥ ℎ(𝜏𝑛)), 𝜏1 = ℎ(ℎ(𝑎1) ∥ ℎ(𝑎2)), 𝜏2 = ℎ(ℎ(𝑎3) ∥ ℎ(𝑎4)), 𝜏𝑛−1 = ℎ(ℎ(𝑎𝑛−3) ∥ ℎ(𝑎𝑛−2)), and finally 𝜏𝑛 = ℎ(ℎ(𝑎𝑛−1) ∥ ℎ(𝑎𝑛)).
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While Bloom-based filters [18] have been considered the traditional
ethod for implementing these checking approaches, Cuckoo-based

ilters have gained popularity in recent years due to reported lower
alse positive rates, membership test in constant time and the capacity
f offering deletion operators [5]. However, cuckoo-based filters have
everal drawbacks, such as a slow insertion process and lower tolerance
o insertions.

These filters can be built across hash functions used in data manage-
ent [19] as well as cryptographic hash functions. The cryptographic
ash functions provide security elements and satisfy certain properties
collision-free, strongly collision-free, one way) in order to prevent
arious forgeries [12]. Consequently, the probability of a cryptographic
ash function collision is very small compared to non-cryptographic
ash functions. If the probability of collisions decreases, then the false
ositives rate also decreases. Thus, the community is investigating the
ros and cons of the technical aspects of each filter method.

Nowadays, there are many different application areas, such as se-
ure digital communications [20,21], where probabilistic data struc-
ures called filters have played a crucial role. The filters are a common
pproach to reducing cost and improving the performance of set mem-
ership tests. There are works such as [22], which have explored the
iability of applying membership tests in Network Security Monitoring
NSM) applying cuckoo filters to enhance space efficiency.

For example, in [23], it designs a real-time anomaly malware detec-
ion scheme, utilizing collaborative Virtual Machine (VM) communities
s a system call monitoring where anomalous sequences. They use
uckoo filters in each community to reduce the streaming and capture
ormal behaviour. If any sequence does not pass the membership test,
hen it is considered an anomalous sequence. Then, all anomalous
equences are inserted in a new cuckoo filter called anomaly filter with
he intention of generating a vaccine that protects from attacks. Other
orks, such as [24], proposed a scope query searchable encryption

cheme based on the cuckoo filter and blockchain to preserve privacy.
In addition to filters, there are other approaches in the literature,

uch as [25], where the author detects and classifies malware network
raffic using a data flow network. Machine learning has been used to
rovide security services, in [8] it proposes a learned Bloom filter to
etect malicious IP connection activity, combining machine learning
odels and Bloom filters. Another example is [26], which presents a

et of applications and opportunities where the cuckoo search filter can
e applied, which is a bioinspired metaheuristic algorithm that can be
sed in areas such as cryptanalysis and cyber–physical system [27].

This section previously discussed two filters. However, recent liter-
ture introduces a variety of filters, such as the Counting Bloom Fil-
er [28], Bloom Filter Trie [29], and Sliding Bloom Filter [30], among
thers. These filters find applications in numerous fields, including
5

ybersecurity. f
.4. Detection and prevention systems for cybersecurity

System detection for cybersecurity involves various techniques and
ools used to identify potential threats, vulnerabilities, or malicious
ctivities within a computer system. The goal is to minimize cyberat-
ack’s impact by detecting and responding promptly to security inci-
ents [31]. The following paragraphs show an overview of the Intrusion
etection System (IDS) and Intrusión Prevention System (IPS).

An intrusion detection system is a passive supervision method that
etects threats, analyses network traffic, and compares it against known
atterns to generate alerts. IDS does not provide real protection to
he network or endpoint because it only monitors network traffic or
ystem activity for suspicious patterns that may indicate unautho-
ized access, malware infections, or other security breaches [32]. In
his approach, there are different systems, such as anomaly detection,
alware detection, and attack detection.

Unlike IDS, which merely alerts upon detecting suspicious activities,
n intrusion prevention system immediately follows the rules set to
revent unauthorized access, attacks, and malicious behaviour [33].
PS can actively block or mitigate suspicious traffic, thus preventing
otential security breaches and minimizing the impact of cyberattacks.

IDS and IPS are based on artificial intelligence techniques such as
achine learning, deep learning, statistical models, and neural net-
orks. These kinds of systems involve two more techniques because
o single technique is sufficient to ensure complete system security.
n effective cybersecurity strategy involves a combination of detection

echniques, along with prevention measures and incident response
apabilities.

. Survey methodology

The current systematic literature review is based on the guide-
ines set by Preferred Reporting Items for Systematic Reviews and
eta-Analyses (PRISMA) [34]. It is a widely recognized and adopted

uideline for conducting systematic reviews in the field of academic
esearch. The main objective is to ensure transparency and complete-
ess in reporting research findings, thereby promoting the quality and
eliability of systematic reviews. To do so, this methodology provides
series of steps, including formulating research questions, establish-

ng inclusion criteria, devising a search strategy, conducting study
election, data extraction methods, and analysis results, which are
ummarized in the flow diagram of Fig. 5.

This study analysed articles focusing on intelligent systems, such
s federated learning, blockchain technologies, and swarming intelli-
ence, within the context of cybersecurity mesh. The primary objective
s to highlight the application of these three technologies in the field
f cybersecurity. The research questions illustrated in Table 1 were

ormulated to achieve this.
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Fig. 5. This figure summarizes the PRISMA methodology.
Table 1
Table depicts the research queries proposed to perform the study and analysis of articles
focusing on federated learning, blockchain technology, and swarming intelligence in the
field of cybersecurity.

Notation Research questions

RQ1 What are the application areas where federated learning,
blockchain technology, and swarming intelligence are applied
as security tools?

RQ2 What algorithms are used to provide security services?

RQ3 What kind of security violations or attacks resolve the
proposed algorithms in RQ2?

We conducted a literature search on the Web of Science and Scopus
databases. Our search was conducted from 2018 to 2022, mainly
because cybersecurity mesh is a concept that was popularized by
Gartner in 2020 [4]. To ensure the relevance of our analysis, the
articles published before 2018 were excluded. The search did not have
specific restrictions based on country or region. In this way, capturing
the variety and diversity of articles was possible. Initially, we used
keywords such as ‘‘Federated learning cybersecurity mesh’’, ‘‘Federated
Blockchain Cybersecurity mesh’’, and ‘‘Swarming intelligence cyber-
security mesh’’. However, the search generated a limited number of
articles or no results. As a result, we changed the keywords to ‘‘Fed-
erated learning cybersecurity’’, ‘‘Federated Blockchain Cybersecurity’’,
and ‘‘Swarming intelligence cybersecurity’’.

The search was classified into three case studies. The initial case
study (CS1) was oriented to map the existing literature concerning
federated learning and cybersecurity in the Web of Science and Scopus
resources. The second case study (CS2) was focused on blockchain
technologies, and the third case study (CS3) was related to swarming
intelligence. The search process is illustrated in the diagram in Fig. 6
and was developed as follows:

1. In the first step, the articles in WoS and Scopus were identified.
2. Next, in the second step, duplicate articles that surfaced during

the search were removed, avoiding redundancy.
3. In the third step, the recovered articles that did not relate to the

concept of federated learning were excluded.
4. Finally, aspects of cybersecurity were considered, and articles

that did not provide insights into security services were omitted
from the final selection.

The data extracted from the selected studies included key infor-
mation such as author(s), publication year, the specific application
area, algorithms employed, and details pertaining to security services
or attacks.
6

For each case study, CS1, CS2, and CS3, the research question were
analysed. The outcomes of these case studies were presented using
tables, cloud graphs, and plots. The tables were used to depict all the
works that were studied. The results of the research question R1 were
shown with the help of a clustered column plot together with a cloud
graph. For research question R2, the results were depicted through a
pie plot. Finally, the results of research question R3 were illustrated
with a sunburst plot. The findings from this comprehensive search will
be presented in Section 4 and will cover results related to federated
learning, where 153 articles were found, of which 83 were selected.
Section 5 will focus on blockchain technology, in this case of study,
136 articles were found which 60 were selected. Section 6 will show
the information related to swarming intelligence; in this scenario, 48
articles were found, of which 29 were selected. In total, 337 articles
were identified, and 165 articles were analysed.

4. Federated learning for the cybersecurity mesh

Federated learning is a new artificial intelligence model with the
main characteristics of decentralized and private data. This new ap-
proach to machine learning has drawn a lot of attention in different
areas, such as cybersecurity, where this model is mainly used to provide
confidentiality service.

This model works under the premise that sensitive data should not
be sent to an external entity because this entity could obtain benefits
of any kind. To avoid this type of problem, federated learning allows
learning models to be trained locally in an iterative process between a
global model and the different local models. The first selects the pre-
training parameters to send to the local models. These participants train
the model using their local data and obtain new parameters, which
are then sent back to the global model. The global model updates and
initiates a new iteration upon receiving these parameters. This iterative
process leads to the continuous improvement of the global model. In the
following sentences and based on [35], the steps of federated learning
are summarized:

1. Selection of model. The global statistical model 𝑊 and the set
of 𝑘 node users are selected by the central server. It pre-trains
the model 𝑊 with initial parameters and sends it to the node
clients.

2. Training locally. Each node client 𝑘 updates the local model 𝑤𝑘
with the individual data.

3. Aggregating the local model. After completing the training of
the local model, the updated parameters are sent go back to the
central server. It collects all the updating parameters and then
updates the global model. After that, the central server sends the
new parameters to the local users to initiate a new iteration. This
process is stopped when the loss function converges.
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Furthermore, according to [36], the formulation of the federated
learning model can be expressed as follows:

𝑓 (𝑤) =
𝑘=1
∑

𝐾

𝑛𝑘
𝑛
𝐹𝑘(𝑤) where 𝐹𝑘(𝑤) = 1

𝑛𝑘

∑

𝑖∈𝑃𝑘

𝑓𝑖(𝑤) (1)

here

𝐹𝑘(𝑤) is local objective function,
𝑓𝑖(𝑤) represent a prediction loss function,
𝐾 is the set of node clients that participate in the current round,
𝑛 defines the sample’s total number,
𝑛𝑘 is the samples number that has each 𝑘 th participant locally,
𝑃𝑘 is the partitioned assigned to the 𝑘 th participant from the
whole data set 𝑃 .

The federated learning model presents some challenges and consid-
rations. For instance, managing the heterogeneity of devices, ensuring
he integrity and authenticity of model updates, addressing communi-
ation and synchronization issues, and handling potential adversarial
ehaviour within the federated learning process in Section 7 will be
iscussed in detail. Despite these challenges, the community carefully
ssesses these factors and implements appropriate security measures to
tilize federated learning in different areas effectively. The next section
hows the most common application areas where federated learning is
sed as a new paradigm to provide security services.

.1. Application areas where federated learning provides security services

Federated learning has recently gained popularity in the field of
achine learning, offering a new opportunity for collaborative model
7

p

raining across various application areas. This decentralized approach
nables organizations to harness the collective intelligence of their data
ources without compromising sensitive information. This particular
haracteristic represents advancements in multiple domains. Federated
earning can potentially revolutionize areas such as healthcare, the
inancial sector, telecommunications, and more. This section shows the
pplication areas where federated learning is used to provide security
ervices.

The outcomes of this research are reported through Tables 2–4.
hese tables have five columns; the first column presents the author’s
ame, followed by the publication year. The third column displays the
reas where federated learning is used. The fourth column has the main
lgorithms, schemes, or models that are used to design detection sys-
ems, attack prevention, or provide security services. The final column
llustrates threats and security services.

There exist different works that take advantage of the properties of
ederated learning to design models, schemes, and architectures, among
thers, with the objective of protecting and providing security services
n different areas. Addressing the research question RQ1, the areas
here federated learning is applied as a security tool to provide security

ervices were identified. These areas are grouped into 8 categories:
nternet of Things (IoT), General Security (GS), Secure Communication
SC), Smart Environments (SE), Cyber–Physical Systems (CPS), Health-
are, Self Sovereign Identity (SSI), and Recommendation Systems (RS).
hese categories were shown in the graph of Fig. 7. In this graph, the
-axis represents the category’s name, and the 𝑌 -axis is the publication
umber.

Notice that the IoT category is bigger than other areas. This is

ossible because, recently, the number of devices connected to the
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Table 2
The table displays the works related to federated learning and cybersecurity. The first column shows the author’s name and the publication
year. The third column contains the application areas. The fourth column depicts the algorithms, and the last column illustrates the security
services, attacks, or system detection.
Author Year Area Tools Security services

Ghimire and Rawat [36] 2022 IoT ML, AFL Confidentiality
de Oliveira Silva [37] 2022 CPS FL Confidentiality
Alazab et al. [35] 2022 Multi FL, AFL C&A
Singh et al. [38] 2022 Smart grid SCP, Blockchain Confidentiality
Chowdhury et al. [39] 2022 Healthcare DL, FL Confidentiality
Singh and Saxena [40] 2022 SC ML, VC, ECC C&A
Gosselin et al. [41] 2022 Multi FL Backdoor, GAN
Kwon et al. [42] 2022 SC FHC Anomaly detection
Ferrag et al. [43] 2022 IoT, IIoT ML Intrusion detection
Vaiyapuri et al. [44] 2022 IoT FLIDS-BSAFSC, Intrusion detection
Popoola et al. [45] 2022 IoT-ED DL, FDL Zero-day botnet
Li et al. [46] 2022 IoT, Fog/Edge FLEAM DDoS
Driss et al. [47] 2022 VSN GRU, RF Anomaly detection
Campos et al. [48] 2022 IoT FL, Multiclass Anomaly detection
Chen [49] 2022 Smart home RCNN C&A
Ravi et al. [50] 2022 IoMT, CPS MDL, ELF Malware detection
Naseri et al. [51] 2022 FL CERBERUS, FL, Intrusion prevention

CRNN
Yazdinejad et al. [52] 2022 IIoT Block Hunter, Anomaly detection

Blockchain, FML
Abdel-Basset et al. [53] 2022 IIoT, IEoT BoEI, Fed-Trust, Confidentiality

TCGN
Tahir and Tariq [54] 2022 SSC mf-FDIA, Anomaly detection
Sarhan et al. [55] 2022 IoT Fl, Blockchain, Intrusion detection

smart contract
Moayyed et al. [56] 2022 Smart grid Fl, CNN Confidentiality
Qammar et al. [57] 2022 FL FL-models CAIN
Liu et al. [58] 2022 AI PMLM, Federated Confidentiality

forest
Guo et al. [59] 2022 CPS DFL Confidentiality
Aurisch [60] 2022 Military FL-MA Anomaly detection

Networks
Madala et al. [61] 2022 CPS FL Intrusion detection
Kumar et al. [62] 2022 Healthcare FL, AI, Blockchain C&A
Anastasakis et al. [63] 2022 IoT FL, DP Intrusion detection
Thi et al. [64] 2022 SDN ML, DL Attack detection
Ridhawi et al. [65] 2022 Industry 4.0 FL, Blockchain C&A

(IoT,SPC)
Anwer et al. [66] 2022 IoT FL Zero day attack

detection
Chen et al. [67] 2022 CNID FL Intrusion detection
Moustafa et al. [68] 2022 IoT-SN FL, DDL-RNN, Intrusion detection

DFSat
Huang et al. [69] 2022 CPS FL, EEFED Intrusion detection
Datta et al. [70] 2022 IoT FL, IDAM Anomaly detection
Aliyu et al. [71] 2022 IoV BFF, Blockchain Intrusion detection
internet has increased, and most electronic devices are connected to
send and receive information. In this review, the IoT category ap-
pears with 35 publications, which include works focused on Industrial
Internet of Things (IIoT) [43,52,95,106], Internet of Medical Things
(IoMT) [38,50], Internet of Vehicles [71], Edge of things [45,53,92],
Fog computing [46], IoT in satellite and mobile networks [68,82].

The General Security category has 16 articles, all of which focus
on the correct performance and improvement of the federated learning
model [72,89,93], for example, in [96] propose Asynchronous FL using
Temporal Weighted Averaging (TWA), and in [57], the author test
different models to train the data in a decentralized manner. In [117],
it proposed a jamming defence strategy based on adaptive federated
reinforcement learning focused on Flying Ad-Hoc Networks (FANETs)
consisting of Unmanned Air Vehicle (UAV) nodes. In [51], a novel
Intrusion Detection System (IDS) named CERBERUS is presented. This
system is based on the collaborative recurrent neural network (CRNN).
In [85] design IDS using Random Forest (RF), [113] combined RF with
blockchain technology, even just blockchain [116]. Other as [114] use
Long Short-Term Memory (LSTM) to provide confidentiality, and [94]
use FL to develop secure query language in databases.

The Secure Communication category has 15 articles, of which 4 fo-
cus on secure communication in a general way [38,42,73,111]. The rest
8

are divided into work that includes Local Area Networks (LANs) that
are shown in [110,112], military networks [60], Software Defined Net-
working (SDN) [64], Campus Network Intrusion Detection (CNID) [49],
Vehicular Ah-Hoc Networks (VANETs) [83], Vehicular Sensor Network
(VSN) [47], Electric Vehicle Charging Ecosystems (EVCEs) [75] and
Connected and Automated Vehicles (CAVS) [90].

Another interesting category is Smart Environment, which involves
9 publications. One of them is focused on smart cities [111]. Other
areas include in this category are Smart transport [58,83], smart
grids [38,56,91], and smart home [101]. One more related to general
smart environment [77].

CPS category involved [37,59,61,74] and CPS in industry 4.0 [65].
The healthcare category is essential, and usually, in this area, most of
the time, the data are sensitive, and FL is a great approach to provide
confidentiality [39,62,95,102], for instance, [102] propose an identity
management framework using homomorphic encryption to provide
confidentiality and authentication. SSI category is a new area that is
essential in the process of distributed identity [73,99]. The last category
is RS, where the author in [104] uses Federated Knowledge Distillation
(FKD) to provide confidentiality. And [118] it proposes a federated
fuzzy neural network (FedFNN) with the idea to handle data uncer-
tainties and non-IID issues, applying evolutionary rule learning (ERL).
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Table 3
The table displays the works related to federated learning and cybersecurity. The first column shows the author’s name and the publication
year. The third column contains the application areas. The fourth column depicts the algorithms, and the last column illustrates the security
services, attacks, or system detection.
Author Year Area Tools Security services

J. Alyamani [72] 2022 FL AI, ML Anomaly detection
Bandara et al. [73] 2022 CTI FL, Blockchain, SSI, Attack detection

CTI-P
De Benedictis et al. [74] 2022 CPS, DT FL, Blockchain Anomaly detection
Islam et al. [75] 2022 EVCS FL, DP Intrusion detection
Arisdakessian et al. [76] 2022 IoT FL, GT, SP, AI Intrusion detection
Fadi et al. [77] 2022 Smart Blockchain, ML, Anomaly detection

environments DL, FL
Khoa et al. [78] 2022 IoT DTL Anomaly detection
Amit and Mohan [79] 2022 AIA FL Object detection
Sedjelmaci et al. [80] 2022 IoT-6G MFL Attack detection
He et al. [81] 2022 IoT-AUV FL, BT, LSTM, Intrusion detection

CGAN
Pasdar et al. [82] 2022 IoT-MN DNN Malware detection
Moulahi et al. [83] 2022 ITS-VANET FL, BT Anomaly detection
Singh et al. [84] 2022 IoMT HFL, HLSTM Anomaly detection
Markovic et al. [85] 2022 FL Fl, RF Intrusion detection
Liu et al. [86] 2022 MTS FL, CNN-MLP, Intrusion detection

FedBach
Lalouani and Younis [87] 2022 EoT FL, Louvain Intrusion detection
Sedjelmaci and Ansari [88] 2022 MEC FedGAN Attack detection
Ganjoo et al. [89] 2022 FL FL Poisoning attacks
Hussain et al. [90] 2022 CAVs FL C&A
Boudko. et al. [91] 2021 Smart grid AFL Anomaly detection
Zago et al. [92] 2021 IoT ED DC, FL DGA-based botnet
Mallah et al. [93] 2021 FL FL Monitoring detection
Liu et al. [94] 2021 FL SQL-DB, ML, C&A
Siniosoglou et al. [95] 2021 Healthcare, GANs Intrusion detection

MCPS
Agrawal et al. [96] 2021 FL AsynFL Intrusion detection
Kumar et al. [97] 2021 5G-N PHE, DF Intrusion detection
Attota et al. [98] 2021 IoT MV-FLID Intrusion detection
Martín et al. [99] 2021 FIM UEBA, ML Anomaly detection
Al Mallah et al. [100] 2021 AVNs MWN, RSU C&A
Piasecki et al. [101] 2021 Smart home EC Confidentiality
Farid et al. [102] 2021 Healthcare HE C&A
Shukla et al. [103] 2021 IoT FL, ML Malware detection
Chen et al. [104] 2021 RS FL, FKD Confidentiality
Zhang et al. [105] 2021 IoT FL, FedDetect Anomaly detection

(Adam-Cross-round)
Duy et al. [106] 2021 IIoT FL, ML Intrusion detection
Siniosoglou et al. [95] 2021 IIoT FL, DL, FIH Confidentiality
Shahid et al. [107] 2021 IoT FL Intrusion detection
Bandara et al. [108] 2021 SC FL, BT Integrity
Ferrag et al. [109] 2021 IoT FL, FDL, RNN, CAINA

CNN, DNN
Sun et al. [110] 2021 LANs Segmented-FL Intrusion detection
Table 4
The table displays the works related to federated learning and cybersecurity. The first
column shows the author’s name, followed by the publication year. The third column
contains the application areas. The fourth column depicts the algorithms, and the last
column illustrates the security services, attacks, or system detection.

Author Year Area Tools Security services

Demertzis et al. [111] 2021 Smart cities FL, BT Confidentiality
Sun et al. [112] 2020 LANS SFL Intrusion detection
de Souza et al. [113] 2020 FL DML, FL, RF, Confidentiality

Blockchain
Zhao et al. [114] 2020 FL IID, FL-LSTM Intrusion detection
Khoa et al. [115] 2020 IoT Smart filters Intrusion detection
Preuveneers et al. [116] 2018 FL PBlockchain, FL Anomaly detection

For a comprehensive overview of federated learning applications, Fig. 8
provides a visual summary of where federated learning has been used
as a cybersecurity tool to provide security services.

4.2. Main algorithms used by federated learning to provide security services

For research question RQ2, Fig. 9 shows a summary of the algo-
rithms and models presented in the fourth column of the Tables 2–4.
9

The percentage was calculated considering 83 articles described in
Fig. 6(a). This graph illustrates that FL is the most popular algorithm to
provide security services with 28%, the works that employ FL are [37,
41,49,61,66,79,89,90,93]. Blockchain technologies occupy the second
places with the 17% of all articles. In [55,62,65,71,73,74,77,116] the
author combined Fl with blockchain technologies. Other works, such
as [52,113] mixed Federated Machine Learning (FML) with blockchain.
In third place appears FML with 9%; this group involves different works
such as [43,72,103,106], where are using FML as a flexible learning
paradigm in secure communication networks. The neuronal network is
an important tool for designing anomaly and intrusion detection sys-
tems. In this review, Deep Neuronal Networks (DNN) has the 8% with
works as [39,45,64,82,95]. With 6% are RF and Recurrent Neuronal
Networks (RNN). In [85] uses RF with FL, and in [47], the author
applies RF with Gated Recurrent Units (GRU) to design an anomaly
detection system. To RNN, there are different works as [51,68,109]
where the author proposes new alternatives such as CERBERUS and
DFSat for intrusion detection to provide confidentiality. LSTM [38,81]
and Serverless Cloud Computing (SCC) both have 5%. Convolutional
Neuronal Network (CNN) obtained the 4%, and there are works such
as [49,56,58,109]. Finally, with 3% of the total show Adaptive Feder-
ated Learning (AFL) [35,36], Differential Privacy (DP) [63,75], Smart
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Fig. 7. Existing areas where federated learning is used to provide security services. The 𝑋-axis shows the name of the areas classified into 8 categories: Internet of Things (IoT),
General Security (GS), Secure Communication (SC), Smart Environments (SE), Cyber–Physical Systems (CPS), Healthcare, Self Sovereign Identity (SSI), and Recommendation Systems
(RS). The 𝑌 -axis presents the publication number obtained from the Web of Science and Scopus resources.
Fig. 8. This cloud graph depicts the most common areas where federated learning is applied to provide security services. There are many areas, such as the Internet of Things
(IoT), General Security (GS), Cyber–Physical Systems (CPS), Industrial Internet of Things (IIoT), Internet of Medical Things (IoMT), Internet of Vehicles (IoV), Edge of Things (EoT),
Smart Environments (SE), Vehicular networks like Electric Vehicle Charging Ecosystems (EVCEs), Vehicular Ad-hoc Networks (VANETs), Connected and Automated Vehicles (CAVs),
Vehicular Sensor Networks (VSN), Unmanned Air Vehicles (UAVs). Federated Identity Management (FIM), Self Sovereign Identity (SSI), Recommendation System (RS), Software
Defined Networking (SDN), and Local Area Networks (LANs).
Filters (SF) [115] and VC-ECC-FHC [38]. It is important to mention that
there exist works that combine different algorithms; for example, [81]
combine FL, BT, LSTM and Conditional Generative Adversarial Network
(CGAN) to generate an IDS. Also, from the articles reviewed, eight
articles are surveys. All the surveys are focused on federated learning.
The main difference is that in some works such as [35,36,41,48,57,109]
compare algorithms of Deep Learning (DL) and Machine Learning (ML),
analyse the performance and chose the best option for the design of the
federated learning model under the premise to improve it. The same
idea is applied by [76], where the author combines blockchain with ML
and DL. In [75], the author uses Game Theory (GT), Social Psychology
(SP), ML, and DL to provide security tools in the IoT area.
10
4.3. Systems, attacks and services that solve federated learning

The federated learning algorithms are built with security as a design
line. These algorithms aim to generate new security tools, such as
detection systems and schemes resilient to attacks that provide security
services. Research question RQ3 is related to these security tools;
Fig. 10 presents the systems, attacks, and security services that are
provided for the algorithms in research query RQ2. In graph 10, most of
the articles design detection systems; for instance, intrusion detection
occupied the first place with 31%, followed by anomaly detection with
18%. After, appear attacks detection with 5% and malware detection
with 4%. In the end, object and monitoring detection is shown with 1%.
Other publications supply security services. The graph shows confiden-
tiality as a major security service with 17% after confidentiality and
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Fig. 9. This graph shows the algorithms, schemes, and models used to build the
federated learning for cybersecurity mesh. The percentage was calculated considering
84 articles described in Fig. 6(a).

Fig. 10. This graph shows the systems and attacks found in the review to provide
ecurity services using the federated learning for cybersecurity mesh. Confidentiality,
uthentication, Integrity, Non-repudiation, and Availability (CAINA). The percentage
as calculated considering 83 articles described in Fig. 6(a).

uthentication services represent 10%. Confidentiality Authentication
ntegrity No-repudiation and Availability (CAINA) denotes all security
ervices and, in this review, has a 4%, whereas integrity service has

1%. Some recovered articles focus on particular attack solutions
uch as zero-day attacks that represent 2%, DDoS, Backdoor, Domain
eneration Algorithms (DGAs), and poisoning attacks at 1%. Finally,
revention attacks show the 1%. Unlike detection systems, prevention
ystems can take actions to reduce risks and even prevent them before
hey happen. Detection systems are only responsible for monitoring and
eporting to another system. Nevertheless, by itself, a detection system
oes not provide security services.

Notice that most articles reviewed in the literature provide confi-
entiality services. This happens because the federated learning model
s an area that is focused on resolving the privacy problem (confiden-
iality), and most of the algorithms are designed to identify anoma-
ies and intrusion detection. To solve the authentication and integrity
roblem, cryptography algorithms are commonly used as a signature
r cryptography and probabilistic data structure. In this review, just
n [38], the author uses FL with Voting Classifier (VC), Elliptic Curve
ryptography (ECC), and Full Homomorphic Encryption (FHE).

In summary, federated learning has applications in various do-
ains, including healthcare, finance, telecommunications, and edge

omputing, where privacy, data ownership, and network constraints are
11
significant concerns. It enables the development of models that gener-
alize well across distributed data sets while preserving data privacy and
security.

5. Blockchain technology for the cybersecurity mesh

Blockchain can be seen as a decentralized database that records
and stores transactions in objects named blocks across multiple com-
puters or nodes in a network, designed to be transparent, secure, and
immutable, among other properties. Each block has a time-stamped
and is linked to the previous block through hash functions to build
a blockchain, which is supported by a consensus mechanism where
participating nodes verify the transactions block and may agree on
the validation or not. If the block is validated, then it is added to the
blockchain [119].

The distinctive aspect of blockchain technology lies in its decen-
tralized structure. Traditional systems depend on central authorities
like banks or governments to validate and record transactions. On the
contrary, blockchain enables a peer-to-peer network of participants to
verify and maintain the integrity of the ledger collectively. Through this
decentralization and the application of cryptographic techniques, any
transaction recorded on the blockchain becomes extremely difficult to
modify or tamper with. As a result, blockchain has become an attractive
solution for many applications in the financial sector, supply chains,
and digital authentication, among others, where trust, transparency,
and security are paramount.

Blockchain technology provides different categories, such as pub-
lic blockchain, private blockchain, hybrid blockchain, and federated
blockchain. In the following paragraphs, an overview is shown.

Public blockchains, known as permissionless blockchains, are open
and permissionless networks where anyone can participate as
a node, validate transactions, and contribute to the consensus
process [120]. These blockchains are decentralized and do not
rely on a central authority. Moreover, it offers transparency and
security but can have scalability limitations due to the high
computational requirements and consensus mechanisms.

Private blockchains are restricted networks where access and partici-
pation are controlled, also it is known as permissioned
blockchains. In this kind of blockchain, only authorized partic-
ipants can join the network, validate transactions, and generally
maintain the blockchain’s correct functioning [120]. Besides, they
are typically used in organizations or specific groups where the
participants want to hold more control over the network. Even
more, it offers higher scalability and faster transactions than
public blockchains; however, it sacrifices some decentralization
and transparency [121].

A hybrid blockchain combines the features of public and private
blockchains where specific parts of the blockchain are open to
the public, while other sections are restricted and accessible only
to authorized participants [122]. This design allows for increased
privacy and control over sensitive information, making it suit-
able for applications where a balance between transparency and
confidentiality is necessary.

Federated blockchains are a hybrid approach like hybrid blockchain
that combines elements of both public and private blockchains,
also known as consortium blockchains. In a consortium block-
chain, multiple organizations or entities form a consortium and
jointly collaborate to maintain and validate the blockchain net-
work [123]. The consensus process and network maintenance are
shared among the consortium members, who are typically known
and trusted entities. Consortium blockchains offer a balance be-
tween decentralization and control, which are more suitable for
industries where collaboration among multiple parties is required.
The key distinction lies in the level of decentralization and con-
trol, unlike hybrid blockchains which maintain a mix of public
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and private features, potentially using different consensus mech-
anisms for each part, federated blockchains are essentially private
blockchains controlled by a consortium of trusted participants
using a consensus mechanism.

Blockchain technology offers paramount benefits such as decen-
ralization, immutability, and transparency. Despite this, It should be
mphasized that its adoption in cybersecurity is still evolving. When
ome entities wish to do blockchain implementations, they need to
onsider aspects such as scalability, performance, and privacy chal-
enges, as these factors may impact its practicality in certain scenarios.
dditionally, integrating blockchain into existing cybersecurity archi-

ectures requires careful planning, interoperability considerations, and
ollaboration with the industry to establish standardized frameworks
nd protocols.

.1. Application areas where blockchain technology provides security ser-
ices

Blockchain technologies are a trending topic in cybersecurity be-
ause they apply advanced cryptographic algorithms such as hash
unctions, HMAC, Merkle hash tree, and Homomorphic encryption
lgorithms, among others. The most important characteristic of these
inds of techniques is that they are designed specially to provide
ecurity services.

Tables 5–6 show the works that were recovered through the process
llustrated in the diagram of Fig. 6(b) related to blockchain technologies
or cybersecurity mesh. The first column presents the author’s name,
nd the second column the publication year. The third column displays
he areas where blockchain technology is used. The fourth column has
he main algorithms, schemes, or models that are used to design de-
ection systems, attack prevention, or provide security services. These
ypes of systems, attacks, and security services are illustrated in the
inal column.

Addressing research question RQ1, in each retrieved article, the
rea where blockchain is used to develop new detection techniques,
revent security risks and increase security services is identified. Fig. 11
ummarizes these found areas and groups them into 11 categories. The
-axis represents 11 categories, which are the Internet of Things (IoT),
eneral Security (GS), Smart Environments (SE), Information Security

IS), Computing, Healthcare, Supply Chain (SC), Financial, Security
etworks (SN), Big data, and Recommendation Systems (RS), and the
-axis the publications number.

Blockchain technology is a key area in IoT because blockchain
as specific properties, such as private data and decentralization, that
re punctually adopted by IoT. There are works that focus on the
eneral study of blockchain technology and cybersecurity in the IoT
nvironments, such as [140,143,150,152,165,167]. Most of these works
xplore the opportunities and challenges of combining blockchain tech-
ologies with IoT as a new tool to resolve cybersecurity problems.
ther publications tackle particular issues in IoT using blockchain
s a solution to drone cybersecurity [147], the integrity of learning
ata [146], authentication method [176], and certification informa-
ion using smart contracts [164]. In this work, [135] introduces a
lockchain-based framework for establishing secure communication
mong IoT devices utilized in smart water utilities. This innovative
pproach incorporates Quantum-Inspired Quantum Walks (QIQW) to
nhance system security and efficiency.

The IoT model greatly impacts critical infrastructures (IoTCI) such
s energy, manufacturing, transportation, government, agriculture, and
ndustry, among others. For instance, in [129], it designs a novel
lockchain with deep learning to identify intrusion detection in the
oTCI. This paper [162] proposes a review of blockchain to analyse
pplications of blockchain in the IoTCI area, in particular, the energy
ector where authors such as [178] provide confidentiality in the supply
hain process. Industrial Internet of Things (IIoT) uses blockchain as
12
a decentralization tool [136] and also in this area, there are works
such as [126] that present a review of blockchain technology for
cybersecurity in IIoT area, and [158] that explore the most important
use of Blockchain technology in cybersecurity for the industry.

The general security category includes works such as [119,124,131,
132,158,169,173,179,182] that are focused on studying blockchain
technology in general as a solution for the existing widely unsolved
problems of confidentiality, authentication, or even any other secu-
rity violation. In [124], the author uses a Text Mining Algorithm,
(LDA), to propose a semi-automatic literature approach on general
security. In [119], it exposes the blockchain architectures and mod-
els for cybersecurity and [131,159] both works categorize various
kinds of cybersecurity challenges and incidents in blockchain, respec-
tively. Moreover, in [163] proposes a solution to prevent malicious
actors from permanently embedding child pornography images onto the
blockchain. [168,175] present an alternative methodology and control
framework to cybersecurity management using blockchain technology.

Within the smart environment category are areas such as smart
homes, smart cities, recently smart grids, and smart contracts. Smart
grids are a new paradigm that increases daily because they are very
useful in smart homes and cities. In this work [139,166], the authors
present an overview of future research in blockchain for cybersecu-
rity in the smart grid and simultaneously discuss blockchain and AI-
based techniques to mitigate threats. Another publication, like [161],
proposes a framework of stochastic energy management for Network
Micro Grids utilizing the Directed Acyclic Graph (DAG) to provide
authentication on smart grids. Regarding smart homes, in [144], it
studied how to improve and ensure the mechanisms in smart home
installations through blockchain framework. Similarly, smart cities use
blockchain technologies to implement a control access system integrat-
ing Blockchain to provide confidentiality [174]. The smart contract
category has one work [127], in which it discussed opportunities and
challenges of integrating formal logic within the blockchain to improve
the verification capacity and prove the correctness of smart contracts.

Information security is fundamental to protecting and sharing data
on the network. Recently, the community has been developing a
blockchain-based platform for information sharing in a trusted manner,
for example, in [149] it creates a platform for information sharing from
different countries that are interconnected by applying inter-ledger
mechanisms. Unlike [149], in [155] design hyper ledger blockchain to
share and protect the information. In [156,181] proposed an
information-sharing framework named iShare and BloCyNfo-Share to
preserve cybersecurity information sharing using blockchain technol-
ogy. Ethereum is a popular blockchain and sometimes is a reference to
implement a new model, for example, in [151] the author implemented
a Cyber Threat Intelligence (CTI) sharing model through the Ethereum
blockchain. Websites store a lot of information and even share it among
users without knowing their identity, which implies security risks.
Thus, [133] introduces a Web Based on Blockchain (WBCA) to provide
cybersecurity between different users.

The computing category in this research involves three areas: cloud
computing, edge computing, and worm computing. The cloud com-
puting model offers multiple services, one of which is databases as
a service (DaaS), where the client delegates the information to the
server for storage and manages the information. Thus, the exchange of
information is frequent and may be susceptible to attacks; therefore,
it is necessary to monitor the network traffic against cyberattacks.
In [177], using the Dempster–Shafer theory, a novel blockchain fed-
erated cloud computing framework is introduced for network traffic
monitoring. Other works, such as [125], introduce one blockchain
solution that allows achieving security against cyber attacks utilizing
cyber soldiers who work jointly to update the framework based on
the Artificial Neural Network (ANN). The author in [130] shows a
general description of the integration of blockchain technology with
edge computing to develop a trusted environment in cloud computing.

A new approach named worm computing is introduced by [134], where
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Table 5
The table displays the works related to blockchain and cybersecurity. The first column shows the author’s name, followed by the publication
year. The third column contains the application areas. The fourth column depicts the algorithms, and the last column illustrates the security
services, attacks, or system detection.
Author Year Area Tools Security services

Prakash et al. [124] 2022 GS GBT CAINA
Yadav et al. [125] 2022 Cloud computing ANN, BT Cyber-attacks
Lucio et al. [126] 2022 IIoT GBT CAINA
Kshetri et al. [119] 2022 GS GBT CAINA
Tamani and El-Jaouhari [127] 2022 Smart contract Formal logic Correctness
Lakhan et al. [128] 2022 Healthcare CPS Malware detection
Ragab and Altalbe [129] 2022 IoTCI DNN, ECOA Intrusion detection
Hazra et al. [130] 2022 EC, IoT GBT CAINA
Mahmood et al. [131] 2022 GS GBT CAINA
Gimenez-Aguilar et al. [132] 2021 GS GBT C&A
Razaque et al. [133] 2021 IS BT Bottlenecks attack
Shi et al. [134] 2021 WC BT URLs detection
Abd El-Latif et al. [135] 2021 IoT, SC QW, BT C&I
Lage and Saiz-Santos [136] 2021 IIoT GBT Confidentiality
Etemadi et al. [137] 2021 SC BT CAINA
Mittal et al. [138] 2021 Pedagogical AI, SG Confidentiality
Mengidis et al. [139] 2021 Smart grids AI, GBT Attacks detection
Trung et al. [140] 2021 IoT GBT, AI C&I
Ahmed et al. [141] 2021 GS GBT Mitigation attacks
Zhuang et al. [142] 2021 Smart grids GBT CAINA
Daim et al. [143] 2020 IoT, BT GBT Confidentiality
Giannoutakis et al. [144] 2020 Smart home Smart contract Integrity
Smith and Dhillon [145] 2020 Economy GBT Confidentiality
Kim and Park [146] 2022 IoT ML, BT Integrity
Ossamah [147] 2020 IoT FL, BT C&I
Wang et al. [148] 2020 Vehicular GBT C&A

Networks
Neisse et al. [149] 2020 IS Smart contract Confidentiality
Bansal et al. [150] 2020 IoT GBT CAINA
Riesco et al. [151] 2020 IS BT, Smart Confidentiality

contract
Asuquo et al. [152] 2020 IoT GBT C&I
Etemadi et al. [153] 2020 FSC GBT Confidentiality
Moriggl et al. [154] 2020 Healthcare GBT Confidentiality
ParkDea-woo [155] 2020 IS Smart contract C&I
Badsha et al. [156] 2020 Information BT Confidentiality

Sharing
Serrano [157] 2020 SC RandomNN, BT Authentication
Mentsiev et al. [158] 2019 GS GBT Confidentiality
Alkhalifah et al. [159] 2019 GS GBT CAINA
Zola et al. [160] 2029 Bitcoin network CML, BT C&I
Wang et al. [161] 2019 Smart grids DAG, BT Authentication
Vance and Vance [162] 2019 IoTCI GBT CAINA
Cremona et al. [163] 2019 GS GBT Images detection
Neisse et al. [164] 2019 IoT Smart contract Authentication
Sharma [165] 2019 IoT GBT C&I
Moradi et al. [166] 2019 Smart grids GBT C&I
Abdulkader et al. [167] 2019 IoT GBT, DH C&A
Table 6
The table displays the works related to blockchain and cybersecurity. The first column shows the author’s name, followed by the publication
year. The third column contains the application areas. The fourth column depicts the algorithms, and the last column illustrates the security
services, attacks, or system detection.
Author Year Area Tools Security services

White and Daniels [168] 2019 GS GBT Confidentiality
Rot and Blaicke [169] 2019 GS GBT Authentication
Akarca et al. [170] 2029 Healthcare BT C&I
Alexander and Wang [171] 2019 Big data GBT Confidentiality
Gupta Gourisetti et al. [172] 2019 DM GBT Authentication
Hasanova et al. [173] 2019 GS GBT CAINA
Mora et al. [174] 2019 Smart cities GBT Confidentiality
Canelón et al. [175] 2019 GS GBT Mitigation attacks
Serrano [176] 2019 IoT RandomNN, BT Authentication
Malomo et al. [177] 2018 Cloud computing DF, BT Detection attacks
Mylrea and Gourisetti [178] 2018 EIoT GBT Monitoring attacks
Gorog and Boult [179] 2018 GS GBT CAINA
Kiš and Singh [180] 2018 Financial industry GBT Prevention attacks
Rawat et al. [181] 2018 IS GBT Confidentiality
Axon et al. [182] 2018 GS GBT Confidentiality
13
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Fig. 11. Existing areas where blockchain technology provides security services. The 𝑋-axis represents eight categories, which are the Internet of Things (IoT), General Security
(GS), Smart Environments (SE), Information Security (IS), Computing, Healthcare, Security Networks (SN), Supply Chain (SC), Financial Sector, Big Data. The 𝑌 -axis represents the
publication number obtained from the Web of Science and Scopus resources.
Fig. 12. This cloud graph depicts the most common areas where blockchain is applied to provide security services. There are areas such as Internet of Things (IoT), General
Security (GS), Smart Environments (SE), Industrial Internet of Things (IIoT), Internet of Things Critical Infrastructure (IoTCI), and Edge Internet of Things (EIoT).
the author proposes the concept of worm nodes to build a framework
of distributed collaboration to ensure the traceability worm computing
model.

Blockchain technologies represent a potential tool in the healthcare
area because the main requirement in this area is data privacy, and
blockchain is a great technology to provide privacy services. In [128], it
designs a system for the Industrial Internet of Healthcare Things (IIoHT)
utilizing a CPS as a blockchain method to detect malware attacks
in networks. Other works like [154,170] investigate blockchain-based
solutions to provide cybersecurity requirements in Electronic Health
Records (EHR) and explore blockchain as a tool for the management
of health data.

The supply chain is developing through multiple stages, and which
one there exists the possibility of attacks that represent a security risk.
Cyber Supply Chain Risk Management (CSCRM) is adopting blockchain
and distributed ledgers technologies, and the author in [137] presents
a study to identify the challenges affecting blockchain adoption in
CSCRM using Interpretive Structural Modeling (ISM) and the approach
named cross-impact matrix multiplication applied to classification
(MICMAC). Another review is proposed in [153], which investigates
14
and discloses the capabilities of blockchain technology to mitigate
cyberattacks in international food supply chains.

Like healthcare, the financial sector handles a lot of sensitive data
that are very attractive to malicious entities because money is usu-
ally involved. Blockchain is considered in financial systems as a cru-
cial technology oriented to the protection of privacy and integrity
data [180]. In [145], the author presents a review focusing on the
financial sector and studies how to improve the cybersecurity of busi-
ness institutions using Value Focused Thinking (VFT) as a multi-criteria
decision analysis tool.

The security networks category contains vehicular networks [148]
and bitcoin networks [160]. The first work provides a review of dif-
ferent mechanisms based on blockchain for vehicular networks. The
second work focuses on Bitcoin networks and proposes to divide the
blockchain into small temporal batches to detect changes in the be-
haviour of the nodes by means of cascade machine learning. In addi-
tion, [157] presents an authentication method to increase cybersecu-
rity against rogue 5G nodes using blockchain with a Random Neural
Network.

Within the big data category, one notable publication [171] in-
troduces the applications and challenges of blockchain in big data
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Fig. 13. This graph shows the algorithms, schemes, and models to provide Cyberse-
curity using Blockchain technology. The percentage was calculated considering articles
described in Fig. 6(b).

to provide cybersecurity services. Finally, in [138], it presents an
innovative pedagogical tool that fosters blockchain education among
students. Their approach involves an adversarial sandbox adaptive
serious game designed to enhance learning experiences. For a com-
prehensive overview of blockchain technology applications, Fig. 12
provides a visual summary of where blockchain has been used as a
cybersecurity tool to provide security services.

5.2. Main algorithms used by blockchain technology to provide security
services

Research question RQ2 focuses on knowing the blockchain algo-
rithms applied in different areas found in RQ1. Fig. 13 shows a graph
with the algorithms used in this literature review related to blockchain
technology to design new cybersecurity models that provide security
services. The percentage was calculated considering 60 articles recov-
ered from the Web of Science and Scopus resources. General Blockchain
Technologies (GBT) refers to the works that study only blockchain.
They did not combine blockchain with any other algorithm to generate
a new one. They focus on studying and expanding blockchain in
different areas, as explained in RQ1. GBT algorithm represents more
than half of the algorithms analysed with 65%; this means that most
of the publications are trying to propose new solutions only with
blockchain. The smart contract is another algorithm that is very popular
in blockchain technology. In this case, it has an 8%, followed by AI,
ML, CML, and FL algorithms with 10%. After, ANN, DNN, and RNN
combined with blockchain have a 7%. Finally, FL, QW, DAG, DH, and
DF represent the 2%, respectively.

5.3. Systems, attacks and services that solve blockchain technology

Research question RQ3 is related to security tools that are used to
generate new detection systems and schemes resilient to attacks that
provide security services. Fig. 14 presents the systems, attacks, and
security services that are provided for the algorithms in research query
RQ2. Blockchain technology is based on cryptographic algorithms, and
cryptography is developed to achieve information security through
security services. Thus, confidentiality service is the most popular
service provided and represents 25% of the revised articles. Also,
some publications study different ways to provide all CAINA services,
and this time, it has 20%, followed by confidentiality and integrity
services with 15%. Authentication service has a 12%, confidentiality
15

and authentication have a 5%, and integrity is the last service with 3%.
Fig. 14. This graph shows the systems and attacks that were found in the review
to provide some security services using blockchain technology for cybersecurity mesh.
Confidentiality Authentication, Integrity, Non-repudiation, and Availability (CAINA).
The percentage was calculated considering 60 articles described in Fig. 6(b).

Blockchain, combined with other models such as FL, ML, AI in general,
or even cryptography and probabilistic data structures, contributes to
developing new detection systems. On this occasion, detection attacks
are the most useful with 5%. Followed by intrusion, malware, images,
and URL detection with 2%, respectively. In addition to detection
systems, different works design models against attacks; for instance,
the graph shows that bottleneck attack has a 5%, after mitigation
attacks with 3%, and finally, prevention and monitoring attacks with
2%, respectively.

6. Swarming intelligence for the cybersecurity mesh

Swarming intelligence can be defined as a set of decentralized
algorithms inspired by the collective behaviour of a large number of
relatively simple agents like insects and herd animals such as birds,
fish, or ant colonies [183]. These algorithms follow and incorporate
animal behaviour patterns across mathematical models which are used
to solve optimization problems and design algorithms in dynamic
environments.

In swarming intelligence, individual agents interact locally with
their environment and with each other based on simple rules or heuris-
tics. These interactions enable the emergence of complex and intelligent
behaviour at the group level, even though no single agent possesses a
global view or understanding of the system. Swarm intelligence systems
often exhibit self-organization, robustness, adaptability, and scalability
characteristics. They can solve complex problems by leveraging the
group’s collective intelligence, allowing for efficient decision-making,
problem-solving, optimization, and coordination.

Swarming intelligence encompasses several algorithms that aim to
mimic the collective behaviour observed in natural swarms [184]. Here
are some of the main algorithms used in swarming intelligence :

Ant Colony Optimization (ACO) is an algorithm inspired by ants’
foraging behaviour [185]. These involve a population of artificial ants
that deposit pheromone trails on a graph while searching for optimal
paths. These pheromones guide the subsequent ants to explore and ex-
ploit the best paths, resulting in very efficient solutions to optimization
problems.

Particle swarm optimization (PSO) is an algorithm that follows the
collective behaviour of herd animals like birds or fish. PSO involves a
set of particles that move through a search space, adjusting their posi-
tions based on their own experience and the experience of neighbouring
particles [186]. The particles search for optimal solutions jointly by
updating their velocities and positions, converging towards the best

solutions.
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Bacterial Foraging Optimization (BFO) mimics the foraging be-
haviour of bacteria. It involves a population of virtual bacteria that
navigate through a search space while optimizing a given objective
function. The bacteria move by the movement of an organism or entity
in response to a chemical stimulus, following chemical gradients that
represent the objective function landscape [187]. Usually, BFO is often
applied to optimization problems with continuous variables.

Artificial Bee Colony (ABC) is a metaheuristic algorithm designed
for optimization problems that follow the foraging behaviour of honey
bees [188]. It involves a population of three categories: employed
bees exploring the search space by performing a local search and
exchanging information through waggle dances. Then, onlooker bees
select promising food sources, according to the information provided by
employed bees. Scout bees perform random searches to discover new
food sources.

These algorithms are just a few examples of the many techniques in
swarming intelligence [189]. Each algorithm has its unique character-
istics and is suited for different problem domains. Researchers continue
to explore and develop new algorithms and variations to enhance the
capabilities of swarming intelligence.

When incorporating swarming intelligence into a cybersecurity
mesh, it is essential to take into account various factors such as commu-
nication protocols, coordination mechanisms, and trust management.
It is crucial to establish secure communication among swarm agents,
prevent any potential conflicts of interest or malicious behaviour, and
safeguard the integrity of shared information. These are significant
challenges that must be overcome to utilize swarming intelligence
effectively in cybersecurity.

Swarm intelligence has been suggested as a methodology of net-
work intelligence that lays the foundations for next-generation net-
works [190]. For example, Particle Swarm Optimization (PSO) is used
in cyber security applications related to access control mechanisms
based on malicious flow identification [25]. There is also previous
evidence that swarm intelligence methods can also be designed with
privacy-preserving collaborative tasks [191] such fuzzy logic-based
algorithms [118,192], therefore providing a relevant operational base
framework to define integration protocols that could be rooted on
decision making or intelligent consensus algorithms [193].

6.1. Application areas where swarming intelligence provides security ser-
vices

In numerous domains like IoT and other areas, the compact designs
of devices are fundamental, limiting software, processing power, and
resources. Consequently, swarming intelligence plays a vital role when
the main objective is to optimize both hardware and software.

Table 7 shows the works that were recovered through the process
illustrated in the diagram of Fig. 6(c) related to swarming intelligence
for cybersecurity mesh. The first column presents the author’s name,
and the second column the publication year. The third column displays
the areas where swarming intelligence is used. The fourth column has
the main algorithms, schemes, or models that are used to design de-
tection systems, attack prevention, or provide security services. These
kinds of systems, threats, and security services are illustrated in the
final column.

Swarming intelligence algorithms are a crucial area to develop
new cybersecurity technologies in many fields; for instance, Fig. 15
shows a graph with the main areas classified into 9 categories: Se-
curity Networks (SN), General Security (GS), Internet of Things (IoT),
Healthcare, Cloud and Quantum Computing, Websites, Cyber–physical
Systems (CPS), Big Data, and Swarm Robots (SR). The above categories
and article numbers are represented on the X and Y axes, respectively.

As a reference and addressing the RQ1 for swarming intelligence
algorithms, different papers were analysed. In the Security Networks
(SN) category, there are works related to secure communication, AUV
16

networks, MANETs, swarm networks, wireless sensor networks, and
computer networks. Within secure communication, there are works
as [212] where the author tackles the vulnerability of secure com-
munication design a better intrusion detection system and proposes
a comparison between two classification techniques, PSO combined
with decision tree and PSO with K-Nearest Neighbor. In [217] the
author also focuses your work to secure communication, to do this,
they propose an intrusion detection system called RNN-ABC that com-
bines a Random Neuronal Network (RandomNN) with Artificial Bee
Colony (ABC), the ABC algorithm is applied to optimize the weight
of the RandomNN. AUV networks are also in the SN category; here,
there are works such as [194], which proposed a technique using
a Weighted Regularized Extreme Learning Machine (WRELM) where
the parameters are adjusted by applying Swallow Swarm Optimization
(SSO) to develop an intrusion detection in AUV networks. In [218],
it proposed a flight control algorithm based on Game Theory (GT)
and SI for swarm AUV networks, with the intention to protect against
attacks like DoS and MitM. The same author but different work [219]
proposed a review where ACO, ABC, and PSO were introduced to
enhance cybersecurity in Movile Ad doc Networks (MANETs). Another
area is swarm networks. According to [221], swarm networks are based
on a decentralized network and proposed preventing attacks using the
theoretical game model named Blockchain Governance Game (BGG),
which allows predicting security actions before the security services are
compromised. In [200] is focused on providing security services using a
scanning tool called Orchestrated Continuous Vulnerability Assessment
(OCVA)that provides multiple activities such as scans, monitors, visu-
alizing, analysing, mitigating, and solving the vulnerabilities in both
on-network and web applications. In [203], the author worked with
Wireless Sensor Networks (WSNs) and proposed a framework named
EEc-MA-PSOGA, where PSO is used to compute and determine the
optimal SINK (Special node that collected the data from the different
sensor nodes) location. Also, they test your framework against clone
attacks. Computer networks are the last field in the SN category, for
example, the author [207] suggested a methodology based on ML al-
gorithm as Random Tree (RT), AdaBoost, KNN, SVM and PSO algorithm
for intrusion detection in Computer Networks (CN). The ML algorithms
are used for classification tasks, and the PSO is used for parameter
optimization.

In the domain of general security, there are notable works such
as [202], where the author focused on developing a model to find nor-
mal or malicious attacks using Deep Belief Network (DBN) to classify
different attacks into 5 categories: normal, probe, DoS, U2R, R2L. In
this paper, the PSO algorithm is applied to select and extract features,
that are then the input to the DBN network. In [184], the author
presented another review on the general security area, specifically
focusing on malware detection. The author evaluates PSO, ACO, and
SOMA algorithms to mitigate malware attacks. The last in this category
is [205] which focused on solving sophisticated cyberattacks such as
the problem of Advanced Persistent Threats (APT).

Just like federated learning and blockchain, swarm intelligence is
another approach that seeks to address challenges within the Internet of
Things (IoT) landscape. Several works have sought to create intrusion
detection systems for IoT, including [197,206]. Both authors select
the features using Aquila Optimizer (AQu) algorithm and then apply
Convolutional Neural Networks (CNN) for feature extraction. Another
study like [209] aims to secure modern vehicle systems in the Internet
of Vehicles (IoV) area from network attacks. To do so, it employed
an intrusion detection system utilizing CNN together with the PSO
algorithm to optimize the parameters. Contrastingly, the research pre-
sented in [201] focuses on predicting attacks in IoT using both PSO and
ACO algorithms. As per [201], the most prevalent types of attacks that
compromise IoT systems include U2R, DoS, and data probing (Probe).

Another important area is healthcare security, in [208], which pro-
posed a decentralized cybersecurity model using Belief Desire Intention
(BDI) as a software model for programming intelligent agents and

swarming intelligence. The main objective is to evict the propagation
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Table 7
The table displays the works related to swarming intelligence and cybersecurity. The first column shows the author’s name, followed by the
publication year. The third column contains the application areas. The fourth column depicts the algorithms, and the last column illustrates
the security services, attacks, or system detection.
Author Year Area Tools Security services

Rizwanullah et al. [194] 2022 AUV networks WRELM SSO Intrusion detection
Kim [195] 2022 Swarm networks BGG, SABGG Preventing attack
Alohali et al. [196] 2022 CCPS FSO, RNN, LSTM, Intrusion detection

DBN
Nasir et al. [183] 2022 IoT CPS PSO, ACO, ABC, Intrusion detection

FSO,
Fatani et al. [197] 2022 IoT CNN, AQU Intrusion detection
Dai and Boroomand [198] 2021 Big Data PSO, ACO CAINA
Yao et al. [199] 2022 Swarm networks SCA Spoofing attack
Chahal et al. [200] 2022 Swarm networks OCVA, ACO, PSO Scanning tool
Alterazi et al. [201] 2022 IoT PSO, ACO Anomaly detection
Sajith and Nagarajan [202] 2022 GS DBN, PSO Intrusion detection
Sreedevi and Venkateswarlu [203] 2022 WSNs PSO Clone attacks
Truong et al. [204] 2022 GS ANN, SI Mitigation attacks
Al Mamun et al. [205] 2022 APT PSO Attack detection
Vijayalakshmi et al. [206] 2022 IoT CNN, AQU Intrusion detection
Yilmaz [207] 2022 Computer ML, PSO Intrusion detection

networks
Ribino et al. [208] 2022 Healthcare SI C&I
Yang and Shami [209] 2022 IoV PSO Intrusion detection
Rosch-Grace and Straub [210] 2022 Quantum QN, ACO, PSO Identify vulnerabilities

computing
Alibrahim and Ludwig [211] 2021 DNS Kmeans, PSO, C&I

ABC
Ogundokun et al. [212] 2021 SC PSO+DT, Intrusion detection

PSO+KNN
Anupam and Kar [213] 2021 Website BA, FA, GWO, Phishing attacks

WPA
Islam et al. [214] 2021 Healthcare RandoomNN, ABC C&I
Ahsan et al. [215] 2020 Cloud PSO, ACO, ABC, Intrusion detection

Computing WPA
Truong et al. [216] 2020 GS PSO, ACO, ABC, CAINA

FSO, AQU
Qureshi et al. [217] 2019 SC RandomNN, ABC Anomaly detection
Kusyk et al. [218] 2019 AUV networks GT, SI DoS, MitM
Thanh and Zelinka [184] 2019 GS PSO, ACO, SOMA Malware detection
Kusyk et al. [219] 2018 MANETs ACO, ABC, PSO CAINA
Hernández-Herrera et al. [220] 2018 Swarm robots CRM Availability
Fig. 15. The graph illustrates the areas where Swarming Intelligence is used to provide security services. The 𝑋-axis shows the names of the areas classified into 9 categories:
Security Networks (SN), General Security (GS), Internet of Things (IoT), Healthcare, Computing, Websites, Cyber–Physical Systems (CPS), Big Data, Swarm Robots (SR). The 𝑌 -axis
presents the article number obtained from the Web of Science and Scopus resources.
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Fig. 16. This cloud graph depicts the most common areas where swarming intelligence
is applied. Within these areas are General Security (GS), Internet of Vehicles (IoV),
Maritimal Ad-Hoc Networks (MANETs), Advanced Persistent Threats (APT), Wireless
Sensor Networks (WSN), Domain Name Systems (DNS), Cyber–Physical Systems (CPS).

of attacks inside healthcare organizations. In [214], it presents an
innovative approach to fortify the security and resilience of Health
Care Information Infrastructure (HCII). The proposed Dynamic Situa-
tional Awareness Framework (DSAF) integrates swarm intelligence as
a central element for attack detection and risk assessment.

Cloud computing represents a model providing a range of services.
A review pertinent to the security aspects of cloud computing was
presented in [215]. This work explored the application of swarm algo-
rithms to various security services and techniques. Another promising
area lies in the intersection of quantum computing and swarm intelli-
gence. For instance, [210] suggests the combined use of PSO and ACO
algorithms along with Quantum Noise (QN). This combination could
potentially bolster fuzzing cybersecurity, a method aimed at identifying
software vulnerabilities.

In [213], the author developed a Phishing Website Detection (PWD).
The system employs SVM to detect legitimate and illegitimate websites,
classifying them into phishing and non-phishing categories. Like other
works, to optimize the classifier, the author uses swarming intelligence
algorithms such as Bat Algorithm (BA), Firefly Algorithm (FA), Grey
Wolf Optimiser (GWO), and Whale Optimization Algorithm (WOA).
They make a comparison and show the performance, respectively.
In [211], the author converts alphabetic names into numeric IP ad-
dresses called Domain Name System (DNS), in addition to studying
internet systems and focusing on clustering tasks. To provide confi-
dentiality and aside from the crucial role of swarming intelligence
in various application areas, it is also important to have knowledge
of the algorithms utilized in designing new detection systems and
cybersecurity models that offer top-notch security services. Addressing
the research question RQ2 will enable us to gain insights into the
swarming intelligence algorithms. 4.0, using RNN, Bi-LSTM, DBN and
FSO algorithms, FSO is used to optimization of selection features.
In [183], the authors develop a survey related to swarming intelligence
focusing on CPS and IoT to intrusion detection systems and analyse
different optimization algorithms such as PSO, FSO, ACO, ABO, among
others.

In [198] it exposes a review of the main AI techniques such as
swarming intelligence. This work analysed defence strategies, attacks,
and security evaluation models for the big data area through PSO and
ACO algorithms. The author provided a concise section that delved
into works connected to swarming intelligence. In [220], the author
proposed a mechanism based on the Cross Regulation Model (CRM) to
preserve the availability in the swarm robots area.

Swarming intelligence is not only used to generate new security
tools but also to develop new types of threats. The author in these
works [204,216] argue that developing malware prototypes based on
18
Fig. 17. This graph shows the swarming intelligence algorithms used to build systems
and new models for cybersecurity. The percentage was calculated considering 29
articles described in Fig. 6(c).

SI is a credible threat. They present a malware named X-ware that com-
bines ANN and SI and proposed one kind of virus that is based on the
swarm system also. In the same context, the work done by [199] creates
a faulty sensor propagation attack classified as a physical attack in a
drone swarms environment. This attack exploits the vulnerabilities in
Swarm Control Algorithm (SCA) to disrupt the communication in drone
swarms, by employing sensor spoofing techniques. Fig. 16 summarizes
all application areas where swarming intelligence has been used as a
cybersecurity tool to provide security services.

6.2. Main algorithms used by swarming intelligence to provide security
services

Apart from the crucial roles played by swarming intelligence in var-
ious application areas, it is equally vital to understand the algorithms
employed in developing innovative detection systems and cybersecu-
rity models that offer reliable security services. In order to address
the research question RQ2, the focus should be on gaining knowl-
edge about swarming intelligence algorithms. Fig. 17 shows a graph
with the algorithms used in this literature review related to swarming
intelligence. The percentage was calculated considering 29 articles
described in Fig. 6(c). As you can see, the most common algorithm used
in swarming intelligence is PSO with 38% of articles [184,196,198,
201,203,205,207,209–212,215,216,219]. After, the ACO algorithm has
18% [183,184,198,200,201,210,215,219,222], followed by ABC with
16% [183,211,214–216,219]. AQU and FSO both have a 7% [197,206,
216], and continuing WPA has 4% [213,215] . Finally, SSO [194], BA,
FA, GWO [213], and SOMA [184] have the same percentage at 2%.
The graph only shows the swarm algorithms, however, there are other
works such as [199,208,218,220,221] that not used swarm algorithms,
however, they focus on swarm networks. For example, in [221] design a
swarm network using Blockchain Governance Game (BGG). [218] used
game theory to create an AUV network. In [220], the author uses Cross
Regulation Model (CRM) to provide availability in the swarm robots.

6.3. Systems, attacks and services that solve swarming intelligence

The swarm algorithms are built, considering security as design lines.
The objective of these algorithms is to generate new security tools, such
as detection systems and schemes resilient to attacks that provide secu-
rity services. Research question RQ3 is related to these security tools;
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Fig. 18. This graph shows the systems and attacks that were found in the review to
provide some security services using the swarming intelligence for cybersecurity mesh.
Confidentiality Authentication, Integrity, Non-repudiation, and Availability (CAINA).
The percentage was calculated considering 29 articles described in Fig. 6(c).

Fig. 18 presents the systems, attacks, and security services that are
provided for the algorithms in research query RQ2. In graph 18, most
of the articles design detection systems; for instance, intrusion detec-
tion occupied the first place with 38% [183,194,196,197,202,206,207,
209,212,215], after anomaly detection with 7% [201,217], allowed
by malware detection [184], vulnerability detection [210], attacks
detection [205], and scanning detection [200] with 3%, respectively.
Unlike detection systems that only detect threats, prevention [221] and
mitigation attacks [204] actuate to prevent and decrease the threats.
In this review, these kinds of tools represent 3%. Other works focus on
resolving particular attacks, for instance, spoofing [199], cloning [203],
phishing [213], DoS and MitM [218], which have 3% each one of
the reviewed articles. Concerning security services, there are works
that propose reviews of different security tools and tried to cover all
security services CAINA [198], in this case, with 10%. Confidentiality
and integrity with 7% [75,208,211], and availability with 3% [220].

In summary, the swarming intelligence algorithms are excellent for
optimization parameters, for this reason, all of them work together
with other algorithms such as FL, ML, and blockchain with the aim
to improve their performance and get better results when extract-
ing and selecting features is required. Also is important to mention
that the swarming intelligence algorithms are very useful in designing
decentralized swarm networks.

7. Discussion

The areas studied above are quite useful tools, and these may be
applied in diverse areas. Federated learning is a trending topic because,
unlike learning the classical model, the FL model does not require
that the client delegate his data to an untrusted server. In this way,
FL provides privacy and integrity data. Blockchain technology is a
decentralized database designed considering cryptographic algorithms
such as a hash function and encryption algorithms which allows for
data safeguarding with different security services. Swarm intelligence
algorithms are employed to tackle optimization problems based on
bio-inspired AI algorithms that exhibit rapid adaptability in dynamic
environments. Table 8 summarizes the advantages and disadvantages of
federated learning, blockchain technology, and swarming intelligence.
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Table 8
Table depicts a summary of the advantages and disadvantages of federated learning,
blockchain technology, and swarming intelligence.

Area Advantages Disadvantages

Federated
learning

Privacy data Non-IID issues
Decentralized data Communication overhead
Low cost (train model) Manipulated models
Customization of model Service provider delegates his

model to the client
Efficiency (learning
process)

Untrusted environments to train
the models

Horizontal scalability Non-standards to protect
infrastructure implementation

Blockchain
technology

Privacy data High processing cost
Decentralized protocol Storage overhead
Secure communication Scalability
Transparency Untrusted blockchain platforms
Immutability DDoSS
Cryptographic algorithms

Swarming
intelligence

Decentralized system High processing cost
Highly robustness Complexity
Efficiency Transparency
Scalability Applicability
Adaptability to new
environment

Unpredictable

Manipulated environments

7.1. Federated learning

At the moment, federated learning can be seen as an intelligent
method that could be used to provide security services or even proper-
ties such as scalability, and reliability, among others. However, there
are security aspects that must be addressed for the model performs
safely and efficiently. In the federated learning model, it may be the
case where an attacker can intersect the information shared between
the global and local models during the training process, this phe-
nomenon is reduced in a man-in-the-middle attack. Another kind of
attack can be identity theft, which can be the case where a local model
pretends to be a trusted entity and then manipulates the parameters
that will be sent to the global model. The worst case is when they
usurp the identity of the global model because all the local models will
receive the wrong parameters, causing dire predictions in their models
and therefore wrong information. In the following paragraphs, some
advantages and disadvantages will be discussed.

7.1.1. Advantages
Privacy data is the most important advantage related to cybersecu-

rity, federated learning can be used with sensitive data, such as medical
or financial information [39,62,95,102]. Since the data remains local
and encrypted, this approach can protect sensitive data from unautho-
rized access and other privacy concerns, making FL a crucial tool for
industries or institutions that handle sensitive data.

Decentralized data in federated learning refers to the distribution
of data across multiple devices or nodes. Each participant manages
their own information, which enhances data and information security,
increasing privacy and decreasing data breaches [89]. Moreover, facil-
itates the inclusion of larger and more varied data sets to train models,
leading to more robust and general models.

Federated learning provides an alternative to training the models
using low-cost computational resources of individual devices or nodes
participating in the training process [223]. Federated learning mini-
mizes data transfer requirements; instead of moving large volumes of
data to a central server, only model updates are shared. This process
reduces bandwidth usage and associated costs, making federated learn-
ing more economical, particularly in scenarios with limited, expensive
network connectivity or privacy requirements.

Federated learning has the ability to scale horizontally by adding

more devices or participants to the training process [224]. Each device
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contributes its computing power to the training process, allowing for
parallelized training and faster model convergence. Another benefit of
Federated Learning is its efficiency. By distributing the training process,
Federated Learning can leverage the processing power of multiple
devices to train models in parallel. This approach can lead to faster
training times and lower computational costs than classical machine
learning approaches.

The essence of federated learning lies in its ability to train models
on data generated by local devices, which ensures the inclusion of
diverse sources and enables the creation of highly customized models
that are specifically designed to address unique use cases [57]. This
customization leads to better performance and improved accuracy in
prediction models.

7.1.2. Disadvantages
Despite these advantages, federated learning is not without its

challenges. Designing and implementing FL systems can be complex
and require sophisticated algorithms and coordination mechanisms.
Besides, since each participant only has access to their local data,
there is a risk of data imbalance. Federated learning assumes that
the data on different devices is similar, which may not always be the
case. In different parties, the data are non-Independent and Identically
Distributed (Non-IID), which introduces specific issues; for instance,
Non-IID data can hinder model convergence during federated learn-
ing [118]. The varying data characteristics and imbalances can lead
to slower convergence, decreased model performance, and difficulty in
reaching a consensus during the aggregation process.

Federated learning requires communication between the central
server and the local devices that are used to exchange model updates
and other information necessary for the federated learning process. This
can result in significant communication overhead, which can lead to the
training process more slowly. As the number of devices and participants
grows, efficient strategies for aggregating model updates need to be
implemented to minimize communication overhead and latency [51].

Federated learning aims to minimize communication overhead by
local model training and exchanging updated models instead of pro-
cessing all data. However, the upload and update time for models can
depend on several factors, including the network conditions, model
size, communication protocols, and the computational capabilities of
the participating devices. Optimizing these factors can help reduce the
overhead time and enhance the federated learning efficiency.

Protecting the infrastructure implementation in federated learning
involves following best practices and adopting standards that address
security, privacy, and reliability concerns [89]. FL lacks data gover-
nance standards that help ensure that data is collected, stored, and used
in a responsible and compliant manner. It is important to consult rele-
vant legal, regulatory, and industry-specific guidelines when selecting
and implementing standards for federated learning infrastructure.

Delegating the model to the client raises concerns about model
protection. The client has access to the model and its parameters, which
could be reverse-engineered or compromised. The decision to delegate
the model to the client should be made after careful consideration of the
specific use case, for instance, the client’s trustworthiness, the required
computational resources, and the available protections to ensure model
integrity and security. Therefore, should exist measures to protect the
integrity and confidentiality of the model.

Another disadvantage lies in the untrusted environments to train
the models [85]. Participants in federated learning cannot be fully
trusted, either due to malicious intent or potential vulnerabilities in
their systems. Dealing with an untrusted execution environment re-
quires additional measures such as cryptographic techniques, privacy-
preserving mechanisms, verification procedures, and secure commu-
nication protocols, to ensure that participants are not introducing
malicious or erroneous updates into the federated learning process, and
this way provides quality, integrity, and security of the contributed
20

model updates.
Federated learning could lead to less accurate models because there
exists limited control over the data used for training. This can be espe-
cially problematic in cases where the data is noisy or contains errors.
Federated learning requires the sharing of models and updates between
devices, which can pose security risks. These risks include the possibil-
ity of models being tampered with or manipulated or the possibility of
sensitive data being leaked during the training process [72]. This can
occur when participants aim to inject biases, introduce vulnerabilities,
or compromise the integrity of the federated learning system.

7.2. Blockchain technology

Blockchain technology is a decentralized and secure system based
on cryptographic algorithms to ensure the integrity and privacy of
information, which provide transparency, immutability, and other ad-
vantages and disadvantages that will be elucidated in the following
paragraphs.

7.2.1. Advantages
Blockchain technology encrypts and stores sensitive data on the

blockchain. Besides, encryption techniques guarantee that data is trans-
mitted in an encoded and secure form, providing more difficult for
untrusted entities to access the information. This enhanced data protec-
tion helps to safeguard privacy and integrity to prevent unauthorized
access to personal or sensitive information [158].

An additional benefit of blockchain technology lies in its decentral-
ized architecture. In this approach, there is no central authority to ver-
ify transactions between nodes which enhances the system’s resilience
to attacks [182]. In addition, improves the security of communication
and allows for faster and more efficient transactions because no need
for third-party verification.

Secure communication is an essential advantage of blockchain tech-
nology. Across encryption, distributed architecture, consensus mecha-
nisms, and cryptographic techniques, blockchain ensures the integrity,
privacy, and authenticity of communication within its network. Each
block in the chain contains a record of all previous transactions, and
once data is recorded cannot be altered, tampered with, or deleted
without the consensus of the network participants, this property is
known as immutability. This property and other more such as trans-
parency provide it an attractive solution for various industries that
require secure and transparent transactions. Moreover, make it easier
to track the flow of assets and reduce the risk of double spending [225].

Traditional centralized systems are vulnerable because if the central
authority fails or gets compromised, the entire system can be disrupted.
In contrast, blockchain operates on a network of multiple nodes that
work together to validate and maintain the blockchain. Every node
in the blockchain contains a complete copy of the blockchain, and
all nodes communicate and reach a consensus to agree on the correct
functioning. In this way, if any node fail or becomes compromised,
the network can continue to function as long as there are enough
functioning nodes to maintain the consensus. As a consequence of
decentralization, this technology prevents a single entity or node from
having full authority or control over the network.

The security and integrity of blockchain technology rely on cryp-
tographic algorithms. These last, are employed in various aspects of
blockchain technology such as including transaction validation, data
integrity, identity verification, and privacy [159,162,179]. As a conse-
quence, violating or corrupting the data on the blockchain is difficult
for attackers. The choice of cryptographic algorithms depends on fac-
tors such as security requirements, performance considerations, and
the specific use cases of the blockchain network. It is important for
blockchain developers and users to stay updated with the latest ad-
vancements in cryptographic algorithms and adhere to best practices

to ensure the security services of blockchain technologies.
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7.2.2. Disadvantages
Blockchain technology provides paramount properties such as de-

centralization, transparency, and immutability, however, it also has
certain disadvantages. Blockchain networks rely on complex crypto-
graphic algorithms to secure and validate transactions. These algo-
rithms require significant computational power and energy consump-
tion to solve mathematical problems, verify transactions, and reach
consensus. This can lead to high energy consumption and carbon emis-
sions, which can be a concern in the context of climate change [226].
The community is studying and exploring alternative consensus mech-
anisms to mitigate high processing costs and make blockchain technol-
ogy more efficient and sustainable.

Blockchain stores a complete history of all transactions ever made
on the chain. Therefore, when the number of transactions increases,
so does the amount of data that the nodes must store and replicate,
leading to storage and scalability problems. Moreover, since the size of
the blockchain increases with each transaction, then the time required
to process and validate new transactions also increases, which produces
an overhead in the verification process [167,227]. This requirement
for extensive storage may be disadvantageous for individual nodes,
especially those with limited resources or slower internet connections,
limiting the adoption of the technology in some applications.

When considering blockchain platforms, it is crucial to be aware of
the potential risks associated with untrusted platforms. While
blockchain technology has many benefits, there are some platforms
that may not uphold the desired level of trust and security. Certain
blockchain platforms may not adequately address privacy require-
ments; as a consequence, the untrusted platforms may expose sensitive
data to unauthorized parties or lack the necessary encryption and
privacy features, putting user information at risk.

Blockchain networks have mainly an opponent that can be a sig-
nificant challenge named Distributed Denial of Service (DDoS) attacks.
A DDoS attack occurs when multiple computers or devices overload a
target system using massive amounts of requests or data, which renders
it unable to function properly [228]. The impact of DDoS attacks can
vary depending on whether the blockchain is public or private. Public
blockchains, which rely on a large and diverse network of nodes, may
be more resilient to DDoS attacks due to their distributed nature. On
the contrary, private blockchains with a limited number of participants
may be more susceptible to disruption from DDoS attacks.

Currently, the regulatory environment for blockchain technology is
still uncertain, as different countries have different laws and regulations
governing cryptocurrencies and blockchain technology [229]. This can
make it difficult to use blockchain technology for specific applications,
such as financial transactions.

7.3. Swarming intelligence

Swarming intelligence has properties such as self-organized and
decentralized systems that are used to achieve a common goal through
the interaction of a large group of agents. These properties can be
integrated into the cybersecurity area to enhance it. Nevertheless, it
is important to explore the advantages and disadvantages that these
systems are providing.

7.3.1. Advantages
In swarming intelligence, the decision-making and control are dis-

tributed among individual agents rather than being centralized in a
single authority or control centre. In this approach, each agent has
the ability to autonomously behave according to local information,
local rules, and interactions with its neighbouring agents forming a
collective behaviour [230]. After this, is possible to say that swarming
intelligence systems can be cost-effective because they do not require
a centralized control system or expensive infrastructure [231].

Another advantage of swarming intelligence systems is that are
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highly resilient to faults and disruptions. If one or more agents of the
network fail, the swarm can continue to operate effectively because
other agents can compensate for their absence. Then, the redundancy
and parallelism in the system contribute to its resilience, allowing it
to adapt to changes, recover from disturbances, and maintain func-
tionality. Therefore, they also are highly adaptable to changing con-
ditions, as they can quickly adjust to new situations and reorganize
themselves [232].

With respect to scalability, swarming intelligence systems can easily
scale up or down, as new individuals can join or leave the swarm
without disrupting the overall system. Also, it can draw on the diverse
skills and expertise of the individuals within the swarm, allowing the
system to solve complex problems that no individual could solve alone.
This scalability contributes to their robustness as they can adjust their
size and density based on the requirements of the task or environ-
ment [233]. If some agents become unavailable, new agents can join
the swarm to maintain its functionality.

Swarm intelligence systems are able to make fast decisions and act
swiftly because the agents within the swarm are interconnected and can
communicate with one another. Additionally, they have the capacity to
tune their performance depending on the environment. [204]. Agents
who participate in resolving some activity can continue with their
activities even when some agents have a problem, therefore providing
more robustness to failure.

7.3.2. Disadvantages
In swarming intelligence, agents must communicate with each other

to coordinate their actions and maintain the environment working in
the correct way. When the number of agents that participate in some
task increases, the computational demands also increase, causing a
communication overhead that leads to delays and slowing the system
response time. Therefore, one of the disadvantages of swarming intelli-
gence is the computational processing cost that results as a consequence
to try of coordinating and synchronizing the behaviour of a large
number of agents. Furthermore, the interaction between large amounts
of agents can be highly complex. Under this scenario, coordinating
the decision-making process introduces difficulties such as achieving
consensus, managing conflicts, or balancing individual and collective
objectives, which difficult to predict the behaviour of the system [194].

Another disadvantage of swarming intelligence systems is the lack
of transparency. This property in swarming intelligence allows man-
agement and provides information into how the swarm operates, why
certain behaviours occur, and how decisions are made. In certain
domains, such as autonomous vehicles or robotics [218,220], regu-
lations may require transparency in swarming systems, which allows
regulatory authorities to evaluate the safety, compliance, and ethical
standards of the system.

Besides standards, the applicability of swarming intelligence relies
on the specific requirements and features of the problem to solve. The
design and implementation of swarming systems must consider factors
such as the size of the swarm, the nature of interactions, the scala-
bility requirements, and the availability of computational resources,
among others that on occasion are difficult to define [200]. Even more,
swarming intelligence systems can be highly sensitive to their initial
conditions, which can make it difficult to predict how the system will
behave in the long term [234]. These systems can be vulnerable to ex-
ternal factors, like changes that affect the environment or interference
from external agents, resulting in complex patterns, for instance, chaos.

With respect to security, swarming systems can be susceptible to
adversarial attacks that aim to disrupt or manipulate the behaviour
of the swarm. Attackers may exploit vulnerabilities in communication,
sensing, or decision-making processes to subvert the swarm’s goals or
cause unintended consequences [202].
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7.4. Contribution of each technology to the cybersecurity mesh

Federated Learning contributes significantly to the cybersecurity
mesh by providing a decentralized and collaborative approach to model
training and improvement. These models are employed to detect, miti-
gate and classify different kinds of attacks through decentralized nodes
without the need to centralize data [235]. The learning process is dis-
tributed across multiple nodes, exchanging only essential information
to update models, thus preserving the privacy of individual nodes and
sensitive information. This decentralized approach not only enhances
privacy but also increases resilience against attacks, as risks are miti-
gated during local learning. Consequently, this reduces the risk of data
breaches, a crucial consideration in a cybersecurity mesh environment.
Moreover, federated learning reduces the communication overhead,
exchanging only model updates between nodes rather than raw data.
This is particularly advantageous in resource-constrained environments
or scenarios where bandwidth is limited [236], which is a common
consideration in cybersecurity mesh implementations.

Like federated learning, blockchain contributes to the cybersecu-
rity mesh in several ways. Blockchain is a decentralized technology
that operates by distributing the control and storage of data through
multiple nodes. Each node in the network may verify and validate
transactions. A transaction is a set of records that are transparent to
all the participants but, at the same time, are immutable; it cannot
be altered or tampered with, maintaining data integrity. Therefore,
blockchain enables secure and transparent data sharing among partici-
pants. This is particularly beneficial for the cybersecurity mesh, where
different entities can contribute and access threat data without com-
promising the integrity or confidentiality of the information. Moreover,
blockchain can be used to address the problem of Identity and access
management by providing a secure and decentralized way to manage
user identities, reducing the risk of identity theft, unauthorized access,
and credential compromise [237]. Blockchain allows the deployment
of smart contracts, which are self-executing codes on the blockchain
and can be employed to automate and enforce security protocols. These
contracts can define and execute predefined security measures, such as
access control policies or incident response actions, based on specific
conditions or triggers, thereby improving the overall responsiveness of
the cybersecurity mesh [238]. The decentralized and distributed nature
of blockchain reduces the risk of a single point of failure and enhances
the security and resilience of the system in the cybersecurity mesh
model.

Unlike federated learning and blockchain, swarming intelligence
contributes to the cybersecurity mesh by providing a dynamic and
adaptive approach to threat detection, response, and mitigation. This
technology leverages the collective intelligence of a diverse group of
agents or entities to detect and respond to cybersecurity threats [239].
The agents often exhibit self-organizing behaviour, allowing them
to autonomously adapt to changes in the environment. This self-
organization enhances the scalability and efficiency of the cybersecurity
mesh infrastructure. The adaptive nature of swarming intelligence
allows the cybersecurity mesh to respond dynamically to new and so-
phisticated cyber threats, improving resilience against rapidly changing
attacks. Additionally, swarming intelligence enables dynamic resource
allocation based on the current threat environment. Resources can be
directed to areas that are under attack [240], ensuring an efficient and
targeted response to security incidents within the cybersecurity mesh.

7.5. Summary

Federated learning, blockchain, and swarming intelligence are three
technologies that have the potential to transform the way we collect
and analyse data. While each technology has its unique strengths and
weaknesses, they can also complement each other in various ways.

Federated learning enables data to be trained on decentralized
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devices rather than centralized servers. In federated learning, the data
stays on the user’s locally and is only used to train the learning model,
increasing privacy and reducing communication costs. Blockchain tech-
nology provides a secure and decentralized approach to store and
share data, ensuring the integrity of data which is ideal for use cases
like supply chain and secure communication. Swarming intelligence
is a technique that enables groups of agents to work together to
solve complex problems, and by applying local interactions and simple
rules, swarming intelligence can lead to emergent behaviours and self-
organization, which can be beneficial in situations where centralized
control is not possible.

Combining these technologies, a decentralized, secure, and privacy-
preserving data analysis system can be created, which can be quite
powerful. For instance, decentralized devices could be employed to
train models of machine learning using the federated learning ap-
proach, and blockchain technology could be utilized to securely store
and distribute the resulting models and data in a transparent man-
ner. Additionally, swarming intelligence could coordinate the actions
of agents in a decentralized network, leading to more efficient and
effective data analysis.

The combination of federated learning, blockchain, and swarming
intelligence presents promising opportunities for data-driven innova-
tion. These technologies have the potential to provide increased pri-
vacy, security, and decentralization. Nevertheless, there are significant
hurdles to overcome in terms of standardization, scalability, and in-
teroperability. The integration and application of these technologies
together in the real world are still under exploration. Nevertheless,
there are scenarios where this integration of these technologies may
be critical.

For instance, a healthcare consortium aims to enhance the secu-
rity of patient data through various hospitals and clinics. Federated
Learning is employed to train predictive models for disease diagno-
sis using decentralized patient records and blockchain is utilized to
securely manage and authenticate access to patient records, ensuring
data integrity [241]. As a future work, swarming intelligence may be
implemented for collaborative anomaly detection, rapidly identifying
potential security threats across the network.

Another scenario is about the financial sector. Financial institu-
tions collaborate to create a more secure financial ecosystem [242].
Blockchain ensures the integrity of financial transactions and enhances
identity management. Swarming Intelligence and federated learning
could be used for real-time threat intelligence sharing, allowing finan-
cial institutions to collectively respond to emerging cyber threats.

A global supply chain network is a scenario where federated learn-
ing is integrated to predict and prevent disruptions in the supply
chain without sharing proprietary information and blockchain is im-
plemented for secure and transparent tracking of goods, ensuring the
integrity of the supply chain data [243].

Nowadays, critical infrastructure is a research area where compa-
nies adopt different technologies such as federated learning for pre-
dictive maintenance of critical infrastructure components, optimizing
operations without exposing sensitive data [244]. Blockchain is used
to secure communication and control systems within the infrastructure,
preventing unauthorized access [245].

8. Trends and future directions

Cryptographic algorithms and AI models like federated learning,
swarming intelligence, and blockchain technologies are quite useful
for security services and have ignited a new era of innovation and
resilience. Federated learning, with its particular characteristics such
as decentralized and privacy-preserving, allows us to collaborate and
improve models on threat intelligence without compromising sensi-
tive data. Blockchain technology offers an immutable and transparent
framework for secure data storage, identity management, and decen-
tralized consensus mechanisms, establishing robust trust. Swarming
intelligence, inspired by the collective behaviour of natural systems,
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Fig. 19. Figure displays the open challenges of federated learning, blockchain technology, and swarming intelligence.
enables dynamic threat detection and may produce adaptive defence
strategies. These trends represent new opportunities for cybersecurity
with distributed defence, enhanced privacy, and collective intelligence
to combat cyber attacks and/or any security risks.

According to [26] certain disciplines had been studied and there
are numerous applications where they can be applied, while others
have only a few case studies. Currently, federated learning has a great
development in the security domain. However, it lacks a security anal-
ysis. Therefore, in accordance with [8], it is necessary to develop more
research work in models where federated learning is used and to see the
vulnerabilities that have not been studied yet. Unlike federated learn-
ing, cryptographic data structures are well-defined and normally use
cryptographic primitives for their design. These primitives guarantee a
higher level of security for any cryptographic schemes. Fig. 19 displays
the open challenges for federated learning, blockchain technology, and
swarming intelligence. The second level specifies the technology, while
the second level shows the corresponding open challenges that will be
discussed in the following sections.

8.1. Federated learning

As mentioned in this review, federated learning is a technology
that offers many functionalities in different areas. The advantages that
provide federated learning are a lot, however, concerning security is
necessary to address some issues. Therefore, one of the key trends is
to include cryptographic algorithms in the design of federated learn-
ing to design new aggregation models. Cryptographic algorithms in
federated learning provide a robust framework for secure information
sharing, data privacy and security, and other cybersecurity solutions
to mitigating security violations. The use of cryptographic techniques
such as signature chains, hash functions, homomorphic encryption,
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and differential privacy can safeguard sensitive data while enabling
collaboration and sharing of information across multiple entities.

With federated learning is possible to achieve decentralized data
without transferring sensitive information to a central entity. The data
remains on local devices or servers, decreasing the risk of a single point
of failure and minimizing the exposure of sensitive data to external
threats. This decentralized approach not only enhances the privacy and
integrity of the data but also reduces the potential for data breaches,
as sensitive information is never concentrated in one location. With
the help of cryptographic techniques and keeping data local is more
complicated for attackers to compromise the privacy of people or insti-
tutions. Thus, the combination of federated learning and cryptographic
algorithms presents a powerful solution for maintaining data privacy
and providing other security services in collaborative machine-learning
scenarios.

Federated learning itself has challenges that should be addressed,
for instance, achieving heterogeneity between multiple parties that
participate in the training process with different computing resources,
data distributions, and communication capabilities. The management
of non-IID data and the vulnerability of various types of failures, such
as network, and device faults, are other kinds of problems. Therefore,
when the community has tried to combine FL with cryptography algo-
rithms finds many challenges, for instance, How to design efficient pro-
tocols to achieve the integration between FL and cryptography? How
to design optimal communication between multiple parties? Trying to
respond to these kinds of questions represents an area of opportunity
and development for the scientific community.

Within the security context, the development of security analysis for
the new proposed schemes, architectures, and algorithms is one of the
most important things to do. For this reason, designing a security notion
for the proposed scheme is another line to explore for the scientific
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community. Since there exists an integration between different tools
like FL and cryptographic algorithms, security analysis is a crucial part
of the design of new security tools. Should consider all possibilities and
ways where attackers may violate the security services.

8.2. Blockchain technology

Blockchain and cybersecurity are two rapidly evolving fields that
are interrelated in many ways. Unlike federated learning, blockchain
technology is based on cryptographic algorithms to create decentralized
frameworks without central authorities, offering potential solutions
to security threats. Nevertheless, existing domains where blockchain
technology is vulnerable, such as 51% attacks, and social engineering
attacks.

Blockchain enables the development of novel technologies such as
smart contracts, which are self-executing agreements with predeter-
mined rules and conditions directly into the blockchain. They allow
secure and transparent transactions one which other without interme-
diaries and can be used to establish trust and enforce security measures
automatically. Nowadays, the integration of smart contracts for secure
and automated transactions is a new research line for the community
with new opportunities. The community can use smart contracts to
monitor and automatically respond to security incidents, trigger alerts
or actions based on predefined criteria, and manage access control to
sensitive systems and data, offering more efficient and reliable security
mechanisms.

Scalability is another area where blockchain technology needs to
work. When the number of transactions or/and participants increases
on the network, the blockchain grows making it challenging to store
and process [125]. Improving scalability while maintaining the security
network and decentralization is crucial. Moreover, blockchain technol-
ogy has multiple platforms, and they are not always compatible with
each other. Interoperability between different blockchain platforms is
essential for communication and data exchange between them.

The management of the energy that blockchain requires is a signif-
icant challenge that should be addressed to ensure its sustainability.
Energy consumption is a crucial topic for the blockchain, the process
of mining or validating blocks in a blockchain network requires a
significant amount of energy. Whereby, new consensus algorithms with
less energy consumption and more equitable should be developed,
which represents a great area of opportunities for innovation and the
creation of scientific research.

One important part of blockchain technology relies on user adop-
tion. However, the technology is still not user-friendly, and many
people find it challenging to understand and use. Improving the user
experience and educating the public on the benefits of blockchain
technology is crucial for its general adoption. From the business point
of view, blockchain technology operates in a regulatory grey area,
making it challenging for businesses to adopt it fully. Whereby, is
necessary to establish regulatory frameworks to support the blockchain
and promote innovation while ensuring the protection and privacy
of the client. The community is working to develop and create new
regulatory laws for blockchain technologies.

8.3. Swarming intelligence

Similarly to FL and Blockchain, Swarming intelligence also provides
a decentralized approach, which can be leveraged to distribute de-
tection and response capabilities across a network or system. Where
individual nodes or entities collaborate to identify and respond to
threats to improve and reduce the impact of potential threats. Even
more, the main characteristic of swarming intelligence in cybersecurity
is the ability to provide resilience and adaptability against threats in
dynamic environments.

Swarming intelligence is a technology that is used in optimization
problems, however, in cybersecurity, new applications of swarm-based
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algorithms for threat detection and mitigation are being developed. For
instance, the community leverages the power of collective intelligence
to analyse large amounts of data identifying patterns and detecting
anomalies or cyber-attacks. This trend is expected to grow and may
combine with cryptographic algorithms to generate more effective
and robust frameworks than traditional ones to combat cyberattacks,
mainly to provide security services.

The integration of swarming intelligence techniques in a cyberse-
curity environment has great potential for enhancing general security.
Nevertheless, challenges like scalability may impede the application
areas. When the number of agents in a swarm increases, the complex-
ity of coordination and communication between them also increases.
Scaling up swarming intelligence to large-scale systems is a significant
challenge that requires innovative approaches. Thereby, achieving an
analysis and study of how to resolve the scalability problem implies the
effort and participation of the scientific community.

Swarming intelligence operates in dynamic and uncertain environ-
ments, where agents may encounter obstacles, communication failures,
or sensor errors that affect the exchange of information, generating
an environment vulnerable to privacy and security threats. For this,
developing robust and adaptive control algorithms that can handle
uncertainty while ensuring the privacy of the swarm is a paramount
challenge and it is necessary for the intervention of the researchers to
find new solutions.

Swarming intelligence may be quite an alternative to consider in
many areas such as secure communication, security networks, and
healthcare, nevertheless, it also raises ethical and regulatory concerns,
like privacy, and liability. Developing ethical guidelines while ensuring
public safety and privacy is a significant challenge. The interactions be-
tween agents and humans are very important, thereby creating intuitive
and user-friendly interfaces that enable the interaction between both is
another significant challenge that remains to be solved.

8.4. Integrations aspects of the technologies in cybersecurity mesh

As the number of devices connected to the internet increases, so
does the volume of data. Designing technologies that facilitate the
storage and communication of large datasets while concurrently pro-
viding robust security services poses a significant challenge. Scalability
is a crucial factor in the development of these technologies, especially
as the scale of the system expands. In the context of the proposed
integration strategies for the cybersecurity mesh, scalability becomes
a critical consideration, particularly with the growth in system size.
The scalability of the entire cybersecurity mesh is contingent on the
combined effects of federated learning, blockchain, and swarming in-
telligence. The efficiency of integration and communication protocols
between these technologies can either positively or negatively impact
scalability. Regarding computational and resource requirements, the in-
tegration of federated learning, blockchain, and swarming intelligence
may increase overall computational and resource demands. Optimizing
communication between these technologies and designing resource
allocation strategies are essential to accommodate the expanding scale
of the cybersecurity mesh.

Although there may be obstacles to deploying each technology
on a large scale, employing distributed architectures, optimization
techniques for communications, and parallelization could boost the
scalability of the suggested cybersecurity mesh. These strategies help
cybersecurity mesh to distribute computational tasks mitigating bot-
tlenecks in large-scale deployments and allowing for efficient coordi-
nation and communication between nodes. Is important to mention
that the particular demands and constraints will vary based on the
integrated system’s features and the specific cybersecurity issues being
tackled. Organizations adopting these solutions should meticulously
evaluate scalability based on their distinct use cases and deployment
environments.
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Fig. 20. Figure displays a set of steps that could help to design and implement the
cybersecurity mesh model effectively.

The feasibility of practical adoption for the proposed cybersecu-
rity mesh model depends on various factors, including technological
maturity, organizational readiness, regulatory considerations, and the
specific use cases and requirements of the adopting entities. For in-
stance, the maturity of these technologies plays a crucial role. If these
technologies have reached stability, security, and usability, it enhances
the feasibility of practical adoption. Concerning the infrastructure,
organizations must assess their existing infrastructure and determine
the need for upgrades or modifications to support the computational
and resource requirements of the cybersecurity mesh.

Fig. 20 displays a set of steps that organizations or researchers could
take to implement the cybersecurity mesh model effectively [246].
In the initial phase, evaluating attack surfaces involves a meticulous
examination of the various points where your organization could be
vulnerable to cyber threats, considering human factors and potential
weaknesses in processes. This foundational analysis sets the stage for
the formulation of concrete security goals, providing a clear direction
for the cybersecurity strategy. The next step is the evaluation of the
current infrastructure to adapt and set up the software and hardware,
that is necessary to do the integration of interoperable technologies.
The next crucial step involves the preparation of a comprehensive risk
management plan. This plan outlines strategies for mitigating identified
risks, allocating resources effectively, and establishing protocols for in-
cident response. Security measures, informed by the chosen framework
and risk management plan, are deployed across the IT infrastructure.
This implementation involves technological solutions and procedural
enhancements. The final step is reviewing and refining the security
strategy. Cyber threats are dynamic, thus periodic reviews ensure that
the security posture remains adaptive and resilient. Monitoring inci-
dents, technological advancements, and changes in the organizational
landscape help to establish a robust cybersecurity framework.

For regulatory compliance, the proposed model involves the han-
dling of sensitive data, and compliance with data privacy and security
regulations is paramount. Organizations must ensure that the cyber-
security mesh aligns with regional and industry-specific regulatory
requirements. The adoption of advanced technologies may involve
initial high implementation costs. Organizations need to assess the cost
implications and weigh them against the expected benefits and security
enhancements offered by the cybersecurity mesh.

Finally, another important aspect to consider is how to elaborate on
quantitative or qualitative metrics used for evaluating the effectiveness
of each technology’s integration into the cybersecurity mesh. The in-
tegration metrics are useful. Yet, creating new metrics for evaluating
integration efficacy is outside the purview of this survey and would
require a distinct, dedicated paper. However, in the following para-
graph, we will review the current state-of-the-art integrative evaluation
metrics, laying the groundwork for comprehending these qualitative or
quantitative measures.

It can be used AI-based test automation for assessing the ade-
quacy of the integration aspects of the technologies in cybersecurity
mesh [247]. AI-based test automation operates as a dynamic tool, capa-
ble of simulating real-world scenarios and interactions between various
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technologies within the cybersecurity infrastructure. This simulation-
driven assessment allows for the identification of potential vulnera-
bilities, validation of interoperability, and optimization of integration
protocols. Complementing this approach it can use risk assessment tools
when especially involved in machine learning technologies to evaluate
the cybersecurity risk [248]. Last but not least it has been proposed
adding dynamics of cyber risk analytics which could even work at the
edge [249].

9. Conclusions

In this paper, we have studied three different wide-used technolo-
gies that can be useful in designing this new model named cybersecurity
mesh: Federated Learning (FL) (CS1), Blockchain Technology (BT)
(CS2), and Swarming Intelligence (SI) (CS3). For each study case CS1,
CS2 and CS3, we have examined the different areas where each of these
technologies has been applied to, as well as the algorithms that are used
to provide security services, and it shows different kinds of security
violations or attacks that are resolved.

Generally, when designing new cybersecurity tools are used hash
functions, encryption schemes, and any other object whose security has
been tested, and even more it worked under high-security standards.
According to the outcomes obtained, FL and SI involve algorithms
that were not designed to achieve information security. Nevertheless,
they can be manipulated to design cybersecurity tools and provide
security services. This approach to generating new cybersecurity tools
represents opportunities for the scientific community such as achieving
both the correct integration of different technologies and optimal com-
munication, designing a formal analysis to define what is the security
level of the proposed scheme, algorithm, and protocol, among others.
Unlike FL and SI, BT has been developed considering security as design
lines between other properties such as anonymity and immutability;
and it is based on cryptography algorithms that were focused to protect
security services. Despite this, trying to achieve the correct integration
with other areas represents a big challenge and the same time provides
new opportunities to open possible research lines.

While each area functions independently, their combined use en-
hances their effectiveness. Swarming intelligence algorithms can op-
timize and select features, which are then input into algorithms that
train the model using a federated learning approach. Additionally,
blockchain technology can establish secure communication and ex-
change information between nodes participating in the federated learn-
ing model, ensuring sensitive data is kept private during the training
process. This research has presented the advantages and disadvan-
tages of each intelligent method. Disadvantages provide an area where
it is possible to explore new research lines such as obtaining more
distributed and scalable cybersecurity tools, another line may be the
seeking strategies and mechanisms that allow exploiting the advan-
tages of each intelligent system in a joint environment, with the main
objective of designing more robust frameworks.

The development of cybersecurity tools is fundamental to multiple
application areas, for instance, this work has illustrated both the most
popular sectors such as IoT, security networks, smart cities, and smart
homes, among others, and the most recent sectors such as healthcare,
finance, smart grids, supply chain, vehicles autonomous, education,
among others where security is a crucial factor. Recently, cybersecurity
has been bolstered not only by cryptographic algorithms but also by
other technologies that do not inherently provide security services.
Nevertheless, when these technologies are combined, it is possible
to obtain comprehensive security services. Therefore, the integration
of different technologies is a crucial alternative to developing new
cybersecurity tools in the next years. Actually, cybersecurity mesh is
a new cybersecurity model that integrates different technologies to
tackle and mitigate different cyberattacks. Then, combining intelligent
systems to develop new cybersecurity tools is a big challenge, and the
community has begun to look at alternatives considering security and
effectiveness as the main design line.
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Nomenclature

AIA Airport Image Analysis
AsynFL Asynchronous Federated Learning
BoEI Blockchain Orchestrated Edge Intelligence
BT Blockchain Technology
CAVs Connected and Automated Vehicles
CGAN Conditional Generative Adversarial Nets
CNID Campus Network Intrusion Detection
CRNN Collaborative Recurrent Neuronal Network
CTI-P Cyber Threat Intelligence Platform
DANN Deep Adversarial Neuronal Network
DC Dew Cloud
DML Distributed Machine Learning
DTL Deep Transfer Learning
DTs Digital Twins
EC Edge Computing
ECC Elliptic Curve Cryptographic
ELF Executable and Link-able Format
EoT Edge of Things
EVCEs Electric Vehicle Charging Ecosystems
FDIA False Data Injections Attacks
FedGAN Federated Generative Adversarial Network
FHC Federated Hipersphere Classifier
FIM Federates Identity Management
FKD Federated Knowledge Distillation
FL-MA Federated Learning Movil Agents
GAN Generative Adversarial Network
GT Game Theory
HLSTM Hierarchical Long Short-Term Memory
IIoT Industrial Internet of Things
IoMT Internet of Medical Things
IoT-CI Internet of Things Critical Infrastructure
IoT-ED Internet of Things Edge Devices
IoT-MN Internet of Things Mobile Networks
IoT-SN Internet of Things Satellite Networks
ITS Intelligent Transport Systems
KD Knowledge Distillation
LSTM Long Short-Term Memory
MDL Multidimensional Deep Learning
MEC Multi-access Edge Computing
MFL Multilevel Federated Learning
MTS Maritime Transportation Systems
PMLM Preserving Machine Learning Model
RF Random Forest
RS Recommendation System
SC Secure Communication
SCC Serverless Cloud Computing
SDN Software Defined Networking
SFL Segmented federated Learning
SP Social Psychology
TCGN Temporal Convolutional Generative Network
UEBA User and Entity Behaviour Analytics
VC Voting Classifier
VSN Vehicular Sensor Network
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