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Intelligent transportation systems are pivotal in enhancing road safety by enabling intra-vehicle communication.
Due to the nature of the wireless communication link, several potential risks of attacks exist, including
impersonation, modification, and replay. To ensure the security of vehicular ad hoc networks (VANETSs) against
malicious activities, secure data exchange between inter-communicating terminals, specifically vehicle-to-
everything (V2X) communication, becomes a critical technological challenge that requires attention. Existing
authentication methods for VANET applications mainly rely on crypto-based techniques. The emergence
of physical (PHY)-layer authentication has gained prominence, leveraging the inherent characteristics of
wireless channels and hardware imperfections to distinguish between wireless devices. The PHY-layer-
based authentication is not a standalone alternative to cryptographic methods, but it shows potential as a
supplementary approach for re-authentication in VANETs, referred to as “cross-layer authentication”. This
comprehensive survey thoroughly evaluates the state-of-the-art of crypto-based, PHY-layer-based, and cross-
layer-based authentication methods in VANETs. Furthermore, this survey delves into integrating different
sixth-generation (6G) and beyond technologies, such as reconfigurable intelligent surfaces (RIS) and federated
learning, for enhancing PHY-layer authentication performance in the presence of active attackers. Furthermore,
in-depth insights into the advantages of cross-layer authentication methods are presented, along with exploring
various state-of-the-art VANET security techniques. A detailed technical discussion is provided on these advanced
approaches, and it is concluded that they can significantly enhance the security of intelligent transportation
systems, ensuring safer and more efficient vehicular communications.

1. Introduction safety framework plan has been published to foster safety and efficiency
in transportation, focusing on leveraging technology to conceptualise
and deploy intelligent transportation systems [3]. To construct these

advanced systems, state-of-the-art sensor data is utilised within vehicu-

On a global scale, the occurrence of road traffic incidents and mor-
talities amounts to approximately 1.3 million each year and is projected

to ascend as the fifth primary cause of death by the year 2030, as indi-
cated by the authoritative “Second Global Status Report on Road Safety”
[1]. The European Commission (EC) disclosed a noteworthy reduction
of around 23% in fatal road collisions in the year 2020, compared to the
statistics from 2010 [2]. Furthermore, the EC has established the am-
bitious objective of attaining zero fatalities by 2050. A comprehensive
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lar ad hoc networks (VANETS) [4].

The term “ad hoc networks”, also known as mobile ad hoc networks
(MANETS), refers to the decentralised networks that allow devices, such
as laptops, smartphones, or internet-of-things (IoT) devices, to commu-
nicate directly with each other, acting as both hosts and routers [5].
This peer-to-peer communication enables data transmission and net-
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Fig. 1. Various applications of wireless ad hoc networks.
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Fig. 2. System architecture.

work connectivity even in the absence of a fixed infrastructure, such
as Wi-Fi access points or cellular towers. Ad hoc networks are char-
acterised by their ability to self-organise and self-configure, allowing
devices to establish communication links and form a network on the fly
[6]. Fig. 1 illustrates various applications of ad hoc networks, including
VANETsS, flying ad hoc networks (FANETS), acoustic communications,
and wireless sensor networks (WSN) [5,6]. VANETs facilitate direct
vehicle-to-everything (V2X) communication [7], encompassing vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I) interactions, see
Fig. 2.

Using the dedicated short-range communication protocol (DSRC)
protocol [8], each vehicle within the VANET environment autonomously
generates and disseminates safety-related messages at a frequency typi-
cally ranging from 5.85 to 5.925 GHz [9], every 100 to 300 milliseconds
[10]. These messages contain vital data such as the vehicle’s current
position, speed, acceleration, direction, and other relevant information.
By broadcasting these messages periodically, vehicles can effectively
communicate their status to other vehicles and infrastructure units in
their proximity [11].

VANETs:s play a crucial role in enhancing the performance of various
traffic-related applications, including safety, mobility, and autonomy,
while also contributing to reducing carbon emissions and promoting
environmentally friendly transportation. By enabling vehicles to opti-
mise their routes and avoid traffic congestion en route to their desti-
nations, VANETs enable efficient and sustainable transportation. Typ-
ically, VANETs consist of three primary terminals: a trusted authority
(TA), roadside units (RSUs), and onboard units (OBUs) located within
vehicles. Each terminal within the network has specific roles described
as follows [12].

1. The trusted authority: The TA is a trusted terminal for all vehicles
and RSUs in the network. The TA plays a critical role in facilitating
secure and trustworthy communication between network partic-
ipants, ensuring that messages transmitted between vehicles are
authentic and have not been tampered with. Beyond its role in

maintaining secure communication, the TA is also responsible for
managing the network’s membership by registering vehicles and
RSUs before they can participate in network activities. In addition,
the TA is responsible for revoking vehicles engaging in malicious
activity, such as launching an attack or violating traffic laws.

2. Roadside units: RSUs are stationary wireless devices deployed along
the roadside infrastructure to offer support for vehicular commu-
nication. The primary role of RSUs in VANETS is to enhance the
reliability and efficiency of communication between vehicles and
between vehicles and the TA. In addition to providing communi-
cation support, RSUs can be used for various other applications.
These include providing information about traffic conditions, road
hazards, and emergency situations to vehicles in the network. They
can also be used for collecting traffic data and performing traffic
management tasks, such as traffic flow optimisation and congestion
control.

3. Vehicles’ OBUs: OBUs are electronic wireless devices installed on
vehicles that enable communication with other vehicles and RSUs.
The primary role of OBUs in VANETS is to support the exchange of
information among vehicles and between vehicles and the network
infrastructure.

Unfortunately, the widespread availability of off-the-shelf wireless
cards and the open accessibility of wireless communication have made
VANETs vulnerable to various attacks, including interception, modifica-
tion, and impersonation [13]. For instance, an adversary can fabricate
a false emergency to manipulate other drivers into reducing speed or
abruptly applying brakes. Moreover, an attacker can impersonate the
identity of a legitimate vehicle or generate numerous malicious mes-
sages, leading to a fabricated traffic scenario that deviates from reality.
The potential ramifications of such malicious attacks include disrup-
tions in traffic flow, congestion, and even accidents. Consequently, it
becomes crucial to establish robust mechanisms for message authenti-
cation capable of verifying the authenticity of the sender’s identity [14].

In VANETS, conventional authentication mechanisms depend on the
computational complexity of solving complex cryptographic mathe-
matical problems such as the factorization problem [15] and discrete
logarithm problem (DLP) [16]. These mechanisms ensure the integrity
and authenticity of transmitted messages. However, generating a cryp-
tographic signature for each message incurs a significant computation
cost. Furthermore, the inclusion of these signatures with each message
introduces additional communication overhead, consuming approxi-
mately 30% of the available bandwidth [17]. Generally, these complex
crypto-based operations are typically performed at the upper layers of
the protocol stack [18]. These include the application and link layers,
see Fig. 3 [19,20].

To address the challenges posed by upper-layer cryptographic ap-
proaches’ computation and communication overheads, researchers have
explored PHY-layer authentication techniques as a promising solu-
tion [21]. These techniques leverage the distinctive characteristics of
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Fig. 3. Layered DSRC protocol architecture [19,20].

wireless channels, including channel fading coefficients and phase re-
sponses, as well as hardware impairments such as the front-end com-
munication circuit imperfections and the carrier frequency offset (CFO)
[22]. By exploiting these inherent properties, PHY-layer authentica-
tion can differentiate between terminals without completely relying
on computationally intensive cryptographic operations. However, it is
important to note that PHY-layer authentication alone cannot be a com-
prehensive authentication solution [23]. While PHY-layer techniques
provide a means to authenticate terminals based on unique channel
characteristics, they still require initial identity verification using upper-
layer-based authentication mechanisms [24]. This implies that an addi-
tional layer of authentication is necessary to verify the identity of the
communicating vehicle.

In practice, combining PHY-layer authentication with upper-layer
authentication can offer a more robust and efficient authentication
framework. This integration can be referred to as “cross-layer au-
thentication” [25]. Upper-layer authentication (i.e., cryptographic ap-
proaches) can serve as a preliminary step to quickly establish the au-
thenticity of terminals. Once a terminal’s identity is preliminarily veri-
fied, PHY-layer authentication mechanisms can be employed to perform
a more thorough and reliable verification based on physical properties
[23-25]. By integrating PHY-layer and upper-layer authentication tech-
niques, VANETSs can benefit from a hybrid approach combining both
methods’ advantages. This hybrid authentication scheme provides a bal-
ance between efficiency and security, leveraging the unique properties
of the wireless channel while maintaining the robustness and trustwor-
thiness offered by upper-layer cryptographic approaches.

Cross-layer authentication in vehicular communication draws in-
spiration from human communication patterns, where individuals are
often recognised through initial introductions and subsequent memo-
risation of their physical features, such as facial characteristics, body
shape, voice, and other distinguishing attributes. By applying a similar
concept, reliable and secure communication in vehicular networks can
be established through an initial handshaking step that utilises crypto-
based authentication. This step plays a crucial role in verifying the
legitimacy of communicating vehicles and extracting unique wireless
device features that can be used for subsequent re-authentication in
future transmissions. However, choosing an appropriate PHY-layer re-
authentication technique depends on various application characteristics
factors, including channel variations, communication range, broadcast-
ing rate, dynamicity, and other relevant parameters [26].

This survey distinguishes itself from previous surveys, such as
those mentioned in references [27-29], which focus on reviewing the
state-of-the-art of crypto-based authentication methods, as well as sur-
veys [22,30] that solely concentrate on PHY-layer-based authentication
methods, see Table 1. In contrast, our survey comprehensively reviews
both approaches within the context of VANETSs. Furthermore, this sur-
vey goes beyond the existing literature by examining current cross-layer
authentication methods in VANETs and offering insights into future re-
search directions. In addition, it examines the strengths and weaknesses
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Table 1
A comprehensive taxonomic analysis of survey papers on ad
hoc network authentication.

Ref. Crypto-based =~ PHY-layer-based  Cross-layer-based

271

281 4/

291 v/ -

[30] - v

221 - v -
Ours 4/ v v

of each approach and discusses their applicability in different scenarios.
This analysis allows for a more holistic understanding of the authentica-
tion landscape in VANETSs. Moreover, this survey explores the emerging
area of cross-layer authentication in VANETSs. The contributions of this
survey can be summarised as follows:

1. This paper presents a comprehensive classification of authentica-
tion schemes utilised in ad hoc networks, categorising them into
crypto-based, PHY-layer-based, and cross-layer-based methods.

2. Moreover, the strengths and weaknesses of each scheme are thor-
oughly examined, providing valuable insights into their respective
suitability for various applications.

3. Finally, we emphasise the significance of integrating cutting-edge
sixth-generation (6G) technology, specifically reconfigurable intel-
ligent surface (RIS) and federated learning, to enhance the perfor-
mance of PHY-layer authentication.

The rest of this paper is structured as follows: Section 2 discusses the
metrics employed for evaluating authentication schemes. Sections 3, 4,
and 5 offer a comprehensive review of the crypto-based, PHY-layer-
based, and cross-layer-based authentication, respectively. Section 6 ex-
plores the prospective developments and insights about 6G authentica-
tion in VANETSs. Finally, Section 7 presents the concluding remarks of
this survey.

2. Performance evaluation metrics

To ensure the robustness of an authentication scheme, it must ad-
here to predefined security and privacy metrics. Likewise, evaluating
the scalability of a scheme in VANETSs primarily hinges upon its ability
to meet the computation and communication overhead metric [31,32].
A detailed discussion of the performance evaluation metrics presented
in Fig. 4 is as follows.

2.1. Security and privacy requirements

Following are the security and privacy requirements for VANET ap-
plications.

1. Privacy preservation: Privacy preservation refers to protecting users’
personally identifiable information (PII) from unauthorised access
or disclosure. In VANETS, privacy preservation aims to safeguard
the identity, location, and travel pattern information of vehicles
and their passengers from being revealed to unauthorised entities
or attackers. The objective is to prevent the misuse of this informa-
tion, such as for surveillance, tracking, or profiling purposes.

2. Unlinkability: Unlinkability ensures that adversaries cannot track
the transmitter behaviours by identifying the transmission source
of two different messages. It can be achieved through the use of
techniques such as dynamically updated pseudonyms, which allow
vehicles to hide their real identities while still being able to com-
municate without linking between different messages. By ensuring
unlinkability, VANETs can protect the users’ privacy and prevent
attackers from tracking and profiling users’ activities.
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Fig. 4. Performance evaluation metrics of different authentication schemes.

. Message authentication: Receiver’s ability to authenticate every
safety-related message sent from a specific terminal. The primary
objective of message authentication is to prevent malicious entities
from injecting false or modified messages into the network, which
can compromise the safety and efficiency of vehicular communica-
tion.

. Message integrity: Receiver can detect modification attempts on
messages exchanged between vehicles. This can be ensured through
cryptographic techniques such as message authentication codes
and digital signatures.

. Non-Repudiation: Non-repudiation ensures that a sender cannot
deny sending a message/data to a receiver. It is a security require-
ment that provides proof of the origin of a message, its delivery
to the intended recipient, and its contents. Non-repudiation helps
to prevent disputes and false accusations arising from malicious
attacks or errors. It is achieved through digital signatures and cer-
tificates, which provide a unique and verifiable identification of
the sender and ensure the transmitted information’s authenticity,
integrity, and confidentiality.

. Traceability: Traceability ensures the ability to track and identify
the real identity of vehicles in the network, which can be used for
various purposes, such as traffic management, accident investiga-
tion, and law enforcement. However, traceability can also threaten
privacy as it may reveal sensitive information about the driver,
such as their identity and travel patterns. Therefore, it is important
to implement traceability to balance the need for information with
the users’ privacy concerns. This can be achieved through anony-
mous identifiers, encryption, and access controls, which ensure that
the data is only accessible to authorised parties and is protected
from unauthorised disclosure or misuse.

. Resistance to attacks: The primary objective of an attacker is to dis-
rupt the network by implementing the following attacks [33].
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* Passive attack: A passive attack involves eavesdropping on the
communication between vehicles without altering or modifying
the content of the messages. In this attack, the attacker monitors
messages exchanged between vehicles to gain sensitive informa-
tion, such as the vehicle’s location, heading, and speed, without
being detected or raising suspicions. This attack can be carried
out using various techniques such as radio frequency scanning,
packet sniffing, or traffic analysis. Passive attacks are difficult to
detect as the attackers do not alter the original messages or cause
any disruption in message contents. Therefore, it is important to
implement security solutions such as encryption, authentication,
and access control, which can prevent passive attacks by ensuring
the confidentiality and integrity of messages’ contents.

Active attacks: An active attack involves modifying or manipulat-

ing the content of the messages exchanged between vehicles or

between a vehicle and infrastructure. In this attack, the attacker
aims to disrupt vehicular communication by performing imper-
sonation, message replay, and modification. This can have severe
consequences, causing accidents, traffic congestion, or mislead-
ing vehicles to the wrong destination. Active attacks can be car-
ried out by malicious vehicles or infrastructure or by exploiting
vulnerabilities in VANET protocols or applications. The following

are the common types of active attacks [34,35].

(a) Replay attack: A replay attack involves retransmitting pre-
viously captured messages to cause confusion or carry out
unauthorised actions. Cryptographic techniques such as
timestamps or sequence numbers ensure message freshness
and uniqueness to avoid this attack. While digital signatures,
authentication codes, and secure communication channels

guarantee message authenticity.

Impersonation attack: An impersonation attack involves a ma-

licious entity acting as a legitimate entity to gain unautho-

rised access or control over the network. In this attack, the

attacker pretends to be a trusted entity such as a vehicle, a

traffic sign, or a roadside unit to either gain access to sensitive

information, disrupt communication, or carry out unautho-
rised actions.

(c) Modification attack: In this attack, the attacker tries to modify
the data transmitted over the network to cause malicious ef-
fects or intercepts the transmitted data and alters it in some
way before forwarding it to the intended recipient. This mod-
ification can be done in various ways, such as changing the
content of the message, the source or destination, or the tim-
ing of the message. Some techniques that can be used to
prevent such attacks include message authentication, encryp-
tion, and digital signatures.

(d) Man-in-the-Middle attack: In this attack, the attacker controls
the messaging process by manipulating and redirecting the
communication flow between different terminals in the net-

)

-

work.

(e) Sybil attack: The attacker employs a strategy involving the
generation of multiple fabricated identities, intending to mas-
querade as numerous legitimate users. This malicious action
is aimed at disrupting the network functionality. To prevent
such attacks, authentication and verification mechanisms are
essential to ensure only legitimate vehicles can join the net-
work or reputation-based systems that can detect anomalies
in vehicles’ behaviours.

(f) Denial-of-Service (DoS) attack: In this attack, the attacker uses
several techniques, such as flooding the network with mes-
sages, sending fake requests, or consuming network resources
to disrupt the network’s functionality.
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Table 2
Overhead categories for computation and communica-
tion [28].
Classification =~ Computation Communication
Category overhead (msec)  overhead (bytes)
Low 1:3 1:50
Medium 31:6 51:100
High 6.1:10 101 : 140

2.2. Computation and communication overheads

In VANET applications, it is vital to consider the computation and
communication overheads as they significantly impact the overall sys-
tem performance. The term “computation overhead” pertains to the
computational power and processing requirements necessary to exe-
cute intricate algorithms and protocols within the VANET environment.
This overhead is influenced by the complexity of the algorithms used
for tasks such as route planning, data fusion, collision avoidance, and
other intelligent decision-making processes. On the other hand, the
term “communication overhead” refers to utilising channel bandwidth
and network resources that are essential for exchanging information
among vehicles and infrastructure components [27]. In VANETS, vehi-
cles are limited in processing power and memory, and running complex
algorithms can drain their battery quickly. This can be challenging
for safety-critical applications, such as collision avoidance, which re-
quire real-time processing and low latency. As the number of vehicles
on the network increases, computation and communication overheads
increase, leading to congestion and message delivery delays. In the
realm of authentication, ensuring reliability necessitates finding the
ideal trade-off between minimal computational complexity and com-
munication costs, thereby guaranteeing optimal network scalability.
Table 2 categorises the associated overheads necessary for transmitting
and verifying a single authentication request in VANETs based on low,
medium, and high categories [36]. The low, medium, and high cate-
gories for communication overhead are 1 to 50 bytes, 51 to 100 bytes,
and 101 to 140 bytes, respectively, while those for computation over-
head are 1 to 3 msec, 3.1 to 6 msec, and 6.1 to 10 msec, respectively.

3. Crypto-based authentication

The classification depicted in Fig. 5 provides a comprehensive tax-
onomy of the existing authentication methods employed in ad hoc net-
works. The current state-of-the-art authentication in VANETs has been
enriched by numerous contributions from researchers who have em-
ployed various cryptographic techniques, including the elliptic curve
cryptosystem (ECC), bilinear pairing (BP), and hash functions. Gen-
erally, there are three commonly used crypto-based authentication
methods denoted by public key infrastructure (PKI)-based, identity
(ID)-based, and group signature (GS)-based authentication. This section
comprehensively discusses recently published approaches based on PKI,
ID, and GS authentication.

3.1. PKI-based authentication

This type of authentication relies on a trusted third party known as
the certificate authority (CA) to issue digital certificates to communi-
cating entities. These digital certificates contain the entity’s public key,
which other entities use to authenticate the entity’s identity. Generally,
PKI-based authentication involves the following steps:

1. The entity generates a key pair consisting of private and public keys
for authentication.

2. The entity sends a certificate signing request (CSR) to the CA,
which includes the entity’s public key and identifying information.

3. The CA verifies the entity’s identity and issues a digital certificate
containing the entity’s public key and identifying information.
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4. The entity uses its private key to sign a message or generate a dig-
ital signature, which can be verified by other entities using the
entity’s public key.

Suppose an entity A wants to authenticate its identity to en-
tity B using PKI-based authentication. Then, A generates a key pair
{A,ivs Apup}» where A, and A, are the private and public keys, re-
spectively.

priv

1. A sends a CSR to the CA, which includes its public key and identi-
fying information: CSR, = (A, I D).

2. The CA verifies A’s identity and issues a digital certificate contain-
ing the entity’s public key and identifying information: Cert, =
(CSR,,00,4), where the CA’s signature on the CSR is oy =
Signc AMU(CSR 4) and CA,,;, is the CA’s private key.

3. Next, A signs the packet payload (m||Cert,) using its private key
to generate o, = Sign Am“(mllCert 4)- Then, A sends the tuple
(m,Cert4,04) to B.

4. Finally, B checks o.4 € Cert, and verifies the received signature
(04) using A’s public key as VerifyAp“b(aA).

Fig. 6 shows the description of PKI-based authentication. A selective
list of articles in Fig. 5 is provided to comprehensively compare various
methodologies and their limitations in PKI-based authentication. These
articles offer a detailed overview of the various approaches to PKI-based
authentication and their respective advantages and limitations.

In [37], Raya et al. introduced an enhanced PKI-based approach that
involves preloading a substantial number of anonymous certificates and
corresponding private keys. The CA signs these certificates and contains
the vehicle’s pseudo identities. In this way, users remain anonymous. To
ensure long-term security and privacy, it is necessary to preload a suf-
ficient number of certificates (approximately 43,800 [27]) onto each
vehicle’s OBU, typically enough to last for a certain period. These cer-
tificates can be updated during the annual registration process. When
a safety-related message needs to be signed, an anonymous certificate
and its associated private key are randomly selected. The private key
generates the signature, while the public key attached to the certifi-
cate is used for verification by the recipient. Only the CA has access to
information linking the real identities of vehicles to their anonymous
certificates. This mechanism allows the CA to trace misbehaviour and
identify users if necessary. However, revocation is a primary limitation
of PKI-based authentication in vehicular networks, requiring the man-
agement of many certificates in the certificate revocation list (CRL). In
practical terms, revoking a single vehicle requires adding all of its is-
sued certificates to the CRL. With more revoked vehicles, the CRL size
increases. This adversely affects the signature verification as the recip-
ient checks the CRL for each received signature, posing a challenge.
Hence, carefully considering the CRL size and verification time is cru-
cial for efficient and secure management of revoked certificates.

In high-speed dynamic conditions, centralising certification services
on the servers could compromise access availability. To address this
problem, the research conducted by Oulhaci et al. [38] discusses de-
signing and implementing a distributed certification system architecture
that centralises the certification services on the region certification au-
thority (RCA) instead of the CA. The authors emphasised the need for
security in VANETs and proposed a distributed approach that allows for
effective management of public key certificates (PKCs) using the RCA
and sub-ordinate RSUs to issue and sign PKCs to the corresponding ve-
hicles in the same region while improving the resistance to attacks with
compromised RSUs. However, this approach still relies on centralising
certification services to the RCA, potentially posing a single point of
failure and scalability challenges in a large-scale network. Wang et al.
[39] proposed the local identity-based anonymous message authentica-
tion protocol (LIAP) for VANETSs. The LIAP scheme uses a hybrid digital
signature approach, where registered vehicles are issued long-term cer-
tificates for mutual authentication between RSUs and vehicles in the
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Fig. 6. High-level description of PKI-based authentication.

same geographic area. To verify the certificates, the validity of the ve-
hicle’s certificate is checked against the vehicle’s CRL, while the RSU’s
certificate is checked against the RSU’s CRL. After mutual authentica-
tion, the RSU issues a local master key, transmitted encrypted to the
corresponding vehicle. By using the received local master key, the vehi-
cle then generates its anonymous IDs and private keys, which are used
for signing messages. To ensure secure communication, the local master
key is periodically updated. When communicating with adjacent vehi-
cles in another region with a different RSU, each signature must include
the local public key of the regional RSU. Vehicles, in turn, identify the
source region of messages by checking the received local public key and
then verifying the signatures. However, its reliance on the computation-
ally costly bilinear pairing and map-to-point (M — P) hash function
may introduce scalability and performance limitation issues.

To reduce the high computational cost of checking the CRL, Wang
et al. [40] proposed a hybrid authentication scheme that combines PKI-
based with anonymous ID-based authentication. After registration with
the CA, each vehicle is issued a unique long-term certificate. To obtain
an anonymous ID, the vehicle sends a message request to the corre-
sponding RSU, which checks the validity of the vehicle’s certificate and
the freshness of the request at a certain timestamp. If the request is
valid, the RSU sends the vehicle’s request to the CA, which issues the
corresponding pseudo ID and sends it to the vehicle via the RSU as an
encrypted message. The vehicle decrypts the message and obtains its
anonymous ID, which is subsequently utilised during the message sign-
ing phase. Nevertheless, this method may introduce additional latency
in the authentication process due to the involvement of multiple enti-
ties (RSU and CA) in the anonymous ID issuance, potentially impacting
the real-time communication requirements of VANETS.

This part provides an overview of prominent blockchain-based
authentication techniques to address certain limitations associated
with PKI-based authentication in VANETs. In reference [41], a novel
blockchain-based methodology was introduced by Lu et al., featuring
proof of presence and absence mechanisms for certificate issuance and
revocation. This innovative approach incorporated a conditional iden-
tity anonymity feature to enhance user privacy. Notably, this system
also integrated a reputation scoring system to gauge the trustworthi-
ness of message senders during transmissions. However, one notable
limitation in their scheme is the absence of unlinkability. The system’s
gradual updating of reputation scores introduces a potential vulnerabil-
ity, wherein adversaries could exploit this feature to trace broadcasted
messages and subsequently execute location-tracking attacks, under-
mining the security and privacy of the communication process. An-
other approach by Lu et al. [42] combines the Merkle Patricia Tree
with blockchain technology to facilitate monitoring of the authori-
ty’s activities, thereby promoting transparency. Nonetheless, generating
anonymous certificates in this method necessitates frequent interactions
between vehicles and the CA.

In an effort to enhance the certificate distribution and revocation
process, Lin et al. [43] innovatively integrated the public blockchain
network “Ethereum” into the PKI-based framework. Within this novel
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Fig. 7. High-level description of ID-based authentication.

approach, the CA actively updates the blockchain with distinct blocks
containing users’ digital certificates in the form of transactions. Conse-
quently, network terminals gain the ability to verify the legitimacy of
received signatures by corroborating them with transaction addresses,
thus ensuring the integrity and security of the entire process. How-
ever, blockchain-based solutions’ practical feasibility and scalability in
high-speed and resource-constrained environments need further inves-
tigation to assess their suitability for real-world deployment [44].

3.2. ID-based authentication

An ID-based authentication is a cryptographic approach where a
user’s identity information is utilised to derive the corresponding pub-
lic key, while the private key is generated and distributed by the TA
based on the provided identity information [45]. This process enables
the receiver to verify incoming messages using the sender’s public key
and the sender to sign messages using its private key. The typical steps
involved in ID-based authentication are as follows:

1. Setup: This step involves generating the system public parameters
(PP), the master key (msk), and its associated public key (mpk),
s.t. Setup — (P P, msk, mpk), where the master secret key (msk) is
kept secret.

2. Key Extraction: Given an identity (/D) for a specific termi-
nal, the TA extracts the ID’s relevant secret key (x) based on
(PP,msk,mpk), s.t. Keyg,.qe:(PP,msk,mpk) — x.

3. Signing: In this step, the communicating terminal computes the sig-
nature (o) based on (PP, mpk, x), s.t. Sign(PP,mpk,x) - o.

4. Verifying: In this step, the recipient decides on the received sig-
nature Dec = {accepted,rejected} based on (PP, mpk,ID,c), s.t.
Verify(PP,mpk,ID,o)— Dec.

Fig. 7 shows the description of ID-based authentication. However,
ID-based authentication encounters significant computation complex-
ity due to the complex design of this authentication approach. This
limitation hinders the system’s ability to achieve both high scalabil-
ity and low latency. Achieving scalability is a main objective of various
research studies [32-43,45-51], where the network is able to incor-
porate additional terminals without compromising performance. Liu et
al. [46] introduced the first proxy-based authentication scheme, where
proxy vehicles utilise their computation capabilities to verify signatures
on behalf of the RSUs and broadcast the verification results. Nonethe-
less, it is important to note that their approach was primarily tailored
to V2I communication and did not encompass the crucial domain of
V2V communication scenarios. Subsequently, Asaar et al. [47] identi-
fied vulnerabilities in the scheme proposed by Liu et al. [46], particu-
larly with impersonation and modification attacks. They developed an



M.A. Shawky, S.T. Shah, M. Abdrabou et al.

enhanced proxy-based scheme that exhibited improved computational
performance. The enhanced scheme distributed the n received signa-
tures among [g] proxy vehicles for the signature verification process,
with d ~ 0.1n. However, a significant security concern emerged about
this approach due to the preloading of the TA master key into vehi-
cles’ tamper-proof devices (TPDs), making them vulnerable to potential
side-channel attacks. To address this issue, Bayat et al. [48] proposed
an alternative method by leveraging the secure communication link be-
tween the TA and RSUs to dynamically update the master key stored in
the RSUs’ TPDs. Their approach utilised bilinear pairing properties and
the M — P hashing function to develop an ID-based scheme that sup-
ported batch verification. Despite its advantages, this scheme exhibited
significant computation complexity.

In this challenging scenario, Al-shareeda et al. [49] developed
a novel free pairing conditional privacy-preserving authentication
scheme. Their approach utilised an online mode for updating the secret
parameters of TPDs, effectively mitigating potential side-channel at-
tacks. However, this scheme incurred a high communication cost. Lo et
al. [50] presented an alternative solution to address the computational
overhead arising from bilinear pairing operations. They leveraged the
computational Diffie-Hellman problem of the ECC for singular verifica-
tion, offering a more efficient approach. Furthermore, in a lightweight
ID-based solution, Wei et al. [51] utilised the factorization problem
of the RSA cryptosystem for identity verification, aiming to achieve a
resource-efficient authentication process.

In a recent study, reference [52] highlighted a vulnerability in
the proposed scheme presented in [51], wherein the common modu-
lus attack could potentially expose the secret parameters of vehicles.
To address the computational load on the vehicles, [53] suggested an
edge computing technique where RSUs verify messages from neigh-
bouring vehicles and subsequently broadcast verification results to
the surrounding vehicles. However, subsequent research conducted by
Limbasiya et al. in [54] revealed security weaknesses in [53]’s ap-
proach, specifically concerning susceptibility to impersonation attacks.
Limbasiya et al. introduced a message authentication method based
on symmetric key cryptography to address these concerns. Lyu et al.
[55] proposed a novel approach where they integrated the timed effi-
cient stream loss-tolerant authentication (TESLA) method with elliptic
curve-based digital signatures. This innovative combination resulted
in developing a scheme capable of predicting a vehicle’s future po-
sition to enable instantaneous message authentication. However, the
high communication cost associated with the Merkle Hash Tree’s added
leaf values remained a challenging issue. To tackle the communication
cost and privacy concerns, [56] proposed a certificateless aggregation
signature scheme that reduces the signature size. However, they did
not consider the implications for V2V applications, which is crucial as
vehicles have lower processing power than RSUs. In [57], Cui et al.
introduced an ECC-based content-sharing scheme specifically tailored
for fifth-generation (5G)-enabled vehicular networks. Their approach
allows vehicles with content downloading requests to efficiently filter
nearby vehicles and select competent proxy vehicles to provide content
services.

Many studies have made significant contributions towards address-
ing the critical security and privacy concerns associated with VANETs.
In references [58-61], researchers introduced conditional privacy-
preserving authentication (CPPA) schemes, which utilise ECC-based
scalar multiplication and addition operations for signature generation
and verification. One of the proposed schemes, as outlined in reference
[59], employs a pseudo-ID-based approach, where pseudo-identities are
exchanged between terminals to provide conditional privacy. Addition-
ally, other researchers [62-64] designed certificate-less authentication
schemes, aimed at reducing authentication overheads and enhancing
privacy. These schemes allow vehicles to forgo storing certificates for
authentication purposes, relieving the TA from the burden of extracting
the real identities of malicious vehicles from certificates.
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Fig. 8. High-level description of GS-based authentication.

3.3. GS-based authentication

In the context of GS-based authentication, a group consists of a man-
ager and its members. When a message (m) needs to be signed by
any group member (V;), V; generates its corresponding signature (o),
utilising their respective secret key (gsk;). This way ensures privacy
preservation during the signature generation as V; signs messages on
behalf of the group members [65]. Subsequently, the message recipient
verifies the ¢ using the group’s public key (gpk). GS-based authentica-
tion typically involves four following steps [29]:

1. Key,,,: This phase is executed to generate the essential secret and
private keys, s.t. K €Veen = 185k, gpk, gmsk} and other parameters,
where gmsk is the group manager’s secret key.

2. Sign(m,gsk;, gpk): This phase is run by V; to sign m using gsk;
related to gpk, s.t. Sign(gsk;, gpk,m) — o.

3. Verify(o,gpk): The recipient checks the validity of ¢ using gpk
without disclosing V;’s real identity (RI D;), s.t. Verify(c,gpk) —
m.

4. Open(o, gpk,gmsk): The group manager can reveal RID; using
gmsk, s.t. Open(o, gpk,gmsk) — RI D; in case of misbehaving.

Fig. 8 shows the description of GS-based authentication. Neverthe-
less, a significant drawback of this approach is the necessity to update
and distribute the group key through the TA each time a vehicle joins
or leaves the group region. This requirement poses challenges in sup-
porting both forward and backward secrecy, particularly for high-speed
group members. As highlighted in [66], a potential enhancement in-
volves assigning RSUs as group managers to reduce communication and
computation overheads. However, if an RSU becomes compromised, it
puts the private information of vehicles at risk of exposure. Zhang et al.
[67] proposed a group key distribution algorithm for GS-based batch
verification. This algorithm uses a bivariate polynomial-based mech-
anism to ensure that only unrevoked vehicles can access the group
session key. Reference [68] decreases the insignificant overhead on the
TA by dividing the RSUs/domain into leader RSU (L-RSU) and mem-
ber RSUs (M-RSUs). The L-RSU is responsible for generating group keys
and tracing the real identities of misbehaving vehicles with the help
of the TA. Increasing the number of M-RSUs/domain enhances the sys-
tem’s performance because the vehicle remains in the same domain for
a longer period, decreasing the number of domains/region. However,
managing the complexities associated with increasing M-RSUs requires
careful consideration in practical scenarios. Using a region trust author-
ity, reference [69] provides vehicles with authentication services and
reduces the overhead on RSUs and the TA.
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Table 3
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Ensuring security and privacy: A comprehensive analysis of crypto-based authentication schemes (Part I).

Ref. PKI-based

ID-based

[371 [38] [39] [40] [41] [42]

[43] [46] [471 [48] [49] [50] [51] [52] [53]

Privacy Preservation v v v v v v v v v v v v v v v
Unlinkability v v X v X v v v v v v v v v v
Message Authentication v v v v v v v v v v v v v v v
Message Integrity v v v v v v v v v v v 4 4 4 4
Non-Repudiation v v v v 4 v v v v v v v v v v
Traceability v v v v v v v v v v v v v v v
Resistance to Replay v v v v v v v X X v v v X v X
Resistance to Impersonation v v v v v v v X X v v v X v X
Resistance to Modification v v v v v v v X X v v v X v X
Resistance to DoS X X X X X X X X X X X X X X X
Computation Cost Low Low High Med. Med. Med. Low High Low Med. Low Med. Low High Med.
Communication Cost Med. Med. Med. Med. High High High Med High Med. High High High High Med.

Table 4

Ensuring security and privacy: A comprehensive analysis of crypto-based authentication schemes (Part II).
Ref. ID-based GS-based

[54] [55] [56] [57] [58] [59]

[60] [61] [62] [63] [64] [66] [67] [68] [69]

Privacy Preservation X v v v 4 v
Unlinkability v v v v v v
Message Authentication v v v v v v
Message Integrity v v v v v v
Non-Repudiation v v v v v v
Traceability X v v v v v
Resistance to Replay v v v v X v
Resistance to Impersonation v v v v X v
Resistance to Modification v v v v X v
Resistance to DoS X X X X X X
Computation Cost Low Low High Med. Med. Med.
Communication Cost High High High High High High
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3.4. Challenges of crypto-based authentication

For a comprehensive evaluation, Tables 3 and 4 present an in-depth
analysis of crypto-based authentication methods concerning their ful-
filment of VANET security and privacy requirements. The evaluation
reveals that certain approaches cannot support resistance against active
attacks, a security flaw supported by findings in the literature. More-
over, considering the flooding type of the DoS attack in which the at-
tacker tries to deteriorate the network’s performance by overwhelming
the targeted terminal with fake signatures ) o;. The current state-of-
the-art suggests using channel switching and beamforming techniques
to avoid such attacks. However, an effective authentication scheme
should consider a low-time cost verification process of o; allows for mit-
igating the impact of such an attack on the network, which is hard to
achieve due to the high computation cost of cryptographic operations,
as summarised in Tables 3 and 4.

Furthermore, it can be noted that there is a trade-off relationship
between the computation and communication overheads. While some
schemes prioritise minimal computational overhead for enhanced per-
formance, they may neglect the importance of managing communica-
tion overheads. An effective authentication framework should consider
both metrics. At last, Fig. 9 summarises the performance limitations as-
sociated with different types of crypto-based authentication in VANETs.

4. PHY-layer authentication

PHY-layer authentication is a security mechanism that aims to estab-
lish the authenticity of wireless communication devices by exploiting
the unique physical characteristics of their wireless transmissions. This
authentication process is performed at the physical layer of the protocol
stack and is effective in preventing various types of attacks, includ-
ing spoofing and impersonation. In this context, existing PHY-layer

* The need for large storage capacity.
* A high cost of distributing the CRL.
* A high cost of checking the CRL.
Vulnerable to DoS attacks.

PKI-based

* The TA is responsible for generating
all private keys.

« Bilinear pairing-based signatures are
computationally costly.

Crypto-based
Authentication
Techniques

ID-based

Complex key distribution process.

+ Cannot offer forward and backward secrecy
for high-speed terminals.

* Verification is computationally costly.

GS-based

Fig. 9. Challenges of crypto-based authentication methods.

authentication methods can be classified into three main categories:
keyless, keyed, and tag-based (see Fig. 5), which are presented in Sub-
sections 4.1, 4.2, and 4.3, respectively. These subsections review articles
discussing different PHY-layer authentication methods in wireless com-
munication. Finally, the challenges of implementing each method in
vehicular communication networks are outlined.

4.1. Keyless PHY-layer-authentication

Keyless PHY-layer authentication is a technique used to verify wire-
less communication devices’ authenticity without relying on pre-shared
keys or secret information. Instead, this approach exploits the inherent
properties of the hardware manufacturing process of different wireless



M.A. Shawky, S.T. Shah, M. Abdrabou et al.

Table 5
Classification of keyless PHY-layer-authentication.

Ref. Authors Year Authentication feature

Single attribute-based PHY-layer authentication

[71] Xiao et al. 2008 CFR
[72] Tugnait et al. 2013 PSD
[731] Chin et al. 2015 PDP
[74] Liu et al. 2016 CIR
[75] Liu et al. 2017 CIR
[76] Hamamreh et al. 2018 CsI

[77] Liao et al. 2019 CSI

[78] Gao et al. 2019 RSS
[79] Li et al. 2020 RSS
[80] Jadoon et al. 2021 RSS

Hardware imperfections-based PHY-layer authentication

[81]
[82]

2019
2014

Zhang et al.
Hou et al.

AFE imperfections
CFO

Multiple attributes-based PHY-layer authentication

[83] Fang et al. 2018 CFO & CIR & RSS

[84] Wang et al. 2016 RSS & (I/Q imbalance)
[85] Lietal. 2019 CSI & RSS & CFO

[86] Ramabadran et al. 2020 CIR & AFE imperfections

devices, such as the carrier frequency offset (CFO) and analogue front-
end (AFE) imperfections, and the unique attributes of wireless commu-
nication channels, such as the channel state information (CSI), received
signal strength (RSS), power delay profile (PDP), channel frequency
response (CFR), channel impulse response (CIR) and power spectral
density (PSD), to discriminate between different wireless devices. Key-
less authentication methods typically use statistical analysis to compare
the characteristics of the received signal with those of a known refer-
ence signal to determine whether the sender is authentic or not. This
approach is particularly useful when pre-shared keys are unavailable or
impractical. Keyless authentication can generally be classified into three
categories: single attribute-based, multiple attributes-based, and hard-
ware imperfections-based methods. Table 5 categorises the literature
on keyless authentication according to the distinctive discrimination
features employed in the selected studies.

4.1.1. Single attribute-based PHY-layer authentication

The channel attributes-based method is founded on the principle
of leveraging the short-term spatial and temporal correlations in chan-
nel characteristics between two wireless communication devices. These
correlations can be effectively described by a zero-order Bessel function,
with the first zero point occurring at a distance of half the wavelength
(4/2) between the legitimate user and the adversary [70], as depicted
in Fig. 10. Thus allowing for location decorrelation between legitimate
and wiretapped channel responses. This approach involves utilising a
range of channel features including the CFR [71], PSD [72], PDP [73],
CIR [74,75], CSI [76,77]1, and RSS [78-80]. By tracking these features,
this method ensures that the received signals, Ry(f) and Ry (t + A1),
originate from the same source, where the receiving time interval At is
less than or equal to the coherence time 7. This approach is commonly
known as the “feature tracking” mechanism.

In [71], Xiao et al. proposed an authentication method that en-
ables a receiver (B) to authenticate a legitimate terminal (A) based
on the channel frequency response in a time-variant environment. The
proposed method involves comparing the estimated channel response
H ,_ p(K) with previously recorded responses H,(K). If the channel
responses are highly correlated over time, the terminal is considered
trustworthy. On the other hand, if the channel responses are not corre-
lated, the terminal is deemed untrustworthy, depending on the thresh-
old value (7). The decision to trust or not trust the terminal is made
based on a binary hypothesis testing problem. Specifically, the null hy-
pothesis is defined as H, : H,(K) = H,_ 3(K), while the alternative
hypothesis is defined as H; : H,(K) # H 4_, g(K). Tugnait et al. [72]

10
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Fig. 11. Flowchart of the power delay profile-based implementation of the PHY-
layer authentication method in [73].

introduced an authentication technique that leverages the correlation
among power spectral density estimates, S(f), obtained from a par-
ticular terminal at different time series. The method involves a binary
hypothesis testing process represented by H, : S,(f) =S, p(f) and
H, : S,(f) #S4_p(f). The authors estimated the power spectral den-
sity using the Daniell method [87] and optimised the threshold value
and the probability of false alarm (P;,) for a generalized likelihood
ratio test (GLRT), where Py, is the probability that a third party is au-
thenticated as an authorised terminal. Chin et al. [73] have utilised the
concept of employing the power delay profile as a proficient PHY-layer
authentication mechanism to differentiate between two consecutive
bursts {m — 1, m} in mobile orthogonal frequency division multiplexing
(OFDM) system. The study formulates the PDP {l/’\m_ 1,}/’\,,,} of different
bursts based on the cyclic prefix (CP) length and the number of sub-
carriers (). Fig. 11 depicts the flowchart of the method proposed in
[731, which employs the statistical parameter .S to make a trustwor-
thy decision. The parameter S is determined by calculating {ﬁm_l s ﬁm IR
and then compared to 7. The results indicated that as the value of =
increases, the false alarm probability decreases and vice versa.

For improved performance, Liu et al. [74] presented a novel two-
dimensional (2D) quantisation method {Q,,, Q,} that employs the chan-
nel amplitude (izl (n)) and path delay (cf,(n)) estimates of the /" multi-
path component to distinguish between trusted and untrusted terminals
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Fig. 12. Channel variations (amplitude & phase) over time [74].

based on the spatial and temporal variations in transmission across dif-
ferent time intervals {n,n + 1}. Fig. 12 illustrates the changes in the
h;(n) and dj(n) components across various time slots. The decision rule
is determined based on the following hypothesis:

Hy:S8=8,+8,<r,

(€Y
H :S5=8S,+S;>71
where S}, and S, are given by
L-1 5
Sp=Y 0, [(hx,,(n + D)=y ) ] :
1=0 )

S, = LZ_I 0, HdAX’,(n +1)— dAA,,(n)H
1=1

where L is the total number of channel paths, and {/,dy) are the
channel amplitude and path delay estimates from a specific terminal
(X) at time (n + 1) while {h A> d 4} are that of a pre-authenticated ter-
minal (A) at time n. The null hypothesis H, means X = A while H,;
means X # A.

In [75], Liu et al. proposed an amplify-and-forward cooperative
relaying technique for end-to-end (E2E) transmission aimed at enhanc-
ing the wireless communication range, as shown in Fig. 13. The pro-
posed method optimises the selection of the best cooperative relay (R;)
from a set of M relays, by maximising the signal-to-noise (SNR) for
E2E communication (Alice - R; — Bob) through each of the relays
VR; € {Ry,..., Ry }. Furthermore, the authors presented a PHY-layer
authentication mechanism that utilises the short-term channel corre-
lation between consecutive E2E transmissions that pass through the
selected best relay.

In the context where a source node (Alice) communicates with a le-
gitimate user (Bob) in the presence of passive eavesdropping (Eve), a
technique known as cyclic redundancy check (CRC) is employed to en-
code information data bits. Upon transmission of the encoded data to
Bob, the latter carries out a CRC decoding process and sends a retrans-
mission request indicating whether the decoding was successful or not.
Alice may repeat the transmission process until Bob exhausts the maxi-
mum number of retransmissions (L) or receives the transmitted packet
successfully. This technique is commonly referred to as automatic re-
peat request (ARQ). To enhance the security of this method, Hamamreh
et al. presented a technique in [76] that combines the artificial noise
(AN) cancellation process with the use of maximal ratio combining
(MRC) at the receiver terminal. The MRC process merges two consec-
utive retransmitted data packets (i.e., L = 2) to eliminate the effect of
the AN on the intended receiver’s side. The security strength of this ap-
proach relies on the complexity involved in Eve’s ability to eliminate
the added AN. This is because the AN is produced at the transmitter’s
side based on the channel reciprocity between legitimate terminals (i.e.,
Alice < Bob).
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Fig. 13. Relay selection for cooperative relaying using amplify and forward
method [75].

In [77], Liao et al. proposed a deep learning (DL)-based authenti-
cation method for industrial wireless sensor nodes that adopts three
alternative algorithms, deep neural network (DNN), convolution neural
network (CNN), and improved convolution pre-processing neural net-
work (CPNN). Fig. 14 presents the flowchart of this technique compris-
ing three phases, initialisation, authentication, and retraining. During
the initialisation phase, the kernels are trained using CSI data obtained
from different nodes. In the subsequent authentication phase, the up-
coming CSlI is verified, and the dataset is retrained for the next iteration.

The WSN is vulnerable to intelligent attackers who can imitate le-
gitimate channel information through beamforming techniques. These
attackers leverage machine learning, such as Q-learning, to select attack
actions based on the communication channel and maximise long-term
cumulative rewards. To mitigate such attacks on a network compris-
ing M nodes, {n,--,ny}, Gao et al. [78] proposed a cooperative
PHY-layer authentication approach. In this method, an intelligent at-
tacker attempts to mimic the channel and transmit a signal to a sensor
n; € {ny,+---,ny,}. Each sensor in the network measures the power of
the received signal y(y,), for i = {1,---, M }. In the presence of an at-
tack, both the attacker and the sink node coexist, resulting in a larger
received power than usual. Notably, the higher the power of the decep-
tive signal, the greater the risk of the attack being detected. Therefore,
there exists a tradeoff between transmit power and the detection proba-
bility of local observation. Finally, each sensor transmits messages to its
neighbours based on y(y;), updates the final message (belief), and tests
whether it exceeds the threshold value (belief threshold). The flowchart
illustrating this method is presented in Fig. 15.

Li et al. [79] introduced a PHY-layer authentication framework that
employs an area-based approach for detecting spoofing attacks. The
proposed framework classifies the area surrounding the destination ter-
minal, represented by the symbol * in Fig. 16. The legitimate area is
defined as the region bounded by distances [d,, d;], where the legitimate
terminal () is positioned far from the destination point with distance
d; g, and the spoofing attacker () is located at a distance d 4. This
method involves the definition of a silent probability. Specifically, when
the spoofer is located far away from % or the spoofing power is small,
the attacker is more likely to keep silent. Hence, the surrounding area
of % is categorised into three areas:

1. The clear area, where the spoofer has no opportunity to construct
an attack due to the high probability of detection (i.e., the silent
probability is larger than a threshold ¢;; e.g. 90%).

2. The danger area consists of locations where the spoofer can achieve
a relatively higher successful spoofing probability larger than a
threshold ¢4 (e.g., 10%).

3. The warning area is the region where a legitimate terminal should
not be located, as it can be classified as a spoofer (i.e., high proba-
bility of false alarm).

The boundaries of each region are allocated based on the RSS while
the threshold values are chosen to meet practical specifications and de-
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Fig. 14. Flowchart of the deep learning-based authentication [77].

mands. The probability of a successful attack increases as the legitimate
user approaches the inner and outer boundaries. This framework of-
fers an effective solution for detecting spoofing attacks and enhances
network security.

The channel randomness and the short-term reciprocal features can
be exploited to extract a high entropy secret key. By exchanging probing
packets and quantising the resulting channel estimates, two communi-
cating terminals can establish a symmetric shared key. However, the im-
perfect channel reciprocity can introduce discrepancies in the extracted
key, requiring subsequent information reconciliation and privacy am-
plification stages. Jadoon et al. [80] proposed a Hopper-Blum-based
PHY-layer (HB-PL) authentication scheme that excludes the information
reconciliation and privacy amplification stages. The extracted informa-
tion is used as an input secret key for the HB protocol used for authen-
tication. The authors estimated the percentage of successful authenti-
cation for varying numbers of exchange probing packets and compared
the results with the traditional cascade scheme using MATLAB simula-
tions. The simulations showed that the HB-PL scheme achieves a 95%
authentication rate with 55 exchange probing packets, while the cas-
cade scheme required 65 exchange probing packets to achieve a 90%
authentication rate. The proposed HB-PL scheme offers a more efficient
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Fig. 16. Area authentication model [79].

and simplified approach for PHY-layer authentication in wireless com-
munication systems.

4.1.2. Hardware imperfections-based PHY-layer authentication

Hardware imperfections-based authentication is an innovative tech-
nique for enhancing wireless communication security. This approach
leverages the intrinsic imperfections inherited in the hardware compo-
nents of wireless devices for authentication purposes. These imperfec-
tions can be a result of manufacturing variations, such as the CFO [81]
and AFE imperfections [82]. This method involves the measurement
and characterisation of these imperfections using signal processing tech-
niques and machine learning algorithms to establish unique hardware
signatures, which can then be used to authenticate legitimate users and
devices. In the work introduced by Zhang et al. [81], radio frequency
fingerprinting (RFF) is employed to differentiate between various ter-
minals in IoT devices. The received signal is partitioned into samples,
and the primary features can be extracted as follows:
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Fig. 17. Kernel machine-based multiple PHY-layer channel attributes [83].

1. Transient part: The turn-on transient part of the signal can be iden-
tified by the authenticator during frequency synthesis when the
frequency synthesizer synchronises with the user’s assigned trans-
mission frequency.

2. Near transient part: This feature includes both the turning on tran-
sient and stable segments of the signal.

3. Preamble part: The unique hardware features can be extracted from
the preamble segment of the signal by calculating its power spectral
density and analysing its frequency and phase attributes to gener-
ate the RFF.

4. The entire signal: The frequency, phase, amplitude, and in-phase/
quadrature (I/Q) samples can be analysed across the entire signal
to extract RFF features.

5. RF burst: RF identification-based systems can use the out-of-band
emissions from a sinusoidal carrier outside its centralised frequency
to obtain a distinct hardware fingerprint.

The feature vector of N devices is represented by V' = {U] JUg, e, Uy }
The classifier is trained to obtain the function (¢), which repre-
sents the feature space of N users, such that C = ¢(V'), where C =
{cl,cz, ,cN} is the class space. The decision rule is taken based on
the scoring function s : V' x C. If the scoring value of (vi,ci) is greater
than 7, then the person is considered an authorised terminal. Otherwise,
the terminal is unauthorised.

The CFO is another distinctive PHY-layer attribute, in which, ra-
dio frequency (RF) oscillators of each pair of communication terminals
can be relatively biased to the central oscillating frequency in addi-
tion to the Doppler shift induced by the mobility terminals. In a study
conducted by Hou et al. [82], a Kalman filter is employed to predict
the current CFO value using previous CFO variations and a training se-
quence. The decision rule involves a binary hypothesis testing problem,
where the current CFO estimate is compared to the predicted Kalman
CFO.

4.1.3. Multiple attributes-based PHY-layer authentication

For improved authentication performance, a combination of multi-
ple PHY-layer features can be used for discriminating between different
geographically located terminals. Fang et al. [83] proposed an authen-
tication technique that leverages machine learning and N number of
multiple channel attributes. This technique utilises different attributes,
such as the RSS, CFO, and CSI, among others. The normalisation process
for each channel attribute is done using the maximum and minimum
range of each attribute’s observations. A training set of observations is
utilised to train the authentication step. The Gaussian kernel function
f() is employed to model the authentication process, as illustrated in
Fig. 17. The authors measure the mean square error (MSE) versus the
iteration index for different combinations of attributes { CFO, CIR, RSS,
CFO & CIR, CFO & RSS, CIR & RSS, CFO & CIR & RSS}. The results show
that the best authentication performance is achieved using all three at-
tributes (CFO & CIR & RSS). Moreover, the evaluation of the MSE with
respect to different numbers of attributes (N = 1,2, 3) indicates that in-
creasing the number of attributes leads to a decrease in the error rate.
The security strength of this technique lies in the difficulty of an ad-
versary to forge the correct observations of all three attributes, which
enhances the security of the authentication process.

13

Vehicular Communications 47 (2024) 100784

Wang et al. [84] proposed a multi-attributes multi-observation
(MAMO) authentication mechanism that combines the RSS estimation
and I/Q amplitude and phase shift imbalance (IQI) for both stationary
and mobile device scenarios. The proposed method employs three an-
tennas to obtain multiple observations, which enhances the reliability of
the authentication mechanism by estimating the MRC for multiple chan-
nels. To evaluate the performance of the authentication techniques, the
receiver operating characteristics (ROC) curves (probability of detection
P, versus probability of false alarm Py,) are evaluated using MATLAB
simulations for three methods, namely, IQI&RSS-MRC, IQI-MRC, and
IQI-Non-MRC. The results indicated that the MAMO technique achieves
superior performance, 50.48% and 9.28%, compared to the IQI-Non-
MRC and IQI-MRC, respectively.

Li et al. [85] developed a software-defined radio (SDR) platform-
based PHY-layer authentication mechanism for 802.11 a/g networks.
The channel characteristics are extracted from the 802.11 frames using
the following methods:

1. The CSI is calculated from the long training sequence (LTS). A vec-
tor of 52 samples is generated to estimate the CSI of the current
frame, and changes are estimated by comparing the pre-stored and
received values of the LTS.

2. The RSS is obtained from the power values of the short training se-
quence (STS) as it is considered to be fixed across different frames.

3. The frequency offset is measured from the last 64 samples in the
STS, and the previous samples are discarded to avoid the effect of
automatic gain control (AGC) adjustment.

4. The timestamp is estimated using a 64-bit counter that is incre-
mented every clock cycle.

The TickSEC platform, which includes an embedded MicroBlaze pro-
cessor is used to evaluate the detection rates of Wi-Fi devices using
different machine learning models, such as linear regression, decision
tree, and support vector machines. The detection rates ranged from
96.8% to 98.48%.

Ramabadran et al. [86] propose a scheme to generate a shared key
between two nodes (1,2) for phase encryption of modulated signals,
taking into account circuit impairments. The key generation process is
based on the CIR and is explained as follows.

1. Step 1: Node-1 sends a predefined probe signal y(n) to Node-2,
and the received signal r,(n) combines the hardware frequency re-
sponse £ (n) of Node-1 with the CIR A, (n). The received signal in
the frequency domain is given by

Ry(jo)=Y(jw)H | (jo)H ,(jw) 3

The obtained R,(jw) is then multiplied by its hardware frequency
response h,,(n), resulting in the final estimate E,(jw), denoted by

E)(jow)= Rye) Hy(jo)=H1(jo)H ,(jo)Hy(jo)
Y(jw)

This process is repeated to estimate E;(jw) of Node-1 within T,

such that H,(jw) ~ H,,(jw). Despite the added noise and hard-

ware performance variations, the estimated E,(jw) is highly corre-

lated with E,(jw), which is quantised to extract the shared key.

2. Step 2: The transmission of modulated signals involves the en-
cryption of the phase component at the transmitter side and its
subsequent decryption at the receiver side. The encryption and de-
cryption processes rely on the use of a non-linear function, which is
predetermined and applied on both sides. The non-linear function
is a critical component to generate the encryption and decryption
phase values, given by

4

y=x>+ fix+ f, mod f3 (5)
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Fig. 18. The flowchart and frame structure of the keyed PHY-layer authentica-
tion method in [88].

where the prime coefficients (f|, f,, f3) of the non-linear func-
tion are selected randomly from the extracted shared key, which
is periodically updated to avoid brute force attacks. Finally, the en-
cryption phase values are added to the modulated signals’ phases.

The extracted key is tested for symmetry. In addition, the proposed
scheme is evaluated through experiments on an SDR testbed. The re-
sults demonstrate the effectiveness of the proposed scheme in detecting
unauthorised devices.

4.2. Keyed PHY-layer-authentication

This authentication method works by using a secret key that is
shared between the communicating wireless devices and the physical
characteristics of the wireless channel. The key is used to authenti-
cate the identity of the wireless device during the initial connection
setup. Shan et al. [88] proposed a physical layer challenge-response
authentication mechanism (PHY-CRAM) for wireless networks, which
is a one-way or mutual authentication scheme for an OFDM system
with N subcarriers. The scheme utilises either stage 1 alone or stages
1 and 2 in combination, as illustrated in the flowchart presented in
Fig. 18(a). The frame structure consists of k; and k, symbols, as shown
in Fig. 18(b). The first k; symbols contain traffic information, which is
modulated using differential phase shift keying (DPSK), while the fol-
lowing k, symbols are used for authentication based on the symmetric
key pair {X;, X, } and the random values D,,. The authentication pro-
cess is carried out between two legitimate terminals, B; and By, and
can be summarised as follows.

1. Stage 0: To maintain the secrecy of the CSI, B, sends an authenti-
cation request to B; using random amplitude subcarriers.

2. Stage 1: B; generates random values D, within the range of
[k3,k4], where 0 < k3 < 1 < k. These random values are used to
amplitude modulate the last k, symbols, which are then sent to
B,. Based on the received signal R =D, H;, + w, B, calcu-

M(Xk)

D, Hy+ W,

lates and sends T = to Bj, where M(.) represents the
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mapping function, H; is the wireless channel response from B; to
By, and I/Vn“) is the added noise at the receiver side.

MX ) Hy,
D,H jk+VVn(])
sents the wireless channel response from B, to B;. Due to channel

reciprocity (Hy; ~ H ;) within T, and neglecting the noise, it fol-
lows that R® = %

3. Stage 2: B; receives R = + W2, where H, ; Tepre-

. Finally, B; performs binary hypothesis

testing based on the p”re-agreed shared key X, and D,, to authenti-
cate By.

This mechanism has been implemented and evaluated using a field-
programmable gate array (FPGA) in both urban and rural channels. The
ROC has been measured for various values of SNRs including 10, 15,
and 20 dB, and key lengths of 40 and 60 bits. The evaluations have
been carried out for line-of-sight (LoS) scenarios at different distances
of 3, 6, and 28 meters, as well as for non-line-of-sight (NLoS) scenarios
at a distance of 6 meters. The results show that increasing the key length
and SNR leads to better ROC values. The worst performance is observed
at an SNR of 10 dB for the NLoS scenario and LoS with a distance of 28
meters.

In [89], a novel PHY-layer challenge-response authentication scheme
(PHY-PCRAS) is proposed for a multi-carrier communication system
with N subcarriers. The scheme utilises the short-term reciprocal fea-
tures of the channel phase response to generate the response signal
corresponding to the received challenge. This scheme facilitates mutual
authentication between two parties, Alice and Bob, who have previ-
ously agreed upon a shared key denoted by (k,,kp). For a one-way
authentication, Alice sends an initial challenge-modulated sinusoidal
signal to Bob. Subsequently, Bob computes the phase difference esti-
mate of the i”" subcarrier denoted by Af;; =6, -0, Vie{l,---,N},
where 8; represents the estimated channel phase response of the i'"
subcarrier. Then, Bob replies to Alice’s challenge by encapsulating the
mapped key kjp into the phase of the response signal, masked by the
computed Af;;. Leveraging the channel reciprocity, the response signal
is equalised at the side of Alice. Subsequently, Alice verifies the re-
ceived signal by performing binary hypothesis testing, using the shared
key kp as a reference for authentication.

In a similar way, Cheng et al. [90] introduced a secret key extraction
mechanism at the physical layer. This mechanism involves extracting
a preliminary key, which is subsequently employed for authentica-
tion purposes based on the reciprocal features of the channel phase
response. The study evaluates the ROC under varying numbers of sub-
carriers N = {16,32,64,128} at a SNR of 5 dB. The results demonstrate
a positive correlation between ROC performance and N, with near-
ideal performance observed when N = 32 subcarriers and SNR =5 dB.
Furthermore, the scheme introduced in [90] demonstrates better per-
formance than PHY-CRAM [88] and similar performance to PHY-PCRAS
[89].

4.3. Tag-based PHY-layer-authentication

The principle behind tag-based PHY-layer authentication involves
superimposing a secret modulated signal into the transmitted signal,
which acts as a signal watermark. The study conducted by Ran et al.
[91] proposes a method for implementing tag-based PHY-layer authen-
tication by inserting a tag signal (#,) into the transmitted signal (x;). The
tag is generated using a hash function g(.), which takes into account
both the channel gain (H;) and the message contents (s;) as inputs,
resulting in #; = g(s;, H;). The tag is then combined with the trans-
mitted message by padding it, such that x; = p,s; + p,t;, where p; and
p, represent the allocated energy to the message and tag, respectively.
Additionally, pf + p,2 =1, and 0 < pg, p, < 1. At the receiver end, the es-
timated channel gain (H, ,-’) is used to compute the receiver’s tag value
(#,"), which is then compared with the transmitted tag using the cost
function f,(;, t;/) to make a decision. Simulation results showed that
increasing the SNR value led to a decrease in the bit error rate (BER)
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and an increase in the authentication rate, and vice versa. The simula-
tion is conducted with varying SNR values (ranging from 0 to 12 dB)
and with 40% of the transmitted signal being tagged. The results also
showed that increasing the energy allocation of the tag led to a decrease
in the BER.

The tag-based authentication method proposed by Zhang et al. [92]
involves embedding an encrypted tag signal into the message signal
using an asymmetric encryption scheme. The reference tag signal of
each terminal is shared with the access point (Bob) through a secured
channel. Public and private keys with low key space are computed for
network terminals, after which the reference tag is encrypted using a
hash function and Alice’s private key to generate the cover tag. The
cover tag is then embedded into the 16-QAM modulated signal. In the
tag verification process, the estimated tagged signal is decrypted, allow-
ing Bob to authenticate the sender under binary hypothesis testing.

Zhang et al. [93] proposed a novel Gaussian tag-embedded authen-
tication (GTEA) scheme utilising the weighted fractional Fourier trans-
form (WFRFT) to generate the tag signal. The Gaussian distribution of
the embedded tag signal provides an additional layer of security as it
appears as random noise to unauthorised terminals. The effectiveness
of the GTEA scheme is evaluated through simulations where both the
message bit error rate (MBER) and tag bit error rate (TBER) are mea-
sured across varying SNR values (0 — 40) dB and signal-to-tag power
allocation ratio (STR) values (0 — 40). Results show that increasing the
STR leads to a decrease in MBER and an increase in TBER for a fixed
SNR value. Similarly, for a fixed STR, an increase in SNR value leads to
a decrease in MBER and TBER, ultimately improving the authentication
performance.

4.4. Challenges of PHY-layer authentication

This section discusses performance limitations associated with each
type of PHY-layer authentication. The challenges related to single
attribute-based authentication can be summarised as follows: Firstly,
this technique is hindered by a low probability of detection when there
are significant channel variations and low SNRs. As a result, it may not
be practical for applications that have limited resources or are required
to cover long distances. Secondly, observing the wireless channel at-
tributes of all the relevant terminals within a limited time period 7T, is
a challenging task, especially for applications that are highly dynamic
or densely populated. Finally, initial identity verification of the cor-
responding terminal is still necessary based on existing cryptographic
protocols to identify its legitimacy and extract its unique features. Au-
thentication based on hardware imperfections suffers from a notable
weakness wherein the extracted features from different devices exhibit
slight variations, potentially resulting in false decision-making. More-
over, these features are susceptible to instabilities caused by factors
such as voltage supply fluctuations, temperature variations, and electro-
magnetic interference. As a consequence, the reliability and accuracy of
such authentication methods can be compromised, necessitating robust
techniques to address these challenges effectively.

Multiple attributes-based authentication poses several challenges
that require careful consideration. Firstly, machine and deep learning-
based techniques encounter significant performance limitations due to
the inherent complexity of these techniques. Specifically, the train-
ing of kernels and neurons requires the use of large datasets, which
is not feasible in VANET applications. Secondly, each terminal in the
network must be pre-registered to extract its distinctive features for
supervised authentication approaches. Keyed authentication requires
the presence of a pre-agreed shared key between the communicating
terminals. Furthermore, the establishment of this shared key requires
an initial identity verification of the corresponding terminal, which
is accomplished through existing cryptography-based authentication
schemes. Tag-based authentication introduces a significant tradeoff be-
tween decoding performance and security, particularly under varying
signal-to-tag power allocation ratios. Moreover, to ensure the legitimacy
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of the communicating terminal and agree on a secret tag, initial iden-
tity verification is still necessary, which is performed through existing
cryptographic protocols.

Table 6 presents a concise summary of the problem statement and
limitations associated with various types of PHY-layer authentication.
In summary, PHY-layer-based authentication cannot provide a com-
prehensive alternative solution, as initial identity verification of the
corresponding terminal is still necessary to authenticate the legitimacy
of the terminal and extract its unique features or establish a symmet-
ric shared key using existing cryptographic protocols. However, these
methods can serve as an integral component in the broader context of
cross-layer authentication, as discussed in the subsequent section.

5. Cross-layer authentication

This method involves an initial mutual authentication between au-
thorised parties using crypto-based authentication methods described
in Section 3. Subsequently, the re-authentication process is conducted
at the physical layer, utilising the authentication techniques outlined in
Section 4. It is crucial to note that the initial legitimacy verification is
a crucial step in extracting secret features or establishing a symmetric
key for the PHY-layer re-authentication process.

Wen et al. [25] patented a novel cross-layer authentication tech-
nique. This method involved employing PKI-based authentication dur-
ing handshaking, alongside the generation of a radio frequency fin-
gerprint for subsequent re-authentication. Another approach was pro-
posed by Althunibat et al. [94], which presented an integration method
for mobile multiple-input multiple-output (MIMO) systems. In their
method, they initially utilised PKI-based authentication and then the
feature tracking method for re-authentication. For improved perfor-
mance, Wang et al. introduced a solution in [95] that incorporated the
adaptive Kalman filter. This filter was employed to predict upcoming
CSI and RSS based on previous estimations and then compared them
with real-time observations in a 2D hypothesis testing problem. Alter-
natively, Yang et al. [96] proposed a cross-layer approach for mobile
communications. Their work involved masking the PHY response by
leveraging the channel frequency response between the user terminal
and the base station. This was achieved using a fault-tolerant hashing
technique. However, the authors did not calculate the computation time
needed for the response signal generation and compare it to the mini-
mum coherence time of the maximum speed limit of the communicating
vehicle, which is essential to ensure short-term channel reciprocity be-
tween communicating terminals. Gope et al. [97] proposed an approach
for incorporating the integrated circuits (ICs) physically unclonable
function (PUF) into a pseudo-ID-based authentication. Based on the ICs’
physical variation (P), the PUF method effectively generates an unpre-
dictable response R = P(C), where C is the input challenge.

Other cross-layer techniques have been proposed for enhancing the
security of wireless communication systems. One such approach in-
volves the integration of cryptographic-based methods with PHY-layer-
based methods in diverse ways. Zenger et al. [98] introduced a novel
technique in situations where computational capabilities are limited.
This technique involves two distinct authentication phases, referred to
as Phases I and II. In Phase I, authentication is dependent upon channel
characteristics, specifically, the high correlation coefficient observed
between channel estimates of different terminals hp_ 4,(t) & hc_, 4(0),
where A is the access point, B is the authenticated node, and C is the
unauthenticated node. This correlation coefficient is observed when the
distance between nodes B and C is less than or equal to /2, as depicted
in Fig. 19. The delegation of trust between entities (B) and (C) is exam-
ined in the context of their proximity to each other within the vicinity
zone and upon receipt of a command by the user. Phase II involves the
use of a PHY-layer key extraction method to generate a shared key that
can be utilised for cryptographic purposes at the upper layers.

Chen et al. [99] introduced a novel authentication scheme, re-
ferred to as clustering-based PHY-layer authentication scheme (CPAS).
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Table 6
Challenges and limitations of PHY-layer authentication.

No. Problem Statement Method Limitations

[71] Crypto-based authentication ignores the channel’s unique features, Single attribute based 1- The application of this method becomes unfeasible in scenarios
which hinders attack detection and key management at the physical authentication with significant channel variations and low signal-to-noise ratios
layer. due to its limited detection probability. This drawback hinders its

- c hi hni inad X (i usability in resource-limited and long-range settings.
(721 Typtograp _lc techniques aFe 1na e.qgate 1n providing .a ) 2- For dynamic and high-density use cases, it becomes impractical
comprehensive defence against malicious attacks, particularly in . . . o
5 T to extensively monitor all related terminals to gather their wireless
wireless communication channels. - s .
channel characteristics within the time frame 7.

[73]1  Current security techniques fail to account for the channel temporal 3- To establish the legitimacy of the corresponding terminal and
variations, which can serve as a valuable security resource and are extract its unique features, initial identity verification is essential,
difficult to replicate. and this can be achieved through existing cryptographic protocols.

[74] Crypto-based methods incur high computation and communication
overheads.

[75] Spoofing attacks pose a significant threat and traditional methods
are computationally expensive and resource-intensive.

[76] Traditional authentication schemes include complex key
distribution and management processes, large key lengths, and high
computation complexity.

[77] Deep neural and convolution neural networks cannot provide low
latency and high authentication rates with few hidden layers.

[78] Intelligent attackers can mimic the CSI using beamforming. An
attacker uses machine learning to maximise long-term reward
accumulation by taking an attack action.

[79] Existing authentication schemes are an effective security solution,
but detection accuracy decreases on high-mobility terminals and
massive connections.

[80] PHY-layer secret key generation extracts a shared key between
nodes. However, the information reconciliation corrects mismatched
bits through public channels, posing an immense threat.

[81] Traditional authentication methods are not practical for very small, Hardware imperfections 1- This method is susceptible to false decision-making due to the
low-cost, and resource-constrained devices. Therefore, the need for based authentication slight variations in extracted features across different devices.

a lightweight authentication scheme is high-priority to address 2- Additionally, these features are prone to instability caused by
these limitations. voltage fluctuations and electromagnetic interference.

[82] Cryptographic authentication is processed at the upper layers
without configuring the physical layer attributes, which is an
effective authentication resource.

[83] Multiple attributes-based PHY-layer authentication requires high Multiple attributes 1- The implementation of machine/deep learning methods presents
computation complexity. Additionally, sophisticated adaptive based authentication a constraint on performance, primarily stemming from the requisite
techniques must be used to detect any disclosure within T,. utilisation of extensive datasets to train kernels/neurons.

a4 L . \-based PHY-1 thentication d 2- In the network’s operational framework, prior registration of
[84] 'ow relial 1 ity of ¢ ar.lne -base: PHY- ayer au entlcatlf’n 'ue to each terminal is imperative to extract its unique characteristics, a
signal quality fluctuation. In addition, frequent authentication . . s
T necessary step for deploying supervised authentication methods.
handovers degrade 5G communication system performance. . . - R
3- Despite leveraging existing cryptographic protocols for

[85] In Wi-Fi applications, extracting channel features without affecting authenticity verification, the initial identity validation of the
communication performance, and providing lightweight respective terminal remains a crucial requirement.
authentication are considered challenging.

[86] The open nature of wireless networks leaves the nodes open to
traffic analysis and interception by eavesdroppers and
man-in-the-middle platforms.

[88] Conventional authentication requires high computation and storage Keyed authentication 1- The establishment of a pre-agreed shared key remains a
capacity which is not suitable for resource-constrained applications. fundamental requirement between terminals.

. L i 2- Furthermore, to ensure legitimacy and facilitate the creation of a

[89] Wireless communication through open networks is vulnerable to . PP . e .

) 3 . symmetric key, an initial identity verification for the corresponding
spoofing attacks where an attacker impersonates a legitimate party. L . - .
terminal is necessary using existing cryptographic protocols.

[90] PHY-layer key extraction suffers from low key generation rates due
to diverse extraction steps. In addition, the extracted keys have low
entropy because of minimal channel variations.

[91] Traditional cryptographic techniques suffer from high computation Tag-based 1- The trade-off between decoding performance and security
and complex key management. authentication represents a significant concern, particularly when confronted with

i o X varying signal-to-tag power allocation ratios.

[92] Many contributed tag-based authentication schemes cannot resist o o . -

) X N h i emal d d th 2- The initial authentication of the corresponding terminal’s
impersonation attac ds .as the cmrflputeb tag SIina epends on the legitimacy and the agreement upon a confidential tag remain
message contents and is easy to forge by an adversary. indispensable. This validation process relies on established

[93] Lightweight cryptographic schemes are widely used in cryptographic methods.

resource-constrained applications that cannot provide high levels of
security against potential attacks.
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O Unauthenticated Node [ Authenticated Node [ Access Point

(b) C is coming to the
vicinity zone of B

(c) Delegation of
trust from C to B

(a) Uncorrelated
channel observations

Fig. 19. PHY-layer authentication based on vicinity zone [98].

The proposed scheme is intended for two legitimate entities, namely
Alice and Bob, who have a pre-established shared key (key). The
cryptography-based authentication process comprises the following
steps.

1. Alice generates a pseudorandom number denoted as P.S, which is
subsequently encrypted using a lightweight symmetric encryption
algorithm, resulting in a cipher denoted as y; = E,,(PS)). Alice
sends the cipher to Bob, who extracts the CSI (H;) and decrypts
the cipher to obtain the original pseudorandom number as PS'] =
Dkey(y{). Bob then concatenates pairs of pseudorandom numbers,
namely (PS,, P.S3), with the original pseudorandom number PS’1 s
resulting in a new sequence that is subsequently encrypted using a
shared secret key, denoted as y, = E,“,y(P_S"1 [[PS,||PS53). The re-
sulting cipher y, is then transmitted back to Alice.

2. Upon receiving the encrypted message y, from Bob, Alice decrypts
the message using the shared secret key to obtain the concatenated
sequence of pseudorandom numbers (PS’,PS;,PS;). To verify

the authenticity of Bob, Alice tests whether the decrypted pseu-
dorandom number PS’1 obtained from y, is equal to the original
pseudorandom number PS. If Alice is confident in Bob’s iden-
tity, she encrypts the pseudorandom numbers PS; and PS; using
the shared secret key, resulting in two new ciphers denoted as
73 = Egoy(PS)) and v, = Ey,,(PS?). Alice subsequently sends the
encrypted messages y; and y, to Bob.

3. Upon receiving the encrypted messages y; and y, from Alice, Bob
decrypts the ciphers using the shared secret key to obtain the
pseudorandom numbers PS; and PS’3, respectively. Bob then es-
timates the CSI for the newly established connection, denoted as
H, and Hj;. To ensure the legitimacy of Alice, Bob compares the
decrypted pseudorandom numbers (P.S' ',PSQ) with the original
pseudorandom numbers (P.S,, P.S3). If the two sets of pseudoran-
dom numbers are equal, it confirms the authenticity of Alice, and
the communication between Alice and Bob can proceed securely.

The CPAS scheme comprises the following steps.

1. Bob obtains the CSI for the three connections, denoted as H,, H,,
and H;. To estimate the statistical characteristics of the channel,
Bob accumulates the absolute values of the real and imaginary
parts of each element estimated from the number of m subcarriers
and n antennas. This process results in three new points denoted
as H| = {x,y}, H) = {x;, 5}, and Hg ={x3,y3}, as depicted in
Fig. 20.

2. Using the estimated statistical characteristics H l’ ={x;,y}, Vle
{1,2,3}, the central point W;(x, y), and the coverage area dist; are
evaluated. The distance dist; is determined by adding the radius of
the coverage area R (see Fig. 20) to an adjusting parameter 6.

3. To authenticate a terminal k, Bob calculates the Euclidean distance
between the statistical information received from the terminal and
the central point W of the coverage area for each legitimate termi-
nal i. The Euclidean distance is denoted as ||H, W;||. If |H, W]
is less than the distance threshold dist;, then the terminal k is au-
thenticated as a legitimate device. Otherwise, k is authenticated as
an unauthorised device.
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Min{y;,y,,y3} + Max{y,,y,,¥3} _y1+y.

y =

Min {xy,x,,x3} + Max {xy,%x,,x3} X1 + x5
B 2 T2

Fig. 20. Principle map of the PHY-layer channel observations in [99].

In case Alice fails to pass the CPAS scheme, the lightweight symmetric
encryption scheme is executed as an alternative. Once a new terminal
has passed the cryptographic scheme, it can be added to the network.
Finally, the new central point W,,,,{X,,c.0s Vneww} and coverage distance
dist,,,, are estimated for the newly added terminal.

Shawky et al. [23] presented a novel cross-layer approach that
employs PKI-based authentication for the initial handshaking process
and the establishment of a symmetric shared key, which is subse-
quently utilised in the message signing and verification phase. Within
this phase, a PHY-layer signature is generated using the shared key
and the message payload. Through comprehensive computational and
communication evaluations, this method demonstrates significant cost-
efficiency advantages, achieving reductions of approximately 94% and
77% in computation costs and 37% and 64% in communication costs
when compared to the NERA [48] and CPPA [50] methods, respec-
tively.

Reference [24] integrates pseudo-ID-based authentication for initial
legitimacy detection and PHY-layer secret key generation for generat-
ing a shared key used for the PHY-layer re-authentication process. The
re-authentication process is considered a keyed PHY-layer authentica-
tion that supports a high probability of detection > 0.9 at low false
alarm probabilities < 0.1 under small SNR values > 5 dB. Furthermore,
in the comprehensive comparison, the time required for verifying 1000
signatures in our scheme is improved by 71%, 97%, and 72% com-
pared to ID-MAP [47] at the side of the proxy vehicle, NERA [48],
and CPPA [50], respectively. Reference [24] introduces a novel integra-
tion of pseudo-ID-based authentication for initial legitimacy detection,
along with PHY-layer secret key generation to establish a shared key for
the PHY-layer re-authentication process. This re-authentication process
operates as a keyed PHY-layer authentication, exhibiting a high prob-
ability of detection (> 0.9) with low false alarm probabilities (< 0.1)
even under small SNR values (> 5 dB). Moreover, the proposed scheme
demonstrates substantial improvements in the time required for verify-
ing 1000 signatures. Specifically, compared to ID-MAP [47] when ob-
served from the perspective of the proxy vehicle, the proposed scheme
achieves an improvement of 71%. Furthermore, compared to NERA
[48], and CPPA [50], the proposed scheme achieves even greater im-
provements of 97% and 72%, respectively.

In reference [26], two PHY-layer re-authentication mechanisms,
namely PHY-layer signature-based identity authentication mechanism
(PHY-SIAM) and PHY-layer feature tracking mechanism (PHY-FTM),
are introduced. These mechanisms are designed to facilitate identity
and integrity verification, respectively, thereby alleviating the signif-
icant costs associated with traditional cryptographic techniques. This
work involves the development of an efficient Doppler emulator to
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Table 7

Challenges and limitations of cross-layer authentication.
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Ref. Problem Statement Authentication Method Limitations

[25] High computation cost of the public key Utilising PKI-based authentication during handshaking Unable to support high re-authentication performance
certification services for Wi-Fi network cards and and generating radio frequency fingerprints for for scenarios involving high mobility and significant
RFID. re-authentication. channel variations, such as vehicular communication

networks.

[94] PHY-layer authentication lacks a high PKI-based authentication initially and feature tracking Limited performance evaluation of real-time
authentication rate in mobile MIMO systems. for re-authentication. computation; adaptation in mobile environments.

[95] FCC-assigned a limited bandwidth for V2X Adaptive Kalman filter predicts CSI and RSS for 2D Increased computational complexity; real-time
communication, needing reduced signature hypothesis testing. adaptation challenges.
overhead.

[96] Multiple vulnerabilities exist in upper-layer Fault-tolerant hashing masks PHY response through Lack of computation time assessment for high-speed
cryptographic techniques, leaving them channel frequency response. vehicular communication.
susceptible to active attacks.

[97] WSNs require secure and low-cost authentication Utilising physically unclonable functions to create Reliability dependent on slight variations of the IC
for real-time data access, emphasising security unpredictable responses in ICs. characteristics.
and efficiency.

[98] Complex cryptographic operations are not a Vicinity-based pairing using high correlation in Dependency on spatial closeness between
reliable security solution for resource-constrained channel estimates of terminals in close proximity. authenticated and unauthenticated nodes.
applications.

[99] Machine learning-based authentication methods Cryptographic scheme with pseudorandom numbers Need for accurate channel statistical analysis and
require extensive channel data, making it and CSI for authentication. computation of Euclidean distances for authentication.
impractical for real-time use.

[23] High computation and communication costs of Generating PHY-layer signatures using shared keys for These schemes depend on the highly correlated and
verifying and transmitting a crypto-based cost-efficient message signing and verification. short-term reciprocity of channel phase responses
signature for each message transmission. between different terminals. Accordingly, accurate

. L synchronisation among diverse terminals is essential

[24] Integrating pseudo-ID-based authentication and Y . 8

. L for high performance.
PHY-layer secret key generation for re-authentication
[26] PHY-layer security assumes A/2 spacing for Introducing PHY-layer re-authentication mechanisms

channel decorrelation. In V2I, the attacker’s
distance < 1/2 causes highly correlated channels,

(PHY-SIAM and PHY-FTM) to reduce computation and
communication costs.

comprising security.

experimentally assess the re-authentication performance in a realistic
vehicular wireless channel under various speeds and SNRs in a V2I
scenario. The experimental measurements demonstrate the efficacy of
the re-authentication algorithm in achieving high detection rates while
maintaining low false alarm probabilities (Pfa < 0.1) for SNR values
greater than or equal to 0 dB and transmitter speeds of up to 45 m/s.
Table 7 presents a concise summary of the problem statement and
limitations associated with the current state-of-the-art of cross-layer au-
thentication.

In the context of VANETS, the integration of PHY-layer with upper-
layer authentication is a critical consideration. The successful integra-
tion of these components must be both rational and practical, taking
into account the application nature in terms of factors such as dynam-
icity, resource availability, broadcasting rate, and channel conditions.
One of the key challenges in this regard is the selection of an appro-
priate re-authentication technique. This selection must be made with
careful consideration of the aforementioned factors, as well as other
relevant considerations such as security, privacy, and scalability. This
study conducts comprehensive research on the available PHY-layer re-
authentication techniques and their suitability for VANET applications.
In addition, this work involves a detailed analysis of the strengths and
weaknesses of different techniques, as well as an evaluation of their
performance under various conditions.

6. 6G authentication: future insights
There is substantial potential for continued research and develop-

ment in this domain. Several promising avenues for future investigation
encompass the exploration of novel designs for adaptable cross-layer

18

authentication schemes tailored to various applications of VENAT. The
following subsections provide a concise introduction to these avenues.

6.1. Machine learning for adaptive authentication

In the realm of PHY-layer re-authentication, diverse methods have
varying dependencies on SNR values for optimal performance. Tag-
based approaches often demand higher SNR levels for effective func-
tionality, while keyed PHY-layer authentication methods demonstrate
resilience in lower SNR conditions. Conversely, cryptographic-based
methods exhibit advantages in scenarios characterised by poor SNRs.

1. Adaptive model selection: Introducing a machine learning model to
dynamically select the most appropriate re-authentication method
based on estimated SNR values presents a promising solution. This
adaptive approach aims to optimise authentication performance by
intelligently choosing the most suitable technique during the initial
time slot.

2. Enhancing cross-layer adaptability: The integration of machine learn-
ing models for cross-layer authentication could revolutionise how
wireless systems handle varying SNR conditions. By leveraging his-
torical data and real-time SNR estimations, these models can pre-
dict and select the most effective authentication method, ensuring
robustness in diverse wireless environments.

3. Challenges of model training: However, challenges such as model
robustness, data representation, and real-time adaptation need
careful consideration. Ensuring that machine learning models are
trained on comprehensive and diverse datasets, accounting for var-
ious SNR levels, is crucial for their reliability and adaptability.
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Enhancing the detection of the PHY-
layer re-authentication [100].

Enhancing the key extraction perform- i
ance in the presence of the DoS attacks

[1o1].
"RIS
=)
Eve Suy

tRSU .

Fig. 21. RIS assisted communication security.

Bob

4. Addressing contextual variability: Additionally, the adaptability of
such models in dynamically changing environments, characterised
by SNR fluctuations and diverse wireless conditions, needs care-
ful calibration. Model accuracy and efficiency in making real-time
authentication decisions in such contexts remain key challenges.

By leveraging machine learning to dynamically select authentication
methods based on estimated SNR values, the potential for robust,
context-aware cross-layer authentication could be significantly en-
hanced, offering adaptability in the face of dynamic wireless conditions.

6.2. Reconfigurable intelligent surface for enhanced authentication

In the realm of PHY-layer re-authentication, the SNR value is a
critical metric in determining detection probability while maintaining
acceptable false alarm rates. Researchers have investigated RIS tech-
nology to optimise communication performance in wireless networks.
These surfaces, comprising arrays of passive, tunable elements capable
of manipulating electromagnetic waves by adjusting phase and ampli-
tude, show promise in improving the re-authentication performance
[100].

1. Enhanced detection probability: Incorporating RIS in re-authenti-
cation has shown significant improvements, as demonstrated in
[100], see Fig. 21. Activating RIS with 4096 elements enhances the
detection probability, increasing it from approximately 0.92 (with-
out RIS) to around 0.99 for a false alarm rate of 0.2. This significant
improvement underscores RIS technology’s potential in shaping the
future of cross-layer authentication.

2. Security enhancement: References [101,102] have delved into
leveraging RIS to the PHY-layer secret key extraction, especially
in the presence of DoS attacks. By manipulating signal strengths,
RIS can strengthen designated users’ received signals while dimin-
ishing potential attackers’ reception. This approach improves key
extraction metrics such as the secret bit generation rate (SBGR) and
bit mismatch rate (BMR) under challenging SNR conditions. Specif-
ically, the SBGR increases from 1.62 to 1.75 bits/sample when the
RIS is activated, and the BMR decreases from 0.38 to 0.25 bits/sam-
ple under challenging SNR conditions of 0 dB [101]. This approach
shows the effectiveness of RIS in improving security measures.

3. Future prospects: Integrating RIS technology into authentication
methods across wireless communication networks holds the pro-
mise of extending communication range and fortifying security.
Further research avenues involve exploring RIS integration in var-
ious authentication techniques, including tag-based and keyless
PHY-layer authentication. Leveraging RIS capabilities to intelli-
gently manipulate electromagnetic waves opens new horizons for
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extending communication range, ensuring enhanced security, and
fostering the development of more efficient and reliable authenti-
cation protocols.

6.3. Federated learning for efficient PHY-layer re-authentication

Federated learning is a decentralised machine learning approach
where multiple devices (e.g., IoT devices, smartphones) collaborate to
train a global machine learning model without sharing raw data with
a central server [103,104]. In the context of physical layer authenti-
cation performance, federated learning can be applied to improve the
authentication process in the following ways:

1. Collaborative model training: Devices in a wireless network can col-
lectively participate in training a shared physical layer authenti-
cation model. Each device can use its locally collected data to
update the model parameters without transmitting the raw data
to a central authority. The global model can then be improved by
aggregating the locally updated models from different devices.

2. Privacy preservation: Traditional centralised authentication methods
often require devices to transmit sensitive information to a central
server, raising privacy concerns. Federated learning helps to ad-
dress this issue by allowing devices to keep their data locally and
only share model updates. This way, the privacy of the individual
devices’ data is preserved.

3. Adaptation to diverse environments: Different devices in a wireless
network may experience varying communication conditions due to
channel fading, interference, and mobility. By incorporating feder-
ated learning, devices can adaptively learn and update the physical
layer authentication model based on their local experiences, lead-
ing to improved performance in diverse environments.

4. Real-time learning: Federated learning can facilitate continuous
learning and adaptation of the authentication model in real-time.
As devices collect new data and experience changing channel con-
ditions, they can continuously update the global model without
requiring centralised retraining.

5. Robustness to attacks: In the presence of adversarial attacks that
attempt to spoof or compromise the authentication process, feder-
ated learning can provide robustness by aggregating the knowledge
from multiple devices, making it harder for attackers to target a sin-
gle central authority.

However, it is essential to consider challenges such as communication
overhead, synchronisation, and model aggregation techniques to ensure
efficient and effective federated learning for physical layer authenti-
cation. Additionally, security measures should be taken to protect the
federated learning process itself, ensuring that adversaries cannot ma-
nipulate the model updates or extract sensitive information during the
collaboration.

6.4. MAC layer considerations for cross-layer authentication

In the context of cross-layer authentication, particularly concerning
the media access control (MAC) layer, there are some considerations
and challenges:

1. Access control mechanisms: The MAC layer controls access to the
shared wireless medium. Cross-layer authentication techniques
should seamlessly integrate with MAC layer access control mecha-
nisms to ensure that only authenticated devices gain access to the
channel. This integration needs to be efficient to avoid latency is-
sues and to ensure fair access to the network resources.

2. Timing and synchronisation: Authentication processes can impact the
timing and synchronisation mechanisms of the MAC layer. Efficient
cross-layer authentication should consider MAC layer timing re-
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quirements to avoid disruptions in communication schedules and
ensure synchronization among authenticated devices.

3. Dynamic network conditions: MAC layer protocols adapt to dynamic
network conditions. Cross-layer authentication should be resilient
to these changes and adaptable to varying channel conditions, mo-
bility, and network topologies without causing disruptions or au-
thentication failures.

7. Conclusions

In conclusion, this research highlights the potential benefits of PHY-
layer authentication in reducing the computational and communication
overhead associated with cryptography-based authentication. The study
presents a comprehensive classification of authentication techniques in
VANETS, examining the strengths and weaknesses of each approach. It
is evident that PHY-layer authentication cannot serve as a standalone
method in VANETs but shows promise as a supplementary strategy
when combined with upper-layer methods. Furthermore, the research
conducts a thorough evaluation and comparison of various authenti-
cation methods and algorithms, providing valuable insights into their
effectiveness and performance. The classification facilitates a clear un-
derstanding of which PHY-layer authentication approaches are suitable
for integration with upper-layer methods, taking into consideration fac-
tors such as computation availability, broadcasting rate, and channel
conditions. It is crucial to note that not all PHY-layer authentication
methods designed for indoor scenarios with low channel variations can
effectively function in outdoor environments with high mobility and
dense traffic. This analysis offers researchers in the field a valuable
resource, inspiring innovation and the development of robust authenti-
cation schemes to meet the evolving demands of VANET applications in
the future.
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