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Abstract

This paper presents a bibliometric analysis of digitalization and cybersecurity in Small and Medium Enterprises (SMEs), using the
R tool Bibliometrix, with a total of 417 papers. First, our paper contributes to academia by showing that research on this topic is
grouped into four clusters corresponding to four research lines: Industry 4.0 and Smart Factory; Industry 4.0 and SME; SME and
Cybersecurity; Digitalization, SMEs, and Entrepreneurship. Second, our paper contributes to the literature by highlighting the
existing gaps. We see that the digital transformation of SMEs entails increasing exposure to possible cyberattacks, which can be a
determining factor for digitalization and, additionally, can affect the future of the SME business. In this context, we see that this
gap has not been covered, as research lines have been found that focus on these issues but are unconnected. Regarding future
research, we can predict that cybersecurity in SMEs will be a particular case of cybersecurity in firms, separated from research on
digitalization in SMEs, which addresses issues such as smart factories and Industry 4.0 objectives in these enterprises.
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1. Introduction

Digitalization is transforming economies, societies, forms of communication and jobs [1] [2]. The digitalization of
companies is fundamentally based on adopting emerging technologies such as big data, cloud computing, artificial
intelligence and machine learning (Al/ML), robotics, data analysis and blockchain [3] [4], which has a significant
impact on innovation and business productivity [5].

Furthermore, digitalization supposes the interconnection of companies, allowing permeability of social agents to
the environment, facilitating access to information or new markets and, as a consequence, increasing their
competitiveness (see, for example, [6]). Thus, within the framework of the Internet of Things (10T), computers, sensors
and networks are combined to monitor and control devices, where the network, connectivity and computing capacity
are extended to objects and sensors, allowing these devices to generate, exchange and consume data [7] [5]. The
potential of the implementation of digitalization and the 10T supposes that the result is a hyperconnected world [8] [7].

However, digitalization and the implementation of the I0T mean greater exposure of companies to cyberattacks that
are not only derived from vulnerabilities in the use of information technology, presenting additional security challenges
[9] [10]. Thus, for the classic spyware, malware, denial of service (DoS), ransomware or phishing attacks, 10T devices
can serve as potential entry points for cyberattacks. The connected nature of digitalization means that every poorly
protected device that is linked online potentially impacts the security and resiliency of the internet [7]. For example,
the implementation of digital technologies such as big data implies the storage of information, which can potentially
be an object of attack. In addition, the incorporation of industrial robots connected to the Industrial Internet of Things
(110T), or the use of cloud computing or smart devices, can be subject to potential attacks, for example, tampering
attacks, which can distort the addresses of devices, or DoS, which affects wireless connections [11] [7]. Therefore,
with the cyber epidemic gaining momentum, no companies or organizations are safe from potential attacks [12] [13].
Consequently, cybersecurity is emerging as a core critical competency for organizational survival and growth [14].
Tao et al. [15] and Alahmari and Duncan [16] point out that threats and incidents (IT security problems) have become
vital in the digitalization process, taking into account the potential risks of interconnection to the IoT and the
vulnerabilities of companies. In this context, cybersecurity appears in organizations as a key element to ensure the
confidentiality and operability of these establishments in the current environment.

This work presents a bibliometric analysis of digitalization and cybersecurity, focusing on the case of small and
medium-sized enterprises (SMES). First, there are important works on digitalization in the literature; however, the
connection between digitalization and cybersecurity is scarcely treated. In this sense, we understand that addressing a
review of the literature of digitalization must be related to the problems of interconnection, and, therefore, the study
of cybersecurity and vulnerabilities of companies in the digitalization process. Second, we focus on SMEs, considering
the importance that these have in the economy and the inadequate treatment that has been given in the digitalization
of them with respect to large companies [4] [17]. Moreover, from the point of view of cyber criminals, the rate of
cyberattacks against SMEs is considerable; however, many SMEs do not believe that they are the target of these attacks
[14]. In this context, there is an important gap: how SMEs are becoming digital, and how this digitalization affects
their cybersecurity.

2. Methodology and Data

This study utilizes bibliometric analysis [18], to examine published research in the fields of digitalization,
cybersecurity, and SMEs. The analysis employs the R package Bibliometrix [18] [19] to explore the collected data
from the Web of Science (WoS) and Scopus databases. The methodology consists of several stages. The methodology
followed is developed in various stages. First, we collect papers in digitalization, cybersecurity and SMEs, from the
Web of Science (WoS) and Scopus databases. The bibliographical review uses the keywords and abstracts of the
articles. As criteria for searching in the database, we introduce the keywords, using the combination (AND/OR).

e The first group of keywords refers to SMEs. As a result, this group has been determined by the following
phrase: (“SMEs*” OR “SME*” OR “small and medium-sized enterprises”” OR “small business” OR “small
firm” OR “small enterprise” OR “small company” OR “medium-sized firm” OR “medium-sized business”
OR “medium-sized enterprise” OR “medium-sized company”).
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e The second group of keywords focuses on cybersecurity, which is determined by the following phrase:
(“cybersecurity” OR “cyber security” OR “cyber” OR “cybercrime” OR “cyberattack” OR “cyber threat”
OR “cyber risk” OR “cyber breaches”). The last group of keywords focuses on digital transformation
(“digitalisation” OR “digitalization” OR “digital transformation” OR “digital technologies™).

Second, after filtering the search, in terms of language and areas, the types of documents found are journals, books
and proceedings. Furthermore, second filtering has been used to preserve the robustness of the analysis, eliminating
informal literature surveys, duplicate documents, non-academic papers and technical descriptions. The results showed
417 documents, distributed in 231 journal articles, 168 proceedings and 18 book chapters and books. Third, using the
tool Bibliometrix, we have conducted relational and prospective analyses.

3. Analysis and Results

As for the descriptive analysis, the temporary distribution of papers is shown in Figure 1. The figure shows that a
growing significant number of papers between 2016 and 2021 (the revision was done in June 2022), showing that
research in digitalization and cybersecurity in SMEs is incipient. Moreover, the descriptive results show the
geographical dissemination of research, we see that this corresponds to a wide range of countries. More in detail,
Germany (99) is the country with the highest number of papers, followed by Italy (70), the UK (49), France (36), India
(35), Portugal (33), Spain (33), China (30), Finland (29), Malaysia (25), Poland (25), Romania (24), Netherlands (21),
Canada (19), Indonesia (18), Austria (17), Sweden (17), Switzerland (14), and South Africa (14). In general, we
observe that the topics of digitalization, cybersecurity and SME are recurring themes in all geographical areas,
especially those that deal with Industry 4.0. Thus, this interest is shown in initiatives such as Industry 4.0 (14.0),
originating in Germany, Intelligent Manufacturing in the USA, Made in China 2025, Future of Manufacturing in the
UK and Smart Factory in South Korea, among others [17] [4] [20].

Annual Scientific Production
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Fig. 1. Temporary scientific production.

The result of the bibliometric analysis shows the country collaboration clusters by country. In general, we observe
the broad collaboration between European countries, and to a lesser extent with American countries (USA and
Canada), showing the prevalence of Europe in this research. In this sense, Gruber [21] and Pianta et al. [22] have
highlighted the importance of digitalization and industrialization policies for Europe, which serves as an incentive for
research centers to focus on these topics. Moreover, Figure 2 shows the cloud of keywords, shown by those most used
in the sample papers. Thus, we see that words like “Industry 4.0” and “SME” are the keywords with the highest
frequency of appearance. At a second level, we find “digitalization” and “digital transformation”. The figure also
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includes other terms such as “cybersecurity”, “innovation”, “artificial intelligence”, “smart factory”, “sustainability”,

CEINNT3

“digital twins”, “Internet of Things (IoT)”, “machine learning”, “innovation” and “knowledge management”, among
others, but with a lower level of frequency. In general, Figure 2 allows us to have an overview of the topics covered
in our research, highlighted by frequency of use.
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Fig. 2. Word Cloud of Keywords.

The relational analysis enables us to analyze the research areas. For this, bibliometric analysis has been executed
using the keywords (Figure 3), exploring the network of research areas [18] [19]. The results show four research

clusters.
[ ]

The first cluster is Industry 4.0 and Smart Factory (blue color). This cluster presents different topics,
considering the smart factory as the result of the implementation of Industry 4.0 in firms. Industry 4.0 has
been considered an industrial revolution with the objective of the digitalization of companies [23] [3] [24]
[25] [26] [27]. Thus, in this cluster, the association between smart factories and Industry 4.0 has generated
different groups of research: the importance for firms of the smart factory, the conceptualization of the
smart factory, the connectivity of the smart factory with its environment, the challenges for firms to
implement smart factories and the need to standardize companies’ processes and activities.

The second cluster is Industry 4.0 and SMEs (purple color), which shows the relationship between Industry
4.0 and SMEs [28] [29] [30] [4] [3]. Thus, fundamentally, this cluster covers topics such as the adoption
and models of digital technologies and the factors that influence the decision to adopt these technologies
in SMEs.

The third cluster is SMEs and cybersecurity (red color), emphasizing the relationship between SMEs and
cybersecurity, and cybersecurity practices and activities in SMEs [31] [14] [10] [16].

The fourth cluster is Digitalization, SMEs and Entrepreneurship (green color). This presents all aspects of
the effect that digitalization has on entrepreneurial SMEs, and how they influence the business model. The
association between digitalization, entrepreneurship and SMEs is evident in different groups of papers
[32] [33] [34] [35].
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Fig. 3. Co-occurrence Keyword Network

A strategic map is used for prospective future research on digitalization and cybersecurity in SMEs (Figure 4).
Following Aria and Cuccurullo [19], the map is a two-dimensional representation, using as variables the centrality and
density of the network of scientific topics, producing a 2x2 quadrant (axes: centrality and density level in the network).
These four quadrants are categorized as motor quadrant (upper right), transversal or basic quadrant (lower right),
peripheral quadrant (upper left) and emerging or disappearing quadrant (lower left).

In the right-lower quadrant, we find base themes: SME digitalization and digital transformation, smart factories and
the loT, industry manufacturing, and cybersecurity assessment and risk management. These themes have low density
and high centrality. The largest themes in terms of research size are industry and smart manufacturing with the 10T,
and the digitalization of SMEs. Cybersecurity and industry manufacturing have fewer publications. These themes are
loosely connected with other themes due to their diverse origin in literature from IT, operations management, supply
chains, and strategy. Figure 1 shows the first line of investigation on SME digitalization, which is included in two
research clusters. The second line focuses on smart factories and the 10T in the context of Industry 4.0, analyzing the
benefits and challenges. The third line explores the relationship between SMEs and cybersecurity, while the last line
addresses factors affecting manufacturing productivity. Overall, there is a research gap as these important issues are
disconnected from SMEs, digitalization, and cybersecurity, despite the increasing exposure of SMEs to cyber threats
and their lack of consideration for cybersecurity.
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Fig. 4. Strategic Map.

In the upper quadrant, two themes emerge as the driving forces of the research, characterized by high density and
centrality. The analysis reveals a range of topics, including SME digitalization and internationalization, as well as
collaboration for business sustainability, albeit with fewer contributions. However, the explicit inclusion of
cybersecurity is notably absent in this context. Some limited research links business sustainability with cybersecurity
[36] [37]. It is noteworthy that cybersecurity research overlaps from the base quadrant to the motor quadrant, indicating
its increasing importance (centrality) and interconnectedness (density), albeit at an early stage. This identifies a
research gap that future studies could address: the integration of cybersecurity with SMEs and digitalization.

Lastly, quadrant three (niche topics) and quadrant four (emerging or missing topics) exhibit limited significance.
Niche topics, such as decision-making and Kaizen, demonstrate high density but low centrality. These topics have
received extensive coverage in the literature (Farris et al., 2008), yet there is no direct line focusing on SMEs,
digitalization, and cybersecurity in the niche category. Emerging or disappearing themes encompass ethical machine
learning, diversity of digital technologies, and innovation management. Research is starting to address ethical concerns
related to the application of machine learning in organizations, as well as the longstanding topic of technological
innovation. These topics are positioned in the fourth quadrant, indicating low importance (centrality) and
interconnection (density). This suggests that they are either new, emerging, or in the final stages of the mainstream
research cycle. Thus, the appearance of innovative technology management in this quadrant can be justified.

4. Conclusions

The objective of this paper was to carry out a bibliometric study on scientific research in the area of digitalization
and cybersecurity in SMEs. The time horizon of the research was from 2006 to 2022, and 417 publications were
obtained, distributed between empirical and theoretical studies, conferences, systematic literature reviews and books.
Our study addresses the temporal evolution of research, scientific production by country and the distribution of
research sources, among other things. In addition, we have described the main research areas, as well as the prospects
for future research in digitalization and cybersecurity in SMEs, using both cluster analysis and strategy maps.

Through the bibliometric analysis of digitalization and cybersecurity in SMEs, the results provide important
contributions to both academic research and policymakers. The first contribution is that we have identified four lines
of investigation with a diverse research approach. The first research line covers topics such as the importance for
companies of the smart factory, the conceptualization of the smart factory, the connectivity of the smart factory with
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its environment, the challenges for companies to implement smart factories and the need to standardize their processes
and activities. The second line emphasizes the adoption and models of digital technologies and the factors that
influence the decision to adopt them in SMEs. The third research line covers the relationship between SMEs and
cybersecurity, highlighting cybersecurity practices and activities in SMEs. The last line covers all aspects of the effect
that digitalization has on entrepreneurial SMEs, and how they influence the business model.

The second contribution of the research has been the identification of important gaps and future challenges for
research on SMEs, cybersecurity and digitalization. As we have seen previously, there is an important gap in the
literature on the digitalization of SMEs regarding the consideration of cybersecurity. Thus, we see that the digital
transformation of SMEs entails increasing exposure to possible cyberattacks, which can be a determining factor for
digitalization and, on the other hand, can affect the future of SMEs. In this context, from our results, we see that this
gap has not been covered, as research lines have been found that focus on these issues but are unconnected. In other
words, cybersecurity research is carried out in the IT field, unlike the digital transformation of SMEs; it is carried out
in fields closer to strategy and operations management, without there being obvious connections that tend to cover the
gap. Regarding the future of research, our bibliometric analysis does not show a tendency to address this gap; rather,
each research area develops separately. In fact, in the near future, we can predict that cybersecurity in SMEs will be a
particular case of cybersecurity in firms, separated from research on digitalization in SMEs, which addresses issues
such as smart factories and Industry 4.0 objectives in these enterprises. Thus, for example, the 10T, which is a
fundamental element of the smart factory, is highlighted as an interconnected element in research on digitalization,
but the 10T network, as well as potential threats, are investigated in the IT field, without there being a clear connection
between them. Therefore, future work should address issues before the decision to digitally transform SMEs,
considering the challenges that cybersecurity can pose at this stage. Likewise, work should be developed, in the
digitalization management phase, taking account of the implications of cybersecurity management, attacks and
contingency plans, among other things.

Regarding the implications for managers and policymakers, we consider there is a need to contemplate the
importance of cybersecurity in the digitalization of SMEs. First, SME managers should forget the cybersecurity
myopia by getting involved in cybersecurity decisions. Second, the digital transformation of SMEs must be
accompanied by specific measures to mitigate vulnerabilities and potential cyber threats. Third, the adoption of cyber
standards, such as 1SO 27000s or Cyber Essentials (UK), must be a common practice in SMEs, eliminating internal
vulnerabilities derived from the malpractice of the organization. Last, it must be considered that the digitalization of
SMEs implies a connection to the 10T, with consequences for cyber management systems, derived from the necessity
that smart devices and control systems have in terms of cybersecurity.
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