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Abstract
In communication networks, where users are highlymobile,migrating edge servers that are performing services closer to users,
i.e., service migration, is essential to maintain the high quality of service (QoS). However, existing dynamic service migration
techniques face two distinct challenges: (1) The security and energy consumption of service migration systems need to be
optimised urgently; (2) The uncertainty of user movement makes it difficult to develop optimal service migration strategies,
especially in future three-dimensional (3-D) communication networks. To address these challenges,wepropose a novel energy-
efficient secure 3-D dynamic service migration framework for communication networks. We then quantify the cost of service
migration based on the proposed framework considering security, energy efficiency and delay and present a solution based on
a deep reinforcement learning (DRL) approach to make migration decisions optimally in the 3-D communication network.
We also propose a universal formula for measuring the reliability value of intelligent autonomous nodes in order to reduce
the energy consumption and delay of the proposed security paradigm and to optimise the service migration decision making.
Simulation results demonstrate our proposed migration strategy for 3-D communication network services outperforms the
baseline solutions in terms of reducing communication network delay and energy consumption while preserving migration
security. Moreover, the results confirm the effectiveness of the proposed reliability value calculation approach applied to
improve the QoS in the secured edge networks.
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1 Introduction

With the continuous development of mobile wireless com-
munications and the Internet-of-Things (IoT), cities are
becoming smarter, for example, autonomous vehicles with
high mobility are becoming a reality. The number of con-
nected and/or autonomous vehicles on the road is anticipated
to increase substantially in the coming years [1]. These
vehicles and users have versatile resource requirements in
terms of computing, communication and storage and in most
cases are extremely latency-sensitive. These create new chal-
lenges on resource-constrained communication networks [2].
Mobile edge computing (MEC) [3, 4] is considered a promis-
ing approach that integrates edge servers into communication
network facilities such as base stations (BSs) or roadside
units (RSUs). This enables users with quick access to com-
putation and data storage resources. Moreover, edge servers
can also be integrated into the unmanned aerial vehicle (UAV)
base stations [5] to further improve flexibility and radio cov-
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478 G. Zheng et al.

erage for supporting remote areas hence enabling ubiquitous
service provisioning.

The deployment of MEC brings cloud services closer to
the users and significantly reduces service access latency
[6]. Nevertheless, serving highly mobile users such as vehi-
cles requires careful planning and updating the placement of
edge services, because such users are likely to be moving
away from the associated edge servers due to their mobility.
Hence, without timely migration of provision quality might
be degraded resulting e.g., not corresponding edge services,
and slower response times for latency-sensitive applications
[7].

To address this issue, the service needs to migrate to a new
service location to enable the user to maintain the advantages
of MEC and the QoS of future communication networks
(Fig. 1). In contrast to the cellular handover, the users in
service migration can continue receiving service from orig-
inal edge servers when no longer connected to the original
base stations. Because a remote edge server can communi-
cate with users through currently associated base stations and
backhaul networks, the edge service can be migrated to any
potential edge server. Cellular handover is often decided by
signal strengths and must occur when the original base sta-
tion signal does not satisfy users. It has a smaller decision
space than service migration.

Service migration decreases the transmission latency
between the user and the edge server hosting its service.
Nevertheless, it can also incur extra service interruption,
energy consumption and network overhead. Therefore, fur-
ther investigations are required to evaluate when and where
to migrate the service to achieve a balance between “migra-
tion cost” and “transmission cost”. In addition, the migration
processmay cause unprecedented vulnerabilities andflaws in
theMEC environment, e.g., malicious code injection attacks,
and violations of privacy in terms of location and usage pat-
terns,making it one of theweakest phases ofMEC [8]. Secure
servicemigration thus becomes an important requirement for
vehicle edge service continuity, hence the trade-off between
security, energy consumption and latency of service migra-
tion should be further investigated.

In recent years, various research efforts have been made
on the development of dynamic service migration strate-
gies for mobile users. For instance, one-dimensional (1-D)
environment migration strategies were first proposed in [9].
They constructed themigrationdecisionprocesses asMarkov
Decision Processes (MDPs) that enable predict users’ next
move. They thus developed corresponding migration strate-
gies and addressed users’ mobility challenges during service
migration. However, in these approaches, migration strate-
gies are based on 1-D MDPs and clients are considered to
only move straight ahead. Two-dimensional (2-D) mobil-
ity MDP migration strategy was then presented in [10]. It
approximates the underlying state space via the distance

between the user and the location of the service.User’smove-
ment in a 2-D space thus can be anticipated. However, it
acts as a 1-D service migration strategy essentially, where
the error increases as the operational distance of the vehi-
cle increases and is also unable to change strategy in real
time according to network conditions. In future commu-
nication systems, the networks that employ UAVs become
more sophisticated dynamic three-dimensional (3-D) net-
works. Hence, the development of a more accurate, secure
and energy-efficient 3-D environmental dynamic migration
strategy is more necessary to enable real-time service pro-
visioning in such a fast changing environment. Further, to
the best of our knowledge, few investigations have consid-
ered a specific security measure and its cost in 3-D network
dynamic service migration.

To address these urgent needs, a novel blockchain technol-
ogy based energy-efficient secure service migration frame-
work is proposed to ensure the security of 3-D service migra-
tion. Based on the proposed framework, a general reliability
value calculation scheme for intelligent autonomous nodes
is designed to decrease the energy consumption of the pre-
sented framework. Furthermore, a new 3-D communication
network service migration strategy is proposed that opti-
mally the security cost and energy consumption of a service
migration system while guaranteeing a low migration delay.
The corresponding dynamic optimisation problem is then
expressed as an MDP with the same general reliability value
formula as we proposed for intelligent autonomous nodes
to enable quantifying of the migration cost. Finally, an effi-
cient deep reinforcement learning (DRL)-based scheduling
algorithm is developed to solve this optimisation problem.

The main contributions of this paper are summarised as
follows.

(1) We propose a novel energy-efficient secure ser-
vice migration framework for 3-D communication networks
based on blockchain that improves the security, reliability
and energy efficiency of service migration between theMEC
servers.

(2) We present a universal intelligent autonomous nodes
reliability assessment approach that considers nodes’ secu-
rity and efficiency.We further apply this approach to the sug-
gested framework and service migration selection strategy to
improve network efficiency and reduce energy consumption.

(3) A 3-D dynamic service migration strategy is also
proposed which considers UAV base stations. This strat-
egy is modelled as an MDP in which a service migration
reward function considers security, energy consumption and
quality-of-service (QoS) when migrating services. The opti-
mal service migration strategy is obtained using the DRL
approach.

The rest of the paper is organized as follows. Section2
summarizes the existing research findings related to this
work. We then introduce the security systemmodel in Sect. 3
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Fig. 1 An example of service migration application scenario

and the reliable value formula in Sect. 4. In Sect. 5, themigra-
tion strategy for 3-D vehicle networks is introduced. The
performance of the proposedmechanismandmethod are then
evaluated and analyzed by simulations in Sect. 6. Finally, we
conclude the paper in Sect. 7.

For easy reference, the main parameters used throughout
this paper are presented in Table 1.

2 Related works

2.1 Service migration strategies

Several existing works are focused on latency reduction for
making implementing service migration decisions. An early
effective migration mechanism was proposed in [11], which
implies the service always follows with the user, i.e., “always
migration”. In [12], a short-sighted strategy to determine
whether to migrate the service based on the current service
condition of the user called “myopic” was presented. None
of the above works however consider users’ mobility predic-

tion. As mentioned before, the authors in [9] first proposed
a 1-D service migration moving model based on 1-D MDP
and demonstrated the presence of an optimal threshold pol-
icy to optimize the total cost of service migration. However,
these strategies could not be adapted to more complex mul-
tidimensional scenarios. S. Wang et al. in [10] extended the
application scenario to 2-Dmobility space using the distance-
based MDP they presented to develop a more general and
efficient service migration strategy. They further described a
general cost model based on distance and introduced a math-
ematical framework to achieve the best migration strategy.
Moreover, they also examined the application of the pro-
posed 2-D migration algorithm using the real date of the
San Francisco taxi movement. The error however increases
with environmental changes and the distance travelled by taxi
since distance-based MDP is 1-D MDP essentially. Similar
2-D service migration was further investigated in [13] and
[14].

The migration energy consumption and latency balance
have been also investigated. For instance, [15] proposed a
migration energy consumption model. Further, this model
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Table 1 Notation definition

Symbol Definition

L The set of all-possible user locations

μt The user location at time t

ht The service location at time t

dt The distance between user and service (hops)

st The real-time system state

x Service migration distance (hops)

y Transmission distance (hops)

k Number of blockchain nodes

V Number of communications in blockchain system

p View change probability

Tr Reliability value

To Operating speed value

Ts Available resources and security value

Th Hardware performance value

Tc Algorithm performance value

Ov Algorithm objective value

Sv Algorithm subjective value

� Complexity indicator

M(x) Migration cost (s)

T (y) Transmission cost (s)

B(x) Security cost (s)

μt Available bandwidth of target server

N Application-specific maximum allowed distance

n Tier, the states with the same value

O(N ) The total number of nodes in range N

O(n) The number of nodes in the n

r The probability of user movement

� The distance between two states

however favours the transfer of uncompleted tasks of users
rather than service migration. [16] took a similar energy con-
sumption model as [15] and used deep Q network (DQN) to
estimate the optimal migration policy. Artificial intelligence
(AI) techniques such as DQN have been used in recent years
to enhance the ability of migration optimization models. A
DQN method is presented in [17] that lower latency service
migration strategies can be obtained compared to dynamic
programming. The service can only choose to migrate to
the client’s current location server rather than the most suit-
able server that may exist in the path. The strategies in
this method are sub-optimal. Similarly, [18] also designed
a reward function and used DQN to search for the optimal
migration strategy. Nevertheless, none of the above works
using the DQN approach mentions user movement patterns
and the impact of adopting such amachine learning technique
on the node.

2.2 Service migration security

Research on the security of service migration is much less
investigated than that of optimising migration strategy. For
instance [19] brought the cost of security into the service
migration decision making in terms of distance, but only an
approximatemodel of the safety costswas incorporated. Sim-
ilarly, [20] introduced a platform of trust credentials, which
does not require an active third party, and ensures service
migration to a trusted cloud platform. However, no results
were presented to support their framework to ensure their
platform is secure enough. [21] suggested blockchain could
be used to tackle the trust issue in the migration of entities in
different domains but did not provide specific measures for
implementation. In addition, none of the introduced secu-
rity frameworks take into account the energy consumption
associated with security measures.

3 Systemmodel

In this section, we present the proposedmigration framework
based on the blockchain system in detail.

3.1 Migrationmodel

We consider a user moving in a 2-D geographic zone access-
ing randomly distributed fixed/UAV-assisted edge cloud
servers. These servers are distributed in a 3-D space. All
possible locations of the user consist of set L , where L is a
finite set that can be arbitrarily large. In each time slot, the
user location l ∈ L can be represented as a 2-D vector as
it moves in a 2-D space, i.e., (a, b). In addition, we assume
each user’s location has an edge facility that can provide ser-
vices in the cellular network, and the user’s location and the
2-D vectors (i.e., height is 0) of the edge facility are over-
lapping. Thus, ‖l1 − l2‖ is as the distance between l1 and l2.
Note that the distance metric is not the Euclidean distance
but the number of hops from one edge facility to another.
To facilitate differentiation, we denote the user’s location at
the time slot t as μt = (aμ, bμ)|cμ, where cμ is the height
of users, and cμ = 0. Similarly, the location of the cur-
rent service facility at the time slot t can be represented as
ht = (ah, bh)|ch . Therefore, we use st = {μt , ht } to indicate
the real-time status of the system and the next time status is
st+1 = {μt+1, ht+1}.

According to the Markov mobility model, the users’ posi-
tions remain fixed for the duration of a time slot and only
change from one time slot to the next. The time slot model is
similar to the sampling in continuous time, where the dura-
tion of the time slot can be variable. At the beginning of each
time slot, the edge facility has the following two options:
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1) Migrate service from ht to other appropriate location
h

′
t , whichwill result in amigration costM and security cost B

(details are elaborated in the subsequent section). Migration
cost M is defined as non-zero service interruption time sim-
ilar to [22, 23]. It is related to the size of the server’s random
access memory (RAM) and the available bandwidth [24, 25].
As each migration entails a certain cost, we assume that it
is also related to the number of migrations. We use M(x) to
represent total migration cost, where x = ‖ht − h

′
t‖ is the

distance between ht and h
′
t . After completing the migration,

the system state changes as s
′
t = {μt , h

′
t }, and the next time

slot service location is ht+1 = h
′
t .

2) No service migration. State maintained at st =
{μt , ht } and the next time slot state st+1 will be changed
as {μt+1, ht+1 = ht }, hence no migration cost.

However, if a user is not at the location of the current
service facility, there also exists a data transmission cost of
T after possible migration. In general, in a 2-D geograph-
ical space, transmission cost is distance-dependent and can
capture the delay of data transmission such as transmission
delay, propagation delay and queuing delay. It can be defined
as T (y), where y is the distance between the user location and
the current service location. In traditional 2D service migra-
tion, y is calculated as the number of hops between the user
location and the current service location, i.e., ‖h ′

t −μt‖. Fur-
thermore, queuing delay represents the time a user requests
in the request queue to queue in line for a free resource. It
is sensible to assume that more users in the same base sta-
tion rangemay havemore service requests resulting in higher
queuing delays and transmission costs. Since UAV-assisted
base station has wider coverage and may serve more clients
at the same time. Therefore, the distance y in 3-D scenarios
can be rewritten as:

y = d +
e∑

i=1

αci , (1)

where d and e are the numbers of fixed base stations and
UAV-assisted base stations in the route respectively. We have
d + e = ‖h ′

t − μt‖ in 3-D scenarios. Further, in Eq. (1), α
is the weighting parameter and ci is the height of UAVs.
As UAV-based base stations provide a larger coverage area
hence requiring longer propagation distances and serving
more users. These characteristics are merely due to the addi-
tion of the UAV altitude parameter. The change in altitude
can thus affect the propagation delay and the transmission
delay. Moreover, it is shown that for service migration, the
major factors affecting the migration delay are the transmis-
sion and propagation delays. Therefore, we only consider the
height parameters in this paper to fit the 3-D service migra-
tion scenario and to reduce the modelling complexity.

Moreover, we assume that the time spent due to transmis-
sion and migration costs is much less than that of the length

of each time slot. Therefore, the costs do not vary with the
duration of the time slot.

3.2 Blockchain system

Blockchain provides significant protection of customer pri-
vacy and security. However, commonly used proof based
blockchain consensus mechanisms such as Proof-of-Work
(PoW) and Proof-of-Stake (PoS) have high energy con-
sumption, long transaction confirmation latency and low
throughput [26]. Thus, in our energy-efficient secure migra-
tion framework, we employ the Practical Byzantine fault
tolerance (PBFT) consensus mechanism that is well suited
for IoT as it offers low computational power and complexity
[27, 28].

In the proposed framework, all blockchain nodes consist
of edge facilities. The total number of nodes is k. These nodes
are divided into two types: a primary node and a backup
node. The primary node is responsible for assigning serial
numbers to the client’s transaction requests and forwarding
them to the backup node. The backup nodes are responsible
for performing the requests according to the serial numbers
assigned by the primary node, checking the legitimacy of the
serial numbers, and using a timeout mechanism to monitor
whether the primary node is an anomaly. In addition, the
maximum number of fault-tolerant nodes is defined as f ,
where 3 f + 1 < k [29].

The main consensus process of the PBFT algorithm is
divided into 3 phases (Fig. 2): pre-prepare, prepare, and
commit [29]. During the pre-prepare phase, after receiving a
request from the client, the primarynode assigns a serial num-
ber to the request and broadcasts a "pre-prepare" message
to all backup nodes. As soon as a backup node recognizes
the serial number assigned by the primary node and accepts
the "pre-prepare" message, this backup node enters the pre-
pare phase. In the prepare phase, the backup node sends a
"prepare" message to all nodes and each node receives "pre-
pare" messages from the other nodes. Upon receiving 2 f
"prepare" messages (including itself) that match the "pre-
prepare"message, the backup node enters the third phase and
the request is considered prepared. Meanwhile, the backup
node broadcasts a network-wide "commit" message and the
request moves to the committed state and is processed upon
receiving no less than k− f authenticated messages (includ-
ing itself). The result of the operation is returned to the client
and stored in the local status database.

If the primary node is in an abnormal condition, or run-
ning slow, the primary node is changed. We name this
primary node change process as “view change” and a primary
node effective time is a "view". In view change progress,
all backup nodes broadcast the view change message and
the number of communications is (k − 1)2. When a “view
change” is confirmed, the primary node announces a view
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Fig. 2 PBFT algorithm
operating under normal
conditions [29]

change confirmation message to all backup nodes, which
passes k − 1 messages. We assume each node has the same
communication condition. The transmission rate of a single
communication therefore can be denoted by

r = B0log2(1 + p0h0
σ0

), (2)

where B0 is the bandwidth, p0 is the transmission power, h0
is the channel gain and σ0 is the channel noise. Therefore
we can consider that the number of communications in the
network is proportional to the energy consumption of the
network.

Normally, in the original PBFT, other nodes elect a new
leader based on the sequence of the nodes, following:

primary Id = v mod k, (3)

where v is the reference number of views, primary Id is the
reference number of nodes andmod is modular arithmetic. In
this setting, each node has an equivalent probability of acting
as a primary node. Nevertheless, it does not take into account
the real operational capacity and security of the node. This
increases the likelihood of view changes. Hence introducing
additional communication consumption and latency.

4 Reliability value calculation in
blockchain-enabled service migration
systems

4.1 Reliability value calculation

For secure and energy-efficient communication, the blockchain
node with a high level of processing capacity and security
should be chosen as the primary node. Many similar scenar-
ios also exist in future IoT networks aimed at finding more

reliable nodes. These reliability nodes usually have better
operating speed, available resources and security. We, there-
fore, propose a universal reliability node evaluation method
jointly considering node operating speed, available resources
and security for future IoT networks. The evaluation value
of each node is defined as the node’s reliability value. The
reliability value Tr can be thus expressed as:

Tr = ToTs, (4)

where To > 0 and Ts > 0 are the operating speed value, and
available resources and security value of the node respec-
tively.

Node operating speed is normally determined by both the
node hardware and the node algorithms used, we have

To = βTh + (1 − β)Tc, (5)

where β is the weight parameter. Th > 0 is the node hard-
ware performance value that depends on the processing unit’s
cycles. Since the values are used for numerical evaluation
without a unit, we only select numerical values when the
unit is in Gcycles/s, which is generally less than 10. Tc > 0
is the value related to algorithms used by the node. As the
whole node algorithms are numerous andmostly not indepen-
dent of each other. This is however difficult and unrealistic
to consider them all for a universal node evaluation. Fortu-
nately, the ubiquitous AI will assist and enable IoT nodes
as intelligent autonomous nodes in the future IoT network.
Furthermore, AI and machine learning techniques are antic-
ipated to be one of the main algorithms applied in intelligent
autonomous nodes. Machine learning techniques, especially
deep learning techniques represent to a great extent the pro-
cessing capability of intelligent autonomous nodes.Wehence
denote Tc as the value associated with the machine learning
algorithms used by the node.

123

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



Energy-efficient secure dynamic service migration for edge-based 3-D networks 483

Generally, a good machine learning algorithm for humans
should consider the following domains [30]: accuracy, appro-
priate data and algorithm, robustness, privacy protection,
context awareness, subjectivity and computational overhead.
Obviously, some domains such as accuracy and robustness
can be judged by running and understanding the algorithm
itself. Other domains such as context-awareness and sub-
jectivity are up to the users to judge after the experience.
Therefore, we define the Tc calculation formula as:

Tc = γ Ov + (1 − γ )Sv, (6)

where Ov is the algorithm objective value and Sv is the
subjective value judged by humans, which is adjusted by
coefficient γ . Here we can define Ov as:

Ov = 1

N

∑

mn∈mN

amnrmndmn

�gnωmn

, (7)

where mn ∈ {m1,m2, ...,mN } represents the evaluated
machine learning model in an intelligent autonomous node.
amn is a accuracy indicator in [0, 1], which means the
model mn’s accuracy after training with appropriate labels.
rmn ∈ [0, 1] denote the node robustness, indicating the accu-
racy after the algorithm withstanding a degree of attack.
dmn ∈ [0, 1] measures the appropriateness of the training
data, the larger number implies the more perfect the data set.
It can be quantified based on the real-time training label sit-
uation, such as data balance situation and independent and
identically distributed situation.

In addition, we adopt the model complexity[31] as the
denominator to denote the computational overhead of the
node. Complexity indicates, to some extent, how fast an algo-
rithm can be operated. Different from run time, complexity
is not judged in relation to hardware and is more aligned
with our evaluation of the algorithm itself. Furthermore, the
provenance of reasoning (e.g., which data features caused
which decisions) is also one of the key concerns for artificial
intelligence implementation. Simpler models enable better
emotional judgement of nodes by humans. In the formula,
gn is the model type of mn and ωmn quantifies the structural
complexity for the model (such as the number of neurons in
deep learning, and depth in decision trees).� is a complexity
indicator.

The subjective value parameter Sv is determined by the
sense from human perception of the advantages and disad-
vantages of intelligence in a 6G environment.We can express
this by

Sv = 1

	N

∑
κ	∈	

∑
mn∈mN

pκ	mneκ	mn sκ	mn , (8)

where 	 is the number of participants, κ	 = {κ1, κ2...κ	},
pκ	mn , eκ	mn and sκ	mn represent the privacy-preserving
ability, the context-awareness, and the overall subjective per-
ception of model mn as judged by user κ , respectively.

In addition, to determine the real-time security, efficiency
and available computing resources of the node, we utilize
node energy level as available resources and security value
to help determine if there is a problem with a node or not.
In cases where nodes are maliciously intruded or malicious
nodes launch a malicious attack, they normally consume a
large amount of energy. When a node has a high workload to
cope with, the energy consumption ratio is also greater. We
define the residual energy Eres and total energy level Etot .
The value Ts is given by

Ts =
{

Eres
Etot

, if Eres
Etot

> ζ,

0, otherwise,
(9)

where ζ is the security energy threshold. The node is insecure
upon falling below the threshold. The node is also considered
to be unreliable in this case. We can therefore obtain the
approach to evaluate the reliability node, which is denoted as

Tr =
{

(βTh + (1 − β)Tc)Ts), if Ts > ζ,

0, otherwise.
(10)

4.2 Complexity analysis

For the reliability value evaluation complexity, since it does
not vary with variables, we can have the complexity as O(1).
Therefore, in this subsection, we discuss the number of basic
executions while integrating the proposed reliability value in
PBFT.

Based on Sect. 3.2, we have the total number of passed
messages after completing the three-phase consensus pro-
cess, z, is

z = 2k2 − 2k. (11)

In addition, We assume the probability of view change in
a time slot is p. The total number of communications V for
a given probability p of view changes thus is

V = z + pk(k − 1) = 2k2 − 2k + pk(k − 1). (12)

In our proposed framework, a new leader selection is based
on “reliability value”. All backup nodes should broadcast the
view changemessage and the reliability values of neighbour-
ing nodes during the view change. It is used to elect the node
with higher operational speed and better security to reduce
p, so as to avoid potential threats and extra energy consump-
tion. Therefore, the addition of the reliability value increases
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Fig. 3 Example of a 3-tier 2-D model on hexagon cells [10]

the number of calculations k but saves communication con-
sumption of pk(k − 1).

5 Optimal policy for offset-basedMDP

In the following section, we elaborate on how to develop an
optimal service migration strategy for mobile users in a 3-D
environment considering security, energy and QoS.

5.1 Control decisions and costs

As previously stated (Sect. III-A), in each time slot, servers
have the following two choices: service migration or no
migration. Whichever choice is made, it may bring a cer-
tain amount of cost. We define the migration cost, M(x), and
the transmission cost, T (y), according to migration distance
x and transmission distance y, as the following:

M(x) =
{
0, if x = 0,

( 1
μt

+ δ)bx, if x > 0,
(13)

T (y) �
{
0, if x = 0,

ρc + ρlθ
y, if y > 0,

(14)

where T (y) is a general non-decreasing function defined in
the form of constant plus exponent to match to transmission
cost. This comparable transmission cost iswidely used in ser-
vice migration decision making [16, 18]. Thus ρc, ρl , and θ

are real-valued parameters. Further, δ is also a real-valued
parameter related to the server’s RAM. μt is the avail-
able bandwidth of the target server and b is the conversion
parameter indicating the relationship between bandwidth and
latency. That is because the cost of migration is dependent
on the size of the server’s RAM and its available bandwidth.
Changes in the RAM size have little effect on latency and
energy consumption, so it is generally set as a constant value

[32]. Differently, as the available bandwidth increases, the
migration time and energy consumption decrease exponen-
tially and eventually approach a constant value [24, 25]. For
the sake of simplicity, hereafter we assume that the rela-
tionship between migration cost and the available bandwidth
follows 1/μt .

However, since blockchain was employed to secure ser-
vices during migration, the security costs resulting from the
blockchain cannot be ignored, which is

B(x) = ϑx, (15)

where ϑ is a constant with the unit in second, which rep-
resents the migration delays caused by blockchain in each
service migration. That is because it is shown in blockchain
systems based on PBFT [33] that the latency for per-block
generation remains almost constant at around one second for
a limited transaction capacity. Also, the transaction capacity
is much larger than the number of transactions per second in
our range of service migration. Thus, the overall cost (unit
in seconds) for a one-time slot can be denoted by

C = M(x) + B(x) + T (y), (16)

5.2 Off-set basedMDP

As clients move in a 2-D geographical area, we consider a
hexagonal cell structure, where the user fits a uniform 2-D
random walk Markov mobility model in an infinite space
to approximate real-world movement trajectory. We define
the tier N = {1, 2...n} as an application-specific maximum
allowed distance and dt as the number of hops between the
user and the service before possible migration. We always
perform migration when dt > N , so that we only focus on
states dt < N . The relation between N and the total number
of nodes is

O(N ) = 6N (N + 1)

2
+ 1. (17)

The number of nodes in the tier n is

O(n) = 6n. (18)

Assume that moving to one of six neighbours with probabil-
ity r and staying in the same cell with probability 1 − 6r .
In all previous research, a user was only considered to have
threemovement options based on approximation by distance-
based MDP when t ier > 0. Stay at the same tier, move to a
lower tier, and move to a higher tier with the probability of
1− 4r , 1.5r , and 2.5r separately. Because the probability of
moving to a lower tier is either r or 2r , while to a lower tier is
either 2r or 3r , averaging the probabilities yields. Obviously,
the results become increasingly inaccurate as the movement
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time increases. It’s not suitable for more complex 3-D com-
munication networks.

We assume the client has seven options for movement.
If the client is not at (0,0), there are two different location
types of nodes. One type includes the node such as (1,1),
which has a probability movement of r moving to a lower
tier and a probability movement of 3r moving to a higher tier.
The other type is the node like (2,1), which has a probability
movement of 2r moving to a lower tier and a probability
movement of 2r moving to a higher tier. We thus introduce
polar coordinates to determine the location type of the node.
As mentioned earlier, the 2-D vector of each node can be
represented as (a, b). Here, a is the number of tiers at the
location of the node, and b is the location number within
each tier. Assuming the node coordinates (a, b) are labelled
as in Fig. 3. Since nodes in n=1 are all the first type, when

n > 2, if the result of
2π j
n
2π
n−1

is an integer, then the node is the

first type or the second. And state in n + 1 or n − 1 can also

be identified by the answer of
2π j
n
2π
n−1

. In addition, the distance

between two states can be denoted by

ψ =
√
n21 − 2n1n1cos(ϕ1 − ϕ2) + n22, (19)

where ϕ is the angle in the polar coordinate, obtained from
state j times 2pi j

n .

5.3 Optimal solution

Wemodel the servicemigration policy asMDP.As the state in
one time slot t is st = {ut , ht } that s(t+1) = {u(t+1), h(t+1)} is
for the next time slot t+1.After the action a choose the newest
service location h

′
t , x = ‖ht − h

′
t‖ and the number of hops

between the user and the service dt = ‖μt − h
′
t‖. Therefore,

the cost in this time slot t isM(x)+B(x)+T (y), where d+e
in (1) is h

′
t , which gives y. However, there may be more than

one shortest transmission path in the cell network between ht
and h

′
t and any of them can be chosen. For convenience, the

probability of a node being UAV-assisted on the transmission
path is the same as the probability of the random distribution
of UAVs in that small region.

As for service quality, the edge facility in which the user
is located may be the best choice. However, there may be
insufficient service capacity, excessive load and question-
able security for the target edge server. Therefore, the above
issues should also be considered as important factors before
developing a migration decision. Our suggested method for
calculating reliability value in edge nodes is also well suited
to serve as a judging criterion. Services should be migrated
to a location with higher reliability value and lower cost.
Thus, we have the migration server selection instant reward
function as

R = ιTn − ηC, (20)

where ι and η are weighting parameters. Further, C denotes
the value in units of seconds.

The objective of the proposed mobility service migration
approach is to maximizes long-term expected rewards from
the initial state, which can be denoted by

V ∗(s0) = max Vπ (s0), ∀s0 (21)

where V ∗(s0) is the long-term expected rewards generated by
the strategy π and initial state s0. The maximisation problem
can be solved utilizing the Bellman equation, which can be
shown as

V ∗(s0) = max
a

{R(s0, a) + γ
∑

s1∈L∗L
P(s1|s0, a)V ∗(s1)},

(22)

where 0 < γ < 1 is the discount factor. R(s0, a) denotes the
instant reward function when take the action a at the state s.
In (21), P(s1|s0, a) is the transition probability from s0 to s1.

Deep Q network (DQN) [34] is one of the popular rein-
forcement learning methods. It uses deep neural networks
to approximate state-action value Q(s, a; θ), where θ is the
weight vector of deep neurons. So that it can find the optimal
approximate action and solve (22). It is ideally suited to solve
the problem of oversized state and action values in MDPs.
Hence, in thiswork,we adopt theDQNapproach to search for
the optimal solution for our proposed complex 3-D service
migration strategy. The pseudocode of our dynamic service
migration algorithm based on DQN is shown in Algorithm 1.

Algorithm 1 3-D dynamic service migration strategy based
DQN
Input: D-empty reply buffer; θ-initial network parameters; θ−-copy of

θ

Input: Possible locations and action set A
Output: Optimal actions for service migration
1: Initialize parameters θ and θ

′
in online network Q and target network

Q
′
respectively, replay memory D and target Q network parameter

update frequency p
2: For episode=1, M do
3: Reset environment: s0 = {0, 0}
4: For t=1, T do
5: With probability ε select a random action at
6: Otherwise select at = max

at
Q∗(st , a; θ)

7: Choose action at and observe immediate reward rt
8: Update st+1
9: Store (st , at , rt , st+1) in memory D
10: Sample random minibatch of (st , at , r∗

t , st+1) from D
11: Calculate the loss by E[(rt + γ Q(st+1, argmax

a
Q(st +

1, a; θ); θ
′
) − Q(s, a; θ))2]

12: if t%p == 0; θ → θ
′

13: End for
14: End for
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6 Numerical evaluation

In this section, we evaluate the performance of the proposed
solutions under different parameter settings. We consider the
following schemes first: 1) clients follow the random walk
model with parameter r = 0.15 and maximum service range
N = 4; 2) the UAV height is taken as the average value in
the range; 3) in the blockchain system, the blocks generated
have the same size and the frequency of generating blocks is
the same.

We first evaluate the impact of UAVs-assisted base station
ratios andmigration cost on service migration decisions. The
discount factor γ of DQN is set as 0.9 and the batch size is
set as 128. Further, the initial ε and final ε are set as 0.6 and
0.01, respectively. The transmission cost function parame-
ters are selected as ρc = −4, ρl = 4, θ = 1.03, where
ρc + ρl = 0 means there is no constant portion in the cost
function. Moreover, the migration is considered to be per-
formed with the same and sufficient available bandwidth,
the migration cost and security cost can therefore be equal
to (ϑ + δ)x . Because of the complexity of the 3-D service
migration environment, no other suitable strategy decision
algorithm is available at this time. Therefore, the suggested
solution is compared to some conventional migration strate-
gies, including never migration and always migration, where
always migration was proposed in [35]. Since the myopic
method [12] results in the same results as never migration in
the service range (N < 5), this paper does not additionally
show its results. It is noteworthy that the experimental results
are derived from the average of 20 randomly generated sim-
ilar clients’ walk routes in time slot t = 6.

Figure 4 demonstrates the comparison of migration cost
versus sum cost for differentmigration policies. It is seen that
the sum cost of always migration outperforms never migrate
when the per migration cost is little. Nevertheless, as the
block size grows or available bandwidth reduces, the sum
cost of always migration increases exponentially following
with the increase of per migration cost and surpasses the
sum cost of never migrate. Interestingly, our proposed strat-
egy achieves optimal results in various network conditions,
which decreases the sum cost. Moreover, with the increasing
proportion of the network’s UAVs, the sum cost of our pro-
posed solution gets closer to the cost of always migration,
when the always migration has a lower cost than always
transmission. That due to as the ratio of UAVs increases,
the per transmission cost grows resulting in increased costs
associated with the transmission when migrating services.
Nevertheless, our proposed method still saves at most almost
20% of energy simultaneously over the baseline method with
a 60% UAV ratio.

We then investigate the trust value evaluation scheme. We
use the common MNIST dataset that was first introduced by
LeCun et al. [36] and assume the training label is appropriate

Fig. 4 Sum cost with different proportions of UAV in the network: a
0%, b 30%, c 60%
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Table 2 Algorithm objective
value evaluation

Hidden layer Accuracy Robustness Neuron number Complexity Objective value

3 96.15% 20.7% 128/128/128 3.84 0.7643

4 96.62% 11.75% 128/.../128 5.12 0.5813

5 96.94% 6.58% 128/.../128 6.4 0.4082

Fig. 5 Bandwidth consumption versus number of nodes

enough, i.e., d = 1. Since different deep learning algorithms
have different complexity indicators, we set the DNN com-
plexity indicator� to� = ∑N

n ϕ/100,where N is the hidden
layer number and ϕ is the neuron number of each hidden
layer. In addition, 100 is the number of reference neurons,
which can be changed according to the model. The accuracy
of the test set is shown in the table. Specifically, we used the
Fast Gradient SignMethod (FGSM) [37] to construct attacks
against DNN and thus derive algorithmic robustness. FGSM
is one of the most straightforward and powerful adversarial
attacks, which makes the DNN believe that the new input
is safe by applying some small perturbations to the input
instances without changing the training instances.

In Table 2, the objective trust value of the deep neural
network (DNN) was utilised by DQN to demonstrate our
reliability value evaluation scheme. As shown in Table 2,
as the number of hidden layers increases, the accuracy and
complexity increase but the robustness decrease, and there-
fore the objective value change. Thus, more accurate, faster,
more robust and less complex algorithms can achieve higher
value, which is in accordance with the expectations of a good
algorithm. This provides a criterion for selecting the reliable
intelligent autonomous node algorithm.

In Figs. 5 and 6, we illustrate how the number of nodes in
the blockchain system affects the bandwidth and migration
cost separately.We analyze the number of communications in

Fig. 6 Migration delay versus number of nodes

the blockchain system to bandwidth consumption. Because
the bandwidth consumption of a blockchain system increases
exponentially as the number of nodes increases [38] and the
consumption is 0 when the number of nodes is 1. Function
(3) is suitable to liken the bandwidth consumption.

Figure 5 demonstrates that the bandwidth consumption
grows with the number of nodes. It is seen that a lower
probability of node conversion consistently enables a lower
bandwidth consumption. The bandwidth consumption dif-
ferential increases with the number of nodes, which directly
affects the remaining available bandwidth per node.

Then in Fig. 6, we set the conversion parameter b = 1, the
total bandwidth is 10 Mbps and nodes consume 500 bits per
communication. As shown in Fig. 6, as the number of nodes
increases, the migration latency increases slowly and then
rapidly. This is because the increase in nodes leads to more
bandwidth for security, resulting in increasedmigration costs
and insufficient bandwidth significantly increases migration
latency. Choosing the appropriate maximum service range N
therefore also needs to be considered in a realistic scenario.
Furthermore, the additional bandwidth consumption caused
by under-ability or under-secured primary nodes increases
the cost ofmigration. Similar to the trend seen in Fig. 6. Thus,
reliability value is necessary to be considered in primary node
selection to decrease p so that reduces the bandwidth and
migration consumption.
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7 Conclusion

In this paper, we proposed a blockchain-enabled energy-
efficient secure migration framework in a 3-D communi-
cation environment where we studied the service migration
decision optimisation problem. In particular, we presented
a generalized intelligent autonomous node reliability calcu-
lation to improve system performance. To satisfy the client
experience wemodelled the servicemigration decision prob-
lem as an MDP and jointly optimised the cost of security,
energy and service. A DRL algorithm was developed to han-
dle the 3-D MDP problem, which can make nodes more
reliable. Our results confirmed that intelligent autonomous
node reliability effectively improves systemperformance and
energy efficiency.
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