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ABSTRACT The domain of Mobile Edge Computing (MEC) has seen rapid growth, making consumer
behavior research an essential element in many applications. Nevertheless, in MEC systems that are
decentralized and have limited resources, challenges arise in ensuring both data integrity and access control.
This paper introduces a new technique called Quantum Hash-Based Attribute-Based Encryption (QH-
ABE) to address these issues. Previously, there were several methods available to guarantee data integrity
and access control in MEC. However, these systems had limits in managing large and intricate datasets,
lacked a standardized protocol for revocation, and incurred significant computational costs. We were
prompted by these restrictions to suggest a more efficient technique, which included using the QH-ABE
method in our study. The suggested solution integrates hash functions with quantum computing concepts to
enhance security and control access in MEC-enabled consumer behavior research. The suggested technique
provides several benefits compared to traditional hash algorithms by using hash functions. In this technique,
we introduce a Recursive Non-Linear Polynomial graph-centered Integrity Algorithm (RNLPIA). RNLPIA
enhances security by thwarting covert alterations to data and guaranteeing tamper-evident measures via the
generation of unique hash values derived from the content of the data. The suggested method’s efficacy and
efficiency are proved by a comprehensive experimental assessment, highlighting its capability to fulfill the
data integrity and access control needs of MEC situations. The performance of our technology showcases
its potential and paves the way for using quantum computing technologies for accessing control and data
security. This work contributes to the progress of privacy-preserving, secure consumer behavior analysis in
the dynamic MEC environment.

INDEX TERMS Access control, attribute-based encryption (ABE), customer behavior analysis, data
integrity and security, mobile edge computing (MEC), quantum key distribution.

I. INTRODUCTION
Due to the proliferation of mobile devices and the exponential
development of user-generated data,Mobile Edge Computing
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(MEC) has emerged in recent years as a promising paradigm
for data analysis and processing [1]. In the context of Cus-
tomer Behavior Analysis (CBA) models, ensuring secure
data integrity and access control in MEC-enabled systems
becomes crucial. Although numerous approaches have been
proposed, they frequently have efficiency, scalability, and
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security limitations [2]. This article presents a novel solution
that seeks to secure data integrity and access control in CBA
models with MEC support by addressing these concerns. Pre-
viously, many methods were used to manage access control
and ensure the integrity of data in Mobile Edge Comput-
ing (MEC) systems. However, these earlier techniques had
numerous limitations, including their inability to properly
handle complicated and large datasets. In addition, they did
not have a reliable and consistent procedure for revoking
access, making it difficult to adjust access rights as required.
Moreover, these methods proved to be ineffective in MEC
environments with restricted resources because of their com-
plex computational burdens. In this work, we introduced
the Quantum Hash-Based Attribute-Based Encryption (QH-
ABE) technology as a solution to the limitations identified in
previous techniques, to address and surpass these disadvan-
tages.

The proposed solution utilizes the use of hash functions,
with an emphasis on a recursive Non-Linear Polynomial
graph-centered Integrity Algorithm (RNLPIA). The proposed
RNLPIA-based solution has advantages over other existing
hash algorithms. In addition, the contribution of Quantum
Key Distribution (QKD) in this context is analyzed [3],
including a comparison to conventional key generation mod-
els and a discussion of the advantages and disadvantages
of various approaches [4], [5]. The exponential develop-
ment of data in MEC-enabled customer behavior analysis
highlights the significance of ensuring data security and
access control. However, traditional encryption algorithms
encounter difficulties when processing complex unstructured
data with limited computing resources [6], [7]. Before being
stored on various cloud servers, sensitive data is encrypted
using a straightforward encryption scheme to resolve this
issue. However, the compromise of these servers can still
expose data to dangers. To increase security, the system incor-
porates entrance control arrangements requiring a secure
encryption system and granular access control. Integrity-
based Encryption is a novel encryption strategy that integrates
access control and encryption using an open-key encryption
method [8]. This method allows users to access their cached
datawithout jeopardizing security or privacy inMEC-enabled
consumer behavior analysis. The use of cryptographic algo-
rithms to address privacy and security concerns is discussed
in [9]. Using complex cryptographic algorithms, authorized
users can encrypt and decrypt data in a secure manner, ensur-
ing data security and access control. It is essential to observe,
however, that MEC service providers, not data owners, have
control over redistributed data. Using cryptographic methods
that facilitate granular access control, one can effectively
encrypt confidential data. Attribute-based encryption (ABE)
techniques, including extended attribute-based encryption,
play an important role in preserving the privacy of data on
cloud servers and enabling encrypted data searches [10], [11].
It should be recognized that these techniques may necessitate
more computational resources than conventional methods.
User authentication, such as biometric authentication mech-

anisms, plays a crucial role in assuring data security and
privacy protection in the context of MEC-enabled consumer
behavior analysis [12], [13]. However, protecting biometric
data from unauthorized access and modification presents
obstacles. Moreover, it is essential to ensure data integrity at
both the data and computation levels.

A key algorithm for guaranteeing strong data integrity
and access control is proposed in this paper. The proposed
algorithm is named the RNLPIA. Unlike other solutions,
the proposed solution uses RNLPIA to generate unique hash
values based on the content of the data. Because of this unique
characteristic, security is considerably increased, making it
very difficult for enemies to covertly change data. Detect-
ing tampering attempts, enforcing access control, validating
data integrity, and generating secure audit trails for both
data updates and access events are just a few of the crucial
tasks that our suggested architecture does with the help of
RNLPIA. When it comes to MEC-enabled consumer behav-
ior analysis, enterprises can improve data integrity standards,
quickly detect unauthorized modifications, and effectively
manage access control by including RNLPIA in our security
architecture [14]. The distinct benefits of RNLPIA over other
methods are leveraged by this creative concept. In addition to
improving data integrity, RNLPIA integration offers a strong
defense against alteration and unauthorized alterations. The
outstanding resilience of RNLPIA against collision attacks
emphasizes even more how well-suited it is for guarantee-
ing data integrity in a CBA model with MEC enabled. Our
method, which offers a comprehensive and state-of-the-art
solution that sets a new standard for integrity and access con-
trol in the quickly changing technological world, essentially
constitutes a paradigm change in data security.

In addition, the incorporation of QKD provides an addi-
tional layer of security by utilizing the principles of quantum
mechanics for secure key distribution [15], [16]. In terms
of key distribution speed and surveillance resistance, this
method outperforms conventional key generation models.
The proposed model mitigates potential security risks by
establishing a secure and reliable communication chan-
nel between mobile peripheral devices and the centralized
analysis system using QKD. The ABE models that enable
fine-grained access control based on user attributes are
another significant aspect of this research [17]. There are
numerous ABE models available, and each has its benefits
and drawbacks. This article analyzes in depth the ABEmodel
that best aligns with the proposal, considering factors such
as scalability, efficiency, and MEC environment compatibil-
ity [18].

A. REQUIREMENTS FOR THE GENERATION OF
BIOMETRIC-BASED CRYPTOGRAPHIC KEYS IN MOBILE
EDGE COMPUTING ENVIRONMENTS
In MEC environments, ensuring security and privacy are of
the utmost importance. Generating cryptographic keys based
on biometric data is a crucial aspect [19], [20]. Entropy is
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required to ensure that intruders cannot guess encryption
keys and passwords. Key entropy is the total quantity of
generated keys. The key generation procedure should prevent
anyone from predicting and gaining access to future system
states based on earlier phases. For keys with high entropy,
it is necessary to select characteristics that are both con-
densed and distinct [21]. In addition, the biometric sample
must be difficult to predict to prevent a variety of attacks.
Diffusion and confusion are essential mechanisms for any
cryptographic system. During the initial phase of biometric
key generation, confusion occurs, preventing unauthorized
users from producing an exact template even if they obtain
access to biometric data by accident. The subsequent phase,
diffusion, attempts to jumble the relationship between the
template and the generated key [22], [23]. If an intruder
acquires the template, they should not be able to determine
the key. Key stability involves repeatedly generating a shared
key using biometric information. However, biometric data is
inherently unstable, and the template of a specific biometric
feature can change between sessions due to changes in acqui-
sition devices, environmental factors, and physical changes.
Key revocability refers to the removal of all compromised
credentials from the system. In the case of biometric-based
cryptographic systems, there are obstacles since biometric
information is permanent and difficult to alter [24], [25],
[26]. Compromised cryptographic keys render encryption
and decryption ineffective. During the procedure of key
revocation, it may be necessary to convert certain biometric
data. Biometrics is a method for verifying a person’s identity
that employs physical or physiological characteristics and
behavioral traits [27], [28]. Applications include physical and
intelligent access controls, participant recording, payment
systems, security, fraud prevention, location monitoring, and
border security control. In the presented method, a biomet-
ric image is used as input and a biometric image has been
encrypted and transmitted over an insecure channel [29].

B. SYSTEMS FOR THRESHOLD SECRET SHARING IN
MOBILE EDGE COMPUTING ENVIRONMENTS
In MEC environments, where security and privacy are
paramount, threshold secret-sharing systems play a crucial
role in the distribution of sensitive data [30]. The Shamir
secret-sharing system, which is commonly employed as a
threshold model, employs polynomial interpolation to dis-
seminate sensitive data to multiple parts. In this system, two
positive integers are selected, and a secret value (u1, u2,. . . ,
un) is distributed to participants [31]. Using a subset of these
users, it is possible to reconstruct the information. In public
key cryptography, where the public key functions as unique
information for user identification, such as email addresses,
phone numbers, or social security numbers, identity-based
encryption techniques are considered significant. In most
IBE techniques, a Private Key Generator (PKG) serves as a
third-party server responsible for producing and publishing
master public parameters (PP) of user identities [32], [33],

[34], [35]. The parameters of the master secret key (MSK) are
stored securely. In conventional ABE techniques, consider the
following scenario: Alice sends Bob an encrypted message.
Bob’s public key (PK) is derived from his email and PP.
The message is encrypted by Alice using Bob’s PK. Bob
is sent the message that has been securely encrypted. Bob
cannot access the decryption key without the private key (sk)
generated with his email address. Bob takes part in decryption
and retrieves the decrypted message. Before being uploaded
to the cloud, all data must be encrypted in environments
of MEC-cloud computing that are predominantly insecure
due to global utilization. While traditional approaches to
public key encryption can improve security, they introduce
complications such as the need for the user’s public key
for encryption and an increase in storage requirements due
to the use of multiple public keys for a single plaintext.
QKD provides a secure quantum channel for the genera-
tion of shared secret keys between two participants. QKD
is extensively employed in numerous security algorithms
to protect the confidentiality of data. Integrating QKD into
ABE schemes increases the cloud’s data security. However,
implementing QKD in conventional cryptographic models
is complex, as is evaluating possible attacks. This paper
presents a novel integrity-based quantum hash-ABE model
based on dynamic integrity for large unstructured datasets
in MEC environments [36]. This model efficiently supports
high-dimensional datasets in text or media formats, reducing
encryption and decryption times. Additionally, support is
extended to unstructured 3D medical image formats. How-
ever, the proposed model has limitations, such as requiring
a large amount of computational memory for data sizes
greater than 1 GB and requiring static parameter initialization
throughout the integrity computation and encryption phases.

The primary novelty is in the introduction of a Quantum
Hash-Based ABE technique that integrates hash functions
with the principles of quantum computing. Our inno-
vative method enhances access control and security in
MEC-enabled consumer behavior analysis by addressing
the limitations highlighted in the existing literature. The
research’s comprehensive experimental assessment empha-
sizes the significance of this contribution by demonstrating
the efficacy and efficiency of the recommended paradigm.
The study enhances the area of safe and private consumer
behavior monitoring by using quantum computing methods.
This creates novel possibilities for data security and access
control in MEC scenarios.

C. RESEARCH OBJECTIVES
In this section, we specifically highlighted the primary objec-
tives and the key contributions of this research work and the
proposed models.

• Introduction of Quantum Hash-Based Attribute-Based
Encryption (QH-ABE): The authors propose a novel
method, QH-ABE, as a solution to challenges in ensur-
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ing data integrity and access control in Mobile Edge
Computing (MEC) systems.

• Combining Hash Functions with Quantum Computing:
The proposed method integrates hash functions with the
principles of quantum computing to enhance security
and regulate access in MEC-enabled customer behavior
research.

• Introduction of Recursive Non-Linear Polynomial
graph-centered Integrity Algorithm (RNLPIA): Within
the proposed QH-ABE method, the authors introduce
the Recursive Non-Linear Polynomial graph-centered
Integrity Algorithm (RNLPIA) to significantly improve
security by preventing covert data modifications and
ensuring tamper-evident methods.

• Advantages Over Conventional Hash Algorithms: The
authors highlight that using hash functions in their
proposed method offers several advantages over conven-
tional hash algorithms, although specific details on these
advantages are not provided in the abstract.

• Thorough Experimental Evaluation: The effectiveness
and efficiency of the proposed QH-ABE method are
demonstrated through a thorough experimental evalua-
tion, showcasing its ability to meet the requirements for
data integrity and access control in MEC settings.

• Potential of Quantum Computing Methods: The authors
suggest that the performance of their proposed method
demonstrates its potential and opens the door for the use
of quantum computing methods in access control and
data protection within the MEC environment.

• Advancement in Private-Preserving Consumer Behav-
ior Analysis: The study is positioned as advancing
the development of private-preserving, safe consumer
behavior analysis in the ever-changing MEC environ-
ment, emphasizing the paradigm shift introduced by
their proposed Quantum Hash-Based Attribute-Based
Encryption technique.

The forthcoming sections of this article are represented as
mentioned below. Section II states related literature work.
Background knowledge of the ABE standards, chaotic hash
techniques, and the QKD approach is discussed, along with
the integrated proposed work in Section III. Comparative per-
formance analysis of our standard is described in section IV.
Section V concludes the paper and future scope of the pre-
sented work.

II. RELATED WORK
To enable MEC-enabled customer behavior research,
we present a thorough literature review and analysis of related
work in this section [37], [38]. The advent of MEC as
a promising paradigm for data analysis and processing is
the result of the widespread use of mobile devices and the
exponential growth of user-generated data. CBA is becom-
ing a crucial part of many kinds of applications. However,
in decentralized and resource-constrained MEC situations,

preserving data integrity and access control poses consider-
able difficulties [39], [40], [41].

Although several methods have been suggested, they fre-
quently have efficiency, scalability, and security issues. The
research study introduces a unique strategy dubbed Quantum
Hash-Based ABE to overcome these issues. This method
combines the ideas of hash functions and quantum computing
to improve access control and security in MEC-enabled cus-
tomer behavior analysis. Through a thorough experimental
evaluation, the authors show the usefulness and efficiency of
their methodology and emphasize its potential to fulfill data
integrity and access control requirements in MEC situations.
The proposed integrity algorithm and its benefits over other
hash algorithms are emphasized in the suggested method.
Data manipulation by adversaries is challenging since the
RNLPIA creates distinct hash values dependent on the data’s
content. The authors describe how the proposed RNLPIA
helps generate secure audit trails for data modification and
access events, validate data integrity, enforce access restric-
tions, and detect tampering attempts. The suggested model
improves data integrity, identifies unwanted modifications,
and provides effective access control for MEC-enabled cus-
tomer behavior analysis by introducing the proposed integrity
algorithm into the security architecture. The significance
of data security and access management in MEC-enabled
customer behavior analysis is also covered in the research
paper. Processing complex unstructured data while using a
small amount of computational power presents difficulties
for traditional encryption algorithms. The study suggests
the adoption of Integrity-based Encryption (IBE), which
combines access control and encryption using an open-key
encryption technique [42], to overcome this. Users can access
their cached data using this method without risking their
privacy or security. The use of ABE approaches particularly
extended attribute-based encryption, for maintaining data pri-
vacy on cloud servers and enabling encrypted data searches
are also highlighted in the study.

Cryptographic algorithms also play a key role in address-
ing privacy and security problems [43], [44]. In the context
of MEC-enabled consumer behavior analysis, user identi-
fication procedures, such as biometric authentication, are
essential for providing data security and privacy protection.
The challenge is preventing illegal access to andmanipulation
of biometric data. Furthermore, it is crucial to guarantee
data integrity at both the data and computation levels. The
suggestedmodel has several benefits over current procedures.
Data integrity is enhanced and strong protection against
manipulation and unauthorized alterations is offered by the
usage of a novel integrity algorithm. Because it is resistant to
collision attacks, RNLPIA is a good choice for maintaining
data integrity in CBA models that support MEC. By using
the principles of quantum physics for safe key distribution,
QKD adds an extra layer of security. The speed and resilience
of the monitoring of keys distributed using this method are
superior to those produced using traditional key generation
models. To reduce potential security threats, the suggested
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architecture uses QKD to create a secure and dependable
communication channel between mobile peripheral devices
and the centralized analysis system. The study evaluates dif-
ferent ABE models to determine which strategy is best based
on elements including scalability, effectiveness, and compati-
bility with MEC contexts. The production of biometric-based
cryptographic keys and systems for threshold secret sharing
are two other crucial areas connected to safe data integrity and
access control inMEC contexts that the literature survey finds
in addition to the suggested approach [45], [46], [47]. InMEC
contexts, the creation of cryptographic keys based on biomet-
ric data is essential. Key needs are emphasized as being key
entropy, condensed and distinct characteristics, prevention
of attacks through confusion and diffusion mechanisms, key
stability, and key revocability. Systems using biometric-based
cryptography confront difficulties since biometric data is dif-
ficult to change and is permanent. Some data conversions can
be necessary due to the volatility of biometric data and the
requirement for key revocation.

In MEC contexts, threshold secret-sharing methods are
essential for distributing sensitive data. Threshold models
are frequently based on the polynomial interpolation-based
Shamir secret-sharing mechanism [48]. The use of public
keys as distinctive pieces of user identification informa-
tion in identity-based encryption methods is also important.
To create shared secret keys, QKD is being investigated as
a safe quantum channel. Enhancing ABE methods using
QKD improves cloud data security. An innovative quantum
Hash-Based ABE paradigm for secure data integrity and
access control in MEC-enabled customer behavior analysis
is presented in the research paper that is being offered. This
paradigm enhances security and access control by fusing
the ideas of quantum computing and hash functions, with a
focus on the RNLPIA. The benefits of the proposed integrity
approach, the function of QKD, and the application of ABE
algorithms are highlighted in the study. It also identifies
the specifications for threshold secret-sharing systems and
biometric-based cryptographic keys in MEC contexts.

The anthology of contributions by multiple works in the
domain of data security, integrity, and encryption technolo-
gies contains a wide array of inventive ideas in various envi-
ronments and applications such as cloud, grid,MEC, classical
and quantummachines, and computing. Guo et al. proposed a
revocable blockchain-assisted attribute-based encryption sys-
tem specifically built for cloud storage. This system provides
escrow-free capabilities that enhance the overall security of
attribute-based encryption in cloud contexts [71]. Singama-
neni et al. proposed a new model that combines multi-qubit
quantum key distribution with ciphertext-policy attribute-
based encryption. The objective is to enhance cloud security
for users by merging quantum key distribution and attribute-
based encryption [72]. Kang et al. introduced TFS-ABS,
a traceable and forward-secure attribute-based signature
scheme that maintains a consistent size. This scheme effec-
tively tackles the security and efficiency issues commonly
associated with attribute-based signature schemes [73].

Qu et al. presented QB-IMD, a quantum blockchain-based
system for processing medical data in the Internet of Medical
Things (IoMT). The system prioritizes privacy protection and
security in medical data processing [74]. Chen et al. pre-
sented a proficient ciphertext policy ABE (CP-ABE) method
with shared decryption for cloud storage, aiming to enhance
efficiency in access control mechanisms [75]. Zhang et al.
proposed an attribute-based encryption system that eliminates
the need for key escrow and incorporates user revocation.
This system effectively tackles the problem of key escrow
in attribute-based encryption and improves user manage-
ment [76]. Li, Jiguo, and colleagues make two contributions
to the topic. The first is a multiauthority attribute-based
encryption system that ensures secure data deletion. The
second is a flexible and precise solution for attribute-based
data storage in cloud computing [77], [78], [79]. These con-
tributions demonstrate progress in data security, encryption,
and access control mechanisms. However, they also present
challenges such as the complex management of detailed
access control and the difficulties involved in implementing
quantum communication for improved security.

A. SECURE DATA INTEGRITY TECHNIQUES
To identify unapproved changes to stored data, data integrity
must be guaranteed inMEC-enabled customer behavior anal-
ysis. Data integrity is frequently provided using conventional
cryptographic methods like hash functions and digital sig-
natures. However, there might be performance and dynamic
changes in data issues with these [49], [50]. Our suggested
system includes an RNLPIA to overcome these constraints.
This technique offers a tamper-evident mechanism that per-
mits the detection of unwanted modifications to stored data.
To achieve effective data integrity protection, it makes use of
a recursive Non-Linear Polynomial graph-centered structure.

B. ACCESS REGULATE MECHANISMS
To regulate who can access and analyze sensitive customer
behavior data in MEC contexts, granular access control is
crucial [51]. Various domains have made extensive use of
traditional access control models like Role-Based Access
Control (RBAC), Attribute-Based Access Control (ABAC),
and Policy-Based Access Control (PBAC) [52], [53], [54],
[55]. These models might not have the adaptability necessary
to implement fine-grained access control based on user traits,
though. Our suggested framework uses CP-ABE for access
control to overcome this problem. With CP-ABE, access to
data can be controlled in a more flexible and fine-grained
manner, with consideration given to both user attributes and
attributes related to the encrypted data [56].With this strategy,
data access can be controlled more precisely, and it is ensured
that only parties with the necessary credentials have access to
and may process sensitive information on client behavior.

C. DATA SECURITY AND QUANTUM COMPUTING
As quantum computing develops, standard encryption tech-
niques are more susceptible to assaults from quantum
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computers that can decrypt data using quantum algo-
rithms like Shor’s algorithm. Researchers have investigated
quantum-resistant encryption techniques to solve this weak-
ness.We include a QuantumComputation Protocol (QCP) for
dynamic key creation in our suggested framework [57], [58].
To create extremely safe encryption keys, this protocol makes
use of the special qualities of quantum computing, such
as superposition and entanglement. Our framework offers
long-term security against quantum-based assaults by apply-
ing encryption methods that are resistant to quantum-based
attacks. Performance and Scalability Considerations: Perfor-
mance and scalability are important elements in the context
of MEC-enabled customer behavior analysis. When used in
MEC situations with big amounts of data and numerous users,
conventional encryption methods and access control models
may experience performance issues. Our suggested archi-
tecture seeks to overcome these issues with its cutting-edge
encryption methods and access control measures. In com-
parison to conventional methods, the dynamic polynomial
integrity algorithm and CP-ABE are intended to offer more
efficiency and scalability. The responsiveness and scalability
necessary for customer behavior monitoring are ensured by
these solutions, which enable real-time data analysis and
access control in MEC contexts. The importance of secure
data integrity and access control in MEC-enabled customer
behavior research is illustrated by this thorough examina-
tion of related work [59]. Our suggested system provides
improved security, effectiveness, and scalability for secure
data and access control in MEC contexts by incorporating
the RNLPIA, CP-ABE, and Quantum Computation Protocol
for dynamic key generation. Table 1 shows a comparison
between various conventional QKD models.

The study conducted by Hooshmand and Hosahalli [80]
significantly advances the area of cybersecurity by enhancing
the efficiency and precision of network anomaly detection
systems via the use of deep learning algorithms. They effec-
tively address the growing challenges of detecting abnormal-
ities and potential threats in complex network configurations
by using the capabilities of neural networks. In their study,
Deng et al. [81] propose an innovative approach to cybersecu-
rity by utilizing a problem-based lab environment guided by
a knowledge graph. Their research is highly relevant to the
current study as it provides valuable insights into effective
training methods for cybersecurity and the potential use of
knowledge graphs as educational tools. Rahman et al. [82]
provide a new technique for improving biometric security
by using a 2D-chaotic sine map. This research provided
valuable insights into advanced techniques for improving
the security and privacy of biometric identification systems.
The techniques and results provided and linked support and
strengthen the objectives specified in several related com-
ponents, so enhancing the overall advancement of biometric
security approaches in our study. Sahu et al. [83] investigated
the use of a strategy based on local binary patterns. The
study offers novel perspectives on reversible data extraction
and embedding techniques inside the local binary pattern

framework. Their research significantly enhances the domain
of reversible data-concealing tactics in the context of our
broader investigation into security and intelligence technol-
ogy. Namasudra [84] presents a comprehensive classification
of DNA-based security models, accompanied by incisive elu-
cidations on the potential utilization of DNA computing in
cryptographic contexts. The author’s work provides a clear
understanding of the various DNA-based security concepts in
the context of broader research on cryptography and security.
The taxonomy presented in the work offers valuable insights
and classifications, which greatly contribute to the compre-
hension and advancement of DNA-based security models.
Wang et al. [85] conduct a comprehensive analysis focus-
ing on offloading in-vehicle edge computing. They provide
valuable information about the challenges and state-of-the-art
techniques in this area. Their research is relevant to the study
of offloading strategies in the context of edge computing in
vehicles. Additionally, they offer insightful perspectives and
contribute to the discussion on the integration of technology
and artificial intelligence in automotive settings.

III. PROPOSED STANDARD
We outline our suggested solution in this section, a cutting-
edge QuantumHash-Based ABEmethod, for ensuring secure
data integrity and access control in MEC-Enabled Customer
Behavior Analysis. Our approach uses hash functions and
quantum computing concepts to improve MEC contexts’
security and access management.

For MEC-Enabled Customer Behavior Analysis to detect
illegal changes to stored data, data integrity must be main-
tained. To ensure data integrity, conventional cryptographic
techniques like hash functions and digital signatures are fre-
quently utilized. The performance and handling of dynamic
changes in data, however, may provide difficulties for these
systems. We suggest using the RNLPIA to get around
these restrictions. This ground-breaking method offers a
tamper-evident system that makes it possible to spot any
illegal changes made to stored data. Because the algorithm
creates distinct hash values dependent on the data’s content,
it is challenging for adversaries to change data covertly.
We may improve data integrity, identify illegal changes, and
provide safe audit trails for data modification and access
events by integrating the RNLPIA into our security archi-
tecture. This enhances MEC-Enabled Customer Behavior
Analysis’ overall security. To control access to sensitive
customer behavior data in MEC situations, granular access
control is essential. The flexibility needed for fine-grained
access control based on user attributes may not be present
in classic access control models like RBAC, ABAC, and
PBAC, despite their widespread use in many different areas.
We suggest using CP-ABE for access control to overcome
this problem. With CP-ABE, access to data can be restricted
in a more granular and flexible way, taking into consideration
both user and data-related criteria. This strategy allows for
exact control over data access, guaranteeing that only par-
ties with the required authorizations can access and process
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TABLE 1. Comparison of various conventional QKD models. TABLE 1. (Continued.) Comparison of various conventional QKD models.

private data about client behavior. Traditional encryption
methods are more vulnerable to attacks from quantum com-
puters as they grow more capable of decrypting data using
quantum algorithms like Shor’s algorithm. Researchers have
investigated quantum-resistant encryption methods to solve
this potential flaw. We include a QCP for dynamic key cre-
ation in our suggested framework. To generate extremely
safe encryption keys, this protocol makes use of the special
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qualities of quantum computing, such as superposition and
entanglement.

The basic information unit in quantum computing is called
a qubit, short for a quantum bit. Qubits can concurrently exist
in a superposition of both states, in contrast to classical bits,
which can only exist in a state of either 0 or 1. Because of this
special characteristic, quantum computers are far more effi-
cient than classical computers at performing some kinds of
computations. In the proposed work, a state-of-the-art Quan-
tumHash-Based ABE approach is implemented, in which the
qubit is a key component. MEC-enabled customer behavior
analysis benefits from the application of quantum comput-
ing techniques in terms of access control and security. The
qubits are used in cryptographic operations and quantum key
generation procedures, which add to the overall security of
the suggested approach. The language that is presented does
not specifically address the qubits’ unique functionality in the
proposed study. However, it can be deduced that qubits are
used for secure key generation and cryptographic operations
to improve the overall security and resilience of the proposed
Quantum Hash-Based ABE approach given the context of
quantum computing and the integration of quantum-resistant
encryption algorithms.

Our architecture offers long-term security against
quantum-based attacks by using encryption techniques that
are immune to such attacks. In the context of MEC-Enabled
Customer Behavior Analysis, performance and scalability
are crucial elements, particularly when working with huge
amounts of data and numerous users. In these circumstances,
performance problems may arise with conventional encryp-
tion techniques and access control approaches. A brand-
new cryptographic technique called QICPABE (Quantum
Integrity based Ciphertext-Policy Attribute-Based Encryp-
tion) is proposed for offering security towards the customer
behavior analytical applications in MEC environments.
Compared to conventional cloud computing strategies, this
solution offers improved security and access control. This
model ensures a customized and secure encryption procedure
by basing the development of the quantum key, secret key,
public key, and master key on the user’s input character-
istics list. To avoid unwanted access to sensitive data, the
quantum key distribution ensures the secure exchange of
keys between authorized users and MEC servers. An access
policy structure tree that is contained in the cipher text and
contains the encrypted data is used to safeguard it. This access
policy structure tree is made to only allow people with the
necessary attributes access to decryption, guaranteeing that
data is kept private and shielded from unwanted decryption
efforts. Data integrity is guaranteed and access control is
reinforced by integrating User Integrity-Based QKD-CPABE
into the MEC-Enabled Customer Behavior Analysis frame-
work, reducing potential security risks and illegal data access.
In MEC contexts, this cutting-edge cryptographic solution
offers a solid and secure framework for carrying out sensitive
customer behavior analysis.

Our suggested design makes use of the CP-ABE and the
Dynamic Polynomial Integrity Algorithm to address these
issues. These cutting-edge methods are intended to be more
effective and scalable than conventional ones. Our platform
meets the needs of customer behavior monitoring by ensur-
ing responsiveness and scalability, enabling real-time data
analysis and access management in MEC situations. Making
sure of computing resources and data security has become
a crucial research subject in real-time MEC systems due
to the exponential increase of MEC customer behavioral
analytical sensitive data and network services. For data stor-
age and resource computing, several MEC service types are
incorporated into applications across a range of domains,
including e-health, retail, finance, etc. ABE, a public key
cryptographic technique, is used to increase the security of
the sensitive behavioral analytics data belonging to MEC
customers. However, conventional ABE methods frequently
use limited datasets and depend on static values for key cre-
ation, which might lead to security issues. We suggest a novel
method that combines ABE and RNLPIA to secure sensitive
data used in MEC for customer behavioral analysis. This
method will get around these restrictions and strengthen data
integrity. Our strategy takes advantage of ABE to give MEC
users the ability to improve the security of data stored inMEC
storage services. We also provide the RNLPIA to guarantee
data integrity and offer an additional level of security and
resilience. The RNLPIA is used in this technique to compute
integrity levels depending on user attributes. The succeeding
quantum key creation and data encryption stages heavily
rely on these integrity values. Building a Quantum Key
Generation Mechanism Using Computed Integrity Values: In
this section, we build a quantum key generation mechanism
using the computed integrity values as well as the attributes
and access rules of the CP-ABE model. The processes for
encrypting data are strengthened by the incorporation of
quantum concepts. Quantum keys and the computed integrity
values are used in the setup, key generation, encryption,
and decryption stages of integrity-based data encryption and
decryption. This guarantees that private information used in
MEC consumer behavioral analysis is encrypted securely
before processing or uploading to the MEC server. The
data cannot be decrypted by anybody without the necessary
credentials and keys. Our suggested technique, known as
User Integrity-Based Quantum CP-ABE (QKD-CPABE with
RNLPIA), is designed specially for MEC’s encryption and
decryption responsibilities. The algorithm creates quantum
keys, secret keys, public keys, and master keys using the
RNLPIA, which accepts user attributes as input. The user’s
attributes and the access policy structure tree encoded in
the ciphertext are then used to decrypt the ciphertext. For
MEC customer behavioral analysis, this rigorous technique
ensures secure and permitted data access. Our method offers
strong data security, integrity, and privacy for sensitive behav-
ioral analytical consumer data from MEC by combining
Quantum Key Distribution with the RNLPIA. It efficiently
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FIGURE 1. The proposed Integrity-Based Quantum CP-ABE MEC
framework.

protects sensitive data from illegal access, which makes it a
great solution for practical applications in businesses like e-
health, retail analytics, banking, and other sectors that rely
on customer behavior analysis in MEC environments which
is shown in Figure 1.

In the proposed approach, we build access policies specif-
ically for the MEC-enabled customer behavior analysis
system by utilizing an extensive collection of user informa-
tion. These characteristics cover a range of user positions,
such as ‘‘administrator,’’ ‘‘analyst,’’ or ‘‘manager,’’ and hence
define different access levels to customer behavior data
according to organizational duties. Furthermore, to uniquely
identify people within the system, we incorporate identity
attributes such as user ID, username, or employee ID. Fur-
ther consideration of the organizational structure is given to
characteristics like ‘‘marketing,’’ ‘‘sales,’’ or ‘‘IT,’’ which are
linked to a department or team. Geographical characteristics
are important, particularly when access regulations depend on
the user’s actual location or regional obligations. The quali-
ties ‘‘junior,’’ ‘‘senior,’’ or ‘‘executive,’’ which indicate the
user’s seniority or experience level within the organization,
play a crucial role in determining their access privileges. For
systems with a variety of projects or clients, project or client
affiliation attributes are taken into account, improving access
control. Attributes like confidentiality or security clearance
levels are checked for sensitive data access to strengthen secu-
rity measures. In addition, temporal characteristics—such as
the day of the week, the time of day, or particular dates—
help create more complex access controls. One example of
this is when access is only allowed during business hours.
This multipronged strategy guarantees a strong and adaptable

foundation for access control that is suited to the intricate
requirements of MEC-based customer behavior research.

A. RECURSIVE NON-LINEAR POLYNOMIAL
GRAPH-CENTERED INTEGRITY ALGORITHM (RNLPIA)
Assume that has a cyclic group of ‘n’ order and is a mul-
tiplicative entity. The suggested solution for enhancing the
safety parameters in the key generation process makes use of
a non-linear chaotic polynomial map. The primary recursion
relationship for the non-linear equation is given as

Tn(y) =

(
y2 + y

)
× Tn−1(y) − n× (Tn−2(y))2 (1)

where the variable y denotes the input parameter that directs
the non-linear chaotic polynomial map’s curve generation.
Tn(y) represents a particular value in a series of terms that
come from this map, which corresponds to a term in the
related family of curves that are created by the recursive
relationship described in Equation (1). To compute these
terms and determine values for Tn(y) in the sequence, y is
a crucial input parameter. The recursive relationship given
in Equation (1) generates each term Tn(y) in this family of
curves. y is used as an input to compute each term in the
sequence, where n denotes the term’s order. Each term Tn(y)
in this family of curves is created by multiplying the term
Tn−1(y) by (y2 + y) and then taking n squared away from
the term Tn−2(y). Six is the absolute higher factor, result-
ing in complex, multidimensional curves. These families of
absolute higher factor non-linear polynomial curves display
a variety of complex behaviors, making them suited for a
wide range of cryptographic applications where security and
unpredictability are crucial. The distinctive shapes and qual-
ities of each family’s coefficients and constants contribute to
the curves’ strong cryptographic properties.

Preliminary Constraints: The primary constraint for the
recursion is T0(y) = 1 and T1(y) = y2 + y. We used these
values to start the recursive computation. For instance,

Compute T2(y) where y = 2:
T2(y) = (y2 + y) ∗ T1(y) - 2 ∗ (T0(y))2

T2(y) = (22 + 2) ∗ (22 + 2) - 2 ∗ (1)2

T2(y) = (4 + 2) ∗ (4 + 2) – 2
Output: T2(y) = 34 for y=2
Compute T3(y) where y = -1:
T3(y) = (y2 + y) ∗ T2(y) - 3 ∗ (T1(y))2

T3(y) = ((-1)2 + (-1)) ∗ 34 - 3 ∗ ((-1)2 + (-1))
T3(y) = (1 - 1) ∗ 34 - 3 ∗ (1 - 1)
Output: T3(y) = 0 for y= -1
Compute T4(y) where y = 0.5:
T4(y) = (y2 + y) ∗ T3(y) - 4 ∗ (T2(y))2

T4(y) = ((0.5)2 + 0.5) ∗ 0 - 4 ∗ (34)2

T4(y) = (0.25 + 0.5) ∗ 0 - 4 ∗ 1156
Output: T4(y) = -4624 for y= 0.5
Compute T5(y) where y = 3:
T5(y) = (y2 + y) ∗ T4(y) - 5 ∗ (T3(y))2

T5(y) = (32 + 3) ∗ (-4624) - 5 ∗ (0)2

Output: T5(y) = -55488 for y= 3
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TABLE 2. The pseudocode for the proposed recursive. TABLE 2. (Continued.) The pseudocode for the proposed recursive.

The instances demonstrated how to compute the given fam-
ily of non-linear polynomial curves recursively for several
inputs of ‘y’. The values of Tn(y) rely on both the term
Tn−1(y) that came before it and the phrase Tn−2(y) that
came before that. The nonlinearity and complexity of the
curves make them suited for cryptography applications where
security and randomness are crucial. Table 2 presents the
pseudocode for the proposed RNLPIA.

B. THE PROPOSED MULTIPLE QUBIT QUANTUM KEY
DISTRIBUTION (QKD)
The five phases make up the proposed Multiple Qubit Quan-
tum Key Distribution algorithm (Table 3):

• User A creates a stream of qubits and randomly chooses
the basis for each qubit in a quantum channel for com-
munication. The qubits are then transmitted from User
A to User B.

• Communication over the conventional channel: User B
informs User A of the qubit results.

• Key production from the superposition of qubits: Both
Users A and B compare the basis and approve thematch-
ing bases.
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TABLE 3. Pseudocode for proposed Multi-qubit QKD algorithm. TABLE 3. (Continued.) Pseudocode for proposed Multi-qubit QKD
algorithm.

• Fault tolerance investigation: Users A and B select a set
of bits at random, verify them for mistakes, and accept
the ones that are error-free as the final key.

• Dynamic key production: The CP-ABE standard uses
the final key as input.

When the steps are put into practice, the bit streams
from Users A and B are categorized as A[q1,q2. . . qn] and
B[q1,q2. . . qn]. The CPABE standard accepts the dynamic
key that was generated as input. The polarization and basis
values are kept a secret to protect the privacy of user B’s
qubit. The matching bits of users A and B are found using
an octal qubit basis. The degree of qubit superposition in the
octa-positions is a group that spans from 0◦ to 360◦. The qubit
octa-states are denoted by the letters ‘‘’’, ‘‘X’’, ‘‘,’’ and ‘‘.’’
The states and momentum of the qubits at User B are asso-
ciated by User A with a set of random values between 0 and
1. The proper basis is chosen using the proposed octa-state
interpretation. According to this interpretation, significant
arbitrary numbers are generated that fall into the following
ranges: (0 - 0.125), (0.125 - 0.250), (0.250 – 0.375), (0.375 –
0.500), (0.500 - 0.625), (0.625 - 0.750), (0.750 - 0.875),
and (0.875 - 1.000), as illustrated in Figure 2. The closest
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approximations to the listed values are picked, despite the
generator producing a range of numbers between 0 and 1.

The CP-ABE model leverages a session-wise secret key
from the proposed multi-qubit QKD model to safely operate
on MEC cloud clients. Initialization, encipherment, key pro-
duction, and decryption are its four stages.

(i) Initialization: The system creates a master key (MK),
a public key (PK), and mutual random keys. The bilinear
cyclic set with P as the prime order that satisfies the bilinear
group and non-degeneracy characteristics yields the MK and
PK using k1, k2, and Vk.

(ii) The text of the primary consumer is encrypted by the
system using the MK and PK. Based on the admission from
the input tree, the ciphertext is produced.

(iii) Key Generation: The system generates a private key
using user attributes. A common key variable in Z∗p must be
chosen for each user’s characteristic.

(iv) Decryption: Using the private key, a set of user
attributes, the admission access structure, and the secret key
(Sk), the system decrypts the ciphertext (Ct).

The proposed study investigates the use of encryption
and quantum computing approaches to provide secure data
integrity and access control in MEC. Nevertheless, it offers
accurate instructions on how to collect client behavior. The
proposed consumer behavior identification in MEC employs
QH-ABE, which utilizes methods such as CP-ABE to offer
precise access control based on user traits. QH-ABE ensures
safe data integrity and access control. To enhance security,
the combination of Qubits, particularly using quantum com-
puting methods, is used. The implementation of Multiple
Qubit Quantum Key Distribution is proposed as a means
of safeguarding user communication, ensuring resilience to
errors, and facilitating the generation of keys dynamically.
Optimizing access control may be achieved by taking into
account various user factors such as roles, locations, seniority,
projects, clearances, and temporal elements. The RNLPIA,
a tamper-evident technique, is introduced to enhance over-
all security. The system calculates integrity levels based on
user characteristics. The MEC context has a comprehen-
sive security and access control system that ensures data
integrity and regulates access based on user qualities. This
system utilizes quantum computing to boost security, how-
ever, it does not primarily focus on identifying consumer
behavior. When used together in MEC environments, the
integration of CP-ABE, QKD, and RNLPIA offers a robust
solution for safeguarding confidential consumer behavior
data.

The incorporation of MEC into the proposed scheme is
crucial for enhancing the overall security and efficiency of
the system. The MEC utilizes edge computing resources to
expedite and enhance data processing by strategically placing
them near people and devices.MEC enables the decentralized
use of these advanced techniques at the network periphery to
ensure the integrity of data and regulate access, particularly
in the domains of encryption and quantum computing. The
deployment of MEC enables the direct implementation of

the QH-ABE and other quantum computing technologies
inside the edge infrastructure. Due to its proximity to end
users, access control and data processing exhibit enhanced
responsiveness and reduced latency, resulting in a smoother
and more efficient user experience. Additionally, the pro-
posed design integrates MEC to tailor access control based
on user attributes such as hierarchy, job functions, geograph-
ical positions, assignments, authorizations, and time-related
characteristics. Furthermore, this decentralized approach not
only enhances security but also enables the creation of a
more tailored and adaptable access policy, better aligned with
the diverse and dynamic patterns of consumer behavior. The
use of state-of-the-art technologies, including quantum com-
puting and cryptographic approaches, facilitated by MEC,
has greatly enhanced the predictive capabilities of the pro-
posed strategy. The use of QH-ABE and QKD methods,
in conjunction with MEC’s efficient processing capabilities,
has enhanced the precision and responsiveness of consumer
behavior prediction. Qubits, a kind of quantum computing,
are included in cryptographic procedures to enhance the com-
plexity and resilience of the prediction model. By using the
proposed QKD system, User A and User B can establish a
safe and dependable communication channel, which is crucial
for accurate prediction-making. The inherent resilience of
QKD boosts the overall performance of the prediction system
by minimizing disturbances and enhancing the reliability
of the communication channel. In addition, the prediction
model is enhanced with user-specific characteristics such as
jobs, locations, seniority, projects, clearances, and temporal
elements in access control regulations to make it more cus-
tomized. MEC’s decentralized nature enables the prediction
system to adapt more effectively to the dynamic and diverse
patterns of customer behavior.

C. EXPERIMENTAL ENVIRONMENT
The study employed the utilization of Amazon Web Ser-
vices (AWS) and S3 to simulate and generate outcomes. The
Cloud consumers utilizing MEC (Multi-access Edge Com-
puting) were provided with a RAM capacity of 128 GB,
and an Intel(R) Central Processing Unit (CPU) working
at a clock speed of 5.5 GHz. These consumers had the
flexibility to function on either a Linux operating system
or Windows 10/11. The research relied on various Python
standard libraries, such as qiskit aer, quasm quantum cir-
cuit, transpile, the Python core-layer API, and cloud-based
simulators, which served as the foundational technologi-
cal components. The integrity authentication method being
offered presents a two-fold approach that combines efficiency
and security in the process of validating data integrity within
cloud-based systems. The approach uses hash-based models
that incorporate randomized features to produce complicated
cryptographic credentials. This results in credentials that are
smaller in size and need less computational resources, making
them more easily available to customers. The incorporation
of AWS, S3, and Python standard libraries enhances the
reliability and efficacy of testing this integrity authentication
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FIGURE 2. Suggested Multi-Qubit quantum key distribution model.

approach. This work collectively highlights the promising
potential of hash-based models in enhancing data secu-
rity within cloud-based systems. The necessary foundation
has been established for future investigations in this field.
Potential areas for further investigation may include the prac-
tical application of the integrity authentication technique in
cloud-based systems, including a wide range of scenarios
to evaluate its effectiveness. The suggested model presents
a cutting-edge method for safe data integrity and access
control in MEC-Enabled Customer Behavior Analysis: QH-
ABE. It is noteworthy for integrating a QKD protocol for
dynamic key creation, a Quantum Integrity based Ciphertext-
Policy Attribute-Based Encryption (QI-CPABE) for granular
access control, and the RNLPIA for tamper-evident sys-
tems. The approach improves cryptographic processes and
key generation by utilizing the special qualities of qubits in
quantum computing, guaranteeing strong security in MEC
contexts. Fault tolerance and dynamic key generation are
added by the suggested Multi-Qubit Quantum Key Dis-
tribution algorithm, strengthening overall security. These
quantum-resistant methods offer long-term protection against
quantum-based assaults by addressing the flaws in con-
ventional encryption. The novel method in MEC-Enabled
Customer Behavior Analysis provides increased perfor-
mance, higher security, and flexibility to dynamic changes.
By generating unique hash values, the RNLPIA improves
data integrity and makes covert changes difficult. Flexible
and fine-grained data access is ensured by the comprehen-
sive access control mechanism. We consider the real-time
user data such as their set of attributes, and based on those
attributes we frame access policies, you may consider any
sample sensitive data of ours like credit card information,
banking information, etc.

The suggested model tackles several security issues,
including phishing attacks, dictionary attacks, side-channel
attacks, brute force attacks, collision attacks, and man-in-

the-middle attacks. Let’s look at each of these and how the
suggested model responds to it:

➢ Attacks with a Brute Force: Brute Force Attacks are
thwarted in part by the Quantum Hash-Based ABE
technique, namely the Recursive Non-Linear Polyno-
mial graph-centered Integrity Algorithm (RNLPIA).
The suggested model’s security against conventional
brute-force tactics is improved by the utilization of
quantum-resistant encryption algorithms and quantum
key distribution (QKD).

➢ Attacks by Collisions: By employing unique identifiers
and quantum key generation, the cryptographic algo-
rithms used—such as Quantum Hash-Based ABE and
QKD—are intended to reduce the danger of collision
attacks.

➢ Side-Channel Attacks: The suggested approach makes
use of quantum computing ideas like superposition
and entanglement to provide incredibly strong encryp-
tion keys. Compared to more conventional encryption
techniques, this increases its resistance to side-channel
assaults.

➢ Dictionary Attacks: Because hash values are created
based on the content of the data, the proposed Quantum
Hash-Based ABE and the RNLPIA build tamper-evident
systems that make it difficult for adversaries to conduct
dictionary attacks.

➢ Man-in-the-Middle Attacks: To help protect communi-
cation channels and make it more difficult for attackers
to intercept and change data during transmission, the
Multiple Qubit Quantum Key Distribution (QKD) tech-
nique is used.

➢ Phishing assaults: By guaranteeing data integrity and
secure communication routes, the QuantumHash-Based
ABE and QKD provide an extra degree of protection
against phishing assaults.
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IV. RESULTS AND DISCUSSION
This research study presents a groundbreaking technique for
guaranteeing the integrity of data, accompanied by an innova-
tive strategy for distributing encryption keys that do not rely
on a potentially compromised third-party user. The primary
aim of this study is to enhance the level of information
security for businesses that utilize large-scale MEC-based
cloud services. To achieve this objective, a wide variety of
multimedia data types were utilized, encompassing photos,
audio-visual files, transcripts, MSI, JSON, and other forms.
The utilization of these specific data types facilitated the
computation of hash values with different hash ratios, leading
to enhanced integrity verification. The conventional encryp-
tion standards demonstrate several shortcomings in terms
of ensuring the integrity of data. The effectiveness of these
systems is hindered by their dependence on computationally
demanding and time-consuming operations, such as logis-
tic logarithms, programming utilizing graphics processing
units (GPUs), and complex revocation methods. In sharp
contrast, the suggested methodology leverages hash-based
models, which provide streamlined cryptographic certificate
production, rendering them more accessible to consumers
of MEC. The introduction of randomization into hash algo-
rithms enables the integration of chaos, hence enabling the
generation of complex cryptographic credentials that are
smaller in size and have faster validation times. It is important
to note that the disclosure of personal keys through public key
information is strongly discouraged due to the inherent risk
it poses to security. In addition, the current global standards
for public key distribution do not adequately ensure both
the integrity and confidentiality of data. The necessary foun-
dation has been established for future investigations in this
field. Potential areas for further investigation may include the
practical application of the integrity authentication technique
in cloud-based systems, including a wide range of scenarios
to evaluate its effectiveness.

Figure 3 provides a visual depiction that enables the reader
to observe the comparative evaluation of various integrity
criteria concerning their spatial demands and computational
intricacy. This type of comparative analysis proves valuable
in the context of decision-making, as it facilitates the iden-
tification of criteria that achieve a harmonious equilibrium
between efficiency and security. With an astounding score
of 96.8%, the suggested approach outperforms other cryp-
tographic algorithms in terms of maintaining data integrity,
according to a comparison study of their integrity scores
in Figure 3. The suggested approach performs far bet-
ter than other well-known algorithms, such as SHA-256
and HMAC_SHA-256, which show respectable integrity
scores between 91.5% and 92.5%. The suggested algorithm’s
dependability and resilience in preserving the precision and
consistency of cryptographic operations are highlighted by its
high integrity score. The results demonstrate the effectiveness
of the suggested algorithm in offering a reliable and safe
solution for cryptographic needs, placing it as a top option
for situations where data integrity is crucial.

FIGURE 3. Comparative analysis of various integrity standards concerning
space and computational complexity.

FIGURE 4. Comparative analysis of various integrity standards for
integrity score.

Figure 4 illustrates a comparison examination of several
integrity standards, with a specific emphasis on their perfor-
mance as measured by the ‘‘integrity score.’’ The presented
graphic representation effectively illustrates the comparative
efficacy of various methodologies in ensuring the preser-
vation of data integrity. The metric known as the integrity
score offers valuable insights into the effectiveness of various
standards in preventing unwanted alterations or tampering,
hence assisting researchers in discovering the most suitable
ways for ensuring data security. A comparative study of
different cryptographic algorithms in Figure 4 shows that
the suggested method is a good option because it performs
better in terms of processing time and space overhead. The
suggested method shows effective memory utilization and
computational speed with a much lower space overhead of
0.6 m/sec and a faster processing time of 2.5 m/sec com-
pared to established competitors. These findings imply that
the method achieves a good trade-off between computing
power and resource economy, which makes it a good fit
for situations where memory usage and processing speed
optimization are critical. The results clearly establish the
suggested algorithm as a competitive and effective solution
in the field of cryptography.

Figure 5 presents a comparative examination of vari-
ous encryption standards, with a focus on evaluating their
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FIGURE 5. Comparative analysis of various encryption standards
concerning integrity and computational complexity.

performance in terms of both ‘‘integrity’’ and ‘‘computa-
tional complexity.’’ This visual depiction provides valuable
insights into how various standards strike a balance between
the requirements of data protection and processing. The
examination of the trade-offs between integrity assurance
and computational efficiency by researchers can assist in
the decision-making process for selecting encryption algo-
rithms that are in line with certain security and performance
goals. Figure 5 shows the effectiveness of each cryptographic
algorithm in protecting data through a thorough analysis of
encryption and decryption times. Critical information about
the speed of cryptographic operations can be obtained from
the encryption and decryption times, which are expressed
in milliseconds. The efficiency of the suggested technique
is demonstrated by its exceptionally low encryption and
decryption times of 98 and 102 milliseconds, respectively.
Even if well-known algorithms like AES and ECC perform
competitively, the suggested approach outperforms these and
several others in terms of speed, which makes it the best
option for applications where quick encryption and decryp-
tion procedures are essential. These results highlight how
well the suggested method works to provide a quick and
safe solution or cryptographic tasks, making it an exceptional
performer.

Figure 6 illustrates a comparative comparison of IBE and
ABE schemes, with a specific emphasis on their comput-
ing time. This graphical depiction provides valuable insights
into the computational effectiveness of certain encryption
algorithms concerning their processing speed. Researchers
can evaluate the appropriateness of alternative schemes for
various applications by analyzing and comparing their com-
putational time requirements and performance. A thorough
examination of cryptographic methods in Figure 6 with
an emphasis on encryption, decryption, and key genera-
tion times offers important insights into how effective these
algorithms are for safe data operations. With short encryp-
tion, decryption, and key generation times of 2184, 2278,
and 1578 milliseconds, respectively, the suggested approach
notably exhibits competitive performance. This indicates how

FIGURE 6. The relative analysis of IBE/ABE schemes concerning
computational time.

well the suggested approach works for quickly completing
cryptographic tasks. The performance of other well-known
algorithms, such as LEA-IBE and SILC-IBE, varies, but
the suggested algorithm is a dependable option for appli-
cations that require secure data processing and effective
key management. The results highlight how well the sug-
gested algorithm balances security and speed, making it a
competitive option for the cryptographic scenarios shown in
Figure 6.

Figure 7 presents a visual representation of the average
computing times for different models, each of which pro-
cessed 1GB of data. In the context of this figure, the term
‘‘Cloud Consumers Attribute size’’ is not immediately appli-
cable. Rather, the emphasis is on comparing and assessing
how well various computational models handle a 1GB stan-
dard dataset. Fixing the size of the data set at 1 GB guarantees
uniformity across all models. Based on how long it takes
each model to process the standardized 1GB data set, the
values on the graph indicate the individual computation times
of these models. A relevant and equitable assessment of
the models’ performance in handling data of equal size is
made possible by this standardized methodology. This visual
depiction emphasizes the variations in efficiency observed
across several models when processing data of identical mag-
nitude. This image can be utilized by researchers to discern
models that provide accelerated processing speeds, hence
facilitating the identification of optimal solutions for situa-
tions involving large volumes of data. A thorough analysis of
cryptographic models based on attribute size and key genera-
tion time in Figure 7 shows interesting patterns in the models’
effectiveness for safe data operations. With competitive key
generation speeds across different attribute sizes and effi-
ciency values ranging from 3400 to 34286 milliseconds, the
suggested approach stands out. Other variants with different
performances include Q-KP-ABE, Q-CP-ABE, and Q-H-CP-
ABE. The results highlight how well the suggested model
generates keys for a broad range of attribute sizes, making
it a viable option for applications where scalable and flexible
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FIGURE 7. Comparison of the average computational time of different
models based on 1GB of information.

access control is essential. The suggested model’s resilience
is highlighted by the balanced key generation times across
various attribute sizes, which makes it a competitive option
for the cryptographic scenarios shown in Figure 8 illustrates a
comparison of the average quantum key generation durations
in each session, considering different standards and their
correlation with varying attribute sizes. The provided visual
depiction provides valuable information regarding the corre-
lation between the complexity of attributes and the duration
needed to produce quantum keys. Through the analysis of
this figure, scholars can ascertain the performance of various
standards in situations when attribute sizes fluctuate. This
analysis assists in evaluating the appropriateness of these
standards for dynamic cryptographic tasks. For the quantum
key generation periods shown in Figure 8, other standards
could be used to characterize possible attribute sizes. For
instance, features can include file sizes classed as small
(100 KB), medium (1 MB), and large (10 MB), or image res-
olutions marked as low (640× 480 pixels), medium (1280×

720 pixels), and high (1920 × 1080 pixels). Another set of
qualities could involve the quantity of records, such as small
(100 records), medium (1,000 records), and large (10,000
records). It is also possible to consider the different levels
of complexity, which go from low (simple text data) to high
(very complex multimedia data) and medium (organized data
with moderate complexity). Encryption key lengths could be
modest (128 bits), medium (256 bits), or long (512 bits).
There are three different levels of network traffic volumes:
low (100MB/s), medium (500MB/s), and high (1 GB/s). The
sample characteristics and sizes that correspond to them serve
as examples of the various parameters that can be employed to
evaluate the relationship between the difficulty of the attribute
and the time it takes to generate a quantum key for various
standards.

This study presents a novel approach to guaranteeing data
integrity and distributing encryption keys in cloud services
based onMEC. The approach enhances the efficiency of cryp-

FIGURE 8. Comparison of various standards w.r.t dynamic quantum key
generation time with the attribute size.

tographic procedures by employing a variety of multimedia
data types and quantum hash-based cryptographic models,
resulting in a more user-friendly experience. The research
further underscores the potential hazards associated with the
disclosure of personal keys and puts forth potential reme-
dies. By conducting simulations and making comparisons,
the proposed methodology showcases enhanced efficiency
and security, hence providing useful insights into the safe-
guarding of consumers’ sensitive data within MEC-enabled
cloud systems.

Now let’s take a closer look at how to integrate a whole
example that incorporates the quantum key distribution, CP-
ABE, and RNLPIA procedures. Here we provide an example.
System of Secure File Sharing as an Example of Integration
Scenario: Let’s say we are creating a safe system for sharing
files that makes use of the concepts of quantum computing to
improve security. This system uses QKD for secure key dis-
tribution, CP-ABE for access control to shared files based on
attributes, and RNLPIA to guarantee file integrity. Procedure
in the Consolidated Example:

• Uploading Files (RNLPIA): A sensitive document is
uploaded by User A to the safe file-sharing website.
RNLPIA is used to create a distinct integrity hash for
the document before storage, guaranteeing its tamper-
evident integrity.

• Distribution of Keys (QKD): A proposed QKD is started
at the same time. To create a shared secret key, Users A
and B—who both want access to the document—engage
in quantum communication. Quantum mechanics pro-
vides a secure method for distributing keys that prevents
eavesdropping.

• Controlled Access (CP-ABE): User B requests access to
the document that is shared. CP-ABE is used to enforce
access control. Attributes like ‘‘Department: Finance’’
and ‘‘Clearance Level: Manager’’ are encrypted in the
document. User B can decrypt and access the document
if they have the matching attributes.

• Retrieving Documents (Integrated Process): B tries to
obtain the document. The integrated process consists of
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CP-ABE managing access, QKD enabling secure key
retrieval, and RNLPIA guaranteeing the integrity of the
file. Unauthorized attempts are thwarted, and the docu-
ment is delivered safely.

Let’s dissect the walkthrough into its component steps,
emphasizing the interactions between QKD (Quantum Key
Distribution), CP-ABE (Quantum Hash-Based Attribute-
Based Encryption), and RNLPIA (Recursive Non-Linear
Polynomial graph-centered Integrity Algorithm) in a step-by-
step scenario:

Step 1: RNLPIA (File Uploading and Hash Creation):

• A sensitive document is uploaded by User A to the safe
file-sharing website.

• To guarantee the document’s integrity, RNLPIA is
started.

• Based on the content and structure of the document,
RNLPIA creates a unique hash value for it.

• By acting as a tamper-evident method, the hash value
makes sure that any modifications to the document will
be noticed.

Step 2: Proposed Multi-qubit QKD

• A multi-qubit QKD established between Users A and B
is started concurrently with Step 1.

• Users trade quantum bits, or qubits, by utilizing the
concepts of quantum superposition and entanglement.

• To safely create a shared secret key, the users measure
the qubits they have been given.

• Because eavesdropping detection is made possible by
the laws of quantum physics, the security of the key
distribution process is preserved.

Step 3: Proposed Attribute-Based Encryption (CP-ABE)

• The decryption procedure is started by User B, who
wants to access the shared document.

• To establish access control based on qualities, CP-ABE
is used.

• Attributes like ‘‘Department: Finance’’ and ‘‘Clearance
Level: Manager’’ are encrypted in the document.

• With the appropriate credentials, User B uses the match-
ing keys to decode the data.

• Only users possessing the necessary qualities can effec-
tively decode and access the document thanks to CP-
ABE.

Step 4: Integrated Process for Document Retrieval:

• After the document has been successfully decrypted,
User B tries to retrieve it.

• The following interactions are a part of the integrated
process:

• RNLPIA: Calculates the hash value again and com-
pares it to the original hash to confirm the document’s
integrity.

• Verifies whether the document has not been altered
while being stored or retrieved.

• Secure key retrieval for document decryption is facili-
tated by QKD.

• guarantees that the shared secret key is kept private and
unobserved.

• CP-ABE: Verifies access control again, making sure the
properties match User B’s decryption keys and stops
unauthorized individuals from opening the file.

V. CONCLUSION AND FUTURE SCOPE
The suggested approach of multi-qubit QKD CP-ABE along
with the novel RNLPI algorithm has demonstrated notable
improvements in the security, integrity, and privacy of data
stored in MEC-based cloud environments, specifically in the
context of cloud consumer scenarios based on mobile edge
computing. The analytical findings conclusively demonstrate
the efficacy of the suggested model as a resilient approach
for protecting MEC-based customer’s sensitive data, while
simultaneously enhancing performance and simplifying com-
puting challenges in terms of time and space. The proposed
methodology involves a systematic procedure in which the
MEC customer’s initial data is carefully divided into smaller
segments and then distributed among various MEC-enabled
cloud servers utilizing the defined quantum-based proto-
col along with the proposed integrity algorithm. Afterward,
authorized users are granted access to MEC-based cloud
information by predetermined admission regulations, which
are verified using digital signatures. The decrypted infor-
mation is subsequently combined to reconstruct the initial
dataset.

The future direction of this research is the practical use
of the suggested model in real-world MEC-based cloud
Internet of Things (IoT) and Industrial Internet of Things
(IIoT) systems. The objective of this deployment is to thor-
oughly evaluate the effectiveness of the model in maintaining
security standards in dynamic operational environments. Fur-
thermore, the advancement of the suggested model presents
the possibility of enhancing its capabilities to facilitate the
secure handling of large-scale data in MEC environments,
ensuring the maintenance of elevated degrees of security
throughout the process. Moreover, it is crucial to recog-
nize that the application of quantum technology to enhance
the security of MEC cloud-based data is still in its early
phases. There is significant potential for further investi-
gation to develop more sophisticated and robust quantum
integrity-based security frameworks. With the continuous
advancement of quantum technology, it is plausible to antic-
ipate that the proposed model and its equivalents in the
quantum integrity-based security domain would gradually
garner wider recognition and incorporation into various
MEC cloud-centric applications and systems. As a result,
these technological improvements are positioned to intro-
duce improved solutions that provide strengthened security
and increased efficiency for the protection of sensitive data.
In conclusion, this research provides strong evidence sup-
porting the effectiveness of quantum integrity-based security
models in enhancing MEC cloud security. Furthermore,
it functions as the fundamental basis, driving additional inves-
tigation and advancement in this field.
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