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Abstract—Sixth-generation (6G) systems are expected to re-
quire enhanced security measures and face new challenges while 
incorporating communication context. Physical layer security 
(PLS) techniques emerge as promising solutions for securing 
contextual communications thanks to its flexibility a nd adapt-
ability. Applications using short packet transmissions can ben-
efit f rom c ontext-aware P LS. T his p aper a nalyzes t he security 
performance of a wiretap channel during the contextual short 
packet data transmission. We quantify the channel rate for both 
contextual and non-contextual information and determine the 
average context-aware rate. Furthermore, the average block error 
probabilities for both types of information are defined. Monte-
Carlo simulations are employed to validate the derived theoretical 
formulas.

Index Terms—context-awareness, short packet communication, 
physical layer security

I. INTRODUCTION

In the context of physical layer security (PLS), a wiretap 
channel is a communication channel where a legitimate sender
(Alice) wants to send messages to a legitimate receiver (Bob) 
while ensuring that an eavesdropper (Eve) gains as little 
information as possible. The objective is to maximize the 
secure transmission rate while minimizing information leakage 
to Eve. This becomes increasingly challenging with short 
packet transmission, as its inherent constraints make it hard to
attain the desired level of information leakage. Short packet 
communication is a key technology to support systems such 
as ultra reliable low latency communications (URLLC), which 
aims to guarantee very high reliability and very low latency 
[1]. 6G is expected to support more complex applications and
scenarios, including future network advancements where the
sensing and learning capabilities of 6G devices interpret the 
context of communication and improve awareness. Context in-
volves information about the environment, devices, and users, 
including network node resource limitations, computational
capabilities, or environmental data such as channel quality.
Packets carrying contextual information may contain essential 
or highly sensitive information and require a high level of
security, while other packets may contain less sensitive data,
and their security is less crucial. PLS solutions stand out as
strong candidates for 6G by achieving low-complexity, low-
delay, adaptive, flexible, and context-aware security [2], [3].

This work was funded by the Engineering and Physical Science Research 
Council, UK, [Grant Numbers: EP/X04047X/1 and EP/Y037243/1]. For the 
purpose of open access, the author has applied a CC BY public copyright 
licence to any Author Accepted Manuscript (AAM) version arising from this 
submission.

These solutions leverage the physical layer to introduce robust
security measures. Context-awareness is especially valuable
for future wireless networks, such as ultra-low latency sce-
narios, when combined with PLS [2]. Therefore, this paper
explores the secrecy analysis of short packet transmission,
integrating the concept of context-awareness with PLS.

A. Related Works and Motivation

Shannon introduced the perfect secrecy concept [4] and the
problem of secure communication from an information theo-
retic perspective. Then, Wyner’s pioneering work followed,
forming the basis of secrecy capacity in [5]. The secrecy
capacity was defined as the maximal secret communication
rate at which information can be transmitted securely and
reliably over a wiretap channel with the assumption of an
infinitely large blocklength [6]. However, the work in [7]
evaluated how channel capacity is affected when transmission
must maintain reliability and security within a fixed finite
blocklength. Furthermore, the impact of the decoding error
probability and information leakage probability on secrecy
capacity is not negligible for finite blocklength cases especially
if, the blocklength is short. The works in [8]–[10] determined
the achievable secrecy rate bounds for finite blocklength
regime. There are studies that have conducted performance
analysis of PLS in the context of short packet communica-
tion [11]–[16]. These works explored different factors and
parameters to assess PLS in systems that transmit short data
packets. The study in [11] examined the average secrecy
throughput for secure internet of things (IoT) applications
in the presence of an external multi-antenna eavesdropper.
Similarly, [12] optimized secrecy throughput for scenarios
involving both single and multiple antenna transmitters with an
eavesdropper, proposing adaptive and non-adaptive parameter
design schemes. In another work, [13] evaluated the perfor-
mance of full-duplex (FD) multi-user multiple-input-multiple-
output (MIMO) systems, deriving the secrecy throughput
when a multi-antenna eavesdropper is present. Differently, [14]
addressed scenarios with multiple eavesdroppers, investigating
the average secrecy throughput for single and multiple antenna
transmitters, as well as determining the optimal blocklength
that maximized average secrecy throughput for both single
and multiple eavesdropper cases. Furthermore, [15] intro-
duced a best node selection scheme for dual-hop cooperative



IoT networks with multiple IoT devices and eavesdroppers,
considering both non-colluding and colluding eavesdropping
scenarios.
Recently, the idea of incorporating PLS with context aware-
ness has been discussed in a survey paper in [2]. This paper
comprehensively explored directions how the next generation
of wireless networks can achieve enhanced security by in-
tegrating context-aware mechanisms and PLS. It highlighted
open security issues in 5G, the roadmap to security challenges
in 6G, and explored context-aware security solutions for
future wireless networks. The work in [3] examined the role
of PLS in enhancing 6G network security by highlighting
its advantages and also discussed security challenges in the
transition from 5G to 6G. It suggested that integrating context-
aware mechanisms into 6G systems could allow PLS schemes
to serve as lightweight, adaptable security solutions based
on available contextual information. In addition, the work
in [17] shared the vision for a context-aware PLS and the
authors pointed out that a single PLS scheme cannot be applied
universally across all scenarios. Although existing studies
emphasize its importance for future networks, a context-
aware PLS still remains an open challenge. This paper aims
to explore a context-aware PLS approach to short packet
communication from a novel and distinct perspective that has
not been addressed in previous research.

B. Contributions

To the best of our knowledge, this is the first attempt
to examine PLS performance analysis of context-aware
communication from the perspective of short packet
transmission. This paper aims to introduce a wiretap
channel rate that reflects whether contextual information
is being transmitted or not. The security implications
of each type of transmission can be better assessed by
distinguishing contextual from non-contextual information.
More specifically, average block error probabilities of
contextual and non-contextual information are derived in
closed forms. Next, the instantaneous and average rates of both
contextual and non-contextual information are determined
to form the total average rate of the wiretap channel. All
the theoretical works are validated through Monte-Carlo
simulation under different conditions. Finally, we discuss
the security performance of context-aware communication in
detail. Our approach involves several key steps and examines
how various factors, such as the distance of the eavesdropper
and the nature of the transmitted information, impact the
overall security of the system.

II. SYSTEM MODEL AND PROBLEM DEFINITION

This paper examines the security performance of a short
packet transmission system over a wiretap channel. The ob-
jective is to formulate and analyze the context-aware se-
curity of a legitimate communication pair (Alice and Bob)
in the presence of an eavesdropper (Eve). All the channels
are assumed to experience block fading, meaning that the

fading characteristics remain stable for the duration of each
packet’s transmission and only vary between packets. In other
words, the channel coefficients stay constant during each
packet transmission and change only afterwards. All nodes
are equipped with a single antenna. The transmitted signal is
denoted by x. The transmission power of the transmitter is P .
The channel gain from Alice to Bob is denoted by hAB, and
the one from Alice to Eve is denoted by hAE. These gains
are determined based on node distances as hAB =

√
d−v

ABgAB,

hAE =
√
d−v

AE gAE, where dAB is Alice-Bob distance, dAE is
Alice-Eve distance, v represents the path-loss exponent, gAB
and gAE denote small-scale fading coefficients of the respective
communication links. The noise at the legitimate receiver and
the eavesdropper is represented by nB and nE , respectively.
The received signal at Bob and Eve can be written as

yB =
√
PhABx+ nB,

yE =
√
PhAEx+ nE.

(1)

Notably, Alice has knowledge of the instantaneous channel
state information (CSI) of the main channel between her-
self and Bob, but only has access to the statistical CSI of
Eve’s channel. The received instantaneous signal-to-noise ratio
(SNR) at Bob, γB, and at Eve, γE, are as follows

γB =
P |hAB|2

σ2
B

= ρAB|gAB|2,

γE =
P |hAE|2

σ2
E

= ρAE|gAE|2.
(2)

Noise variance at Bob is denoted by σ2
B and σ2

E at Eve and
they are assumed σ2

B = σ2
E = 1, which result in P is also

being the transmit SNR.
In traditional information theory, the channel coding rate is
analyzed in the asymptotic regime where blocklengths tend
to approach infinity, leading to Shannon capacity. However,
blocklengths are in reality finite or even short, which leads to
an investigation of the channel rates in the finite blocklength
regime. Indeed, the following approximation indicates that
there is a penalty on the rate to sustain the desired error
probability at a finite blocklength. The maximum rate of a
channel for a given blocklength, n, and the decoding error
probability, ϵ is approximated by [7], [18], [19]

R∗(n, ϵ) ≈ C −
√

V

n
Q−1(ϵ), (3)

where C is the channel capacity with being C > 0 and V
is the dispersion of the channel. Q function is defined as
Q(ϵ) =

∫∞
ϵ

1√
2π

e−
t2

2 dt and Q−1(ϵ) is its inverse. The error
probability ϵ can be extracted from the previous approximation
in (3) as

ϵ = Q

(√
n

V

(
C −R(n, ϵ)

))
. (4)

When it comes to the maximum achievable secrecy rate for a
finite blocklength, not only a decoding error at Bob but also an



information leakage to Eve may occur. This leads to a further
reduction of the communication rate. Hence, the secrecy rate
R∗(n, ϵ, δ) with information leakage probability, δ, is defined
as [8], [9], [10]

R∗(n, ϵ, δ) ≈ Cs −
√

VγB

n

Q−1(ϵ)

log(2)
−
√

VγE

n

Q−1(δ)

log(2)
, (5)

The channel dispersions of the main and adversary channels
are VγB = 1−(1+γB)

−2 and VγE = 1−(1+γE)
−2, respectively

[7]. The secrecy capacity of the wiretap channel Cs is given
by

Cs = [log2(1 + γB)− log2(1 + γE)]
+,

=
[
log2

(1 + γB

1 + γE

)]+
.

(6)

where [.]+ = max[. , 0]. The error probability ϵ in the finite
blocklength regime is obtained from (5) as follows

ϵ = Q

(√
n

VγB

(
Cs −

√
VγE

n
Q−1(δ)−R∗(n, ϵ, δ)

))
. (7)

Here, the secret contextual information transmission rate will
be formulated under the assumption that the eavesdropper
remains passive. Some packets are considered to carry con-
textual information, whereas others are irrelevant to the eaves-
dropper. The primary aim of the eavesdropper is to capture
the contextual information. It is assumed that there are far
fewer contextual packets than non-contextual ones. The rate
for context-aware transmission is hence given by

R = IRNC + IRC, (8)

where RNC is the rate for non-context information transmission
and RC is the rate for contextual information transmission. The
overall transmission rate for each packet in a block fading
channel will be either RNC or RC, both measured in bits per
channel use (BPCU). More specifically, the indicator I shows
whether the transmitted data is contextual or non-contextual
data. Accordingly, the maximum achievable transmission rate
for a given packet is the wiretap channel rate or the secrecy
rate, depending on the packet’s context. I = 1 indicates
that a data packet transmission that should be kept secure.
Conversely, the complement of I, denoted as I, is employed
when the packet’s context is not significant enough to be
protected from the eavesdropper. The cases are explained in
detail below

1) Alice transmits contextual information to Bob while
Eve attempts to eavesdrop. Because the packet carries
sensitive contextual information, the highest achievable
rate to transmit it is a measure of the secrecy rate of
short packet communication. The secrecy rate ensures
that this data is securely transmitted from Alice to Bob
without being compromised by Eve. In this scenario, the
information indicator is I = 1, while the complementary

indicator is I = 0, so this leads to the determination of
the contextual information rate, denoted as RC.

RC(n, ϵC, δ) = Cs −
√

VγB

n

Q−1(ϵC)

log(2)
−
√

VγE

n

Q−1(δ)

log(2)
,

(9)
where ϵC is the probability of decoding block error of
the contextual data packet.

2) If non-context information is being transmitted, the
channel capacity between Alice and Bob will be the
appropriate performance metric.It is assumed that the
non-context information is not useful unless the context
is detected correctly. In other words, the non-context
data becomes relevant or meaningful only, when the
correct context is identified, as the context provides
essential insight to properly interpret and utilize the non-
context information. Without accurate detection of the
context, the non-context data cannot be fully understood.
In this situation, the information indicator for contextual
rate is I = 0, while the information indicator for non-
relevant information is I = 1. Therefore, the rate of
non-contextual information is calculated based on the
channel capacity between Alice and Bob and denoted
as RNC.

RNC(n, ϵNC) = (1−ϵC) log2(1+γB)−
√

VγB

n

Q−1(ϵNC)

log(2)
,

(10)
where ϵNC is the probability of decoding block error of
the non-contextual data packet.

Here, the average decoding block error probability of con-
textual and non-contextual information are investigated and
analyzed. Firstly, the derivation of the expression for ϵC is the
average block error probability of contextual data when Eve
is passive is presented below

ϵC ≈
∫ ∞

0

∫ ∞

0

ϵγB|γE(x)f(γB)dγBf(γE)dγE. (11)

The error probability is conditioned on the channel realizations
of both main and wiretapper. The probability density function
(pdf) for the main and eavesdropper’s channels are given by

f(γB) =
1

ρAB
e
− γB

ρAB ,

f(γE) =
1

ρAE
e
− γE

ρAE .
(12)

The block error probability of contextual information transmis-
sion is represented by the expression in (7) and can be written
by substituting the secrecy rate R∗(n, ϵ, δ) with b/n, where
b represents the number of information bits transmitted in a
blocklength n. For γB > γE, i.e., when the secrecy capacity
is greater than zero, the decoding block error probability of a
wiretap channel can be computed according to

ϵC = Q

(√
n

VγB

(
log
(1 + γB

1 + γE

)
−
√

VγE

n
Q−1(δ)− b

n
log(2)

))
(13)



In the case that γB ≤ γE, ϵC is set to 1. There is no exact
closed-form expression for the average block error probability
of contextual data. However, ϵγB|γE can be approximated using
the linearization method described in [20] and can be found
as follows

ϵγB|γE(z) ≈


1, z < α+ 1

2β ,
1
2 + β(z − α), α+ 1

2β ≤ z ≤ α− 1
2β ,

0, z > α− 1
2β ,

(14)

1) ϵC calculation: To continue evaluating ϵC in (13), α and
β in (14) are renamed as αC and βC, respectively to avoid
confusion on the linearization technique. Here, αC enables
Q(0) = 1/2 in (13) at z = αC. Therefore, αC is derived

by solving
(
log
(

1+αC

1+γE

)
−
√

VγE
n Q−1(δ) − b

n log(2)
)
= 0.

As a result, αC is found according to

αC = e

(√
V γE
n Q−1(δ)+ b

n log(2)
)
(1 + γE)− 1, (15)

For the sake of simplicity, we can approximate VγE ≈ 1 , and
then (15) is rewritten as

αC = e

(
Q−1(δ)√

n
+ b

n log(2)
)
(1 + γE)− 1, (16)

which can be further rewritten by using the substitution of

r = e

(
Q−1(δ)√

n
+ b

n log(2)
)

in (16),

αC = r(1 + γE)− 1. (17)

The slope βC of ϵγB|γE(z) at z = αC is defined as

βC =
dϵγB|γE(z)

dz

∣∣∣
z=αC

= −
√

n

2παC(αC + 2)
,

(18)

and it satisfies 1
2 + βC(αC + 1

2βC
−αC) = 1 and 1

2 + βC(αC −
1

2βC
− αC) = 0.

The evaluation of ϵC in (11) can be written as

ϵC ≈
∫ ∞

0

Ωf(γE)dγE. (19)

Here, Ω represents the following

Ω ≈
∫ ∞

0

ϵγB|γE(z)
∣∣∣
γB=z

1

ρAB
e
− γB

ρAB dγB, (20)

and it is expanded as

Ω ≈
∫ αC+

1
2βC

0

1

ρAB
e
− γB

ρAB dγB

+

∫ αC− 1
2βC

αC+
1

2βC

(βC(z − αC) + 1/2)
1

ρAB
e
− γB

ρAB γB,

(21)

Then, we get

Ω ≈ 1− βCρABe
− αC

ρAB

(
e

1/2βC
ρAB − e

− 1/2βC
ρAB

)
. (22)

For large values of ρAB, (22) can be further simplified as

Ω ≈ 1− e
− αC

ρAB , (23)

Exploiting the above approximation, (19) can be further ap-
proximated by inserting Ω as given in (23)

ϵC ≈
∫ ∞

0

(
1− e

− (r(1+γE)−1)

ρAB

) 1

ρAE
e
− γE

ρAE dγE, (24)

and we can obtain the final expression of ϵC as

ϵC ≈ 1− ρAB

ρAEr + ρAB
e

1−r
ρAB . (25)

2) ϵNC calculation: On the other hand, the block error
probability of the non-contextual information is defined as

ϵNC ≈ ϵC + (1− ϵC)ϵ. (26)

This implies that the block error probability of non-contextual
information can be expressed as the sum of the block er-
ror probability of contextual information and the conditional
probability that, given the context is not in error, but the non-
contextual information is in error. Then, the expected average
block error probability of non-contextual data is expressed as

E[ϵNC] = E[ϵC] + (1− E[ϵC])E[ϵ] (27)

where E[.] is the expectation operator. To find the average
decoding block error probability of a channel with a given
transmission rate as shown in (4), the following calculation is
determined

ϵ =

∫ ∞

0

ϵf(γB)dγB. (28)

A similar calculation in the block error probability of con-
textual information was performed here to apply the ap-
proximation in (14). The parameters are found by setting

Q

(√
n

VγB

(
log(1 + γB) − b

n log(2)
))

= 1/2 and solving(
log(1 + α) − b

n log(2)
)

= 0, and the following solutions
are found

α = e
b
n log(2) − 1,

β = −
√

n

2π(e2
b
n log(2) − 1)

.
(29)

Then, the approximation is obtained as follows

ϵ ≈ 1− e
− α

ρAB . (30)

By substituting this result in (27), it becomes

ϵNC ≈ ϵC + (1− ϵC)(1− e
− α

ρAB ), (31)

Finally, the average block error probability of the non-
contextual data transmission is found in the following extended
form

ϵNC ≈
(
1− ρAB

ρAEr + ρAB
e

1−r
ρAB

)
+
( ρAB

ρAEr + ρAB
e

1−r
ρAB

)
(1−e

− α
ρAB ),

(32)
The expression in (32) is further simplified as

ϵNC ≈ 1− Ke
− α

ρAB . (33)

where K = ρAB
ρAEr+ρAB

e
1−r
ρAB .



Fig. 1. Average block error probability for contextual data and average error
probability for non-contextual data vs blocklength.

III. NUMERICAL RESULTS

In this section, the simulation results validating the accuracy
of the analytical expression are presented. Unless otherwise
stated, the system parameters are as follows for all the nu-
merical evaluations: Information message length is b = 100
bits, the blocklength n ranges from 100 to 500, distances are
dAB = 1, dAE = 2m, the transmit power of Alice is 10 dB, the
information leakage probability is δ = 10−4, and the path-loss
exponent is v = 3. It is assumed that 90% of the transmitted
packets contain non-contextual information. All the simulation
results are obtained by averaging over 100, 000 trials.
Fig. 1 shows the average block error probability of contextual
and non-contextual data by assuming Bob is positioned closer
to Alice than Eve. The closed-form formulas for both types of
packets are plotted alongside Monte-Carlo simulations, which
validate the proposed formulas. As illustrated in the figure,
ϵNC is slightly larger than ϵC given the system parameters.
For a fixed b, when the ratio of b/n is large, the block error
probabilities for both types of data are higher.
Fig. 2 illustrates the relationship between the individual rates
of context and non-context data. The average rate of context
data is lower than that of non-context data, because context
is constrained by the secrecy rate of a wiretap channel,
whereas non-context data corresponds to the Shannon rate
and the expectation is that the non-context communication
rate is higher than of the context. The context rate remains
consistent across all block lengths, while the non-context rate
rises slightly. In addition, the non-contextual information is not
useful unless the contextual information is correctly detected,
the total rate is only dependent on the proportion of the
contextual packets to the non-contextual packets, which can
be demonstrated by the average of the indicator I. To this
end, when the ratio of the contextual packets increases, total

Fig. 2. Average transmission rates vs blocklength.

Fig. 3. Average transmission rates vs distance.

average rate tends to decrease.
Mobility should be considered carefully to assess the secure
communication strategies. In Fig. 3, the system’s performance
is evaluated by varying the distance between the eavesdropper
and the transmitter to assess its impact on the total average
rate. In this analysis, information bits are transmitted over a
blocklength of n = 200. The distance between the transmitter
and the legitimate receiver is fixed at 1 meter. Then, the eaves-
dropper is positioned at the same distance, which starts at 1
meter, and gradually moves further away from the transmitter.
The average non-context rate stabilizes after reaching a peak,
whereas the average context rate, which represents the secrecy
rate, increases as the eavesdropper moves away. The total
average rate also shows a peak followed by a slight rise.



Fig. 4. Average transmission rates vs transmit power of Alice.

Lastly, the impact of transmit power is depicted in Fig. 4,
where the analysis compares short and large blocklengths for
transmitting an equal amount of information bits (b = 100).
While both the average context rate and the average non-
context rate increase with transmit power, the average context
rate consistently remains lower. Moreover, the performance
of short packets are comparable to that of larger ones. For
transmitting 100 bits, a shorter packet length is sufficient to
maintain a similar average rate.

IV. CONCLUSION

In this paper, the security performance of PLS of context-
aware communication is studied with the help of short packet
transmission. The framework has been proposed to approxi-
mate a wiretap channel rate, ensuring the packets containing
contextual information remain secure. This approach demon-
strated how to evaluate the security of a system within the
scope of physical layer security. Specifically, average block
error probabilities of contextual and non-contextual data are
derived. Then, a total rate is introduced by distinguishing
contextual and non-contextual data rates. Numerical results
verify the accuracy of the proposed approximation method.
Subsequently, the impacts of blocklength, distance, and trans-
mit power are observed. The rate for contextual information re-
mains low to secure packet transmission in contrast to the non-
contextual rate. Additionally, the increase in the contextual
packet ratio further lowers the overall average rate. Further-
more, the analysis reveals that short packet communication can
achieve good performance compared to larger packet lengths,
making it an efficient and secure method for transmitting in-
formation. Context-aware approaches in physical layer security
with short packet communication demonstrate significant po-
tential in enhancing data transmission security. These findings
highlights the importance of integrating context-awareness into

physical layer security to optimize both performance and
security in future communication systems.
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