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HIGHLIGHTS

e A novel transparent soft prototype-based fuzzy ensemble system is proposed.

o The system learns from imbalanced network data streams for intrusion detection.

o The system self-improves from unlabelled data via collaborative pseudo-labelling.

e The system automatically identifies and prunes weaker base models.

o The system facilitates expert involvement by actively learning from challenging data.
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The escalating cyber-attacks in recent years have created a significant demand for advanced intrusion detection
systems. However, the dynamic characteristics of network data streams, scarcity of labelled data, imbalance of
class distribution and concerns about the explainability of predictive models have greatly restricted the appli-
cability of conventional machine learning and cutting-edge deep learning techniques in real-world scenarios for
intrusion detection. In this paper, a novel soft prototype-based fuzzy ensemble intrusion detection system is
proposed to autonomously exploit semi-supervised learning from network data streams by exploiting the pseudo-
labelling method. To reduce the pseudo-labelling errors, although the proposed ensemble system involves all the
base models for joint pseudo-labelling, it only utilises pseudo-labelled data with the highest consensus for self-
improvement. To foster generalisation, the proposed ensemble system leverages sampling techniques to address
the class imbalance within the labelled and pseudo-labelled data, and the qualities of base models are constantly
monitored, ensuring that weaker base models are efficiently substituted. Additionally, instead of discarding these
challenging-to-classify samples during online semi-supervised learning, the proposed ensemble system summa-
rises them into a smaller number of unlabelled soft prototypes, allowing human experts to contribute to the
learning at any point by manually labelling these soft prototypes to further augment the learned knowledge base.
Numerical examples on public network intrusion detection datasets demonstrated the superior performance of
the proposed ensemble system.

1. Introduction 66 % of high-income charities have encountered cybersecurity breaches

and/or cyber-attacks in the last 12 months. The widespread and

Over the last couple of years, cyber-attacks have posed significant
and persistent challenges to the governments, businesses and individuals
due to the increasing reliance on digital technologies. According to the
Cyber Security Breaches Survey published by the UK government in
April 2024 [1], 70 % of medium businesses, 74 % of large businesses and
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persistent threat has resulted in a great demand for defensive techniques
to detect and neutralise cyber-attacks. As one of the most effective se-
curity solutions against cyber-attacks, intrusion detection systems (IDSs)
have been a hot topic in cyber security research [2,3].

IDSs are a key component of cybersecurity infrastructure. They
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shield computer networks by monitoring and analysing network traffic
to detect malicious activities. Based on the detection approaches used,
existing IDSs can be classified into two distinct categories, namely,
signature-based and anomaly-based [4,5]. Signature-based IDSs (SIDSs)
are based on pattern matching methods. SIDSs monitor network activ-
ities and attempt to find patterns that match against the signature
database of known attacks. SIDSs typically offer excellent detection
accuracy for previously known attacks, but struggle with novel attacks
due to the lack of matching signatures [6]. In contrast, anomaly-based
IDSs (AIDSs) primarily leverage machine learning techniques to model
the behaviour of computer networks and distinguish between normal
and malicious traffic patterns [7]. Thanks to the utilisation of advanced
machine learning models that can be trained from large amounts of data,
AIDSs are capable of identifying cyber-attacks of unseen types without
relying on the signature database. The increasing complexity and di-
versity of cyber-attacks, coupled with the limitations of SIDSs, have
made AIDSs an intensively researched direction in the recent decades.

Depending on the learning techniques used, AIDSs can be categorised
into three major types, namely, supervised, unsupervised and semi-
supervised [2,6]. Supervised AIDSs utilise labelled training data to
construct predictive models for classifying benign and malicious be-
haviours. Contrary to supervised AIDSs, unsupervised AIDSs do not
require labelled data for training. They analyse the underlying patterns
of unlabelled data and identify outliers by thresholding to detect po-
tential intrusions. Semi-supervised AIDSs strike a balance by con-
structing predictive models using a small amount of labelled training
data combined with a greater amount of unlabelled training data.

Existing supervised AIDSs predominantly rely on conventional su-
pervised learning techniques [6,8-10], such as decision tree, naive
Bayes, evolutionary algorithm, fuzzy system, support vector machine,
k-nearest neighbour, etc. Conventional supervised machine learning
techniques have achieved many successes in real-world applications on
network intrusion detection. However, their effectiveness has been
diminishing due to the rising sophistication and complexity of
cyber-attacks. To attain greater intrusion detection performance,
ensemble learning techniques, e.g., bagging and boosting, have been
exploited to build more powerful AIDSs by combining multiple simpler
predictive models [5,11-13]. In recent years, there have been a signif-
icant increase in the use of deep neural networks (DNNs) for con-
structing AIDSs [14-17]. DNNs have demonstrated promising results on
many challenging problems that conventional machine learning ap-
proaches struggle with [18]. The success of DNNs comes from their
abilities to utilise huge amounts of training data to learn extremely
abstract and nonlinear representations [19]. Currently, DNN-based
AIDSs are widely considered as the state-of-the-art (SOTA) in intrusion
detection by offering greater accuracy on detecting sophisticated and
complex cyber-attacks, outperforming traditional AIDSs [8]. However,
DNNs are typical “black box” models with very large numbers of weights
that cannot be linked to the physical environment of the given problem.
The rationales behind the internal reasoning and decision-making of
DNNs cannot be easily determined by humans [20]. The lack of
explainability has greatly impaired the trustability of DNNs in
high-stake applications, such as intrusion detection. In addition, DNNs
are also vulnerable to adversarial attacks [19].

In practice, two significant obstacles faced by supervised AIDSs are
the scarcity of labelled training data and the lack of malicious records
within the collected data. Collecting large amounts of labelled data for
training machine learning models is often impractical because manual
labelling can be extremely expensive and time consuming. Moreover,
given the nature of network traffic, most activities typically are benign
and malicious activities are rare. The lack of training samples of mali-
cious class can introduce significant bias to supervised AIDSs, deterio-
rating the detection performance. In contrast, unsupervised AIDSs
overcome the two obstacles by leveraging unsupervised learning tech-
niques, such as clustering, autoencoder, one-class support vector ma-
chine, etc., to discover the inherent patterns within unlabelled data and
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identify outliers as potential attacks [2,21,22]. However, unsupervised
AIDSs rely on the assumption that benign activities significantly
outnumber malicious activities. If such an assumption does not hold
true, unsupervised AIDSs can produce many false alarms and fail to
recognise intrusions effectively. In addition, their performances are also
highly sensitive to the chosen thresholds, which typically require prior
knowledge of the problem and a high-level of human expertise to set
properly.

On the other hand, semi-supervised learning incorporates both
labelled and unlabelled training data to build stronger predictive models
[23]. By exploiting the rich information from abundant unlabelled data,
semi-supervised learning minimises the need for expensive human la-
bour in data labelling and is more applicable to real-life applications
compared with supervised learning [4]. Hence, semi-supervised
learning techniques have been increasingly explored in the design of
AIDSs. A number of semi-supervised AIDSs have been proposed in the
literature in recent years and demonstrated promising results, e.g.,
[24-28]. However, the vast majority of existing semi-supervised AIDSs
are limited to offline learning from static data. They lack the capacity to
autonomously self-update from streaming data and cannot self-adapt to
novel data patterns. Consequently, they are unable to effectively handle
concept drifts in data streams within dynamic environments. Indeed,
online semi-supervised learning from large-scale data streams, espe-
cially, in infinite delay environments [29], is widely recognised as a
highly challenging task and has not been sufficiently investigated [30].
Despite strong demand, to date, very few semi-supervised AIDSs have
been designed with the capability of online learning from data streams
to address the challenges posed by the constantly evolving cyber-attack
behaviours [4,31].

In short, the following four key challenges associated with existing
AIDSs significantly limit their applicability, especially in large-scale
networks that connect a wide range of devices [4,32].

1) Scarcity of labels: Network traffic data is generated rapidly over
time, making it extremely difficult, if not impossible, to manually
label large volumes of records in real time. Hence, only a small
portion of network activities are typically labelled by human experts,
leaving the majority unlabelled [33].

Concept drifts: The underlying patterns and distribution of network
traffic data streams are constantly changing due to the dynamic
nature of the environments [34]. It is also practically impossible to
capture all relevant activities in a single attempt in any real-life ap-
plications, and unseen activities may emerge at any time.

Class imbalance: The class distribution of network traffic data is
often highly imbalanced as malicious activities are significantly rarer
than benign activities [4]. The huge imbalance between malicious
and benign traffics can lead to poor generalisation for detection
models trained from network traffic data.

Lack of explainability: Network intrusion detection is a high-stake
application. Human experts need to understand the rationale behind
the predictions made by detection models to effectively tackle po-
tential threats. A lack of explainability can significantly limit the
applicability and acceptance of these models in critical
environments.
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—
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-
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To address the four key issues, in this paper, a novel semi-supervised
soft prototype-based autonomous fuzzy ensemble system (SSPAFES) is
proposed for network intrusion detection in infinite delay environments.
The proposed SPAFES employs a group of soft prototype-based auton-
omous fuzzy inference systems (SPAFISs) as its base models and is able
to perform semi-supervised learning from network data streams by
exploiting the pseudo labelling method [35].

SPAFIS is a recently introduced zero-order evolving fuzzy system
(EFS) with highly transparent structure and human-interpretable inter-
nal reasoning for real-time intrusion detection from network traffic data
streams [36]. Different from conventional zero-order EFSs that are based
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on crisp prototypes [37], SPAFIS utilises soft prototypes instead. The
concept of soft prototypes is aligned with the concept of soft clustering
[38]. In SPAFIS, each soft prototype is a weighted combination of all the
data samples of the same class with the respective weights calculated
based on mutual distances between data. In comparison with crisp
prototypes, soft prototypes have stronger descriptive abilities to better
capture the underlying structure and local patterns of data, enabling
SPAFIS to attain greater classification performance.

Once primed with a small amount of labelled training data, S°PAFES
is capable of autonomously self-learning from unlabelled network data
streams in a chunk-wise manner with minimal human expert involve-
ment. Given the crucial impact of pseudo labels on the model’s predic-
tive performance, S>’PAFES uses all the base models to perform pseudo-
labelling jointly during online semi-supervised learning and only selects
these unlabelled data samples with predicted class labels exhibiting the
highest consensus among the base models for self-improving, thereby
greatly enhancing the robustness and reliability of the pseudo-labelling
process. To tackle the imbalance in class distribution of network data
streams [27], S3PAFES utilises oversampling to enhance the represen-
tation of the minority class in the labelled training data during super-
vised learning, and applies random down sampling to decrease the
prevalence of the majority class in the pseudo-labelled training data
during semi-supervised learning. Furthermore, S®PAFES constantly
monitors individual base learners throughout the learning process. The
base learners with poor out-of-sample prediction performance will be
pruned promptly and replaced by new models initialised with a small
group of historical data to maintain the high-level performance of the
overall ensemble system.

Although S®PAFES is designed to operate in a fully autonomous
manner, human experts can also be involved optionally during the semi-
supervised learning process and use the expert knowledge to help
S3PAFES achieve better prediction performance. Existing online semi-
supervised learning models that are based pseudo labels typically
choose to discard these unlabelled samples with low classification con-
fidence to avoid deteriorating the prediction performances [37,39].
However, thanks to the unique online active learning scheme SPAFES
summarises these challenging unlabelled samples into a much smaller
number of unlabelled soft prototypes to capture the underlying patterns,
rather than discarding them. These unlabelled soft prototypes contain
the highly condensed information of unseen data patterns and can be
used for sharpening classification boundaries greatly. At any point of the
semi-supervised learning process, human experts have the flexibility to
intervene by manually inspecting these unlabelled soft prototypes and
assigning class labels, contributing to the continuous self-improvement
of S®PAFES.

To summarise, the novel features of the proposed S’PAFES, designed
to address the aforementioned four challenges faced by existing AIDSs,
include:

1) A two-step collaborative pseudo-labelling scheme for semi-
supervised learning from unlabelled data without involvement of
human experts (Challenge 1: Scarcity of labels).

2) A flexible system architecture supporting online incremental
learning from data streams in a single-pass manner (Challenge 2:
Concept drifts).

3) The combined use of oversampling and random down sampling to
tackle class imbalance in labelled and pseudo-labelled data (Chal-
lenge 3: Class imbalance).

4) A highly transparent prototype-based structure in the form of IF-
THEN rules, combined with a human-interpretable decision-mak-
ing mechanism (Challenge 4: Lack of explainability).
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Key contributions of this paper are as follows:

1) A novel transparent soft prototype-based fuzzy ensemble framework
with human-interpretable internal reasoning is proposed to autono-
mously learn from network traffic data streams with minimal human
expert involvement.

2) An online semi-supervised learning scheme utilising two-step
collaborative pseudo-labelling is designed to select only high-
quality pseudo-labelled samples with high consensus among base
learners for system self-improvement.

3) A base learner performance monitoring scheme is introduced to
automatically identify and replace weaker base learners with poor
out-of-sample classification performance and help the ensemble
system maintain high-level performance.

4) Different sampling techniques are integrated into the learning pro-
cess of base learners to correct the class imbalance in labelled and
pseudo-labelled data samples, enhancing generalisation on minority
class.

5) A challenging sample learner is introduced to the ensemble frame-
work in parallel with base learners to condense hard-to-classify
samples into a small set of unlabelled soft prototypes, thereby
greatly facilitating the engagement of human experts by minimising
manual labelling effort.

The remainder of this paper is organised as follows. Section 2 sum-
marises the details of the SPAFIS as the theoretical background. The
proposed S®PAFES are described in Section 3. Numerical examples are
presented in Section 4 for performance demonstration. This paper is
concluded by Section 5, and directions for future work are also given in
this section.

2. Preliminaries - SPAFIS

In this section, technique details of SPAFIS are recalled to make this
paper self-contained. Interested readers may refer to [36] for more
details.

First of all, it is assumed that X = {xy,x2,X3,...,X;,...,Xx} (xi =

[xi,lyxi,b ..,xi,M] Te X) is a particular data stream in the M-dimensional
data space 2™ composed of data samples of C different classes, where K
is the total number of samples of the data stream; the subscript i denotes
the time instance at which x; is observed and y; € {1,2,...,C} denotes
the class label of x;. Data samples of the data stream X continuously
arrive in chunks, namely, X, = {Xn1,%n2, ..., Xnx, } (1 =1,2,3,..;Ky is
the cardinality of X,). Based on the corresponding class labels Y, =

{_y,l‘l7 Yn2s s YnKn }, X, can be further divided into C non-overlapping
subsets with each subset consisted of data samples of the same class,
namely, X{ = {xﬁ_l,xfl‘z, B } (¢ =1,2,...,G; Kf, is the cardinality of

X¢). Hence, there are X, N X}, =@ Vi#j,and X} UX2U ... UXS =X,. In
this study, the city block distance is employed as the default distance

measure, namely, ||x; — xi||, = Sm_; [Xjm —Xim| same as [36]. The main

s
reason for choosing the city block distance is because of its robustness to
dimensionality and computational simplicity. However, one may
consider using other commonly used distance metrics, such as Euclidean
distance, Mahalanobis distance, etc. It is also worth noting that different
data chunks do not necessarily have the same sizes.

SPAFIS is a recently introduced zero-order EFS to learn from data
streams on a chunk-by-chunk basis and condense the learned knowledge
into a number of soft prototypes, representing the local peaks of
multimodal data distribution. The knowledge base of SPAFIS is
composed of C soft prototype-based IF-THEN fuzzy rules in the form of
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Eq. (1) (one rule per class) [36].

IF (x ~ s5)OR(x ~ s3)OR...OR(x ~ s5)
THEN(y = c)

R°: (€H)

where the superscript ¢ represents the cth class, ¢ = 1,2,...,C; “~”
denotes similarity; sf is the jth soft prototype of the cth IF-THEN rule, R%;
S¢ is the total number of soft prototypes identified from data of the cth
class; S° is the collection of soft prototypes associated with R°.

In the next two subsections, SPAFIS’s online chunk-wise system
identification and decision-making processes are detailed [36]. For
clarity, a list of key notations and definitions used in this section is
provided in Table 1.

2.1. Online system identification scheme

SPAFIS learns from data streams in a chunk-wise manner. Once the
nth data chunk X, and the corresponding class labels Y, become avail-
able, SPAFIS firstly calculates the pairwise distances between any two
data samples of X, and obtain the following K, x K, dimensional sym-
metric matrix d,:

i=1:K;
dy = [l 2]

(2)

j=1:K,
2 M 2
where  ||xnj — Xn]|] = (Zm:1 |Xnjm — Xnim| ) represents  the
element located at the jth row and ith column of the matrix d,, which is
the squared city block distance between data samples x,; and x; ;.
The average distance between any two neighbouring data samples
within X, at the Gth level of granularity, denoted as dy.¢, can be derived
iteratively by Eq. (3):

Table 1
Key notations and definitions.
Notation Definition
X Data stream
Xi The ith sample of the data stream
Yi The class label of x;
M The dimensionality of data samples
gM The M-dimenisonal data space
K Total number of samples of the data stream
C Number of classes
X, The nth data chunk
Y. The class labels of X,
K, The cardinality of X,
Xni The ith data sample of X,
Yni The class label of x,;
X The subset of X, belonging to the cth class
K;, The cardinality of X,
X5 The ith data sample of X,
D(Xﬁ_i) Data density of xf,;
R¢ The fuzzy rule of the cth class
s The collection of soft prototypes associated with R®
s¢ The ith soft prototype of S°
v The support of s¢
2°(x;) The confidence score of R on x;
¥i The predicted label of x;
d, Pairwise distance matrix between data samples of X,
76 Self-adaptive distance threshold at the Gth level of granularity
d; Pairwise distance matrix between data samples of Xj,
AY Symmetric adjacency matrix derived from dj,
P The collection of soft prototypes extracted from X,
P The cardinality of Pj,
P The ith soft prototype of P,
Phi The support of p¢;
R¢ The subset of S° to be pruned
R° The cardinality of R®
re The ith soft prototype of R®

it The support of r{
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_ 1 Kn—-1 Kn

Qg = ————— > > Waus{[xnj — i ®

ZQ;I Z Wy 1 =it
=1

j=it1

. 2 =5
where g= 1,2, G Wgij = {1’ llens =l < g

0, else

- _ 2, .
dno = 2 271) s ngi +1][%nj — Xn||] is the average distance between

any two data samples of X,,. One can see from Eq. (3) that, essentially,

dng is the average distance between any two data samples whose
distance is no greater than d,, 1. By iteratively applying Eq. (3), the

resulting dnc provides an estimation of the maximum distance be-
tween any two neighbouring data samples within X, at the Gth level
of granularity specified by users.

Next, the self-adaptive distance threshold, y; is set as HH,G (yaea,m)
if X, is the very first data chunk, namely, n = 1. Otherwise, y; is updated
with d, ¢ using Eq. (4) to ensure that y; provides an accurate estimation
of the maximum distance between any two data samples of X, and the
previous data chunks, X;,Xa, ..., X,_1 that can be seen as neighbours in
the data space.

76251 K+ duaKo

Yo 0 4)
TN

Comparing between Eq. (3) and Eq. (4) one can see that y; provides
an estimation of the maximum distance between neighbouring data
samples at the Gth level of granularity globally, whilst d, ; provides an
estimation of such distance between such data samples of X, locally.

Then, the current data chunk X, is divided into C nonoverlapping
subsets (denoted as X}, X2, ..., X) according to the corresponding class
labels, Y, with each subset only containing data samples of the same
class. For each individual subset (assuming the cth one), the K}, x K},
dimensional pairwise distance matrix d, between any two data samples
of the cth class is firstly obtained from d, based on the sample indices in
Xn:

5 7i=1Kn
d, = U X5 — X } (5)
1 Jj=1x,
¢ o e RLEE
Based on d,, the symmetric adjacency matrix, A; = [ g J.]j:“(c is
derived using Eq. (6):
1 i, x|
Ol — x| <
o L R ©
0, else
Note that, there is A ;; = Ay ;; V), i. If the value of A ;; (and A;;)) is

equal to 1, it suggests that x;,; and x;,; are considered as neighbours at
the level of granularity specified by users.

Based on d;, and A, the data density at each individual sample of X¢,
can be obtained using Eq. (7):

D(‘xfl.i) = ji’;Afl,i.ja<xf1j7x;.i> )

2
L |. By utilising only the distances

_ xf-.j ’xf..i

nj>tni 76

where a(xc x¢ ) = exp
between neighbouring samples for data density calculation, Eq. (7)
highlights samples located in denser regions, thereby effectively
unveiling local data patterns.

The local peaks of the data density are identified from X{ using
Condition 1 [36]. Data samples with higher data density values than
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s C

their neighbours will be selected and added to X ,

o, o, (5,0()) 0065

ten(x, <X, U{x})

A collection of soft prototypes P;, are extracted from X; by associ-
ating each individual data sample to every local peak with a certain
weight calculated based on its distances to the local peaks:

¢ L
Pni = ijlan,ijxcn,j )

and the support of p; ;, pf; is calculated by Eq. (10):

Cond. 1: (8)

Ko o
Pha=d (10)
= ga;,l.j
' ‘ Q)
wherex s Pp is the cardinality of P7; o ;5 :Kti, i=1,2,
24 ( x‘)
e PG

One can see from Eq. (9) that every soft prototype, pS,; (i =1,2,...,

P¢) is a weighted combination of all data samples of X?, and the weights,
ap; @=1,2,.., Pi;j=1,2,..., K;) are calculated based on the

distances between data samples and the local peaks identified from X,

namely, X ;. By allowing all the data samples to be associated with every
soft prototype, the identified soft prototypes can more effectively cap-
ture the underlying data structure and local patterns.

If X, is the first data chunk (namely, n = 1), the knowledge base in
the form of soft prototypes (S!,52,...,8) will be initialised as follows (c
=1,2..0):

Pt a1

and the corresponding support, ¢{ of s{ is initialised as vf = p§; (i =1,2,

..,8% 8¢ = P¢). The IF-THEN rule base (R}, R?,..., R®) will be initialised

with St 82, ... SC.

Otherwise, namely, n > 1, P{, will be used for expanding S° (c =1, 2,

..,C). To do so, the distances between soft prototypes of S° and Py, will
be calculated first, and Condition 2 is used for checking whether each
newly identified soft prototype pj,; € Py, is sufficiently distinctive from
the soft prototypes identified from historical data chunks [36]:

Uc(?é‘sn(‘l’?i’sHj) ~ “) 12)
then (SC<—SC U {P;i}§Pf[<_sz\{pri} )

If p,; satisfies Condition 2, it represents a local data pattern that has
not been observed from historical data and, therefore, pS; will join S°
from P (S°S° + 1; P, «P; — 1) to preserve the new knowledge learned
from the current data chunk X, in the knowledge base.

After all the soft prototypes satisfying Condition 2 have joined S°, the
remaining soft prototypes within P¢ are used for updating S° using Eq.

Cond. 2:

(13) G =1,2,...,8) [36]:
UesS + SR g ¢ e P
A 0
v+ Ziilaijﬂn,i i1

a(p“ sc)

where o}, = 4.
T eleest)

is updated by all remaining soft prototypes in P, with the corresponding

weights calculated based on their mutual distances. The closer s is to

Eq. (13) indicates that each soft prototype in S°

(o i i C 1 (4
P};» the bigger portion s} receives from pj;.
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After P has been integrated into S§¢ (Vc), the IF-THEN rule base (RY,
R2,..., R°) will be updated to reflect the latest changes in S!,$2, ..., 8¢
and the knowledge base updating process is completed.

However, due to the nonstationary nature of data streams, the areas
of influence of some soft prototypes within S!, §2,..., ¢ may gradually
overlap with others due to the shifts/drifts of underlying patterns of data
[40]. To attain a more compact and healthier knowledge base, SPAFIS
will periodically examine all the soft prototypes and prune these over-
lapping soft prototypes to reduce redundant information in the knowl-
edge base. After every 6, data chunks have been processed (6, = 10 in
this study), Condition 3 will be utilised to examine soft prototypes of S°
(c =1,2,...,0) one by one from the oldest to the youngest and identify
these with higher spatial similarity (j = 1,2,...,5) [36]:

2
lf( “min ( > < wu-yG>
Cond. 3: i=j+1,2,....5¢ 1 (14)

then(Rc<—RC U] {sj}; S‘eS‘/{sj})

where w, (w, = 0.001 in this study) is a small non-negative value con-

C C
5=

trolling the tolerance towards spatial similarity; R® = {r§,r5,...,r% }
denotes the collection of older soft prototypes that are highly similar to
the soft prototypes newly added to S%; R® is the cardinality of R®; f; is the
support of r{. R® will be utilised to update the remaining soft prototypes
of S°. For each remaining soft prototype 5 € S¢, it will be updated by R®
using Eq. (15), which is similar to Eq. (13).

Dsc+za ﬂfll ni
PR = S . +Za s 15)
R

S @t = ac(rf,sf) .
Y Y abs)
completed, the IF-THEN rule base (R!, R?,..., R®) will be updated
accordingly with the updated soft prototypes in the cleaned knowledge
base (S',S2,...,89).
The system identification process of SPAFIS is summarised by the
following diagram for better illustration. (Fig. 1)

where j = 1,2, ..., Once the pruning process is

2.2. Decision making scheme

In this study, the decision making scheme used by the original
SPAFIS [36] is modified to better handle the class imbalance. Instead of
involving all the identified soft prototypes in decision-making, for each
unlabelled testing sample, x;, the confidence score of each individual
IF-THEN rule R¢ (¢ = 1,2,...,C) is calculated based on the spatial sim-
ilarity between x; and the k, nearest soft prototypes associated with R¢:

k. Zl/ a(x, ]*) (16)

where s, is the jth nearest soft prototype of the cth class; in this study,
ko, =9 is used by default.

The class label of x; is determined by the IF-THEN rule giving the
highest confidence score by Eq. (17):
Y, = argmax(2°(x;) ) a7n

c=12....C

3. The proposed S’PAFES

As aforementioned, S’PAFES is an ensemble framework based on
SPAFIS designed to learn from network data streams online in a semi-
supervised, single-pass manner for intrusion detection. It overcomes
the four key challenges faced by conventional AIDSs with the innovative
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Fig. 1. Diagram of system identification process of SPAFIS.

features including, 1) a two-step collaborative pseudo-labelling for semi-
supervised learning from unlabelled data; 2) a flexible system archi-
tecture for online learning from data streams; 3) the combined use of
oversampling and down sampling techniques for restoring class imbal-
ance; and 4) a transparent, prototype-based structure with human-
interpretable internal reasoning and decision-making. In addition,
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S3PAFES also supports online active learning to tackle the unseen data
patterns more effectively. By condensing hard-to-classify samples into a
small set of unlabelled soft prototypes, human experts can choose to
intervene at any point of the semi-supervised learning process by
manually labelling only these condensed unlabelled soft prototypes,
thereby greatly reducing the efforts of manual labelling. However, it is
worth noting that human intervention is entirely optional.

In the rest of this section, an overview is firstly presented to intro-
duce the general architecture and learning process of the proposed
S3PAFES. The supervised learning, semi-supervised learning, perfor-
mance monitoring, active learning and decision-making schemes are
detailed in subsections 3.2-3.6, respectively.

3.1. Overview

The general architecture of S*PAFES is depicted in Fig. 2. It can be
seen from this figure that the proposed S®PAFES is composed of the
following components: 1) one data distributor; 2) F base learners; 3) one
challenging sample learner; 4) one joint pseudo-label generator; 5) one
performance monitor, and; 6) one joint decision maker. The inner
structure of a particular base learner is given by Fig. 3, where one can see
that the core of the base learner is a SPAFIS model that learns from the
input data streams on a chunk-by-chunk basis. To facilitate semi-
supervised learning from unlabelled data samples, each SPAFIS model
in the proposed ensemble framework is also equipped with 1) one
labelled training data pool; 2) one validation data pool; 3) one pseudo-
labelled data pool, and; 4) one nearest neighbour ensemble (NNE)
classifier composed of multiple k-nearest neighbour (kNN) models. Note
that the arrows in Figs. 2, 3 represent the directions of information flow.
A single arrow indicates information passing from one module to
another, while a double arrow indicates bidirectional information ex-
change between the two connected modules.

The online supervised learning, semi-supervised learning and active
learning mechanisms of the proposed S°PAFES are detailed in the
following subsections. As aforementioned, this study primarily considers
the infinite delay problems, where only a small amount of labelled
training samples is available initially during the warming up stage for
defining the classification problems, i.e., numbers of classes, feature
spaces. Therefore, it is also assumed that only the class labels of the first
L data chunks (Xi, X», ..., X;) are available, and all the other U data
chunks (X;;1,Xz42,..., X, v) are unlabelled. The number of unlabelled
training samples is significantly greater than the number of labelled

Labelled/unlabelled data chunks

Data distributor

Base
learnery

Base
learner:

A 4

Base
learnerr

Challenging
sample learner

Joint pseudo-
label generator

Joint decision-maker

Predicted labels

Fig. 2. General architecture of S°PAFES.
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Table 2
Additional key notations and definitions.
Notation Definition
L The number of data chunks with class labels
U The number of data chunks without class labels
F The number of base learners
H The number of base learners each data sample is assigned to
Xnf The subset of X, assigned to the fth base learner
Yos The class labels of X, ¢
Kng The cardinality of X, s
Ty Labelled training data pool of the fth base learner
\'z: Validation data pool of the fth base learner
T Splitting ratio between training and validation samples
1 (%ns) The cth score produced by the fth NNE classifier on x,;
Zfni The predicted class label of x,; by the fth NNE classifier
.4 The subset of X, with highly confident predicted labels
Z, The collection of pseudo labels of Xf,
8 The integrated confidence score of the cth class on x,;
Qs The pseudo-labelled training data pool of the fth base learner
as The classifier weight of the fth base learner

training samples, namely, >"%_, K,< 57 | K,,. For simplification, it is

further assumed that all the labelled and unlabelled data chunks are of
the same size, namely, K, = K,,Vn = 1,2,3, ..., L + U. For clarity,
additional key notations and definitions used in this section are tabu-
lated in Table 2.

S3PAFES is designed to learn from network traffic data streams in
infinite delay environments autonomously, where there is an infinite
lack of supervision of the incoming data and only a small amount of
labelled data exists for priming the system. Its overall learning process
can be divided the following three stages, namely, supervised learning,
semi-supervised learning and active learning. Note that active learning
stage is optional.

3.1.1. Stage 1. Supervised learning

In this stage, S’PAFES learns from labelled training data to prime its
knowledge base. For each labelled data chunk, the data distributor di-
vides it into F portions equally and sends each of them to one of the base
learners. The F base learners initialise or update their knowledge bases
using soft prototypes identified from the respective portions of the
labelled data chunk, following the exact same algorithmic procedure
described in Section 2.1. The detailed supervised learning process of
S®PAFES is described in Section 3.2.

3.1.2. Stage 2. Semi-supervised learning

After being primed with labelled training data in Stage 1, SSPAFES
continues to self-learn from unlabelled network data streams in a chunk-
wise manner by exploiting pseudo-labelling without any human expert
involvement. The processing cycle for each unlabelled data chunk can be
further divided into three stages. The detailed semi-supervised learning
process is presented in Section 3.3.

Stage 2.1. Two-step pseudo-labelling. In this substage, the data
distributor firstly passes the unlabelled data chunk to all the base
learners for making predictions. Coordinated by the joint pseudo-label
generator, the SPAFIS models and the associated NNE classifiers make
predictions on the class labels of the labelled data through a two-step
process. The joint pseudo-label generator then collects all the pre-
dictions made by the base learners and selects out only these predictions
with high confidence as pseudo labels.

Stage 2.2. Base model updating. In this substage, the pseudo labels
produced in Stage 2.1 are then passed to the data distributor from the
joint pseudo-label generator. For the pseudo-labelled samples, the data
distributor divides them into F portions equally and sends them to the
base learners. Then, the base learners update their knowledge bases
using the revived data portions, similar as Stage 1.

Stage 2.3. Challenging sample learner updating. For these hard-to-
classify data samples, namely, samples that are not pseudo-labelled in
Stage 2.1, the data distributor assigns them to the challenging sample
learner. The challenging sample learner will summarise these samples
into a much smaller number of unlabelled soft prototypes. These unla-
belled soft prototypes condense the novel information of unseen data
patterns to facilitate the involvement of human experts in Stage 3 for
active learning.

At the end of each learning cycle, the performance monitor monitors
the prediction performances of individual base learners. The base
learners with poor out-of-sample prediction performance will be pruned
promptly and replaced by new base learners initialised with stored
historical data to maintain the high-level performance of S’PAFES. The
performance monitoring process is detailed in Section 3.4.

3.1.3. Stage 3. Active learning (optional)

At any point of the semi-supervised learning process, human experts
can optionally be involved and provide the expert knowledge to
contribute to the continuous self-improvement of S°PAFES by assigning
class labels to these unlabelled soft prototypes stored in the knowledge
base of the challenging sample learner manually. Then, these manually
soft prototypes are fused into the corresponding IF-THEN rules of the F
SPAFIS models and removed from the knowledge base of the challenging
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sample learner. The detailed active learning process is described in
Section 3.5.

However, it is worth noting that the involvement of human experts in
the learning process of S°PAFES is entirely optional. After being primed
with labelled data, SPAFES is able to perform self-learning and self-
improving from unlabelled data streams in a fully autonomous
manner. Upon request from users, SSPAFES can be used to predict the
class labels of unlabelled data following the decision-making process
detailed in Section 3.6.

The flowchart of the learning process of SSPAFES is given in Fig. 4 for
better illustration.

3.2. Supervised learning scheme

During the supervised learning stage, S°PAFES will learn from
labelled data chunks to prime its knowledge base. Once a new data
chunk X;, with the corresponding class labels Y, (n =1, 2,...,L) becomes
available, the data distributor will assign each individual data sample
within X, to H (H = 2 by default) base learners randomly such that every
base learner will receive a different subset of X, with some samples
shared with others. All the base learners then use the receive data to
initialise/update their system structure and meta-parameters following
the same process given below.

After the fth base learner has received its own portion of the current
labelled training data chunk, denoted as X, ¢ and Yy, it will randomly

divide the received data and labels into two parts, namely, T,s = {Xf1 £
Yflf} and Vs = {X}’Lf,Y}’lf} with the sizes of 7oK, and (1 — 7,) Kpy,
respectively, where 7, denotes the splitting ratio (z, = 0.9 by default)
and; K, is the cardinality of X, and there is K,y = %Ka.

If X, is the very first data chunk S3PAFES receives, namely, n =1, the

labelled training data pool, Ty and the validation data pool, V¢ of the fth
base learner are initialised using Eq. (18).

Tf(—T,,_f; Vf(—an (18)

Otherwise, the labelled training data pool, Ty and the validation data
pool, V¢ will be expanded by T,s and V., respectively:

TreTrUTys; VeeVeUVyy 19)

If Ty or V; exceeds the maximum size, the data stored in the oversized
pool will be randomly sampled to reduce the pool size to the maximum
size. In the proposed framework, the maximum sizes of the three data

Human expert

Labelled data chunks,
ah n=12..1L
v <
Stage 3. Aetive learning OXEmVAY
(Optioha\})\
ENRN tage 1. Supervised learning

Unlabelled data chunks, ~ J .
n=L+1L+2 - A+U—- >N

(System priming)

X,
Stage 2.1. Two-step Stage 2.2. Base
pseudo-labelling model updating
{xh.2.}
Pseudo-labelled Stage 2.3.
data chunks Challenging sample
learner updating
> XO
(——
Hard-to-classify
data chunks

Stage 2. Semi-supervised learning

Fig. 4. Flowchart of the overall learning process of S>PAFES.
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pools, namely, the labelled training data pool, Ty, the validation data
pool, V; and the pseudo-labelled training data pool, Q; are set to be
uniformly the same as L, = %Ko, which is equal to the amount of data it
receives from each labelled data chunk.

Then, T,s is augmented using oversampling to balance the class
distribution by synthetically creating data samples of minority class. The
augmented Ty, denoted as 'T‘n £ is used for initialising SPAFIS ifn = 1 or
updating SPAFIS if n > 1 following the algorithmic procedure described
in Section 2.1. In the proposed framework, the synthetic minority
oversampling technique (SMOTE) is employed for data augmentation
[41]. The main reason for using SMOTE is due to its effectiveness in
addressing the challenges posed by class imbalance. However, one may
consider alternative oversampling techniques to replace SMOTE, such as
k-means SMOTE [42], kNN-based synthetic minority oversampling [43],
etc.

In parallel, a new kNN model is trained with X, and Y,,s, and added
to the NNE classifier. The value of ks is randomly selected from the
range of [1,15] for each individual kNN model added to it, thereby
further boosting the diversity within the NNE classifier. This also avoids
the difficulties in predetermining the value of k,s for the new kNN
model due to the lack of prior knowledge. The NNE classifier will be
used for predicting the class labels of unlabelled training samples during
the semi-supervised learning stage. The main reason for utilising an
ensemble of kNN models for this task is that kNN is a computationally
efficiency, reliable and explainable classification model for small data-
sets, but cannot scale up well for large datasets. Hence, by creating one
kNN model per data chunk and building an ensemble, the strengths of
kNN are maximised and the limitations are mitigated. However, it is
worth noting that the ensemble of kNN models is only involved in the
process of pseudo-label generation because they rely on labelled training
data for making predictions and are unable to handle the potential shifts
and drifts in the unlabelled streaming data.

After the SPAFIS models and the associated NNE classifiers have
been initialised/updated with X, the current supervised learning cycle
is completed and S®PAFES is ready for processing the next data chunk
(nen + 1). After all the labelled data chunks have been processed,
S®PAFES is primed and ready for making predictions on unlabelled data
directly following the procedure described in Section 3.6. Alternatively,
it can continue to learn from unlabelled data to self-improve its
knowledge base for greater prediction performance following the pro-
cedure described in Section 3.3 and, optionally, involve human experts
during the semi-supervised learning process to provide additional sup-
port to further sharpen its knowledge base and classification boundaries.

3.3. Semi-supervised learning scheme

3.3.1. Two-step pseudo-labelling

In this stage, given a new unlabelled data chunk, X, (n =L +1,L + 2,
..., U+ L), SPAFES will select these data samples with the highest
classification confidence from the current data chunk X, for expanding
its knowledge base through a two-step collaborative pseudo-labelling
process.

Firstly, all the F associated NNE classifiers within the ensemble
framework will work collaboratively to predict the class labels of the
unlabelled data samples. Every NNE classifier will produce C scores (one
per class) for each individual data sample of X, to determine its class
label. The scores are calculated based on the class distributions of the
nearest neighbours. The score corresponding to the cth class produced
by the fth NNE classifier on a particular data sample, x,; € X, is
calculated by Eq. (20):

1 &k,
o) =7 D (20)

where k, s is the number of nearest neighbours that belong to the cth
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class among the k, ¢ nearest neighbours of x;,; identified by the nth kNN
model of the fth NNE classifier. The predicted class label of x;; is pre-
dicted using the “winner takes all” principle:

nfi = ¢ n,i 21
s = argmax o)) en

where z;,; is the predicted class label of x;,; by the fth NNE classifier.

The joint pseudo-label generator will collect the predicted class la-
bels produced by the F NNE classifiers and determine the pseudo label of
Xn; by majority voting. The pseudo label of x,;, denoted as z,; is cor-
responding to the class label that the majority of the F NNE classifiers
agree on.

Then, Condition 4 is utilised to examine whether all the NNE clas-
sifiers agree on the class label of x; ;.

if(zn.j.i =2, V=1, 2~--=F)
then (X0 <XP U {X:}: ZnZ U {20 }: XoXn/ {Xni } )
(22)

Cond. 4:

where XP denotes the subset of X, containing data samples with pre-
dicted class labels of high confidence; Z, denotes the collection of
pseudo labels of XE.

If Condition 4 is satisfied, it suggests that all the NNE classifiers agree
with each other on the class label of x;, ;. Hence, S3PAFES can trust the
prediction, and x,; is used for expanding the knowledge base by treating
the pseudo label z,; as the ground truth. Otherwise, namely, Condition 4
is not met, it suggests that there are some contradictions between the
predictions made by individual NNE classifiers. The existence of con-
tradictions does not necessarily indicate that the pseudo label z,; is
wrong. The disagreement could be caused by the gradual drifts of un-
derlying data patterns in the data stream since the NNE classifiers only
have the knowledge learned from labelled training data presented to
them, which could be outdated. Therefore, further examination is
needed for these unlabelled data samples that fail to satisfy Condition 4.

After the most confident predictions have been selected by Condition
4 and joined XP, the second stage of pseudo-labelling begins by involving
the SPAFIS models in this process to jointly determine the class labels of
these samples that do not meet Condition 4. For every unlabelled
training sample x,; remaining in X,, namely, x,; € X, A X,; ¢ Xb, the F
SPAFIS models will jointly determine its class label, y;, following the
decision-making process described in Section 3.6. Then, Condition 5 is
used to examine whether x;,; can be used for updating the knowledge
base of S®PAFES:

if(yi.n = zn_i)and(aii;‘ > 50>
then (X X0 U {Xn }; Zn—Zn U {20} Xn =X/ {Xni } )
(23)

Cond. 5:

where 6/ is the integrated confidence score of the ,, class; &, is the
confidence threshold and 6, = 0.9 is used in this study. Condition 5
suggests that if the F SPAFIS models also agree with the NNE classifiers
on the pseudo label of x,; with high confidence, the pseudo label z,; is
reliable enough and x,,; should join X2 to be used for updating S°PAFES.

The rationales behind the two-step collaborative pseudo-labelling
process using Conditions 4 and 5 are as follows. The unlabelled data
samples satisfying Condition 4 represent similar data patterns that have
been observed from the labelled training data and, therefore, the pre-
dicted class labels can be directly used as the ground truth. If unlabelled
data samples meet Condition 5 but not Condition 4, it suggests that
concept drifts may have occurred and the data patterns have evolved
gradually, but S®PAFES is still confident about these predictions, these
data samples can be used for expanding the knowledge base reliably.
The two-step collaborative pseudo-labelling process helps S®PAFES to
select out these unlabelled data with the most confident pseudo labels
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for self-expanding the knowledge base. The effectiveness and validity of
the two-step pseudo-labelling scheme designed for S*PAFES are justified
by the ablation analysis presented in Section 4.5.

Although these unlabelled data samples that fail to satisfy both
conditions might be more informative because they either represent data
patterns unseen before or are located at the boundaries of two different
classes, S>PAFES will not use them for updating the knowledge base due
to the high uncertainties. The predicted labels of these difficult-to-
classify samples are more likely to be wrong without additional assis-
tance from human experts and involving these data samples directly in
system updating may significantly deteriorate the prediction perfor-
mance of S®PAFES due to the accumulation of pseudo-labelling errors in
the knowledge base.

3.3.2. Base model updating

After all the data samples that satisfy either Condition 4 or Condition
5 have been selected out and joined X? together with the corresponding
pseudo labels Z,, the data distributor will randomly distribute every
pseudo-labelled data sample to H base learners in the same manner as
the labelled data samples, and every base learner will receive a different
subset of Xb and Z,.

After the fth base learner receives the corresponding set of pseudo-

labelled data, denoted as Qs = {x{;f,znf}, the pseudo-labelled

training data pool, Q; will be initialised if it is the very first pseudo-
labelled data chunk, namely, n = L + 1, or expanded ifn > L + 1.

{ Qf(_Qn,fﬁ Ile:L+1

ifn>L+1 @4

Q;<Qr UQyy,

If the pseudo-labelled training data pool Q; exceeds its maximum
capacity, random down sampling is performed to reduce its pool size to
L,. Then, random down sampling is performed on Q,; to reduce the
number of data samples of the majority class and restore the class bal-
ance. The downsized Q,, denoted as Q, s is then used for updating the
fth SPAFIS model in the same way as described in Section 2.1 by treating
the pseudo labels as the ground truth. After all the SPAFIS models have
been updated, a new semi-supervised learning cycle starts with the next
unlabelled data chunk available (n<n + 1).

It is worth noting that, unlike the labelled training data on which
oversampling is applied to maximise the information mined from data,
there are two main reasons for applying random down sampling to the
pseudo-labelled data. The first is that, in a typical infinite delay problem,
unlabelled training samples are abundant, and class imbalance can also
be expected in the unlabelled training data, which inevitably causes the
pseudo-labelled data to be imbalanced. Using the imbalanced pseudo-
labelled data for updating S?PAFES will cause its predictive perfor-
mance to deteriorate due to model bias. In addition, due to the
nonstationary nature of the data streams, pseudo-labelling errors cannot
be avoided practically. Applying oversampling techniques to enhance
the minority class will introduce more labelling errors to the pseudo-
labelled data, and can have a unfavourable impact on the performance
of S®PAFES. Therefore, in SSPAFES, two different sampling techniques
are utilised to facilitate semi-supervised learning from imbalanced data.

3.3.3. Challenging sample learner updating

The remaining data samples within X, after the two-step collabora-
tive pseudo-labelling process, denoted as X? are difficult to classify
compared with others because S>PAFES is less confident on their class
labels. Instead of discarding them, the data distributor will pass these
hard-to-classify samples to the challenging sample learner with the
corresponding class labels set as 0, effectively a “reject” class. The
challenging sample learner is a single-class SPAFIS model that only
learns from these difficult-to-classify samples following the same pro-
cedure described in Section 2.1. However, different from other SPAFIS
models in the proposed ensemble framework, it has only one single soft
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prototype-based IF-THEN rule in its knowledge base in the form of Eq.

(25):

IF (x ~ s))OR(x ~ s3)OR...OR(x ~ %)
THEN(y = 0)

R: (25)

The challenging sample learner will be operating in parallel with the
F base learners during the semi-supervised learning process and sum-
marises these challenging unlabelled training samples from the received
unlabelled data chunks into a reduced set of highly informative soft
prototypes. These unlabelled soft prototypes either represent unseen
unique data patterns or locate near the classification boundaries, and
can be used for greatly enhancing the knowledge base of S’PAFES with
the assistance of human experts.

3.4. Performance monitoring scheme

These SPAFIS models sitting at the heart of base learners will not
receive the same labelled and pseudo-labelled data for training. As a
result, one can expect that the prediction performances of these SPAFIS
models may vary. However, if one (or more) of the F SPAFIS models
perform significantly worse than others, the overall prediction perfor-
mance of S°PAFES would also deteriorate. To maintain the prediction
performances of individual base learners and construct a stronger
ensemble classifier, the performance monitor will identify these SPAFIS
models that perform poorly on classifying the out-of-sample data stored
in the associated validation data pools and replace them with new ones
[44].

To do so, at the end of each learning cycle (assuming the nth one)
after the nth labelled/unlabelled training data chunk has been pro-
cessed, the performance of fth SPAFIS model is evaluated on the data
samples stored in the associated validation pool, V¢ by making pre-
dictions on their class labels. The out-of-sample balanced classification
accuracy is then calculated, denoted as a,s, and the weight of the fth
SPAFIS is initialised as as«a, if this is the first data chunk it has pro-
cessed. Otherwise, ay is updated using Eq. (26).

1
Gy (a5 + ang) (26)

Based on the classifier weights, a; (f = 1,2, ..., F), Condition 6 is
utilised to identify these SPAFIS models with weaker prediction
performances.

if (ar <T— A,)
then (the fth SPAFIS model is pruned)

Cond. 6: 27)

where a; denotes the classifier weight of the fth SPAFIS model; @ is mean
of the classifier weights of all the SPAFIS models within the ensemble
framework a = %Zszlaf, and A, is the corresponding standard devia-
tion.

Condition 6 is based on the one sigma rule, and the rationale behind
is that if the balanced classification accuracy of the fth SPAFIS model is
one standard deviation lower than the average, it can be concluded that
this base model is performing worse than the majority, and therefore,
this base model needs to be pruned promptly. During the supervised and
semi-supervised learning processes, Condition 6 consistently monitors
the quality of the learned SPAFIS models to help S’PAFES maintain high-
level classification performance. Once a particular SPAFIS model
(assuming the fth one) is pruned from S®PAFES, a new SPAFIS model is
initialised to fill in this empty space using the labelled data stored in the
fth labelled training data pool, T and another randomly selected
training data pool T; (Vj,j # f). If the fth SPAFIS model is pruned during
the semi-supervised learning process, the pseudo-labelled data in the fth
pseudo-labelled training data pool Q; and another randomly selected
pseudo-labelled training data pool Q; (Vi,i # f) will be used to continue
updating the newly initialised SPAFIS model after being primed by Ty

10

Applied Soft Computing 170 (2025) 112719

and T;. The utilisation of the stored labelled and pseudo-labelled
training data can effectively help the new SPAFIS model to rapidly
capture the latest data patterns whilst having a good understanding
about the historical patterns [44].

After the new fth SPAFIS model has been primed with historical data,
its out-of-sample prediction performance is evaluated on the corre-
sponding validation data pool, V; and ay is initialised as ans (as<any).
The pruning process at the current supervised/semi-supervised learning
cycle is completed after all the SPAFIS models satisfying Condition 6
have been pruned and replaced with new ones, thereby maintaining the
same number of base models within the ensemble framework
throughout the learning process.

3.5. Active learning scheme

Unlike other SPAFIS models in the proposed ensemble framework,
the challenging sample learner will not participate in the decision-
making process. However, human experts can get involved at any
point of the semi-supervised learning process and assign the class labels
to these soft prototypes learned from challenging data samples manu-
ally. Comparing with labelling all the challenging data samples,
assigning class labels to unlabelled soft prototypes is a much simpler task
because the number of soft prototypes is typically far less than the
amount of raw data samples. After manual labelling, these soft pro-
totypes with class labels assigned by human experts will be merged into
the corresponding IF-THEN rules of the F SPAFIS models and removed
from the knowledge base of the challenging sample learner. Note that, to
enhance the diversity between the base learners and make the best use of
the additional assistance provided by experts, every manually labelled
soft prototype will only be assigned to half of the base learners
randomly. It is demonstrated by numerical examples presented in Sec-
tion 4.3 that S®PAFES can be further enhanced by augmenting the
knowledge base with the manually labelled soft prototypes from the
“reject” class. Note that the involvement of human experts is entirely
optional because S®PAFES is designed to learn from both labelled and
unlabelled data in a fully autonomous manner.

3.6. Decision making scheme

Given a particular unlabelled data sample, x;, its class label is
determined by all the SPAFIS models jointly in the ensemble framework.
Each individual SPAFIS (assuming the fth one; f = 1,2,...,F) will pro-
duce C confidence scores, denoted as A} (x:) (c =1,2,...,C) following the
process described in Section 2.2. The global decision-maker will then
predict the class label of x; based on the confidence scores produced by

the F SPAFIS models using Eq. (28):

¥; = argmax(&;) (28)
c=12,..C
where & = Z}filaf . Z}Cf(i?() is the integrated confidence score of the
o1 i

cth class; the denominator ch:ll} (xn;) Vf is utilised for the purpose of
normalisation such that the confidence scores of different SPAFISs are on
the same scale; ay is the classifier weight of the fth SPAFIS model, which
will be detailed in Section 3.5 later.

4. Experimental investigation

In this section, numerical examples based on a range of popular
benchmark datasets are presented to demonstrate the efficacy of the
proposed S®PAFES for network intrusion detection from data streams.
The source code of S*PAFES is available at: https://github.com/Gu-X/Se
mi-Supervised-Soft-Prototype-based-Autonomous-Fuzzy-Ensemble
-System.
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4.1. Configuration

A. Data description. In this study, the following four commonly used
benchmark datasets for network intrusion detection are employed for
performance demonstration, namely [3]:

1) UNSWNBI15 [45]: This dataset is a modern benchmark created by
researchers at the Australian Centre for Cyber Security at the Uni-
versity of New South Wales using the IXIA PerfectStorm platform.
This dataset combines real regular activities with synthetic attack
behaviours, hence, providing a better representation of contempo-
rary traffic patterns. UNSWNB15 has one training set and one testing
set.

2) CICIDS2017 [46]: CICIDS2017 is a modern flow-based network

intrusion detection dataset published by Canadian Institute for Cyber

Security. This dataset is consisted of both benign and malicious

traffic, where the benign traffic is generated by a system named

B-Profiles and the malicious traffic is generated by executing existing

attack tools at specific time windows.

CICIDS2018 [46]: CICIDS2018 is a successor of CICIDS2017 pub-

lished by Canadian Institute for Cyber Security in collaboration with

Communication Security Establishment. CICIDS2018 is generated

with the same tool used for creating CICIDS2017 but deployed on the

Amazon Web Services cloud computing platform.

HIKARI2021 [47]: HIKARI2021 is one of the latest benchmark

datasets built by researchers at Keio University, Japan. This dataset

contains a mix of encrypted synthetic attacks and benign real traffic,
reflecting the up-to-date landscape of cyber-attacks.

3

-

4

-

Key information of the four datasets is summarised in Table 3, where
one can see that, although all four datasets are imbalanced, there is a
notably higher level of class imbalance in the HIKARI2021 dataset with
over 92.7 % of data belonging to the normal class, distinguishing it from
the other three datasets.

Following the common practice [14], UNSWNB15 has been
pre-processed by converting the categorical attributes to numerical ones
via one-hot encoding. For CICIDS2017 and CICIDS2018 datasets, attri-
butes with redundant information have been dropped, and data samples
with missing or infinity values have been removed. To prevent over-
fitting, attributes directly related to data generation setup, such as
source IP address, source port, destination IP address and destination
port are removed from CICIDS2017, CICIDS2018 and HIKARI2021
datasets a priori, following [2]. The value ranges of all attributes in the
four datasets are further standardised to eliminate the influence of the

Table 3
Key information of benchmark datasets for intrusion detection.

Dataset # Samples #

Attributes

Total Normal Attack

UNSWNB15 40
numerical
ones + 3
categorical
ones + 1
class label
78
numerical
ones + 1
class label
79
numerical
ones + 1
class label
83
numerical
ones + 1
class label

Training
Testing

175,341
82,332

56,000
37,000

119,341
45,332

CICIDS2017 2830,743 2273,097 557,646

CICIDS2018 16,232,944 13,484,708  2748,236

HIKARI2021 555,278 517,582 37,696
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measurement unit on the model training [45]. As the sizes of
CICIDS2017 and CICIDS2018 datasets are significantly larger than the
UNSWNB15 and HIKARI2021 datasets, to facilitate simulation, 10 %
and 2 % of the data samples are randomly selected from the two data-
sets, respectively, to create the smaller datasets for running numerical
experiments.

B. Parameter setting for S°PAFES. The proposed S°PAFES has three
key externally controlled parameters to be specified by users, which
include 1) ensemble scale, F; 2) level of granularity, G, and; 3) confi-
dence threshold, 8, (used in Condition 5). In this study, the recom-
mended setting for the three parameters, F, G and &, are as follows: F =
10, G =9 and §, = 0.9. Unless specifically declared otherwise, experi-
mental results reported in this section are obtained using the recom-
mended setting by default.

An important feature of S’PAFES is its capability of online semi-
supervised learning from network data streams on a chunk-by-chunk
basis. Although the sizes of different labelled/unlabelled data chunks
can vary significantly in practice and are relevant to the nature of the
data, all the data chunks are assumed to be of the same size, namely,
K, =K,,vn=1,2,3, ..., L+U in this study for simplification with K, =
10000. If the number of remaining labelled/unlabelled data samples are
less than K,, all the remaining samples will be included in the final
labelled/unlabelled data chunk for supervised/semi-supervised
learning.

To better understand the impacts of the externally controlled pa-
rameters, F, G, 5, and K,, a sensitivity analysis is carried out and pre-
sented in Section 4.2.

C. Comparative algorithms and parameter settings. Since this study
is focused on intrusion detection from network data streams with
infinite delayed class labels, only inductive semi-supervised learning
algorithms are involved in the numerical examples for performance
evaluation. The SOTA inductive algorithms for comparison include:

1) Tri-training classifier (TriT) [25,48];

2) Transductive minimax probability machine (TMPM) [49];

3) Online reliable semi-supervised learning classifier (ORSSL) [30];

4) Online semi-supervised learning vector quantization (OSSLVQ) [50];

5) Semi-supervised ensemble classifier using performance-based selec-
tion metric (SSEPBS) [51];

6) Semi-supervised ensemble classifier using confidence-based selec-
tion metric (SSECBS) [51];

7) Self-training hierarchical prototype-based classifier (STHP) [39];

8) Semi-supervised self-organising fuzzy inference system (SOFIS)
[37], and;

9) Dual-model semi-supervised self-organising fuzzy inference system
(DMS>OF) [52].

Note that, among the nine comparative algorithms, TriT and TMPM
require training to be performed offline, the other seven comparative
algorithms are designed for semi-supervised learning from data streams,
same as the proposed ensemble model.

In running the experiments, TriT employs linear SVM as its base
classifier. The box constraint of the linear SVM is set as 1 and scale factor
is determined automatically using a heuristic procedure. For TMPM], the
values of two externally controlled parameters, 1 and p are selected from
the candidate set [1074,1073, ..., 10*] as recommended by [49]. 20 % of
the labelled training data are randomly selected and used as the vali-
dation data to help TMPM identify the best values of 1 and p. The rec-
ommended parameter setting given by [30] are used for ORSSL, namely,
maxMC = 1000, ® = 4, m = 100, k=50 and A = 2x 107°. For
OSSLVQ, the unlabelled training samples are used for updating the
model under the Gaussian mixture model assumption, and the number
of prototypes per class is set as K = 9 [50]. SSEPBS and SSECBS employ
incremental SVM with linear kernel as the base classifier with the box
constraint and scale factor both set to be 1. The chunk size, D is set as
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D = 20000. Other externally controlled parameters are set as K = 10, N
=5, a1 = 0.75, ag = 0.25, ¢ =0.0001 and T = 0.9, following the
recommended setting given by [51]. STHP, S*OFIS and DMS>OF use the
recommended parameter settings given by [37,39,52], respectively.

D. Performance measures. For performance evaluation, three stan-
dard criteria for classification are employed, namely, 1) accuracy (acc);
2) balanced accuracy (bacc) [53], and; 3) Matthew’s correlation coef-
ficient (mcc) [54]. Note that bacc and mcc are commonly used perfor-
mance metrics for imbalanced classification problems., For fair
comparison, all the reported results in this study are obtained as the
average of 10 Monte Carlo experiments by default to allow a certain
degree of randomness.

The proposed S®PAFES was implemented using Python 3.9. The
performance evaluation was conducted on a laptop with i7-12700H
processor, 64 GB RAM and RTX 3050 Ti GPU.

4.2. Sensitivity analysis

In this section, sensitivity analysis is carried out based on the
CICIDS2017 dataset to evaluate the influence of the four externally
controlled parameters, F, G, &, and K, on S3PAFES’s classification per-
formance. In running the experiments, 5 % of the data samples are
randomly selected to create the labelled training set, 55 % of the data
samples are used as the unlabelled training set, and the remaining 40 %
of the data is used as the testing set to evaluate the out-of-sample clas-
sification performance of S°PAFES after semi-supervised learning from
both labelled and unlabelled training data.

Firstly, the influence of the ensemble scale, F on the prediction
performance of SPAFES is investigated. The ensemble scale F controls
the number of base classifiers in the ensemble framework. In this
example, the value of F is varied from 3 to 25 using irregular intervals,
and the values of the other three parameters are set as G = 9, 5, = 0.9
and K, = 10000. The out-of-sample classification performance of
S®PAFES on the testing data with different values of F are reported in
Fig. 5 in terms of acc, bacc and mcc. The average number of soft pro-
totypes identified by the F individual SPAFIS models within the
ensemble framework, denoted as Sf, the number of soft prototypes
identified from hard-to-classify unlabelled training samples by the
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challenging sample learner, denoted as S¢, and the time consumption of
the overall learning process without parallelisation (in seconds), deno-
ted as t. are also reported in Fig. 5. Note that the soft prototypes
learned by the challenging sample learner will not participate in the
decision-making until they have been manually examined by human
experts and assigned with class labels.

One can see from Fig. 5 that a greater F allows S°PAFES to have more
base models that process the data streams and share the computational
load, enabling SPAFES to achieve higher overall computational effi-
ciency. However, if F is too large, individual base models might not be
able to receive sufficient training data from the data distributor for
system structure learning and parameter optimisation, affecting the
prediction performance of SPAFES. In addition, the base models are
also more likely to disagree with each other on the pseudo labels of
unlabelled data samples, especially for these samples that locate near
the classification boundaries. This results in more unlabelled training
samples being categorised as challenging samples, leading to a loss of
information during the semi-supervised learning stage. This will also
cause the challenging sample learner to identify more unlabelled soft
prototypes, significantly increasing the manual labelling cost. On the
other hand, if F is too small, the diversity between individual base
models may decrease significantly, which can negatively influence the
prediction performance of the ensemble model. The computational ef-
ficiency of the base models also decreases. Based on Fig. 5, the best value
range of F is [8,13] to help S®PAFES achieve good classification per-
formance with relatively high computational efficiency.

Next, the influence of the level of granularity, G on the prediction
performance of S>PAFES is analysed. In this example, the value of G is
changed from 3 to 12 with the interval of 1, and the values of the other
three parameters are set as F =10, 5, = 0.9 and K, =10000. The results
obtained by S®PAFES with different values of G are reported in Fig. 6 in
terms of acc, bacc, mcc, SE, S and toy.

It can be seen from Fig. 6 that the level of granularity, G determines
the degree of fineness of soft prototype identification outcomes. A
smaller G allows individual SPAFIS models to focus more on the global
patterns of data and identify a smaller amount of more representative
soft prototypes, whilst a greater G helps the individual SPAFIS models to
focus on the local patterns of data and identify more soft prototypes that
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Fig. 5. Influence of ensemble scale F on the prediction performance of S>PAFES.
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describe local patterns of data. If G is too low, the base classifiers may mance of S’PAFES is studied. The confidence threshold &, has a direct
fail to learn sufficient details from data and cause the prediction per- impact on the outcome of the two-step collaborative pseudo-labelling
formance of S®PAFES to decrease. However, if G is too high, a SPAFIS process. In this example, the value of 6, is varied from 0.55 to 0.99
model may recognise every data sample as a local peak of data density using irregular intervals, and the values of the other three parameters
and identify a very large number of soft prototypes. In such cases, in- aresetasF =10, G = 9and K, =10000. The classification performance
dividual SPAFIS models may reduce to kNN classifiers with k = 1, and of S®PAFES with different confidence thresholds are given by Fig. 7 in
S3PAFES is more likely to be overfitting. Hence, the optimal value range terms of acc, bacc, mec, SE, S¢ and tor. One can see from this table that if
for Gis [8,10], providing a good balance between model complexity and 3, is set to be a smaller value, more pseudo-labelled data samples with
classification performance. low confidence will be selected by Condition 5 for updating the base
Then, the influence of the confidence threshold, &, on the perfor- models, which can inevitably deteriorate the prediction performance of
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S3PAFES due to the accumulation of pseudo-labelling errors. On the
other hand, if §, is set to be very close to 1, i.e., 5, = 0.99, only very few
pseudo-labelled data samples can satisfy Condition 5, which can cause a
significant loss of information during the semi-supervised learning stage
and increase the manual labelling costs potentially. Based on Fig. 7, the
recommended value range of §, is [0.85,0.95].

Finally, the influence of the chunk size, K, on the performance of
S®PAFES is investigated. In this example, the value of K, is varied from
2500 to 25000 with an interval of 2500, and the values of the other three
parameters are set as F = 10, G =9 and 5, = 0.9. The classification
performance of S>PAFES with different chunk sizes are given by Fig. 8. It
can be observed from Fig. 8 that the chunk size K, can influence the
classification performance of SPAFES to a certain degree due to its
online chunk-wise learning mechanism. If K, is set to be too small, i.e.,
K, = 2500, the classification performance of S°PAFES may decrease
because individual base models may not be able to receive sufficient
amounts of data in each learning cycle to precisely capture the under-
lying data patterns. The influence of K, on the performance of S’PAFES
becomes less obvious if its value is sufficiently large, i.e., K, > 10000.

In the numerical examples presented in the rest of this section, the
recommended parameter setting for S3PAFES is used by default, namely,
F =10,G =9, 8 = 0.9 and K, = 10000. However, it is worth noting
that the recommended parameter setting only serves as a feasible option
for users to consider. In practice, the best parameter setting is always
different from problem to problem depending on the nature of data.
Human expertise and prior knowledge of the given problem are typically
needed when adjusting the externally controlled parameters to maxi-
mise the classification performance of S*PAFES.

4.3. Performance demonstration

In this section, numerical experiments based on the aforementioned
benchmark problems for network intrusion detection are carried out to
illustrate the proposed concepts and general principles.

In this example, the classification performance of S°PAFES in semi-
supervised learning configuration is compared with its performance in
supervised learning configuration to highlight the effectiveness of the
proposed semi-supervised learning scheme. In running the experiments,
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for UNSWNB15 dataset, the original training set undergoes further
subdivision by randomly selecting 1 %, 3 % and 5 % of data samples to
build the labelled training set and using the remaining samples to build
the unlabelled training set. In the case of CICIDS2017, CICIDS2018 and
HIKARI2021 datasets, the labelled training set is constructed by
randomly selecting 1 %, 3 % and 5 % of the data. 40 % of data is
randomly chosen to form the testing set and the remaining data samples
are then employed as unlabelled training set. The out-of-sample classi-
fication results obtained by S®PAFES in both supervised learning and
semi-supervised learning configurations on the testing sets of the four
datasets are presented in Table 4 in terms of acc, bacc and mcc. The
average number of soft prototypes identified by the F individual SPAFIS
models of S*PAFES, namely, SE in both configurations are also reported
in Table 4. Additionally, the number of soft prototypes identified from
hard-to-classify unlabelled training samples by the challenging sample
learner, S€ during the semi-supervised learning process is reported in the
same table as well.

Moreover, to validate the effectiveness of the active learning scheme
of S®PAFES, a manual examination is conducted on the unlabelled soft
prototypes learned by the challenging data learner following the semi-
supervised learning process. During manual labelling, a naive
approach is used by identifying these soft prototypes that are formed by
data samples primarily belonging to a single class (99.9 % in this study)
and assigning class labels to them only. These manually labelled soft
prototypes are then leveraged to augment S®PAFES’s knowledge base.
The classification performance of S3PAFES enhanced by manual label-
ling is also reported in Table 4 for clarity, and the updated values of SF
and S¢ are given as well.

One can see from Table 4 that S*PAFES can effectively utilise unla-
belled training data to augment the knowledge base by exploiting the
pseudo-labelling technique. Human experts can be involved to further
enhance the knowledge base by providing additional supervision,
helping SPAFES achieve better performance. In particularly, Table 4
shows that, for CICIDS2017 and CICIDS2018 datasets, the classification
performance (in acc and mcc) of the proposed SPAFES is improved by
continuously learning from unlabelled data chunks after being primed
with labelled training data. The performance improvement is more
significant when the amount of labelled training data is less, e.g., 1 %. In
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Table 4
Performance demonstration of S*PAFES on four benchmark problems.
Mode Meas. UNSWNB15 CICIDS2017
1% 3% 5% 1% 3% 5%

Supervised learning acc 0.8131 0.8401 0.8453 0.9484 0.9571 0.9583
bacc 0.8016 0.8281 0.8327 0.9229 0.9528 0.9574
mcc 0.6274 0.6853 0.6977 0.8392 0.8718 0.8766
SE 361.21 917.88 1423.94 542.26 1167.41 1778.95

Semi-supervised learning acc 0.8019 0.8239 0.8291 0.9536 0.9611 0.9611
bacc 0.7832 0.8072 0.8128 0.9268 0.9492 0.9537
mec 0.6240 0.6644 0.6750 0.8537 0.8805 0.8820
SE 8089.20 8971.13 8914.68 4193.47 4508.66 5275.35
s¢ 12516.30 14223.60 15252.2 2445.40 1646.00 1323.90

Active learning acc 0.8239 0.8355 0.8396 0.9588 0.9644 0.9633
bacc 0.8065 0.8201 0.8247 0.9328 0.9536 0.9556
mcc 0.6674 0.6855 0.6924 0.8697 0.8905 0.8881
SE 12981.39 13563.07 13264.28 5340.99 5263.05 5706.11
s¢ 2625.70 4902.30 6419.50 111.60 101.30 90.30

Mode Meas. CICIDS2018 HIKARI2021

1% 3% 5% 1% 3% 5%

Supervised learning acc 0.9801 0.9824 0.9832 0.9121 0.8983 0.8899
bacc 0.9565 0.9625 0.9649 0.6992 0.7506 0.7838
mec 0.9285 0.9371 0.9399 0.3672 0.3987 0.4217
SE 575.20 1078.51 1630.84 902.07 2312.22 3293.44

Semi-supervised learning acc 0.9812 0.9833 0.9840 0.8921 0.8553 0.8889
bacc 0.9541 0.9607 0.9627 0.7763 0.8230 0.7907
mec 0.9325 0.9399 0.9425 0.4203 0.4282 0.4279
SE 3370.25 3567.04 3942.60 1535.32 2602.16 3562.83
s¢ 2692.90 1247.20 840.90 9907.90 6633.80 7945.20

Active learning acc 0.9847 0.9849 0.9847 0.8933 0.8549 0.8855
bacc 0.9616 0.9630 0.9635 0.7647 0.8091 0.7663
mcc 0.9451 0.9457 0.9452 0.4053 0.4109 0.3952
SE 4618.67 4144.11 4333.33 4817.90 4570.33 5944.50
S¢ 139.20 74.10 52.80 3328.50 2675.90 3166.10

the case of HIKARI2021 dataset, semi-supervised learning from unla-
belled training data enables S®PAFES to better handle the class imbal-
ance, thereby achieving better bacc and mcc. On the other hand, for
UNSWNB15 dataset, the classification performance of S°PAFES de-
creases after semi-supervised learning from unlabelled training data.
This is due to the significantly higher level of class overlaps exhibited by
this dataset compared with the other three datasets, namely, data
samples belonging to different classes share more common character-
istics. The high-level class overlap poses a significant challenge for semi-
supervised learning models that utilise pseudo labels. Furthermore,
Table 4 also shows that by enhancing the ensemble model with manually
labelled soft prototypes learned from hard-to-classify unlabelled data
during the semi-supervised learning process, the performance of
S3PAFES is further improved in all three metrics on UNSWNBI15,
CICIDS2017 and CICIDS2018 datasets. Due to the class imbalance, the
naive approach to manual labelling fails to help S>PAFES achieve better

performance on HIKARI2021 data because most of the manually
labelled soft prototypes belong to the majority class. However, this can
be solved by using a more advanced manual labelling strategy.

From Table 4 it can be concluded that the proposed semi-supervised
learning scheme can effectively help S®PAFES to improve its classifica-
tion performance by learning from unlabelled training data. The active
learning scheme further enhance performance of S>PAFES by incorpo-
rating the manually labelled soft prototypes to augment the knowledge
base of the ensemble model.

Next, the classification performance of S®PAFES in semi-supervised
learning configuration with optimised externally controlled parame-
ters is evaluated on the four benchmark problems. In this example, the
values of the four parameters, namely, F, G, 6, and K, are selected from
the respective candidate sets [8,10,13], [8-10], [0.85,0.9,0.95] and
[10000,12500,15000], resulting a total of 81 different combinations.
20 % of the labelled training data are randomly selected out to build the

Table 5
Performance demonstration of S°PAFES on four benchmark problems with optimised parameters.
Algorithm Meas. UNSWNB15 CICIDS2017
1% 3% 5% 1% 3% 5%
Optimised parameter setting acc 0.8072 0.8201 0.8235 0.9522 0.9631 0.9657
bacc 0.7876 0.8025 0.8060 0.9300 0.9470 0.9501
mcc 0.6399 0.6595 0.6670 0.8513 0.8850 0.8928
Recommended parameter setting acc 0.8019 0.8239 0.8291 0.9536 0.9611 0.9611
bacc 0.7832 0.8072 0.8128 0.9268 0.9492 0.9537
mcc 0.6240 0.6644 0.6750 0.8537 0.8805 0.8820
Algorithm Meas CICIDS2018 HIKARI2021
1% 3% 5% 1% 3% 5%
Optimised parameter setting acc 0.9805 0.9836 0.9846 0.8832 0.8629 0.8640
bacc 0.9540 0.9613 0.9622 0.8043 0.8982 0.8980
mcc 0.9297 0.9410 0.9446 0.4380 0.5034 0.5051
Recommended parameter setting acc 0.9812 0.9833 0.9840 0.8921 0.8553 0.8889
bacc 0.9541 0.9607 0.9627 0.7763 0.8230 0.7907
mcc 0.9325 0.9399 0.9425 0.4203 0.4282 0.4279
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validation set to help S’PAFES identify the best parameter setting in an
exhaustive manner. The out-of-sample classification results (in acc, bacc
and mcc) obtained by S®PAFES on the testing sets of the four datasets
with the optimal parameter setting that yields the highest bacc and mcc
on the validation data after semi-supervised learning from both labelled
and unlabelled training data are reported in Table 5. For comparison,
results obtained using the recommended parameter settings are also
included. The best result per measure per dataset is in bold for visual
clarity.

Table 5 shows that optimising externally controlled parameters
significantly improves performance on the HIKARI2021 dataset. This
improvement is largely due to the high class imbalance of HIKARI2021,
making S®PAFES more sensitive to parameters like the level of granu-
larity (G). However, for UNSWNB15, CICIDS2017, and CICIDS2018
datasets, performance gains from parameter optimisation are minimal,
despite the significantly increased computational complexity due to the
exhaustive search. The performance comparison given by Table 5 sug-
gests that the recommended parameter setting serves as a strong starting
point, enabling S®PAFES to achieve good performance, especially in the
absence of prior knowledge.

4.4. Performance comparison

Next, the semi-supervised learning performance of the proposed
S®PAFES is compared with the aforementioned nine SOTA semi-
supervised learning algorithms on the four benchmark problems under
the same experimental protocol used in the previous example. The set-
tings of externally controlled parameters of the comparative algorithms
for numerical experiments have been given in Section 4.1. The out-of-
sample classification performances of SPAFES and the nine compara-
tive algorithms on the testing sets of UNSWNB15, CICIDS2017,
CICIDS2018 and HIKARI2021 datasets are evaluated based on the three
aforementioned metrics and reported in Tables 6, 7, 8, 9, respectively.
The best results are in bold for visual clarity.

For better comparison, the classification performances of the 10
semi-supervised learning algorithms on the four benchmark problems
with different ratios of labelled training data are ranked from the best
(1st) to the lowest (10th), and the average ranks per performance metric
of the 10 algorithms across the experiments are reported in Table 10,
along with the respective average performances.

It can be clearly seen from Table 10 that S’PAFES outperforms the
nine comparative semi-supervised learning algorithms on the four
imbalanced benchmark datasets for network intrusion detection with
the greatest overall bacc and mcc values, and it also achieves the second
highest acc value (DMS3OF achieves the best classification results in
acc). This comparison shows the superiority of S®PAFES in semi-
supervised learning from network data streams for intrusion detection
in infinite delay environments. It is also crucial to emphasize that the
performance of S>PAFES can be further improved through collaboration
with human experts.

In addition, the average time consumption (in seconds) of the 10
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semi-supervised learning algorithms during the experiments on the four
benchmark datasets are presented in Table 11, offering a comparison of
their computational efficiency. The comparison presented in Table 11
highlights the high-level computational efficiency of S’PAFES, with the
average runtime of 258 seconds across the four datasets, ranked the
fourth place among the 10 algorithms. It is also worth noting that
S®PAFES is an ensemble framework comprising 10 base learners and one
challenging sample learner. The numerical experiments were carried out
on a single machine without parallelisation, suggesting that the reported
runtime does not reflect its true computational efficiency. In practice,
the computational efficiency of S’PAFES can be further improved
through the use of distributed computation.

4.5. Ablation analysis

Finally, ablation analysis is conducted to justify the effectiveness of
the proposed base model pruning scheme, two-step collaborative
pseudo-labelling scheme and the utilisation of sampling techniques in
the proposed S®PAFES. In this example, six alternative versions of
S®PAFES, denoted as S°PAFES;, S°PAFES; S°PAFESs, S®PAFES,
S2PAFESs and S>PAFES are implemented:

1) SPAFES;: S®PAFES without the base model pruning scheme;

2) S®PAFES,: S®PAFES but only uses Condition 4 for collaborative
pseudo labelling;

3) S®PAFESs: S®PAFES but only uses Condition 5 for collaborative
pseudo labelling;

4) S®PAFES,: S®PAFES with relaxed Condition 4 based on majority
voting instead of requiring full consensus;

5) S®PAFESs: S’PAFES with relaxed Condition 5 by removing the sec-
ond criterion;

6) S®PAFESs: S*PAFES without using oversampling and down sampling.

The same four datasets are used for comparing the classification
performance between S®PAFES and the four alternatives. The same
experimental protocol used in Section 4.3 is employed, namely, 1 %,
3%, 5% of the data samples are randomly selected as the labelled
training data to prime the models, 40 % of the data is used as the testing
set to evaluate the out-of-sample classification performances of the
learned models, and the remaining data samples are used as the unla-
belled training set for the models to continue self-updating in a semi-
supervised manner. The classification performances of the seven
S®PAFESs on the testing data of the four datasets are reported in Table 12
in terms of acc, bacc and mcc. The best results are in bold. For visual
clarity, the average performances of S°PAFES and its variants per cri-
terion are depicted in Fig. 9.

One can see from Fig. 9 that SSPAFES outperforms its variants across
the four imbalanced intrusion detection benchmark datasets under
different experimental settings by offering the greatest classification
results based on bacc and mcc. In particular, it can be observed from
Table 12 that S®PAFES achieves the best performance on CICIDS2017

Table 6

Classification performance comparison between S>PAFES and nine SOTA semi-supervised learning algorithms on UNSWNB15 dataset.
Algorithm 1% 3% 5%

acc bacc mcc acc bacc mcc acc bacc mcc

S®PAFES 0.8019 0.7832 0.6240 0.8239 0.8072 0.6644 0.8291 0.8128 0.6750
SSEPBS 0.8008 0.7790 0.6356 0.7859 0.7624 0.6103 0.8025 0.7810 0.6381
SSECBS 0.8081 0.7870 0.6491 0.8080 0.7869 0.6484 0.8076 0.7864 0.6484
OSSLVQ 0.5636 0.5752 0.1967 0.5626 0.5697 0.1737 0.5778 0.5870 0.2135
ORSSL 0.6402 0.6690 0.4019 0.6429 0.6707 0.4060 0.6655 0.6925 0.4460
TMPM 0.4494 0.5000 0.0000 0.4494 0.5000 0.0000 0.4899 0.5000 0.0000
TriT 0.8086 0.7875 0.6500 0.8092 0.7884 0.6502 0.8102 0.7894 0.6524
STHP 0.8249 0.8119 0.6553 0.8351 0.8219 0.6775 0.8392 0.8267 0.6845
S®OFIS 0.8235 0.8095 0.6550 0.8314 0.8182 0.6695 0.8342 0.8217 0.6741
DMS®0F 0.8211 0.8100 0.6431 0.8403 0.8276 0.6873 0.8425 0.8292 0.6936
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Table 7
Classification performance comparison between S>PAFES and nine SOTA semi-supervised learning algorithms on CICIDS2017 dataset.
Algorithm 1% 3% 5%
acc bacc mcc acc bacc mcc acc bacc mcc
S®PAFES 0.9536 0.9268 0.8537 0.9611 0.9492 0.8805 0.9611 0.9537 0.8820
SSEPBS 0.8863 0.7154 0.6071 0.8926 0.7410 0.6327 0.8898 0.7284 0.6212
SSECBS 0.9163 0.8469 0.7261 0.9162 0.8475 0.7258 0.9168 0.8478 0.7277
OSSLVQ 0.7619 0.6629 0.3558 0.8092 0.6809 0.3898 0.8083 0.6697 0.3732
ORSSL 0.6258 0.6985 0.3243 0.7033 0.7036 0.3545 0.6350 0.7011 0.3314
TMPM 0.7223 0.8205 0.5111 0.7879 0.8568 0.5804 0.8249 0.8760 0.6247
TriT 0.9165 0.8470 0.7266 0.9205 0.8598 0.7423 0.9233 0.8655 0.7518
STHP 0.9405 0.9289 0.8225 0.9358 0.9306 0.8138 0.9263 0.9254 0.7918
S®OFIS 0.9315 0.9389 0.8112 0.9360 0.9494 0.8260 0.9437 0.9556 0.8445
DMS>0OF 0.9563 0.9190 0.8593 0.9624 0.9282 0.8792 0.9634 0.9281 0.8822
Table 8
Classification performance comparison between S®PAFES and nine SOTA semi-supervised learning algorithms on CICIDS2018 dataset.
Algorithm 1% 3% 5%
acc bacc mcc acc bacc mcc acc bacc mcc
S®PAFES 0.9812 0.9541 0.9325 0.9833 0.9607 0.9399 0.9840 0.9627 0.9425
SSEPBS 0.9182 0.8106 0.6900 0.9195 0.8112 0.6944 0.9194 0.8073 0.6921
SSECBS 0.9307 0.8479 0.7427 0.9162 0.8475 0.7258 0.9325 0.8503 0.7491
OSSLVQ 0.5327 0.6528 0.2450 0.6268 0.6875 0.2907 0.6848 0.7071 0.3212
ORSSL 0.4788 0.6250 0.2002 0.5462 0.6169 0.1812 0.4707 0.5866 0.1342
TMPM 0.6921 0.8002 0.4519 0.7751 0.8489 0.5400 0.8342 0.8816 0.6151
TriT 0.9353 0.8472 0.7576 0.9388 0.8555 0.7715 0.9395 0.8560 0.7740
STHP 0.9306 0.9178 0.7782 0.8869 0.8844 0.6745 0.8692 0.8699 0.6361
S3OFIS 0.9369 0.9386 0.8063 0.9055 0.9226 0.7364 0.8836 0.9102 0.6946
DMS®0F 0.9692 0.9341 0.8894 0.9691 0.9273 0.8881 0.9700 0.9271 0.8911
Table 9
Classification performance comparison between S®PAFES and nine SOTA semi-supervised learning algorithms on HIKARI2021 dataset.
Algorithm 1% 3% 5%
acc bacc mcc acc bacc mcc acc bacc mcc
S®PAFES 0.8921 0.7763 0.4203 0.8553 0.8230 0.4282 0.8889 0.7907 0.4279
SSEPBS 0.9318 0.5000 0.0000 0.9323 0.5000 0.0000 0.9322 0.5000 0.0000
SSECBS 0.9318 0.5000 —0.0012 0.9322 0.5000 —0.0013 0.9320 0.5046 0.0353
OSSLVQ 0.6983 0.7975 0.3137 0.7017 0.7995 0.3148 0.7010 0.7992 0.3145
ORSSL 0.6980 0.7861 0.3031 0.6873 0.7831 0.2967 0.7001 0.7548 0.2709
TMPM 0.6590 0.7812 0.2901 0.6935 0.8064 0.3214 0.6753 0.8099 0.3208
TriT 0.9315 0.5084 0.0655 0.9322 0.5047 0.0349 0.9321 0.5031 0.0263
STHP 0.8964 0.7097 0.3480 0.8770 0.6942 0.3004 0.8667 0.6855 0.2782
S®OFIS 0.9251 0.6078 0.2788 0.9261 0.5891 0.2493 0.9245 0.5819 0.2306
DMS>0OF 0.9265 0.6071 0.2816 0.9295 0.5990 0.2801 0.9306 0.5990 0.2869
Table 10 training data is 1 % and SPAFES; offers the best performance on this
able

Average classification performance comparison between S®PAFES and nine
SOTA semi-supervised learning algorithms across the experiments.

Algorithm acc bacc mcc
Rank Value Rank Value Rank Value

S®PAFES 3.5833 0.9096 2.6667 0.8750 2.0833 0.7226
SSEPBS 5.1250 0.8843 8.0833 0.7030 7.4167 0.4851
SSECBS 4.6667 0.8957 6.9167 0.7461 6.4167 0.5313
0OSSLVQ 8.5833 0.6691 7.5000 0.6824 7.5000 0.2919
ORSSL 9.3333 0.6245 7.5833 0.6907 8.2500 0.3042
TMPM 9.0833 0.6711 6.0000 0.7485 7.1667 0.3546
TriT 3.8750 0.8998 6.0000 0.7510 5.3333 0.5503
STHP 4.5833 0.8857 3.5000 0.8339 3.7500 0.6217
S®OFIS 4.0000 0.9002 3.3333 0.8203 4.3333 0.6230
DMS>0OF 2.1667 0.9234 3.4167 0.8196 2.7500 0.6802

and CICDS2018 datasets in the majority of cases, and it offers better
performance on HIKARI2021 dataset based on bacc and macc when the
ratio of labelling training data is no more than 3 %. However, SSPAFES,
outperforms the rest on UNSWNB15 dataset when the ratio of labelled
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dataset under the other two settings. This is because these unlabelled
training samples satisfying Condition 5 but not Condition 4 are more
likely assigned with wrong pseudo labels by NNE classifiers due to the
higher level of class overlaps exhibited by this dataset. One may also
notice that S’PAFES, attains the best bacc on four of 12 cases, and both
S3PAFES, and S3PAFESs outperform S>PAFES occasionally in terms of
bacc. This suggests that, depending on the data characteristics, Condi-
tions 4 and 5 may be too conservative in some cases. As a result, only
these unlabelled samples highly similar to known patterns are assigned
pseudo labels. The more informative data samples that either represent
data patterns unseen before or are located near the classification
boundaries are more likely to be classified as challenging samples,
excluded from base learner updating. This numerical example serves as
the proof of efficacy of the proposed base model pruning scheme, two-
step collaborative pseudo-labelling scheme and the utilisation of sam-
pling techniques in the proposed S>PAFES.
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Table 11
Average time consumption of the 10 semi-supervised learning algorithms on the four benchmark datasets.
Algorithm UNSWNB15 CICIDS2017 CICIDS2018 HIKARI2021 Overall
S®PAFES 497.4411 121.1062 112.2181 301.2787 258.0110
SSEPBS 209.2709 193.1676 167.0254 256.0396 206.3759
SSECBS 16.1762 16.1917 7.5044 143.9301 45.9506
OSSLVQ 72.7772 48.6389 19.5280 87.3233 57.0669
ORSSL 2010.7122 566.8227 758.6677 1397.5495 1183.4380
TMPM 8723.4738 7593.8200 13605.0866 40216.0251 17534.6014
TriT 29.0566 522.0490 135.8928 2885.1229 893.0303
STHP 33150.7556 4294.1123 730.3300 8168.2564 11585.8636
S3OFIS 569.3767 256.8998 248.7905 1123.6853 549.6881
DMS>0OF 455.8415 156.1632 153.9138 773.8513 384.9425
Table 12
Numerical results of ablation analysis.
Dataset Algorithm 1% 3% 5%
acc bacc mcc acc bacc mcc acc bacc mcc
UNSWNB15 S3PAFES 0.8019 0.7832 0.6240 0.8239 0.8072 0.6644 0.8291 0.8128 0.6750
SSPAFEsl 0.8069 0.7882 0.6353 0.8240 0.8073 0.6651 0.8277 0.8112 0.6726
S>PAFES, 0.8090 0.7910 0.6367 0.8270 0.8109 0.6693 0.8333 0.8177 0.6812
S3PAFES; 0.7980 0.7833 0.6030 0.8313 0.8176 0.6710 0.8371 0.8230 0.6852
SSPAFES4 0.7874 0.7702 0.5855 0.8234 0.8078 0.6597 0.8332 0.8178 0.6807
S>PAFESs 0.8011 0.7821 0.6231 0.8241 0.8082 0.6628 0.8254 0.8088 0.6680
S3PAFESs 0.7941 0.7725 0.6195 0.8124 0.7929 0.6513 0.8168 0.7978 0.6586
CICIDS2017 S®PAFES 0.9536 0.9268 0.8537 0.9611 0.9492 0.8805 0.9611 0.9537 0.8820
S®PAFES,; 0.9512 0.9318 0.8495 0.9586 0.9517 0.8752 0.9609 0.9533 0.8814
S3PAFES, 0.9532 0.9322 0.8551 0.9599 0.9474 0.8769 0.9609 0.9527 0.8813
S®PAFES; 0.9401 0.9061 0.8114 0.9538 0.9441 0.8603 0.9577 0.9539 0.8735
S®PAFES,, 0.9407 0.9094 0.8142 0.9556 0.9474 0.8659 0.9583 0.9544 0.8751
S>PAFESs 0.9506 0.9202 0.8438 0.9567 0.9491 0.8692 0.9576 0.9507 0.8723
S3PAFES, 0.9522 0.9159 0.8470 0.9597 0.9289 0.8712 0.9606 0.9310 0.8741
CICIDS2018 S®PAFES 0.9812 0.9541 0.9325 0.9833 0.9607 0.9399 0.9840 0.9627 0.9425
S®PAFES,; 0.9796 0.9494 0.9266 0.9831 0.9605 0.9393 0.9835 0.9611 0.9408
S3PAFES, 0.9793 0.9505 0.9258 0.9833 0.9597 0.9399 0.9837 0.9610 0.9414
SsPAFES3 0.9795 0.9502 0.9262 0.9805 0.9599 0.9304 0.9833 0.9627 0.9401
S®PAFES,, 0.9804 0.9526 0.9294 0.9828 0.9617 0.9372 0.9835 0.9636 0.9408
S3PAFESs 0.9805 0.9540 0.9299 0.9830 0.9611 0.9393 0.9839 0.9619 0.9421
S3PAFES, 0.9717 0.9282 0.8971 0.9771 0.9401 0.9171 0.9771 0.9392 0.9171
HIKARI2021 S®PAFES 0.8921 0.7763 0.4203 0.8553 0.8230 0.4282 0.8889 0.7907 0.4279
S®PAFES,; 0.8835 0.7608 0.3996 0.8925 0.7726 0.4134 0.8893 0.7898 0.4273
S3PAFES, 0.9160 0.6857 0.3629 0.8906 0.7660 0.4080 0.8808 0.8268 0.4538
SSPAFES3 0.8971 0.7514 0.3989 0.8896 0.7919 0.4298 0.8870 0.7972 0.4317
S>PAFES, 0.8885 0.7554 0.3944 0.8745 0.8445 0.4639 0.8830 0.8113 0.4410
S3PAFESs 0.9181 0.6725 0.3531 0.9074 0.7227 0.3839 0.8993 0.7536 0.4044
SSPAFE85 0.9317 0.5728 0.2498 0.9317 0.6001 0.2949 0.9321 0.5976 0.2931

5. Conclusion

In this paper, a novel soft prototype-based autonomous fuzzy
ensemble approach, named SSPAFES is proposed for online learning
from network data streams. It is designed for intrusion detection, of-
fering high transparency and minimal reliance on human expert
involvement. The proposed S®PAFES exploits two-step collaborative
pseudo-labelling scheme to perform semi-supervised learning from
unlabelled data chunks for self-improving its knowledge base. It is
capable of effectively handling class imbalance in the data streams and
reducing model bias through the combined use of different sampling
techniques. To enhance its prediction performance, S3PAFES constantly
monitors the performances of its base models and substitutes the weaker
ones promptly. While S®PAFES is designed for fully autonomous
learning from data streams, human experts can still play a valuable role
through its unique online active learning scheme. Human experts can
contribute to the improvement of the knowledge base by manually
labelling a small set of unlabelled soft prototypes extracted from hard-
to-classify data samples identified during semi-supervised learning.
Numerical examples on four popular network intrusion detection data-
sets demonstrated the superior performance of the proposed S>PAFES in
infinite delay environments, surpassing a number of SOTA online and

offline inductive semi-supervised learning algorithms.

There are several considerations for future work. Firstly, the uti-
lisation of soft prototypes enables SPAFES to better summarise the
underlying structure and local patterns of data. However, soft pro-
totypes are more vulnerable to pseudo-labelling errors compared to
conventional crisp prototypes. This is because every soft prototype is a
weighted combination of all the labelled and pseudo-labelled data of the
same class, causing pseudo-labelling errors to propagate within the
knowledge base more easily. When the data exhibits high-level class
overlap (e.g., UNSWNB15), the performance of S®PAFES may decrease
significantly due to the more frequently happening pseudo-labelled er-
rors. Hence, it would be very helpful to design a mechanism to confine
error propagation in SPAFES. Secondly, the two-step collaborative
pseudo-labelling scheme used by S®PAFES only selects these pseudo-
labelled samples with the highest consensus for self-updating its
knowledge base. This scheme can significantly reduce the pseudo-
labelling errors, facilitating the semi-supervised learning of S>PAFES
from data streams. However, as shown in the ablation analysis, there is a
potential drawback that this scheme may be overly conservative as these
selected pseudo-labelled samples are more likely to align closely with
known patterns, whilst the novel patterns represented by unselected
pseudo-labelled samples are likely to be missed out, causing a loss of
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Fig. 9. Average performances of S*’PAFES and its variants per criterion.

valuable information. Therefore, it would be worth further exploring
more advanced pseudo-labelling strategies that can achieve a balance
between the accuracy of pseudo labels and the diversity of selected
pseudo-labelled data. Last, but not the least, the proposed SPAFES
currently has a fixed number of base models in the ensemble framework,
and all the levels of granularity of the base models are set to be the same.
It would be very useful to design a new scheme to let each individual
base model to self-determine the level of granularity based on the sta-
tistical characteristics of the input data. In addition, it would also be
useful to let S’PAFES self-adjust the number of base models dynamically
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according to the nature of data to achieve greater intrusion performance
with less consumption of computational resources.
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