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Image denoising is a significant challenge in computer vision. While many models perform well in low-noise environments, their
denoising capabilities are relatively weak under high-noise conditions. In addition, these models often overlook the robustness
issues under adversarial attacks, leading to a marked decrease in denoising stability when facing malicious attacks. To address the
challenges of achieving consistently high-quality denoising in both high-noise and low-noise environments, adapting to various
complex scenarios with high robustness, and enhancing the model’s resilience against attacks, we propose the NOP-GAN,
a powerful image denoising model. This model modifies the GAN architecture by integrating a U-Net with a pyramid coordinate
attention mechanism and a noise optimization algorithm into a generator of the GAN. Experimental results demonstrate that the
NOP-GAN possesses superior performance in denoising tasks and robustness against adversarial attacks.
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1. Introduction

Image denoising is a challenging core problem in computer
vision that has garnered widespread attention in recent
years. Over the past two decades, traditional image pro-
cessing methods have primarily relied on rule-based
mathematical operations to smooth images and mitigate
the effects of noise, such as median filtering [1, 2] and mean
filtering [3, 4]. These methods have played a significant role
in the field of image denoising. Rooted in well-defined
mathematical principles, these techniques aim to enhance
image quality by systematically reducing noise interference.
However, they are often limited to specific types of noise,
require manual parameter tuning, and lack generalization
ability, making them inadequate for handling real noise
characterized by complex distributions, often resulting in
suboptimal  denoising quality. In contrast, deep

learning-based denoising methods, which learn the prior
knowledge of images from large-scale data, can improve the
quality of denoised images to a certain extent [5, 6]. Various
deep learning methods have been developed for image
denoising [7-9]. For instance, Zhang et al. proposed three
classic neural network denoising models: denoising con-
volutional neural networks (DnCNNs) [10], fast and flexible
DnCNNs (FFDNets) [11], and convolutional blind
denoising networks (CBDNet) [12].

These models represent a new CNN architecture that
significantly enhances image denoising performance
through the clever combination of residual learning and
batch normalization (BN) layers.

Chen et al. [13] were the first to leverage generative
adversarial networks (GANs) for real noise modeling and
build a paired training dataset. Kim et al. [14] improved the
previous method by including more parameters such as
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clean image, International Organization for Standardization
(ISO), and shutter speed as additional inputs to the gen-
erator. Yue et al. [15] designed a dual GAN to learn the joint
distribution of noisy and clean pairs. In 2021, Zhang and
Sakurai [16] used the conditioned explicit relativistic GANs
to generate synthetic noisy images, which were mixed with
real-world noisy images and used to train CNNs for
denoising. Most recently, the blind image denoising method
is based on the asymmetric GAN (ID-AGAN) [17], proposed
by Wang et al, to optimize the high-dimensional image
information denoising. Zhou et al. [18] improved the
conditional GAN (cGAN) model and applied it to in-house
optical coherence tomography (OCT) scanner for speckle
noise suppression. Xie et al. [19] proposed a multitask GAN
(MGAN) for retinal OCT image denoising.

However, although certain models can demonstrate
good denoising performance in low-noise environments,
their denoising capabilities remain relatively weak in high-
noise environments, exhibiting a noticeable decline in
performance. In addition, these models often overlook the
robustness of image denoising models against adversarial
attacks, leading to a sudden drop in denoising stability when
facing malicious attacks.

To enhance the robustness of the denoising network, Yan
et al. [20] proposed a hybrid adversarial training (HAT)
strategy for deep image denoisers (DIDs) to enhance their
adversarial robustness and generalization ability. Zhang
et al. [21] proposed a robust deformed DnCNN (RDDCNN)
for image denoising. The RDDCNN can extract more
representative noise features by using a deformable learnable
kernel and a stacked convolutional structure and reconstruct
a clean image by using a residual block and an enhanced
block. Furthermore, enhancing the robustness of image
denoising models against attacks is crucial for ensuring their
reliability and security in practical applications. Deep
learning-based image denoising models are often highly
sensitive to minor perturbations in input data [22], making
them vulnerable to malicious attacks, such as adversarial
attacks, which can lead to significant performance degra-
dation or even complete failure, thereby impacting the
model’s reliability and security. Therefore, when designing
neural networks for image denoising, it is also essential to
investigate and develop effective antidisturbance algorithms
to ensure the model’s robustness in real-world applications.
In summary, the aforementioned methods aim to recover
clear and authentic images from noise-affected ones, pre-
serving as much original detail and texture information as
possible. In addition, these methods strive to handle various
types and levels of noise effectively and enhance robustness
across different environments to address a wide range of
complex application scenarios.

To address the numerous challenges of achieving con-
sistently high denoising quality in both high- and low-noise
environments, adapting to various complex application
scenarios with high robustness, and enhancing the model’s
resistance to adversarial attacks, we proposed a new image
denoising model robust to adversarial attacks. The model is
developed with a U-Net-based [23] generator in the GAN
framework as baseline, the noise optimization algorithm

International Journal of Intelligent Systems

(NOA) is adopted to the generator of the GAN during
training, and a pyramid coordinate attention (PCA) module
is further added to learn the global and local difference
between the denoised and normal-dose images in image and
gradient domains, thereby improving the model’s overall
robustness against attacks. With the proposed methods, the
new model achieves superior performances on various tasks,
especially when facing adversarial attacks, demonstrating its
robustness.

The main contributions of the present paper include the
following:

e We proposed a GAN-based denoising model with
NOA during training, which directly inject the noises
on the neuron and optimize their standard deviations
in the (BP) process without involving additional
network structures or computing resources. This
method further improves the denoising capability of
the network and enhances its robustness.

® We proposed the PCA network structure with a spatial
pyramid feature fusion method, which enhances the
capability of feature expression and improves the
extraction of hidden information and enhances the
accuracy of image restoration.

¢ Extensive experimental results on denoising datasets
demonstrate that our new model, NOP-GAN, exhibits
state-of-the-art accuracy and robustness across various
denoising tasks.

2. Related Work

2.1. GAN-Based Denoising. The GAN [24], as a significant
machine learning model, along with its variants, has been
successfully applied in many fields, such as image synthesis
[25, 26], image translation [27, 28], and image classification
[29, 30]. A GAN consists of two parts: a generator and
a discriminator. The generator learns the real data distri-
bution and generates synthetic samples similar to real ones
from random noise, while the discriminator attempts to
classify input samples, trying to distinguish between real and
generated samples. During training, the generator contin-
uously optimizes to deceive the discriminator, and the
discriminator simultaneously learns to more accurately
differentiate between the samples. Through this alternating
training process, a game is formed, ultimately leading the
generator to produce results that are very close to real
samples.

In recent years, several studies have applied GANs to
image denoising, such as the CGAN-based method [31] and
SWDGAN [32]. Furthermore, Huang et al. proposed a GAN
based on a dual-domain U-Net (DU-GAN) [33]. This
method employs two U-Net discriminator models to dif-
ferentiate between global structures and local details,
allowing it to learn the differences between denoised and
standard images at both global and local levels. As a result,
DU-GAN achieves excellent denoising performance.
However, while GAN-based methods can restore noisy
images and enhance visual quality, they often neglect the
preservation of the image structure [31].
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Unlike existing GAN-based denoising models, our ap-
proach modifies the GAN architecture by integrating a U-
Net with a PCA mechanism and a NOA into the generator of
the GAN. This enables our model to excel at extracting and
fusing multiscale information, thereby enhancing denoising
and data recovery capabilities, ultimately contributing to
improved network robustness.

2.2. Noise Optimization. The noise optimization is developed
based on the pathwise stochastic gradient estimation technique,
which is also known as infinitesimal perturbation analysis
(IPA) in the simulation literature [34]. The IPA and the
likelihood ratio (LR) method are two classic unbiased sto-
chastic gradient estimation techniques [35, 36]. Recent ad-
vances can be found in [37, 38]. Stochastic gradient estimation
has been a central topic in the simulation optimization, and
recently, a comprehensive review paper is written by Deep-
Mind [39]. In Xiao et al.’s study [40], the noise optimization is
developed by computing the pathwise stochastic gradient es-
timate with respect to the standard deviation of the Gaussian
noise added to each neuron of the ANN. The gradient estimate
with respect to noise levels is a byproduct of the BP algorithm,
and thus negligible additional cost is involved. The noise
optimization has shown to improve the accuracy, robustness,
and efficiency on various tasks, including classification [41] and
fault detection [43]. In this work, we adopted the new algo-
rithm to train the generator of the GAN-based denoising
model to improve its robustness.

2.3. Coordinate Attention (CA). Attention mechanisms
[44, 45] and their derivatives have been proven beneficial in
various computer vision tasks, such as image classification
[46, 47] and image segmentation [48-50]. However, the
computational cost of attention mechanisms significantly
increases, especially for large-scale tasks, where the memory
and computational demands of attention mechanisms are
very high. Hou et al. [51] embedded positional information
into channel attention (e.g., squeeze-and-excitation atten-
tion [47]), naming it CA. This approach avoids the high
overhead associated with attention mechanisms while
capturing cross-channel information, directional awareness,
and position-sensitive information, allowing the model to
more accurately locate and identify objects of interest.
Unlike channel attention, which converts a feature tensor
into a single-feature vector through 2D global pooling, CA
divides the channel attention into two 1D feature encoding
processes, aggregating features along two spatial directions
separately. In this way, long-range dependencies can be
captured along with one spatial direction, while precise
positional information can be preserved along with the other
spatial direction. The resulting feature maps are then
encoded into a pair of direction-aware and position-
sensitive attention maps, which can be complementarily
applied to the input feature maps to enhance the repre-
sentation of objects of interest. Moreover, CA performs
better in downstream tasks such as object detection and
semantic segmentation. Given the flexibility and powerful
applicability of CA, we incorporated the CA mechanism into

the generator of the GAN, alongside a feature pyramid
structure, thereby innovatively applying CA to
denoising tasks.

3. Methods

This paper proposes the NOP-GAN architecture, as shown in
Figure 1. In the basic GAN architecture, we primarily modified
the generator (upper part of Figure 1) to be a U-Net, in-
corporating a NOA and a PCA structure to enhance the
generator’s robustness. After training, the generator is used as
a denoising network. To further improve the model’s ro-
bustness, we added real noise from the SIDD dataset and
randomly generated Gaussian noise from PyTorch to the
original input image, creating a noisy image. The generator
takes this noisy image as input and outputs a denoised image of
the same size. The discriminator network outputs a real or fake
value to determine the authenticity of the input feature map.

3.1. Network Architecture. The NOP-GAN is an innovative
image denoising model that incorporates a U-Net structure
within the GAN framework. Since the effectiveness of image
denoising largely depends on the generator’s capability, the
generator is the core component of the entire model. Unlike
traditional GANS, our model redesigns the generator (upper
part of Figure 1) within the GAN structure by using U-Net as
the overall architecture for the generator. This allows for
encoding and decoding of images while preserving high-
resolution details. In addition, the NOP-GAN integrates
a NOA and PCA into the U-Net, enhancing the model’s ability
for feature extraction and denoising, and improving denoising
robustness.

In the U-Net-based generator, the first half consists of
the Mp layers (yellow in Figure 1), which refer to the max-
pooling operations after convolution. These operations
downsample the input feature maps, reducing the number of
parameters, enhancing the model’s generalization ability,
and retaining important feature information. The Ellan
layers (orange in Figure 1) are obtained by combining
convolutional layers with different gradients. The noise
optimization layers (green in Figure 1) apply NOA to the
extracted image features to improve the stability of image
restoration and ensure the robustness of the network. Low-
level features contain a large amount of disordered, fine-
grained image details, while high-level features contain
a large amount of abstract, coarse-grained information. To
fully utilize image features of different granularity and de-
code the features into images of the same size as the original,
different modules undergo five downsampling steps (such as
the “Mp” and “Ellan” modules) and five upsampling steps
(such as convolution + ReLU operations). The U-Net cap-
tures global image features through downsampling (en-
coder) and restores image details through upsampling
(decoder). In addition, the U-Net uses skip connections to
transfer features from the encoder to the corresponding
layers of the decoder, ensuring that detail information is not
lost during downsampling. After upsampling, low-
resolution and high-resolution feature maps are fused,
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Ficure 1: Total network structure of the NOP-GAN.

and the PCA module (blue in Figure 1) is used to enhance
the fusion and representation of image features. This fa-
cilitates the recovery of image information and improves the
denoising capability.

In the GAN of the NOP-GAN, the discriminator is used
to determine the authenticity of the input feature maps. The
discriminator network is based on CNNs. During training,
the input consists of feature maps from different stages of the
generator, which enhances the discriminator’s loss expres-
sion and increases its influence on the generator, making it
easier for the generator to perform image denoising.

3.2.NOA. An effective denoising neural network model needs
to have robustness and some antidisturbance ability [52].
Models with antidisturbance ability can maintain accuracy and
stability in diverse or corrupted datasets. Therefore, we adopted
the optimization as shown in [40]. The optimization adds
Gaussian noise on each neuron and optimizes both the noise
distribution and model parameters during the training through
a pathwise stochastic gradient estimate technique.

Let 7 represent the number of layers in the neural
network, m, represent the number of neurons in the ¢ layer,
wheret € 1,2,...,7. We denoted the output of the ¢ layer as
x® = [xOx®, ., x,(,ft)] € R™, where x is the input of the
network. Assuming that there are N inputs in the network,
denoted as x@ (N), where N =1,2,...,n. For the n-th
input, the i-th output of the t-th layer is given in the fol-
lowing equations:

2 () = o(v?), (1)
my

v = 00x () + 2" (m), )
j=0

where x;-t) (n) represents the j-th input of the #n-th data in the
t-th layer, 91‘(,? represents the weight of the i-th input in the ¢-

th layer, vi(t) represents the output of the i-th neuron in the ¢-

th layer, ¢ is the activation function, and z" () represents
the independent random noise added to the i-th neuron in
the t-th layer for the n-th data. The bias term b is an ad-
ditional learnable parameter in a neural network, which
introduces a shift or constant value in the model. The bias
term adjusts the activation threshold of the neurons by
adding a fixed value, allowing the neural network to better
adapt to the training data and improve its ability to fit the
data. Figure 2 shows a visualization of the NOA.

Let L represent the loss function, and let
L(x9 (n),Y (n)) represent the loss value of the n-th data
x(© (n) labeled as Y (n). In our work, we attempted to op-
timize the size of the standard deviation ¢ of the central
normal random noise added to each neuron, such that
2" (n) = 6P (n), where &” (n) is a standard normal
random variable. We defined the residual of the n-th data
passed backward through the i-th neuron in the ¢-th layer of
the neural network, as shown in the following equation:

ei(T) (n)go'(vi(Tfl) (n)), t=r1,

5" (n) = m, 3)
¢Kﬁ“Nm<26$®“Mm>,t<u
j=0

where ei(r) (n) is defined as shown in the following equation:

_OL(x,Y (n))
B ox;

1

ei(T) (n) (4)

x=x(1) (n).
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FIGURE 2: Visualization of the noise optimization algorithm.

BP essentially provides a stochastic gradient estimate of
the path [53]. Derivatives of the loss function L with respect
to all parameters 61-(3) (t=1,2,...7—1) can be seen in the
following equation:

aL(x' (n), Y (m))
a0

= 6}“1) (n)xj(-t) (n), (5)

where j €{0,1,...,m,},i € {0,1,...m,}.

The complete calculation procedure is shown in Algo-
rithm 1, where the input is a set of training data P and the
loss function L. The algorithm initializes the weights W and
noise level N to random values and iteratively updates them
to minimize the loss function. In each iteration, the algo-
rithm computes the output using equations (1) and (2),
calculates the loss, estimates the gradient of the loss with
respect to the weights and noise level using equations (3) and
(5), and then updates the weights and noise level. When the
model converges, meaning that the parameters no longer
change significantly, the algorithm terminates and returns
the optimal weights W and noise level N.

This multiscale attention mechanism not only captures
fine-grained image details but also integrates broader con-
textual information, thereby significantly improving the
accuracy and robustness of denoising tasks.

In the PCA module, input features are extracted through
three convolutional layers with different kernel sizes (k;, k,
and k;) to capture multiscale information, which are then
fused into a unified representation through feature con-
catenation and convolution. Meanwhile, the CA mechanism
separates horizontal (X,D) and vertical (Y, D) feature dis-
tributions to generate channel and spatial attention weights,
which are subsequently used to reweight the input features.
This design effectively captures both fine-grained multiscale
information and contextual semantics, significantly en-
hancing the model’s ability to represent features in complex
scenes.

The structure of the PCA is shown in Figure 3, given an
input feature map F € R*H*W (F is with dimensions of
C* H = W). For a pixel point (i, j) in channel C, its value is
x¢ (i, j). Global pooling is divided into two steps (a pair of
1D pooling), where two pooling kernels (H, 1) and (1, W)
are applied along two different directions X and Y of the

feature map. The output of the C-th channel at X position
can be formulated in the following equation:

1
2= ¥ xc(hi). (6)

0<i<W

Similarly, the output of the c-th channel at Y position can
be written as the following equation:

2= Y xljw) )

0<j<H

Two embedded information feature maps X, D and Y, D
are obtained, and the obtained two embedded feature maps
are concatenated along the spatial dimension and activated
after a shared 1x 1 convolutional transformation function
F,, which is shown in the following equation:

£ = 8(Fy([22"])) € R, (®)

where [-,-] represents the concatenation of feature maps
along the spatial dimension and § represents a nonlinear
activation function. f is a feature map that captures spatial
information in both the horizontal and vertical directions
and r is the reduction ratio used to control the block size.
The split operation is then performed along the spatial
dimension to obtain two separate feature maps f € R¢/™H
and f* € R¥™W_ Another two 1x1 convolutional trans-
formations F, and F, are utilized to separately transform f"
and f“ to tensors with the same channel number to the
input; it can be summarized in the following equation:

g" = o(E\(f")).
g° =0(F,(f*))

where o is the sigmoid function. The outputs g" and g* are
then expanded and used as attention weights, respectively.
Finally, the value of pixels on the output feature map can be
written as the following equation:

(9)

v (i, ) = x. (i, /) x gl (i) x g (), (10)

where x, (i, j) represents the value of a pixel point on the
input feature map. g" (i) denotes the weight of the pixel
point (i, j) in the Y direction, while g¥ (j) represents the
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Output: Optimal weights W and noise level N
Repeat:

. Calculate the loss L(x™ (n), Y (n))

o0 T

. Update the weights and noise level

Input: Training data P = {x(o) (n),Y(n)}:il , loss function L
Initialize the weights W and noise level N to random values
. Calculate the output x* (1) using equations (11) and (12)
. Estimate the gradient of the loss with respect to the weights and noise level using equations (13) and (2)

Until Return the optimal weights W and noise level N

ALGORITHM 1: NOA.

Feature pyramid (FP)

C*H*W
Input
Output
Conv

|

—> Concat +«——

|

Conv k1 Conv k3 Conv k5

Re-weight

Coordinate attention (CA)

C*H*1 lC*l*W

XID YID

l l

Concat + Conv2d g* 1*(W+H)
BatchNorm £— Non-linear g *1* (W + H)
Split
c*H*1 Conv2d Conv2d C*1*W
l |
c*H*1 Sigmoid Sigmoid C*1*W
|
C~H*W

Ficure 3: The structure of PCA.

weight in the X direction. Finally, these weights are mul-
tiplied to obtain the output y.. All the individual output
pixel points combine together to form the complete reweight
feature map “Reweight”.

After obtaining an attention weight map of the same size
as the input feature map, CA applies this attention weight
map to the input feature map. By doing so, the model can
adjust the importance of different spatial positions in the
feature map based on the assigned attention weights. This
process yields the output of CA. The output feature map is
fused using a pyramid feature fusion layer which uses
convolutional kernels of different scales “1, 3, and 5” to
increase feature diversity. Finally, the features obtained from
the different convolutional kernels are concatenated, im-
proving the expressiveness of the features and enhancing the
network’s ability to extract features.

By combining pyramid feature fusion and CA in our
NOP-GAN, we can fully utilize the contextual information
from multiscale features and spatial attention on key

positions, thereby improving the denoising performance.
The NOP-GAN structure can achieve a remarkable per-
formance in image denoising tasks, effectively removing
noise of various levels while preserving image clarity and
details and also enhancing the model’s robustness.

3.3. Loss Function. The loss function is an important part
of the GAN training, which defines the optimization
objectives and evaluation criteria for the generator and
discriminator. The loss function for the GAN is to
measure the difference between the denoised images
generated by the generator and the real images, as well as
the classification accuracy of the discriminator for the
generated images and the real images. The goal of the loss
function is to make the generator generate denoised
images that are closer to the real images, while reducing
the discriminator’s ability to distinguish between the
generated images and the real images.
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3.3.1. Total Loss. The loss function is made up of two parts:
the pixelwise loss Ly and the adversarial loss L,4,. Mean
square error (MSE) loss is used to measure the pixel-level
difference between the generated image and the real image,
and adversarial loss is used to measure the difference in the
distribution between the generated image and the real image.
The MSE loss and the adversarial loss are added together to
form a total loss function that is used to optimize the pa-
rameters of the generator. The total loss is shown in the
following equation:

Ltotal = ‘XLMSE + ﬁLadv’ (11)

where « and f3 are the two hyperparameters that are used to
control the weights of the Lyg: and the L 4,. The ratio of
Lysg to countermeasure loss affects the quality and effec-
tiveness of the generated image. If the Ly is too large, the
resulting image may be too smooth and blurry, losing detail
and texture. If the proportion of L., is too large, the
resulting image may be too sharp and noisy, with artifacts
and distortions.

3.3.2. Pixelwise Loss. Pixelwise loss is a method for calcu-
lating the interpixel loss of the predicted image and the
target image, which can be achieved with Lys;. The objective

min max Loy, = Ee.p,, 0l

Thet term Ee b (% [logD (x)] represents the discrimi-
nator’s prediction on real data. x is the data sampled from
the real data distribution; pg4,, - D (x) is the prediction of the
discriminator on these real data. G and D below min and
max represent generator and discriminator, respectively,
and min and max represent the optimization goals of
generators and discriminators, respectively. The goal of this
term is to maximize the output of the discriminator on real
data, that is, let the discriminator identify real data as real as
possible.

The term E. p [log (1 -D(G(2))) represents the
prediction of the discriminator on the generated data. z is
the noise sampled from some noise distribution, p, - G (z) is
the fake data (the denoised picture) generated by the gen-
erator using this noise, and D (G (z)) is the prediction of the
discriminator for these fake data. This term is designed to
maximize the probability that the discriminator classifies
fake data as false. In other words, it encourages the dis-
criminator to identify fake data as accurately as possible.

In this iterative process, the parameters of both the gen-
erator and discriminator are updated through the optimization
of their respective loss functions. This mutual optimization
establishes a dynamic equilibrium, where the generator pro-
gressively improves its ability to produce realistic images, while
the discriminator faces increasing challenges in differentiating
between generated and real images.

of this loss function is to optimize the generator’s perfor-
mance, making it able to generate images that are more
similar to the target image. By minimizing Ly, we can
adjust the generator’s stability and improve its image quality.
The Ly is shown in the following equation:

1 m
Ly = " Z (i = f () (12)
P

where y; denotes the pixel values in the original image, f (x;)
denotes the corresponding pixel value in the denoised image,
and m is the total number of pixels in the image.

3.3.3. Adversarial Loss. Ly, is used to train the discrimi-
nator, making it able to effectively distinguish real images
and generated images. The objective of this loss function is to
maximize the probability of real images and minimize the
probability of generated images. By optimizing L,,,, we can
improve the discriminator’s classification accuracy and
make it better at recognizing generated images. The
adversarial loss is a key element of GANs, and its main role is
to evaluate whether the images produced by the generator
are sufficient to confuse the discriminator. It is shown in the
following equation:

logD (x)] + E,_, (5 [log (1 - D(G(2)))]. (13)

4. Experiments

In our study, we conducted extensive evaluations of the
proposed model on three image datasets. We compared our
proposed model with seven advanced models, including
BM3D [54], DnCNN [10], TNRD [55], FFDNet [11],
RDDCNN [21], SCUNet [56], and MambalR [57]. Notably,
we also applied fast gradient sign method (FGSM) and
projected gradient descent (PGD) attacks to the original
images to demonstrate the robustness of our denoising
method. The experiment was conducted on a hardware
platform equipped with a Tesla P100 GPU featuring 16 GB of
memory. The software environment was set to Ubuntu
18.04, CUDA 10.2, and Python 3.6. The deep learning
framework used was PyTorch 1.8.

The next content is organized as follows. In Section 4.1,
we introduced the datasets and provided the details of the
experimental setup. Section 4.2 presents the experimental
results and compares our model with mainstream denoising
models under various Gaussian noise levels. In Section 4.3,
we compared the runtime of our model with that of other
models. Section 4.4 presents the ablation studies conducted
to demonstrate the usefulness of each component, including
the NOA and the PCA module. Finally, in Section 4.5, we
applied FGSM and PGD attacks to the original images to
demonstrate the robustness of our denoising method.
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4.1. Datasets and Implementation Details

Description of Datasets: To evaluate the effectiveness of
image denoising, we selected four widely used and well-
recognized image datasets. Each dataset has unique
characteristics and presents different challenges for
denoising methods. The specific details of these datasets
are as follows:

Dataset 1: The Berkeley segmentation dataset 500
(BSD500) [58] is a dataset consisting of 500 natural
images, which have been manually annotated for image
segmentation. This dataset is commonly used by re-
searchers in the fields of computer vision and image
processing for evaluation purposes. In our study, we used
both grayscale and color images from the BSD500 for
training and testing, cropping each image to a size of
256 x 256 x 3. Subsequently, we introduced Gaussian
noise levels of 25, 50, and 75, as well as real noise levels of
1, 2, and 3. This process results in various noisy-clean
pairs, each exhibiting different degrees and types of noise.

Dataset 2: The smartphone image denoising dataset
(SIDD) [59] is an image denoising dataset captured by
five representative smartphone cameras under different
lighting conditions, containing 30,000 noisy images
from 10 different scenes, with ground truth images
provided alongside the noisy images. We selected the
SIDD-medium dataset for testing, which consists of 320
image pairs. We converted the images in the SIDD
dataset to grayscale and conducted tests. The dataset
images are also cropped to a uniform size of 180 x 180.
In addition, Gaussian noise [60] added at standard
deviations of 0 =25 to 0 =75, in increments of five, are
added to all images to construct the corresponding
noisy-clean pairs.

Dataset 3: The PolyU real-world noisy images dataset
(PolyU) [61] consists of 100 real noisy images with
dimensions of 2784 x 1856, obtained by five different
cameras: a Nikon D800, Canon 5D Mark II, Sony A7 11,
Canon 80D, and Canon 600D. Similar to Dataset 2, we
converted the images to grayscale for testing and crop
them to a consistent size of 180 x 180. Gaussian noise
added at standard deviations of 0=25 to ¢=75, in
increments of five, are applied to the images to create
the corresponding noisy-clean pairs.

Dataset 4: The Setl2 dataset [62] comprises 12 classic
images, including Lena and Cameraman. Among them,
Images 1-7 have a resolution of 256 x 256, while Images
8-12 have a resolution of 512 x 512, making the dataset
widely used for evaluating image denoising methods. We
applied our proposed method to color image denoising
on this dataset and achieved notable results under
Gaussian noise levels of 25 and 50, with enhanced image
clarity and effectively preserved color fidelity.

Implementation Details: During training, the training
set contains 1200 to 1400 images. The batch size was set
to 128, and the Adam algorithm was used to update the
gradients. The initial learning rate was set to 0.001 and
progressively reduced by a factor of 10 after
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a predefined number of epochs. In addition, the mo-
mentum parameter was configured to 0.9.

4.2. Denoising Results. Image denoising refers to the removal
of noise from an image, distracting information that does
not belong to the image itself. The evaluation methods of
image denoising results can be divided into two types:
objective evaluation and subjective evaluation.

In all tables, an upward arrow (T) indicates that a higher
value of the corresponding metric signifies better perfor-
mance, while a downward arrow (|) denotes that a lower
value is preferable. Additionally, the best result for each
metric is highlighted in bold.

4.2.1. Objective Evaluation. Objective evaluation refers to the
quantitative assessment of image quality using mathematical
models or statistical methods. We employed four metrics to
comprehensively evaluate our proposed denoising method
against other existing image denoising method: peak signal-to-
noise ratio (PSNR), Structural Similarity Index (SSIM) [63],
learned perceptual image patch similarity (LPIPS) [64], and
signal-to-noise ratio (SNR) [65, 66]. The advantage of the
objective evaluation is its objectivity and quantifiability.

Dataset Settings: We conducted a comprehensive com-
parison of our NOP-GAN with BM3D, DnCNN, TNRD,
FFDNet, RDDCNN, SCUNet, and MambalR using the
BSD500, SIDD, and PolyU datasets under different
conditions. These conditions include the following: for the
BSD500 dataset, we used both color and grayscale images
for training and testing, adding Gaussian noise with
standard deviations of 25, 50, and 75, as well as real noise
levels of 1, 2, and 3; for the SIDD and PolyU datasets, we
used only grayscale images for training and testing,
adding Gaussian noise with standard deviations ranging
from 25 to 75, in increments of five.

4.2.1.1. Analysis on BSD500 Dataset. As shown in Table 1, the
PSNR values of the other methods consistently lower than our
proposed NOP-GAN. Notably, the advantages of our model
become more pronounced as noise levels increase. Specifically,
in a high noise environment with a standard deviation (o) of
75, the NOP-GAN exhibits an improvement of approximately
4dB over BM3D, approximately 3dB over DnCNN, approx-
imately 2dB over FFDNet, and approximately 1dB over
RDDCNN. These substantial gains in the PSNR across varied
noise environments underscore the evident superiority of our
model in image denoising.

Furthermore, under diverse noise conditions, the SSIM
values of our proposed network consistently out perform
those of the previously mentioned methods. Particularly, in
a real noise environment with L =2, our proposed model
demonstrates improvements of approximately 0.1 over
BM3D, approximately 0.09 over DnCNN, approximately
0.16 over TNRD, approximately 0.08 over FFDNet, ap-
proximately 0.02 over RDDCNN, and approximately 0.05
over SCUNet. The stability of SSIM values across different
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noise environments highlights the robust denoising capa-
bility of our proposed model.

4.2.1.2. Analysis on SIDD and PolyU Dataset. The line charts
of our various experimental results are shown in Figure 4. It
should be noted that in the line chart comparing the
NOP-GAN with six other models BM3D, DnCNN, TNRD,
FFDNet, RDDCNN, and SCUNet, the denoising tests for
DnCNN, FFDNet, RDDCNN, and SCUNet were conducted
using pretrained models provided by the respective authors
of these models. Since the SCUNet does not provide
a pretrained model for o>50, our denoising tests for
SCUNet were only conducted up to ¢=>55. Our method
outperforms others across all metrics including PSNR, SSIM,
LPIPS, and SNR on the SIDD dataset and the PolyU dataset.
It demonstrates exceptional denoising capabilities, partic-
ularly in high-noise image scenarios, significantly surpassing
other methods in preserving image details and structures
while minimizing degradation in image quality. Further-
more, our method maintains stable performance across
different noise levels, showcasing robust resilience.

PSNR is a key metric for evaluating image quality in the
fields of image processing and denoising. Our denoising
method demonstrated strong adaptability and robust-
ness across different datasets, especially under high-
noise conditions where the noise standard deviation
(o) is greater than 50. In these cases, the PSNR values
were significantly higher than those of other methods.
This indicates that the denoised images are closer in
overall quality to the original images, effectively re-
moving noise while better preserving the details of the
original image. By comparing the two datasets, our
method excels in real noise environments (such as
PolyU) while maintaining superior image quality in
realistic noise environments (such as SIDD).This sug-
gests that our denoising method has broad application
potential, providing high-quality denoising results in
a variety of complex environments.

SSIM is an important metric for measuring image
quality, taking into account various aspects such as
luminance, contrast, and structure. Our method con-
sistently maintained high SSIM values across the entire
noise range, particularly excelling under high-noise
conditions (o > 55), significantly outperforming other
existing methods. Whether on the PolyU dataset or the
SIDD dataset, the stable performance of SSIM dem-
onstrates the strong robustness of our method,
maintaining high image quality across various noise
levels.

LPIPS is a metric based on deep learning models used to
estimate perceptual differences between images. Our
method performed exceptionally well across different
datasets and noise conditions, with LPIPS values
remaining the lowest at most noise levels (our results
consistently stayed below 0.1, with the best reaching 0.05),
particularly excelling in high-noise situations. This in-
dicates that our method effectively preserves perceptual
quality, closely aligning with human visual perception,
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especially when handling the real-world noise in the
PolyU dataset.

SNRis used to measure the ratio of signal strength to noise
level. Our method consistently achieved the highest SNR
values across both datasets, particularly under high-noise
conditions, demonstrating remarkable stability. This in-
dicates that our method effectively maintains the signal
strength of the image at various noise levels, showcasing
strong noise suppression capabilities. Although PSNR,
SSIM, LPIPS, and other metrics have been used to evaluate
the performance of denoising methods, SNR still holds
unique importance. SNR clearly illustrates how well
a method preserves the signal and suppresses noise during
the denoising process, providing a more intuitive reflection
of the method’s effectiveness in practical applications. This
further highlights the outstanding performance of our
method in directly handling signal noise in images.

Through these comprehensive evaluation results, our
method not only performs excellently under various noise
conditions but also significantly surpasses other existing
denoising methods in terms of perceptual quality, detail
preservation, and noise suppression. This demonstrates its
strong potential for practical applications. The experimental
results also show that our method performs better on several
benchmark datasets in terms of both quantitative and
qualitative metrics.

4.2.2. Subjective Evaluation. Subjective evaluation refers to
judging the quality of images based on human visual per-
ception, mainly considering factors such as clarity, detail
preservation, and edge sharpness. The advantage of sub-
jective evaluation is that it conforms to human visual habits.
We performed the visualization of denoising results on
grayscale images and color images separately.

4.2.2.1. Visualization Results of Grayscale Image Denoising.
To evaluate the visual perceptual differences, we selected an
image from the BSD500 grayscale image dataset, conducted
an experiment at a Gaussian noise level of 25, and included
the corresponding PSNR metrics. We zoomed in on parts of
the image to show the details more clearly, such as edges,
textures, and colors. These details are essential for evaluating
the image-denoising performance. Also, we can compare the
advantages and disadvantages of different denoising
methods more intuitively. Figure 5(a) represents the original
image with no noise; Figure 5(b) is the image with added
noise; Figures 5(d)-5(i) are the results after denoising with
the BM3D, UM-NLF, TNRD, DnCNN, FFDNet, and
RDDCNN methods, respectively. The traditional denoising
method BM3D has achieved good visual results. However, it
tends to produce blurring in some edge features. The
UM-NLF denoising method is not thorough enough and still
leaves some noise residue. On the other hand, supervised
neural networks such as TNRD, DnCNN, and FFDNet can
effectively remove noise while preserving texture in-
formation. However, in some areas of the image, the edges
may appear smoother and slightly blurred. The RDDCNN
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FIGURE 4: Results on SIDD and PolyU dataset.

(g)
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FIGURE 5: Denoising results of different methods on one image from BSD500 when ¢ = 25. The PSNR values (in dB) for each method are
listed as follows: (a) original image; (b) noisy image/18.82 dB; (c) ours/30.77 dB; (d) BM3D/26.97 dB; (e) UM-NLF/19.11 dB; (f) TNRD/
22.10dB; (g) DnCNN/28.90 dB; (h) FFDNet/28.27 dB; (i) RDDCNN/30.07 dB.

method produces overly smoothed results at object
boundaries, leading to insufficient restoration of the image’s
finer structural details. Figure 5(c) is the result of denoising
using the NOP-GAN proposed in this paper, which is more
visually intuitive. It can restore the complete structure of the
image, retain the texture details of the original undistorted
image, and enhance the visibility of clear lines and textures
in the image. The denoised image is nearly indistinguishable
from the original high-definition image in terms of clarity.

4.2.2.2. Visualization Results of Color Image Denoising.
In this section, we applied our proposed method to color
image denoising.

The visual results of Set12 dataset on Gaussian noise level of
25 and 50 are shown in Figure 6. The denoised color images
exhibit enhanced clarity, with sharper contours and fine details

and textures. Our method demonstrates an ability to maintain
color fidelity, ensuring that the original color characteristics are
accurately retained. The images display a natural appearance,
free from artificial artifacts or disturbances.

4.3. Running Time Comparison. As shown in Table 2, we
compared the average running time of the NOP-GAN with
other denoising methods, including BM3D, UM-NLF,
DnCNN, TNRD, and FFDNet.

Traditional denoising methods, such as BM3D and UM-
NLF, were significantly slower than deep learning-based
denoising methods [67]. Our proposed model had the
shortest running time compared to other methods. This is
because the U-Net architecture was utilized to incorporate
cross-layer connections, which ensured the extraction of
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FIGURE 6: Denoising results of color Gaussian noisy image from Setl2 dataset.
TanLe 2: Average run time for different methods (s) environment with standard deviation ¢ = 25. In addition, the
+ fiverage run fime for different methods 18). SSIM increased by 0.01. Under the real noise condition of
Gaussian noise Real noise L=2, the PSNR was increased by 0.68dB and the SSIM
Methods . o1 .
=25 a=50 L=1 L=2 increased by 0.048. It indicates that the PCA can effectively
BM3D 017 0.23 016 021 enhance the model’s capability for image restoration. When
UM-NLE 1.23 1.54 115 1.43 the PCA module was removed from the generator (w/o
DnCNN 0.018 0.022 0.018 0.021 PCA) and only the NOA was used, the PSNR increased by
TNRD 0.019 0.024 0.018 0.022 2.93dB under the Gaussian noise environment with
FFDNet 0.023 0.030 0.021 0.027 a standard deviation ¢ = 75, and the SSIM increased by 0.091.
NOP-GAN 0.016 0.018 0.014 0.017 Under the real noise condition of L = 3, the PSNR increased

high-level features while also integrating low-level feature
information. As a result, the efficiency of the model was
improved.

4.4. Ablation Experiments. To further verify the denoising
capability of the NOP-GAN on images, we conducted ablation
experiments. These experiments involved removing the NOA
and the PCA modules from the network to test their perfor-
mance. The performance of the modified algorithm was then
compared to the complete NOP-GAN model. The experiments
were conducted on the grayscale BSD500 dataset, with
Gaussian noise added at standard deviations of 25, 50, and 75,
as well as real noise levels of 1, 2, and 3. The results were
compared using PSNR and SSIM metrics.

As shown in Table 3, when the NOA was removed from
the generator (w/o NOA) and only the PCA module was
used, the PSNR increased by 1.7 dB under the Gaussian noise

by 2.45 dB and the SSIM increased by 0.052. It indicates that
the NOA can effectively remove noise from the image. When
both the NOA and PCA modules were used, the model’s
denoising ability on the noisy image reached its optimal
performance. Under the Gaussian noise environment with
a standard deviation of o=50, the PSNR increased by
4.08 dB and the SSIM increased by 0.05. Under the real noise
condition of L =3, the PSNR increased by 4.68dB and the
SSIM increased by 0.076. In addition, as shown in Table 4, to
further verify the role of the PCA module, we conducted
extended ablation experiments based on the SIDD dataset to
evaluate the impact of removing different structures within
the PCA module on denoising performance. The ablation
experiments were conducted at different noise levels (o =25,
50, and 75). The experiments compared the effects of re-
moving the CA structure (w/o CA) on the right side of the
PCA module (Figure 3) and removing the feature pyramid
structure (w/o FP) on the left side of the PCA module on the
model’s performance. These results were compared with the
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TABLE 3: Ablation results.

Gaussian noise

Real noise

Modules 0=25 0=50 oc=75 L=1 L=2 L=3

PSNR SSIM PSNR SSIM  PSNR

SSIM PSNR SSIM PSNR SSIM PSNR SSIM

w/o NOA + PCA 27.16 0.854 24.45 0.822 21.12

w/o PCA 29.32 0.872 26.63 0.852 24.05
w/o NOA 28.86 0.864 24.96 0.841 22.85
NOP-GAN 30.14 0.903 28.53 0.872 26.36

0.724 28.34 0.892 27.44 0.833 23.61 0.807
0.815 29.92 0.914 28.96 0.889 26.06 0.859
0.807 29.54 0.907 28.12 0.881 24.99 0.842
0.833 31.54 0.933 30.43 0.908 28.29 0.883

TaBLE 4: Additional ablation experiments for the PCA module.

Gaussian noise

Modules 0=25

o=50 c=75

PSNR | SSIM | LPIPS | SNR | PSNR 7 SSIM | LPIPS | SNR | PSNR T SSIM ] LPIPS | SNR T

w/o CA 30.5363  0.8702  0.0973
w/o FP 30.7162  0.9040
NOP-GAN 30.8903 0.9006 0.0914

20.6901 28.8545  0.8482 0.1249
0.0712 22.0628 27.8954 0.8273  0.0950
20.7859 28.9106 0.8650

19.3814 29.6951 0.8709  0.0998  20.6527
20.6287 27.5994  0.8605 0.1442  18.8250
0.0914 20.7502 30.0622 0.8926 0.0914 20.7665

performance of the complete model, using PSNR, SSIM,
LPIPS, and SNR metrics for evaluation.

Specifically, after removing the CA module, the PSNR,
SSIM, and SNR metrics of the model significantly decreased
across all noise levels. Notably, at a noise level of ¢ =75, the
PSNR dropped from 30.0622 to 29.6951 dB, SSIM decreased
from 0.8926 to 0.8709, and the LPIPS metric increased from
0.0914 to 0.0998, indicating a deterioration in perceptual
quality. After removing the feature pyramid module, the
model could still maintain a relatively good SSIM value
(0.9040) at a low noise level (0 =25), but PSNR and SNR
metrics worsened across all noise levels. At a noise level of
0=75, the PSNR decreased from 30.0622 to 27.5994 dB,
demonstrating that the feature pyramid module significantly
impacts the denoising performance for high-noise images.
The LPIPS metric increased significantly at high-noise levels,
indicating a noticeable decline in perceptual quality after
removing the feature pyramid module.

The complete model exhibited the optimal denoising
performance under high-noise levels. Metrics such as PSNR,
SSIM, and SNR achieved the highest values, while LPIPS
reached the lowest values, indicating a significant advantage
of this model in preserving image details and overall
denoising effectiveness. For instance, at a noise level of
0=75, the complete model achieved a PSNR of 30.0622 dB
and an SSIM of 0.8926, both superior to the models with any
structure removed. Overall, both the CA module and the
feature pyramid module significantly contribute to the
performance of the denoising model. Removing any module
leads to a performance decline, whereas the complete model
consistently shows the optimal denoising performance
across all metrics.

4.5. Attack Experiments. The purpose of the attack experi-
ment is to use adversarial sample generation methods to
attack the deep neural model and then observe the results
and evaluation metrics to assess its robustness and security.
FGSM attack and PGD attack are two standard adversarial
attack methods for deep learning models. Their goal is to

trick the model by adding tiny perturbations to the input
data, leading to a misclassification of the model or an in-
accurate output. Firstly, such tests allow for a thorough
evaluation of the model’s robustness in the face of various
disturbances, particularly in real-world scenarios with image
noise or interference. These assessments not only contribute
to refining the model’s design and implementation and
enhancing its performance under noise or adversarial inputs
but also bolstering the model’s security and credibility in
practical applications.

The NOP-GAN is designed with a NOA module to
enhance the model’s robustness against attacks. The noise
and weight parameters are jointly optimized during training,
enabling the model to adapt to various levels of noise
perturbation and thereby improving robustness. A residual-
based BP method is employed to update the noise level layer
by layer, suppressing the impact of adversarial perturbations
on the output. Ultimately, the iterative optimization process
enhances the model’s antidisturbance performance and
stability on complex datasets, making it more reliable in
practical applications. In the following sections, we in-
troduced and experimentally validated the attack resistance
of the NOP-GAN.

FGSM Attacks: The FGSM is an algorithm used to
generate adversarial samples based on gradients. Its
objective is to maximize the loss function in order to
obtain adversarial samples. The equation for the FGSM
algorithm is shown as follows:

x'=x+e-sign(V,J(6,x,y)), (14)

where x represents the input, y represents the targets of
x, 0, x, 0 represents the parameters of the model, J(-)
represents the loss function, V, represents the gradient
of x, and sign (-) is the sign function, which ensures that
the attack direction is consistent with the gradient
direction. The parameter € denotes the level of per-
turbation. This ensures that the generated images
cannot be easily recognized by human eyes. By adding
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the calculated gradient direction into the input image,
the resulting modified image will have a higher loss
value when passed through the network than the
original image, which is used to evaluate the robustness
of the network against attacks.

Figures 7 and 8 show the results of comparing the SSIM
and PSNR values of the original image with the generated
image with added Gaussian noise under different degrees of
attacks. Under FGSM attacks, increasing perturbation levels
slightly reduce SSIM and PSNR differences, but the impact
remains minimal. This is sufficient to demonstrate that our
algorithm can improve the network’s resilience against at-
tacks, demonstrating the superiority of our algorithm, and
making the model robust.

PGD Attacks: The PGD attack is an iterative attack that
can be considered a variation of FGSM. It can also be
called K-FGSM (K represents the number of iterations).
The general idea is that the FGSM only does one it-
eration and takes one giant step, while PGD does
multiple iterations and takes one small step each time.
Each iteration will limit the perturbation to a certain
range, and the PGD algorithm can be expressed as
follows:

Xeo = [ ] (e + @ sign (V. (x5 7)), (15)

X+s

where x, is the input, y is the label of x;, J (), x;, J (+) is
the loss function, V,, is the gradient of x,, and sign (-) is
the sign function, ensuring that the attack changes in
the same direction as the gradient. « is the step size for
each attack iteration. We used 10-step PGD adversarial
training with a step size of 0.01 to validate the stability
of the model under different levels of attacks. The
results are shown in Table 5.

Although multiple rounds of PGD iterative attacks were
conducted, the SSIM and PSNR values of the generated image
remained within a controllable range under different noise
conditions. The PSNR value dropped by about 2.6 dB, and the
SSIM value decreased by about 0.02 when the perturbation was
€=0.05, and the Gaussian noise was ¢=25. Similarly, the
PSNR value decreased by about 2dB, and the SSIM value
decreased by about 0.03 when the perturbation was € =0.05
and the real noise was L=3. This shows that our NOA has
a strong antidisturbance ability, demonstrating its practicality.

Subsequently, a comparative experiment was conducted
without applying the NOA to quantitatively evaluate its
impact on improving the network defense performance.

By comparing Tables 5 and 6, it is evident that the
network’s defense capability against PGD attacks signifi-
cantly diminishes in the absence of the NOA. Specifically,
when the attack level is set to € =0.05 and the actual noise
level is L =3, the degradation in PSNR and SSIM values is
reduced to half and one-tenth, respectively, compared to the
impact observed without the optimization algorithm.

In addition, we conducted comparative experiments on
the attack resistance of the proposed model, NOP-GAN,
against several mainstream models, including DnCNN,
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FiGure 7: Comparison of PSNR values under different perturba-
tions of FGSM attacks.
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FiGure 8: Comparison of SSIM values under different perturba-
tions of FGSM attacks.

TNRD, FFDNet, RDDCNN, and SCUNet. Specifically, we
applied PGSM and PGD attacks with an intensity of € = 0.05
to each model and comprehensively evaluated their ro-
bustness at noise levels 0 =25, 50, and 75. The evaluation
metrics included PSNR, SSIM, LPIPS, SNR, and the com-
prehensive resistance rate (CRR, calculated as shown in
equation (19), which reflects the model’s resilience against
attacks). As shown in Tables 7 and 8, our model demon-
strates strong robustness under various attack scenarios,
with minimal degradation in PSNR, SSIM, LPIPS, and SNR,
particularly outperforming other models in high-noise
conditions. In terms of the resistance rate (RR), the
NOP-GAN consistently achieves the highest levels across
different noise and attack conditions, surpassing the next-
best model, DnCNN, by 3%-5%. The experimental results
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TaBLE 5: Comparison of PSNR and SSIM values under different degree PGD attacks.

Gaussian noise
Degree

of perturbation
PSNR SSIM PSNR SSIM  PSNR

Real noise

o=25 0=50 0=75 L=1 L=2 L=3

SSIM PSNR SSIM PSNR SSIM PSNR SSIM

e=0 30.14 0.903 28.53 0.872 26.36
€=0.01 29.07 0.898 27.62 0.865 25.62
€=0.02 28.63 0.893 27.03 0.861 24.91
€ =0.05 27.74 0.884 26.41 0.852 23.07

0.833 31.54 0.933 30.43 0.908 28.29 0.883
0.817 31.13 0.930 29.95 0.897 27.68 0.873
0.803 30.52 0.924 29.45 0.890 27.01 0.866
0.796 29.72 0.913 28.55 0.881 26.22 0.853

TaBLE 6: Comparison of PSNR and SSIM values under different degree PGD attacks for the network without the noise optimization

algorithm.

Gaussian noise
Degree

of perturbation
PSNR SSIM PSNR SSIM PSNR

Real noise

0=25 =50 =75 L=1 L=2 L=3

SSIM PSNR SSIM PSNR SSIM PSNR SSIM

€e=0 27.16 0.854 24.25 0.822 21.12
€=10.01 25.57 0.753 22.43 0.672 18.00
€=0.02 23.72 0.682 20.02 0.581 16.61
€ =0.05 21.12 0.532 18.03 0.506 15.03

0.724 28.34 0.892 27.44 0.833 23.61 0.807
0.627 27.02 0.830 25.95 0.783 21.72 0.727
0.539 25.64 0.796 23.70 0.702 18.69 0.651
0.481 22.58 0.702 20.48 0.578 16.84 0.587

indicate that the NOP-GAN effectively resists attacks across
different attack scenarios, exhibiting superior robustness
compared to other mainstream models.

4.5.1. Additional Notes: RR. This paper introduces the
concept of the “RR” to effectively evaluate a model’s resil-
ience against attacks and intuitively capture the stability of
multiple vital metrics (e.g., PSNR, SSIM, LPIPS, and SNR)
under adversarial conditions. The RR is defined as the degree
to which a model retains its original performance when
subjected to attacks. It quantifies the model’s robustness
against attacks: The closer the RR is to 1, the stronger the
model’s resilience, indicating minimal performance degra-
dation; a lower value signifies significant degradation
postattack. By directly translating the magnitude of changes
into a stability metric, a high RR reflects the model’s ro-
bustness postattack. In addition, by applying weighted ad-
justments to the change rates of different metrics, we can
more equitably assess the model’s overall performance. This
metric offers a more intuitive evaluation of the model’s
robustness, allowing the differences in the performance
under various attack scenarios to be quantified, thereby
providing a quantitative basis for improving model
robustness.
The formula for defining RR is as follows:

Resistance Rate = 1 — Change Rate, (16)

where the Change Rate is used to measure the relative
variation of each metric under the impact of the attack and is
calculated as follows:

ch Rat |Original Value — Post-Attack Value|
ange Rate |

Original Value i
(17)
Therefore, for each specific metric (such as PSNR, SSIM,

LPIPS, and SNR), the RR formula can be expanded as
follows:

PSNROriginal - PSNRPost-Attack|
p SNROriginal |’

Resistance Ratepgyp = 1 —

SSIMOriginal - SSIMPost-Attack|

Resistance Rategg;; = 1 — >
SSHVIOriginal |

LPIPSOrigina.l - LPIPSPost-Attack|
LPIPSOriginal |)

Resistance Rate pjpg = 1 —

SNROriginal - SNRPost-Attack'
SNROrigina.l I
(18)

Resistance Rateqyp = 1 -

In the equation (18), the RR is defined in the form of
(1—Change Rate), converting “change” into “retention,”
meaning a higher RR indicates a greater ability of the model
to retain its original performance under attack. The absolute
value of the Change Rate ensures that the measure reflects
only the magnitude of change, independent of its direction.
To obtain an overall resistance capability of the model across
multiple key metrics, we use a CRR, defined as the average of
the RRs of each metric:

Comprehensive Resistance Rate = 2

Resistance Ratepgyp + Resistance Rateggy, N Resistance Rate; p;pg + Resistance Rategyg

4
(19)
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5. Additional Verification

This section presents additional experiments on the
NOP-GAN to validate its classification accuracy and ro-
bustness under combined noise and adversarial interference.
In Section 5.1, we presented the image classification method
along with the experimental methodology and dataset. In
Section 5.2, we validated the effectiveness of the NOP-GAN
image denoising method in the context of image classifi-
cation tasks, assessing its impact on classification accuracy.
This serves to prove that our model not only exhibits robust
denoising capabilities but also maintains strong robustness
and accuracy when applied to image classification. In Section
5.3, we further verified the adversarial robustness of the
NOP-GAN based on the classification task. The experiment
validates the effectiveness of our noise optimization in en-
hancing the model’s robustness.

5.1. Implementation. Image classification is a fundamental
and widely used task in computer vision, which aims to
assign a label to an image based on its content. However,
image classification performance can be severely degraded
by the presence of noise in the image, which can obscure the
discriminative features and mislead the classifier. Therefore,
it is important to evaluate the effectiveness of image-
denoising methods on image classification accuracy
[68, 69]. We applied our model to the MNIST and CIFAR-10
datasets, comparing the accuracy of the datasets before and
after denoising. We also compared the classification per-
formance of the MNIST dataset under different degrees of
adversarial attacks, proving that our model not only pos-
sesses robust denoising effects but also exhibits good ro-
bustness and accuracy when applied to image classification.

Datasets: The MNIST dataset is a classic dataset consisting
of 60,000 training samples and 10,000 test samples. Each
sample is a grayscale image of a handwritten digit, with
a size of 28 x 28 pixels. The CIFAR-10 dataset contains
50,000 training images and 10,000 test images. All of the
images are three-channel RGB color images with a size of
32x 32 pixels. The dataset consists of 10 classes. Both
datasets are used to test the model’s recognition accuracy
under various noise conditions.

5.2. Classifications Without Resistance Attack. We con-
ducted experiments on the MNIST and CIFAR-10 datasets
by adding Gaussian noise with standard deviations of 25, 50,
and 75, as well as real noise with levels of 1, 2, and 3. We used
it to represent the standard deviation of Gaussian noise and
to represent the perturbation of real noise. First, we obtained
classification accuracies for the noisy images using only the
CNN model at different noise levels. Then, we used our
proposed NOP-GAN denoising model to remove noise from
the noisy images. We then employed our classification
network to classify the denoised images and determine the
classification accuracies after denoising with different types
and levels of noise on the dataset. The experimental results
on the two datasets are shown in Table 9.
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The results show that the classification network achieves
an accuracy of over 99% on the MNIST dataset without any
added noise. However, when Gaussian or real noise is added,
the classification accuracy decreases as the noise level in-
creases if a robust denoising technique is not used. By
combining our proposed denoising network and classifi-
cation network, we can maintain an accuracy of over 99%
under different noise environments. Furthermore, the ex-
perimental error is less than +0.1%. The impact on the final
classification accuracy is minimal. This proves that the
NOP-GAN is feasible for image denoising, and it has ex-
cellent denoising performance that satisfies the classification
problem in different noise environments, avoiding the in-
fluence of noise on the final recognition effect.

CIFAR-10 is a more challenging dataset for image
recognition than the MNIST dataset due to its RGB images.
The classification network achieves an accuracy of 90%
without any added noise. However, with Gaussian or real
noise added, the classification accuracy decreases without
any denoising technique, indicating poor robustness of the
classification network. By combining our proposed
denoising network with the classification network, we were
able to achieve an accuracy of 90% in various noisy envi-
ronments. Furthermore, the experimental error remained
stable within a range of +1%. This demonstrates that the
network we proposed exhibits significant denoising per-
formance for grayscale images and strong denoising capa-
bilities for RGB color images, enabling accurate classification
of color images.

5.3. Classification Under Resistance Attack. FGSM and PGD
are two primary adversarial attack strategies on image
classification. Their objective is to mislead the predictions of
deep learning models by introducing nearly imperceptible
minute perturbations to the input data. When these attack
strategies are applied to the MNIST dataset, there is a sig-
nificant decline in the predictive accuracy of the models. In
other words, even minute perturbations can potentially lead
a model which could correctly classify otherwise to mis-
classify digits. This phenomenon reveals the potential vul-
nerability of deep learning models when faced with
adversarial attacks [70].

According to the data in Table 10, we observed a clear
trend: As the intensity of FGSM and PGD attacks increases,
the accuracy of traditional CNN models continuously de-
clines. This suggests that while these models may perform
well without noise interference, their resistance to noise
interference is relatively weak. This finding emphasizes the
need to consider robustness when designing and training
deep learning models and to take appropriate measures to
enhance the model’s resistance to various potential attacks.

Upon the introduction of the NOA, the robustness of the
model significantly improves. As shown in Table 11, we first
used our NOP-GAN model to denoise the noisy images and
then performed classification under the same model. We
observe that even with an increase in the intensity of FGSM
and PGD attacks, the model’s classification accuracy does
not significantly decline, consistently remaining above 99%.
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TaBLE 9: The classify algorithm compares the classification accuracy on the MNIST and CIFAR-10 datasets.
X Gaussian noise Real noise
Methods No noise
0=25 =50 c=75 L=1 L=2 L=3

Classification accuracy of the MNIST dataset (%)

CNN (with noise) 99.43 97.45 96.22 93.86 98.22 97.41 94.05

NOP-GAN (denoise) 99.43 99.24 99.27 99.14 99.30 99.30 99.28
Classification accuracy of the CIFAR-10 dataset (%)

CNN (with noise) 90.54 84.42 80.52 75.96 86.34 83.45 77.45

NOP-GAN (denoise) 90.54 90.02 89.63 89.12 90.09 90.10 89.52

TasLE 10: Classification accuracy on the MNIST under different degree FGSM and PGD attacks with NOP-GAN (%).
Degree of N . Gaussian noise and FGSM attack Gaussian noise and PGD attack
. 0 noise
perturbation =25 =50 c=75 c=25 =50 c=75
€=0 99.43 99.39 99.27 99.07 99.31 99.18 99.02
€ =0.01 99.33 99.30 99.17 99.01 99.25 99.14 99.01
€ =0.02 99.29 99.25 99.04 98.87 99.13 99.12 98.87
€ =0.05 99.13 99.21 98.92 98.78 99.23 99.03 98.73
TaBLE 11: Classification accuracy on the MNIST under different degree FGSM and PGD attacks only with CNN (%).
Degree of . Gaussian noise and FGSM attack Gaussian noise and PGD attack
. No noise

perturbation 6=25 =50 6=75 6=25 =50 o=75
€=0 99.43 98.85 98.70 97.86 98.99 98.58 97.85
€=001 98.97 98.40 97.50 97.45 98.63 97.71 97.37
€=0.02 98.83 97.61 97.32 96.91 97.78 97.20 96.85
€=0.05 97.35 96.81 96.23 95.47 97.19 96.64 96.11

This indicates that under the dual interference of added
noise and attacks, our model, through the introduction of
the NOA, can effectively resist adversarial attacks and noise,
maintaining high predictive accuracy. This result validates
the robustness of the model.

6. Conclusions

In this paper, we introduced the NOP-GAN, a powerful image
denoising model. The NOP-GAN modifies the generator
within the GAN framework by using a U-Net architecture and
the NOA which operates directly during BP, as well as the PCA
structure which combines spatial pyramid feature fusion and
attention mechanisms. These modifications significantly en-
hance the network’s denoising capabilities and improve the
model’s robustness. Objective and subjective evaluations
demonstrated that the NOP-GAN possesses excellent
denoising capabilities. Furthermore, attack experiments based
on FGSM and PGD validated the antidisturbance ability of the
NOP-GAN. In addition, classification task experiments further
confirmed the model’s denoising performance and the ro-
bustness of the network. In summary, our proposed method
demonstrates superior performance, establishing itself as
a promising solution with significant implications for
denoising and subsequent image analysis tasks.

Nomenclature

PCA Pyramid coordinate attention
NOA Noise optimization algorithm.
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