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Abstract—Every day, on average, eight cybercrimes
targeting IoT networks occur, leading to a cumulative
loss of $10 million. The main reason for these attacks is
the ability of unauthorized devices to gain access to IoT
networks by replicating the hardware and software config-
urations of authorized devices. To tackle this pressing issue,
cryptographic keys are used to authenticate devices in IoT
networks. Given the requirements of this process, authen-
tication is performed once at the beginning. However, this
makes devices susceptible to cyber-attacks like spoofing,
Sybil attacks, distributed denial-of-service (DDoS), and
Advanced Persistent Threats (APT). To address this, we
propose a novel Continuous Device-to-Device Authentica-
tion (CD?A) framework based on two components: 1)
Identity Establishment and 2) Continuous Authentication.
In the Identity Establishment phase, we use manufacturing
imperfections to model unique device behaviours. A novel
device fingerprint algorithm is proposed that leverages
impurities of built-in components of the device, like crystal
oscillators, and is measured in a graphical processing unit
(GPU) by isolating each core at a time in the central
processing unit (CPU). In the Continuous Authentication
phase, we implement a dynamic timeline to establish device
identity at regular intervals. Each device is continuously
authenticated by using machine learning techniques. To
protect devices from cyber-attacks like spoofing, Sybil
attacks, DDoS, and APT, we track device legitimacy by
calculating the Device Authentication Score (DAS) and the
Device Risk Factor (DRF) in view of varying security risks.
We evaluate the CD?A framework on an IoT system with
11 devices. The CD?A framework achieves an average
authentication accuracy of 99.96% and 99.85% when used
in tandem with CatBoost and XGBoost machine learning
algorithms, respectively.
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tication, and Device fingerprinting.

I. INTRODUCTION

The Internet of Things (IoT) has experienced signifi-
cant growth across various application domains, becom-
ing a crucial component of daily life for consumers and
operational processes for enterprises. As IoT systems
become integral to critical infrastructure, they have in-
creasingly attracted malicious actors who use various
techniques to gain unauthorized access to network de-
vices. Major security breaches in recent years have often
resulted from unauthorized devices exploiting system
vulnerabilities by spoofing or replicating hardware and
software configurations of legitimate devices [1]. A
barrage of cybersecurity attacks like device spoofing [2],
unauthorised device deployment [3], and Sybil Attacks
[4] have emerged. In these attacks, threat actors masquer-
ade the identity of the authorised device to infiltrate the
network. Traditionally, device-to-device (D?D) authenti-
cation has relied on cryptographic protocols such as Pub-
lic Key Infrastructures (PKI), Pre-Shared Keys (PSK),
and the Challenge-Handshake Authentication Protocol
(CHAP) [5]-[7]. However, these protocols are computa-
tionally extensive to deploy on IoT devices. To this end,
lightweight authentication techniques like Lightweight
Directory Access Protocol (LDAP) and Lightweight Au-
thentication Protocol to Secure End and Edge Devices
(LAPE2D) have been proposed. However, they are vul-
nerable to other sophisticated security attacks like side
channel and injection attacks [8]. These vulnerabilities
highlight the need for continuous device-to-device au-
thentication (CD?A). Existing research on continuous
authentication often employs bio-metrics and behaviour



patterns [9] to authenticate users. Some studies have
explored continuous device-to-device authentication by
implementing iterative methods, which repeat the au-
thentication process at regular intervals using session IDs
and token generation. However, they inherit the weak-
nesses of static D2D authentication techniques, making
them vulnerable to many cyber attacks and bringing
overhead to resource-constrained IoT devices [10] [11].

Our work took inspiration from user continuous au-
thentication where the user’s unique behavioural identity
is the core basis for gaining access [12]-[15]. Our
proposed system does not replace static authentication.
Instead, it serves as an additional layer of security for the
dynamic IoT environment. Following the initial authen-
tication, our Continuous Device-to-Device Authentica-
tion (CD?A) system takes over, continuously verifying
a device’s authenticity based on its unique behaviour.
This approach operates in tandem with existing IoT
static authentication methods, enhancing overall security
by ensuring that IoT devices are authenticated at the
beginning of the process and maintaining their secure
status throughout the device’s operation.

II. RELATED WORKS

In recent years, a new area of research has gained
attention: device fingerprinting. This approach aims to
create a behavioural identity for devices, enhancing
security by uniquely identifying each device based on its
inherent characteristics and behaviours. The most com-
monly used feature is Channel State Information (CSI),
which refers to the characteristics of a wireless signal
that uniquely identifies a device when it connects to an
IoT network. When a device establishes a communica-
tion link with a router, the CSI properties are analyzed
to create a device fingerprint. This fingerprinting process
involves measuring various channel characteristics such
as amplitude, phase, and frequency response, which are
unique to each device due to hardware imperfections
[16]—[19]. It was noted that CSI-based device fingerprint
properties are susceptible to environmental noise that
interferes with the signal. Also, as the number of devices
increased in the network, the router became a bottleneck
for authentication. Existing work has extended CSI-
based device identification to the domain of CSI-based
D2D authentication [20] by introducing a protocol with
two primary phases: 1) Mutual authentication and 2)
Continuous Authentication. In Mutual Authentication,
devices exchange and verify identities using CSI-derived
session keys. Each device employs a dynamic function
in the Continuous Authentication phase to ensure secure
communication. However, for mobile IoT devices, CSI-

derived keys are impractical because CSI changes and is
affected by environmental noise as the device moves.

In addition to CSI-based device fingerprinting, crystal
oscillator-based impurities have been used to establish
the unique identity of devices [21] [22]. These impurities
cause imperfect frequency outputs in various chip com-
ponents (such as the CPU, GPU, USB driver, and Eth-
ernet), which manifest as performance differences [23],
which can be measured as a clock cycle. One of the
early works [24] employed Crystal oscillator impurities
to fingerprint devices like personal computers. This in-
volved executing a cyclic task in the CPU and measuring
its performance using dynamic time wrapping. This
task was divided into sub-tasks and scheduled to differ-
ent cores. However, precise performance measurement
was challenging due to variable frequency and process
scheduling constraints. Subsequent studies [25] and [26]
addressed these limitations by isolating one CPU core
and maintaining a fixed frequency. The cycle count
was then measured in the GPU. Although this method
mitigated noise measurement issues, it introduced the
risk of the isolated core becoming unavailable during the
identification process. Additionally, The functions and
processes for measuring the imperfections could affect
fingerprint generation and the system’s reliability. Over
time, components can degrade due to device ageing and
other environmental factors, compromising the device’s
identity. Creating a unique device fingerprint using crys-
tal oscillator impurities measured with an isolated single-
core CPU and GPU in a multicore system, combined
with unreliable functions such as random number and
hash generators, introduces additional randomness into
the fingerprint development. Consequently, generating a
fingerprint using this method will be highly unreliable.

To our knowledge, no existing literature has mod-
elled the base crystal oscillator impurities of devices
for continuous authentication of IoT devices. We pro-
pose a novel continuous device-to-device authentica-
tion (CD?A) algorithm that addresses the drawbacks
and issues of previous device fingerprinting solutions
by proposing improved and reliable device fingerprint
generation. Our novel framework consists of two phases:
1) Identity Establishment and 2) Continuous Authentica-
tion. In the first phase, using an improved methodology,
a unique device fingerprint is created by leveraging
the devices’ base crystal oscillator impurities and the
impurities of each core of the CPU and GPU. In the sec-
ond phase, device identity is authenticated periodically
by sequentially matching the features extracted from
comparing each CPU core with the GPU. The device’s
behaviour changes will determine the device risk, and a
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Fig. 1. Workflow for Identity Establishment

dynamic authentication policy is applied continuously.

III. PROPOSED CD?A FRAMEWORK

The proposed framework considers a client-server
architecture with a central gateway acting as a server
and the devices that need to be authenticated acting as
clients, shown in Fig. 1. Given the nature of our novel
framework with no prerequisite computational resources,
our gateway can be a router, server or edge device.
The proposed system assumes that the edge device can
execute a code with root privileges and access to the
hardware registers. The following sections explain the
working of the CD?A algorithm.

A. Identity Establishment

As shown in Fig. 1, the identity establishment process
begins with the device sending a handshake request to
the server after the initial static authentication to begin
the registration to start CD?A. The server responds
by sending a client application for the device to start
the process. The client application performs a series of
steps on the client device. It aims to create a stable
environment suitable for feature collection.

First, it selects the components from which to collect
the features. Once the hardware component is identified,
the next step is to ensure its stability for feature extrac-
tion, which is achieved by stabilising the operating fre-
quencies of the CPU core. The CPU and GPU may adapt
according to system load or energy-saving requirements,

making it impossible to compare performance variations
directly. Therefore, the software and hardware running
the feature collection must be isolated (separation of
cores). Additionally, kernel interrupts need to be disabled
to reduce interference and noise generated by other
processes in the system.

The next step is to create a function or series of
operations to be executed on the devices to measure their
behaviour in parallel and determine the possible unique
variations between them. This was achieved using no-
operation loops executed on isolated cores. Studies have
utilised functions such as random number generators,
hash generators, and sleep cycles [25] and [26] to extract
the behavioural performance. However, these methods
introduce additional noise to the performance variation,
particularly with random number and hash generators.
Moreover, these studies were conducted on a single CPU
core. Other limitations include core availability, feature
degradation over time, and multi-core systems. In our
framework, we employ a no-operation loop on an iso-
lated CPU core to measure the cycle count in the GPU,
repeating this process across all available cores in the
device. Unlike previous approaches, this method avoids
interference with fingerprint generation and enhances
performance variation by combining data from each CPU
and GPU core. Consequently, this contributes to more
reliable and accurate fingerprinting.

Longer execution times for functions or series of
operations can indeed accentuate component variations.
However, they also result in extended fingerprint gener-
ation times and disrupt the device’s regular operations.
This issue was noted in [25], where cyclic tasks were
performed on the CPU core to measure features. Another
study [22] measured a one-second cyclic task using a
real-time clock (RTC). Following previous research, we
opted to run a no-operation loop on each core for a time
interval of 120 seconds, measuring the cycle counter
values as clock cycles in the GPU. This process was
repeated five times to gather sufficient data points in each
core to construct the digital fingerprint.

1) Building Digital Fingerprint: Algorithm 1 eluci-
dates our novel digital fingerprint algorithm. We discov-
ered that 800 data points is the most efficient choice
through experiments. If the number of data points is
too small, the variation in the device caused by im-
perfections will be minimal, making pattern detection
difficult. Conversely, more data points would extend the
process duration, so the optimal number depends on the
type of imperfection being measured. In our series of
experiments, we aimed to identify the optimal combi-
nation of data points and no-operation loop durations.



We systematically varied the number of data points
from 100 to 1,000 and adjusted the no-operation loop
durations between 1 and 5 minutes. Each combination
was rigorously tested to evaluate performance metrics.
Our findings indicate that the configuration of 800 data
points paired with a 2-minute no-operation loop duration
yielded the most favourable results, striking an ideal
balance between processing time and data handling ef-
ficiency. This combination was found to optimize both
efficiency and performance. As noted in [26], system
reboots can impact fingerprint generation by up to 50%
due to the randomness introduced during these reboots.
Therefore, in our study, we rebooted the system after
collecting every 800 data points to incorporate the effects
of the reboot. This process was repeated five times to
populate enough data points to train the model, focusing
on one core at a time to ensure that the other cores in the
system could operate normally. This approach allowed
each core to fully capture the performance variations
caused by the imperfection in the crystal oscillator. Col-
lecting variations through each CPU and GPU core will
enable us to account for imperfections in every core. In
our novel framework, we combine the extracted features
from each core, which enhances performance variation
and improves the reliability of the device fingerprint
using our method.

After data collection, feature preprocessing is essential
to eliminate noise. We used a sliding window methodol-
ogy to select data points from the features collected on
client devices. According to [27], data collection was
performed on an isolated single core in the GPU ten
times with a variable sliding window to extract limited
statistical features from the raw data. However, group-
ing by varying window sizes can sometimes result in
highly correlated and redundant information, negatively
impacting fingerprint generation.

In our model, we determined that while the window
size can be varied, it should not be grouped. The optimal
window size depends on the specific model and the
type of feature engineering applied to the clock cycles
extracted in the client devices. We considered extended
statistical features such as Mean, Sum, Maximum Value,
Interquartile Range (IQR), Interaction (Standard Devia-
tion x Mean), Skewness, and Kurtosis to gain a deeper
understanding. Additionally, we captured two positional
features using the 25th and 75th percentiles.

Once the desired feature set for generating the fin-
gerprint has been identified, it is essential to select the
appropriate model, as discussed in [28]. Due to the fixed
number of devices, we will utilise a classification model
for our proof-of-concept (POC) system. This approach

will help accurately distinguish between the devices
based on their unique fingerprints.

After selecting the appropriate method, the machine
learning (ML) model is trained, and the metrics for
fingerprinting are defined. Numerous ML classifica-
tion algorithms are considered: support vector machine
(SVM), Quantitative Descriptive Analysis (QDA), gra-
dient boosting, bagging, K-nearest neighbour (KNN),
decision tree, extra tree, random forest, XGBoost, and
CatBoost.

Next, we fine-tune the hyperparameters and train the
ML model, which must be trained to achieve optimal
results. Once trained, the model classifies each device
based on its unique behavioural fingerprint, establishing
its unique identity.

Algorithm 1: Device Fingerprint

Input: Cf : Value of cycle counter register for core @
at time instance j
Output: DF = {DF; | Vi € N} : Digital Fingerprint
DF for a device with N cores
begin
Phase 1:Feature Collection in Client Device
for each core i gather desired number of

feature points do
Run no-operation loop for S seconds;
Measure Cycle count register C¢ at current
time instance j;
Ci=C; U Cf 5
if time elapsed == X secs then
Reboot Device;
Isolate and Stabilise each Core

Phase 2: Feature Processing and Extraction in
Server

Fix your window size W;

i=0;

for each Core Features C; do

%Extract Features Points by Sliding
Window% F = Ci : i+ W]

Normalise data points in F' using min-max
scalar;

df : Calculate set of features discussed in
section III-Al

DF; = DF; | df

B. Continuous Authentication

After establishing each device’s identity, our model
continuously monitors changes in device behaviour us-
ing fingerprint. Based on these changes, the system
determines the device risk level. A study by [29] in-
troduced a system known as authentication phases. ,



which categorised devices into low-, medium-, and high-
priority groups based on their deployment locations.
This framework utilised static and continuous authen-
tication (tokens), with the intervals between continuous
authentications varying by group. However, this system
lacked dynamic authentication and relied on repeated
lightweight static authentication. It also shared the limi-
tations and vulnerabilities discussed in Section I.

To address these limitations and effectively utilise our
identity establishment method section III-A, we devel-
oped a continuous device authentication system suitable
for a rapidly changing environment. Our continuous
authentication consists of two main components: the
Device Authentication System (DAS) and the Device
Risk Factor (DRF), which determine each device’s au-
thentication timeline.

1) Device Authentication Score (DAS): The Device
Authentication System (DAS) provides a real-time mea-
sure of how closely a device’s current behaviour aligns
with the behaviour established during the training phase.
A DAS score of 100% indicates perfect alignment
with expected behaviour, while lower scores represent
increasing deviation levels. This score is derived by
examining key performance metrics such as precision,
recall, F1 score, and true positive rate (TPR).

The difference between these metrics’ values for the
established identity and the ongoing behaviour is used
to quantify any behavioural change. The DAS allows
for a consistent and uniform evaluation across different
metrics by expressing this difference as a percentage
change.

The DAS is computed using the following equation:

n

1 g Miesi_i — Mivain_i
DAS:lOO%—Z( e ><100) (1)
i=1

Where:

o Mies ; 1s the combined summation value of the -
th performance metric (Precision, Recall, F1-Score
and TPR) during the test phase.

o Minin i is the corresponding value for the training
phase.

e n = 4 is the total number of evaluated metrics.

Equation 1 captures the percentage change in each
performance metric between the test data and training
data and computes the average percentage change across
all metrics. The final DAS score is obtained by subtract-
ing this aggregate change from 100%, yielding a single
indicator of the device’s behavioural consistency.

2) Device Risk Factor (DRF): This section outlines
the Device Risk Factor (DRF), which is derived from the
Device Authentication Score (DAS). This DRF value is
then used to group the device into four categories: low,
medium, high, and unauthenticated. These categories
determine the frequency of continuous authentication
required for each device, as illustrated in Fig. 2. Once
device identity is established, the initial continuous au-
thentication will begin immediately, followed by the
computation of the DAS and DRF.

An earlier study by [29] suggested that the risk group
of a device depended on where the device was deployed.
However, adjusting authentication depending on where
it was deployed posed a huge security risk. In our
method, we use the DRF to dynamically determine the
risk for each device based on its behaviour rather than
its deployment location. This approach enhances security
by focusing on the device’s actual performance and
behaviour.

« LOW DRF (80 < DAS < 100): Devices operate as
expected with minimal risk, requiring less frequent
authentication (e.g., every two hours), reducing sys-
tem load while maintaining security.

« MEDIUM DRF (60 < DAS < 80): Devices show
minor deviations, triggering more frequent authen-
tication than low-risk devices to enhance security
without reducing efficiency.

« HIGH DRF (50 < DAS < 60): Devices dis-
play significant behavioural changes, undergoing
frequent and continuous authentication to detect
potential threats promptly.

o« UN-AUTHORISED (DAS < 50): Devices are
flagged for immediate disconnection or to perform
initial static authentication again due to possible
security breaches, isolated, and reported to admin-
istrators.

The value of the Device Risk Factor (DRF) will deter-
mine whether T3 (authentication interval as indicated in
Fig. 2) changes to longer, medium, short, or no intervals
at all. As shown in Fig. 2, each block or segment in
the timeline represents an authentication event. As the
risk level increases, continuous authentication methods
become more frequent. This structured approach allows
for a responsive security protocol where the rigour
of authentication directly correlates with the device’s
assessed risk.

In summary, our proposed framework provides robust,
continuous device-to-device authentication with varying
levels of risk for devices in an ever-changing IoT en-
vironment. We ensure high security and reliability by
dynamically adjusting the authentication frequency based
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on the Device Risk Factor (DRF). This approach focuses
on the device’s actual performance and behaviour, en-
hancing overall security and adapting to the dynamic
nature of IoT environments.

IV. VALIDATION OF CD?A FRAMEWORK

1) Experimental Setup: The proposed proof-of-
concept (POC) utilised 11 devices: three Raspberry Pi 3
Model B+ units and eight Raspberry Pi 4 Model B units.
These devices were configured using identical desktop-
less operating systems in a non-graphical environment
and interconnected via a single router to a central server.
The system’s flexibility allows it to be deployed across
various router or server configurations without restric-
tions, depending on the deployment needs.

The first step involved installing the client
application on all Raspberry Pi devices. To create
an ideal environment for feature collection, the
devices were configured to run at their maximum
frequency without overclocking by configuring
force_turbo=1. Each core of the Pis is
isolated for accurate cycle count measurement using
the configurations isolcpus=Core_Number,
nohz_full=Core_Number, and
RCU_nocbs=Core_Number (ref. Section III-A).

Once the ideal condition is set, the client application
begins feature collection by executing the No-operation
loop for 120 seconds on one isolated CPU core at a
time while measuring the cycle counter values as clock
cycles in the GPU for 800 data points. After each time,
the system will be rebooted. This process is repeated five
times on each CPU core of the Pis sequentially and saved
in comma-separated values (CSV) files that are securely
sent to the server application.

INITIAL CONTINUOUS

TABLE 1
FEATURE SET EXTRACTED FOR IDENTITY ESTABLISHMENT

Operation Performed Data Points Feature Extraction | Engineered Features

Mean, sum, 25th, 75th,

16,000 (each device)
4,000 (each core)

No-operation loop 120s Statistical values max, IQR, interaction,

skewness, Kurt.

2) Identity Establishment Validation: After receiving
the data in the server application, we combine the col-
lected features from all cores and apply noise reduction,
outlier detection, min-max scalar and feature engineering
to extract deep statistical features using a rolling window
size between 800 and 1000, depending on the model. Ten
algorithms were fine-tuned and applied to the feature set
as shown in Table II to identify the optimum performing
model for our proposed CD2A framework. Typically,
model predictions are made on a per-vector basis, which
means they cannot be directly used to make decisions
during device evaluation and identification. Therefore, it
is common practice to set a performance-based threshold
to determine if a device is legitimate. This threshold can
be established using various methods, such as recognis-
ing 50% of the values as legitimate, as demonstrated
by [22]. Important metrics to consider at this stage
include accuracy and true positive rate (TPR) [30].

From Table II, it can be seen that the best-performing
models are Catboost with an average TPR of 99.96%
and XGBoost with an average TPR of 99.85%. Al-
though both models exhibit detection accuracies, they
are computationally intensive due to the nature of gradi-
ent boosting. Significant memory and training time are
required if the number of devices changes or the identity
establishment needs to be retrained. Additionally, if the
system needs to run on a router, it needs to be resource-
optimised.

Considering performance and optimisation, Extra Tree
is considered an optimum choice as it has an average
TPR of 97.86%. At the same time, it is faster to train
and less resource-intensive than CatBoost and XGBoost.
The fourth-best performing model, the Decision Tree,
is extremely fast and resource-efficient, making it ideal
for lightweight applications or smaller datasets. We have
compared TPRs for all the classification algorithms con-
sidered in this study refer to Fig. 3.

3) Continuous Authentication Validation: After estab-
lishing device identities, we continuously collect fea-
tures and monitor the real-time change in device be-
haviour to perform authentication to calculate the Device
Authentication Score (DAS) and Device Risk Factor
(DRF), as shown in Table III. Low-risk devices un-



TABLE I
CLASSIFICATION ALGORITHMS AND THRESHOLDS

TABLE III
DEVICE AUTHENTICATION SCORE AND RISK FACTOR

Algorithm Hyperparameters Avg TPR Device Precision of | Device Authentication | Device Risk
Vi
SVM C=0.1, degree=3, gamma=1, kernel="linear’ 0.2436 Change (%) | Score (DAS) Factor (DRF)
Gradient learning_rate=0.2, max_depth=3, Device 0 0.02 99.98% LOW
radien
Boosti min_samples_leaf=4, min_samples_split=10, 0.3599 Device 1 0.02 99.98% LOW
oostin;
g n_estimators=100, subsample=0.8 Device 2 0.00 100.00% LOW
QDA reg_param=0.0, tol=0.0001 0.6788 Device 3 2.34 97.66% LOW
bootstrap=True, bootstrap_features=False, Device 4 3.05 96.95% LOW
Bagging max_features=1.0, max_samples=0.5, 0.7891 Device 5 3.08 96.92% LOW
n_estimators=200 Device 6 2.82 97.18% LOW
bootstrap=False, max_depth=30, Device 7 2.04 97.96% LOW
Random . . .
F ¢ min_samples_leaf=1, min_samples_split=2, 0.9416 Device 8 3.34 96.66% LOW
ores .
n_estimators=200 Device 9 2.92 97.08% LOW
KNN metric:’eu?lidean’, n_neighbors=3, 0.9586 Device 10 2.79 97.21% LOW
weights="uniform’
. criterion="entropy’, max_depth=None,
Decision . .
T max_features=None, min_samples_leaf=1, 0.9613 TABLE IV
ree min_samples_split=2 EVALUATION OF THE CD?A SYSTEM
bootstrap=False, max_depth=None,
Extra . X . . Precision of | Device Authentication Device Risk
min_samples_leaf=1, min_samples_split=5, 0.9786 Device
Trees . Change (%) Score (DAS) Factor (DRF)
n_estimators=200 Devics 0.02 YT oW
learning_rate=0.2, max_depth=3, DevTce 1 . > b oW
XGBoost | min_samples_leaf=4, min_samples_split=10, 0.9985 evice 0.0 99.98% ©
. Device 2 0.00 100.00% LOW
n_estimators=100, subsample=0.8 -
border_count=128, depth=10, iterations=500, LX) 2.34 97.66% LOW
CatBoost B . - 0.9996 Device 4 99.72 0.28% UN-AUTH
12_leaf_reg=1, learning_rate=0.1
Device 5 3.08 96.92% LOW
Device 6 532 52.24% HIGH
. TPR Across Devices for Different Models Device 7 2.04 97.96% LOW
1ok Device 8 99.59 0.41% UN-AUTH
=S — - Device 9 2.92 97.08% LOW
T bacision e Device 10 2.79 97.21% LOW
0.8 —e— Random Foresi
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Fig. 3. Average True Positive Rate for each device

dergo less frequent authentication, as shown in Figure 2.
Devices are positioned on the authentication timeline
based on their DRF, with appropriate policies (e.g., low,
medium, high risk, or unauthenticated) applied. These
results determine the frequency of authentication or un-
authentication, enabling dynamic, continuous device-to-
device authentication in an IoT environment.

In Table IV, we present a comparison of the results
obtained from our framework and those from the state-
of-the-art, along with the features considered by different

approaches. The author [24] selected only the CPU
cores separately to generate the fingerprint using thread
affinity. The features were collected statistically based
on the time taken to perform small operations on each
core, and the Local Outlier Factor (LOF) was used as
an anomaly detection method for each device. However,
the author did not consider that a reboot could affect
the device’s fingerprint and did not establish an ideal
environment to collect the features, making repeatability
impossible and not suitable for building an authentication
mechanism. Studies [25] and [26] addressed this lim-
itation by introducing the stable condition to measure
the features. However, they only addressed one core,
and the operations used a random number generator
and hash generator, which introduced more noise into
the fingerprint. Additionally, imperfections in each CPU
core and GPU were not considered. Despite this, they



TABLE V
COMPARISON WITH LITERATURE

Works Hardware Stability Operations Feature Output CD2A Limitation
69% device
identification, No Stability,
[24] CPU No stability Short function Raw values no r.eboot No No Reliability,
considered, Fast
Dynamic Time Degradation
warping
No Stability,
. . No Reliability,
251, CPU, | Core isolation, Raﬁfgﬁ fﬁ;er I}‘e‘:t‘flfj S‘?gj“ggl 919% TPR, | No Efficiency,
[26] GPU Fixed frequency . ’ ure, group XGBoost High Resource Usage,
Hatstring window size .
Large Data Points,
Single Core
CPU. Core isolation, No—opera_tlon Va'rlable v_v1r}d0w 97.86% TPR.
Our Work Fixed frequency, loop with size statistical Yes -
GPU . . ExtraTree
Core combination multi-core feature

achieved good results in the TPR classification algo-
rithm, with a 91.9% boosting algorithm. However, they
did not consider the limitations of their system.

4) Evaluation of System: To evaluate the performance
and security of our CD?A system, we designed three
distinct scenarios:

1) Label Swapping: In the first scenario, we swapped
the labels of devices 4 and 8 to observe the
system’s response. As shown in Table IV, these
devices were unauthenticated, demonstrating that
the model can accurately classify devices even
after label swapping.

2) Adversarial Noise: In the second scenario, we in-
troduced varying levels of adversarial noise (rang-
ing from 10% to 60%) to device 6. For noise levels
below 40% the Device Risk Factor (DRF) ranged
from low to medium, while noise levels above 50%
resulted in high. This indicates that the system can
recognize the device despite feature perturbations
and detects anomalies.

3) Synthetic Spoofing: In the third scenario, we gen-
erated synthetic data to simulate a spoofed device
by combining the mean values of actual devices
with standard deviation noise. A spoofing attack
on device 7 resulted in unauthenticated, as shown
in Table IV. This confirms the model’s ability to
detect synthetic devices as potential threats.

These tests validate the security, reliability, and ro-
bustness of our CD?A system.

In our work, we addressed all these limitations by
applying core combination, reducing reboot variability,
and feature collection by comparing each core to the
GPU and executing the no-operation loop in an ideal

environment. Our test bed consisted of a limited number
of devices, all from the same manufacturer and with
identical configurations, which resulted in a very low
false positive rate (FPR). However, we acknowledge
that in a more extensive set of varying devices, the
FPR may increase, although we were unable to test
this scenario. Despite this limitation, our results were
superior to prior research, achieving a true positive rate
(TPR) of 99.96% in CatBoost, 99.85% in XGBoost, and
97.86% in ExtraTree.

V. CONCLUSION AND FUTURE WORKS

This paper introduces a framework for continuous
device-to-device authentication CD?A using devices’
unique hardware behaviours. This mechanism calculates
the Device Authentication Score (DAS) and Device Risk
Factor (DRF) values to identify the device risk and adjust
the authentication timeline. If the DRF value falls below
50%, the device is deemed insecure and requested to
perform the initial static authentication again or discon-
nected from the network, and the administrator is noti-
fied. This system’s proof of concept (POC) demonstrated
its effectiveness using data from 11 Raspberry Pi devices,
analyzed with ten classification models. The Catboost
model performed best, achieving a true positive rate of
0.96. Our dynamic continuous authentication adapts to
devices based on their behavioural risk levels. In future
work, we will test our methodology in various situations
and with a larger number of devices.
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