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Unmanned aerial vehicles
Abstract Unmanned Aerial Vehicles (UAVs) are increasingly recognized for their pivotal role in

military and civilian applications, serving as essential technology for transmitting, evaluating,

and gathering information. Unfortunately, this crucial process often occurs through unsecured

wireless connections, exposing it to numerous cyber-physical attacks. Furthermore, UAVs’ limited

onboard computing resources make it challenging to perform complex cryptographic operations.

The main aim of constructing a cryptographic scheme is to provide substantial security while reduc-

ing the computation and communication costs. This article introduces an efficient and secure cross-

domain Authenticated Key Agreement (AKA) scheme that uses Hyperelliptic Curve Cryptography

(HECC). The HECC, a modified version of ECC with a smaller key size of 80 bits, is well-suited for

use in UAVs. In addition, the proposed scheme is employed in a cross-domain environment that

integrates a Public Key Infrastructure (PKI) at the receiving end and a Certificateless Cryptosystem

(CLC) at the sending end. Integrating CLC with PKI improves network security by restricting the

exposure of encryption keys only to the message’s sender and subsequent receiver. A security study
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employing ROM and ROR models, together with a comparative performance analysis, shows that

the proposed scheme outperforms comparable existing schemes in terms of both efficiency and

security.

Crown Copyright � 2025 Published by Elsevier Ltd on behalf of Chinese Society of Aeronautics and

Astronautics. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/

licenses/by-nc-nd/4.0/).
1. Introduction

In recent years, Unmanned Aerial Vehicles (UAVs), more

commonly known as drones, have experienced significant tech-
nological advancements and expanded applications in both
military and civilian domains.1 UAVs have the potential to
serve as autonomous communication nodes, airborne relays,

or aerial Base Stations (BSs), supporting traditional networks
in challenging propagation environments characterized by
obstacles and highly mobile, remotely located nodes.2 UAVs

can help set up a flexible and reliable multi-hop communica-
tion backbone by flying at low altitudes, high elevation angles,
and over urban, suburban, and rural terrains to support

demanding applications like disaster and crisis management,
agriculture, transportation, environmental monitoring, remote
sensing, and healthcare.3 Nevertheless, several scientific and

technological hurdles must be overcome before UAV-aided
communication networks can be reliably deployed in highly
dynamic and diverse settings.

Typically, UAVs receive command and control signals

from ground control stations to carry out their missions remo-
tely. These signals are sent across various communication
channels at varying transmission rates. Considering that the

majority of information sent to or by UAVs takes place in
the air and that most of the data transferred is sensitive, secu-
rity and privacy are key concerns in these communications.4–6

From a security and privacy standpoint, the sensing aspect of
UAVs is likewise worthy of attention. For instance, in the
worst-case scenario, a sensor could transmit incorrect informa-
tion, causing UAVs to make faulty decisions. Similarly, the sit-

uation with the malfunctioning sensor is a lot more
concerning, which may drastically impair the capacity of the
UAV to acquire information. In the worst-case scenario, it

can even cause an accident if the sensor is wholly inoperable.
In addition, a reliable communication link is essential to
enable the exchange of information between a BS and a

UAV.7 On the other hand, a link that is not secure is suscep-
tible to various cyber-attacks.8

In recent years, several research efforts have been made to

ensure the security of communication for UAVs. Nonetheless,
their solutions either need a substantial amount of computa-
tion and a high degree of communication costs on the part
of the UAV, or their schemes have security flaws in some

cases.9 As a result, a lightweight Authenticated Key Agree-
ment (AKA) scheme is an ideal solution for UAVs to cater
to the constants encountered by a typical UAV. The proposed

AKA scheme can be formulated using either the Public Key
Infrastructure (PKI), a Certificateless Cryptosystem (CLC),
or an Identity-based Cryptosystem (IBC). However, a draw-

back of PKI lies in its impractical application for UAVs due
to significant certificate management overhead involving tasks
like storage, distribution, and revocation.10 In response, an

Identity-based Cryptosystem (IBC) is introduced to alleviate
the burden on traditional PKI.11 IBC utilizes a publicly recog-
nized string as a public key, aiming to reduce the costs associ-
ated with PKI certificate renewal.

Being Identity-Based, the IBC appears more susceptible to
hacking by external parties (key escrow problem). The key
escrow problem was addressed by developing CLC, a kind of

ID-based encryption.12 The Key Generation Center (KGC)
is responsible for generating partial private keys and distribut-
ing them to users over a secure network. The next step for the

user is to generate their private and public keys by combining
the previously obtained private key fragment with some ran-
dom digits produced by the computer. In each of the previous
exchanges, homogeneous cryptography was employed. This

type of cryptography meant that both the sender and the recei-
ver shared the same security domain, which made the network
more vulnerable. The vulnerability requires deploying a cross-

domain mechanism in which the sender and the receiver both
have independent security domain attributes to protect a
diverse range of cyber-attacks. Integrating CLC and PKI con-

fers the advantage of fortifying the network against unautho-
rized access. This is achieved by limiting the revelation of the
original keys exclusively to the sender and any subsequent

recipients of the message. Within the framework of the pro-
posed AKA scheme, implemented in a cross-domain environ-
ment, the transmitting end employs CLC, while the receiving
end utilizes PKI.

In addition, existing studies of AKA schemes for UAV
environments have designed an array of schemes with a com-
mon deficiency in their mathematical algorithmic roots and

high computational and communication costs. For the most
part, the Rivest-Shamir-Adleman (RSA), Bilinear Pairing
(BP), and Elliptic Curve Cryptography (ECC) algorithms are

the ones that are used to enhance the security and efficiency
of cryptographic methods.13 The key size of RSA is enormous,
but BP’s pairing and map-to-point function processing make it
a less secure algorithm overall. ECC is a public-key cryptogra-

phy system based on the algebraic structure of elliptic curves
over finite fields. It offers equivalent security to traditional
schemes like RSA but with much shorter key lengths, making

it more efficient in terms of computation and memory usage.
ECC is beneficial in environments with limited resources, such
as UAVs, because it provides robust security with lower power

consumption and faster encryption and decryption processes.
Its strength lies in the difficulty of solving the Elliptic Curve
Discrete Logarithm Problem (ECDLP), which underpins its

security. ECC was used to bring together the disparities
between RSA and BP. Security and efficiency are both pro-
vided by 160-bit ECC keys. Hyperelliptic Curve Cryptography
(HECC) was created to give an alternative to the security pro-

vided by ECC.14 HECC offers the same security level that
ECC, BP, and RSA provide but with a shorter key length of
80 bits. This attribute makes HECC more efficient. HECC is

the most suited solution, most cost-effective, and most efficient
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for use with devices with limited resources, such as UAVs. As a
result, we have added the following new features to the AKA
scheme, which characterize our most significant contributions:

(1) This research article introduces an efficient and secure
AKA scheme designed for UAVs operating in cross-

domain environments. The proposed scheme ensures
efficiency and security by facilitating a seamless transi-
tion between the sending side’s utilization of CLC and

the receiving side’s adoption of PKI.
(2) In the proposed scheme, on the sender side, which uti-

lizes CLC, the central authority will send the partial
public and private keys to UAVs in an encrypted form

through an open network. Also, during the generation
of the request for partial public and private keys, UAVs
transmit their identity in an encrypted manner, guaran-

teeing sender anonymity and preventing adversaries
from accessing the sender’s identity.

(3) The proposed scheme incorporates HECC, an advanced

iteration of ECC with a reduced 80-bit key size, ensuring
an equivalent level of security as conventional methods.
The primary objective of the proposed scheme is to sub-

stantially reduce computation and communication costs,
making it highly suitable for easy integration into
UAVs.

(4) After a thorough security analysis using ROM and ROR

models, the proposed scheme proves to be resistant to
various widely known attacks. In addition, a perfor-
mance comparison with other relevant schemes determi-

nes that it is efficient in computation and communication
costs.

The subsequent sections of this article are organized in the
following manner. Section 2 of the manuscript encompasses a
comprehensive literature review, which critically evaluates the

most relevant schemes. Section 3 contains preliminaries, which
provide details about syntax, the Random Oracle Model
(ROM), the threat model, and the network model. Section 4
presents the construction and correctness of the proposed

AKA scheme. Section 5 of the paper discusses the security
analysis under ROM, which aims to demonstrate the scheme’s
resilience against various attacks. In Section 6, we discussed

security analysis using the ROR model. Section 7 details the
informal security analysis. Section 8 of the manuscript delves
into the analysis of performance, encompassing computation

and communication costs. Section 9 presents a discussion of
the conclusion of the proposed work.

2. Literature review

In recent years, the extensive deployment of UAVs in several
civilian and commercial applications and the security chal-
lenges of UAV communication have attracted the attention

of many researchers. UAVs need a secure connection since
they usually communicate through an unsecured wireless chan-
nel. Existing UAV security protocols primarily focus on

authenticity, data integrity, and confidentiality. A robust
Authenticated Key Agreement (AKA) scheme can offer a
strong defense against attacks. Table 1 presents a comparative

analysis of the most pertinent existing schemes, categorized by
year, applied techniques, and limitations. Wazid et al.15
developed a lightweight AKA scheme designed for remote user
authentication. The proposed method relies only on highly
effective and one-way cryptographic hash algorithms and bit-

wise XOR operations. The scheme developed by Wazid et al.
is resistant to a wide range of attacks, although it is susceptible
to user impersonation attacks and privileged insider attacks.

An AKA protocol was developed by Ali et al. 16 to ensure that
continuous communication takes place between the user and
the UAV. The SHA-160 hashing algorithm and the XOR func-

tion are used in this approach. Nevertheless, the method pro-
posed by Ali et al.16 is susceptible to user impersonation
attacks, privileged insider attacks, forgery attacks, and
Denial-of-Service (DoS) attacks.

Wang et al.17 introduced a novel efficient mechanism for
authenticated key agreement. The proposed protocol exhibits
innovation by incorporating a dynamic switching mechanism

between the PKI and IBC methods. This feature is in contrast
to prior protocols that employ a uniform cryptosystem
throughout; however, once this method encounters the issue

of a single point of system failure, it will lead to problems such
as user privacy leakage. Tao et al.18 proposed a security anal-
ysis of an AKA protocol designed for cross-domain applica-

tions, which utilizes a heterogeneous signcryption method.
The initial authentication stage in this methodology fails to
satisfy the criteria for the unforgeability of signcryption cipher-
text. The authors proposed a new cross-domain authentication

system utilizing two-way heterogeneous signcryption to
enhance security. The research proves that the system is
unforgeable under the random oracle model and against adap-

tive selection message attacks. In their presentation of a
heterogeneous cross-domain AKA protocol, Liu et al.19 incor-
porated symptom-matching in TMIS, which stands for

CDAKA. The authors found their proposed AKA approach’s
computation and communication costs negligible. Also, when
using ROM and assuming the Elliptic Curve Computable

Diffie-Hellman Problem (ECDHP), it is secure against widely
known security attacks.

Recently, Pan et al.20 proposed a Heterogeneous Authenti-
cated Key Agreement (HAKA) scheme to enable a UAV to

connect with a GS. In this configuration, the UAV would be
part of IBC, whereas the GS would be part of PKI. A rigorous
security analysis has shown that the proposed scheme is secure.

On the other hand, the scheme proposed by Pan et al.20 is not
suitable for use with UAVs that have a limited amount of com-
puting resources. The key escrow is a crucial issue in the pro-

posed schemes.18–20 The identity-based cryptography-related
device will encounter a problem with key escrow. In addition,
these schemes require a secure channel to transmit the private
key to the device for identity-based cryptography. They lack

anonymity because the device transmits its true identity over
an open network during registration. Aithekar et al.21 pro-
posed an identity-based heterogeneous scheme for UAV net-

works. Their proposed scheme is based on ECC without
pairing operations, aiming to reduce the computation
resources required for authentication and enhance authentica-

tion efficiency. Xie et al.22 proposed a blockchain-based
authentication scheme for a UAV-assisted IoV system for reg-
istration and authentication services and permits dynamic

addition and removal. The authors designed a novel combined
scheme based on multiple PKGs for encryption and signature
to prevent information tampering and identity deception.
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SP

INTUAV INTUAV TA

All the schemes mentioned above15–22 rely on bilinear pair-
ing, exponential operations and ECC, which entails significant
computation and communication costs or security flaws. Due

to UAVs’ resource-constrained nature, onboard processing
capabilities are very restricted. Such operations would be chal-
lenging for a UAV to complete. HECC, on the other hand,

provides the same degree of security as a bilinear pairing,
exponential operations, and ECC but with shorter key lengths
of 80 bits. This feature increases the efficiency of HECC.

HECC is the most appropriate, cost-effective, and efficient
use option for low-resource devices (see Table 1).

3. Preliminaries

This section details syntax, the ROM, the threat model, the
network model, and the construction of the proposed AKA

scheme.

3.1. Syntax of proposed scheme

The syntax of the proposed cross-domain AKA scheme for

UAVs is discussed in the subsequent sub-steps.

(1) Setup. The Service Provider (SPTA) that serves as the

Trusted Authority (TA) and sets ASPTA as his private

key and BSPTA as his public key. Then, SPTA creates

and distributes PRM to a network.

(2)
TA

UAV Secret Value Generation (UAVSVG). In this sub-
step, UAV acts as the initiator/sender, represented as
(INTUAV), and first generates and then sends

(END Q ) to SP via an open network.
Table 1 A comparative study of the most relevant existing scheme

Scheme Year Technique Limitation

Xie et al.22 2024 * Bilinear pairing

* Blockchain

* Suffers f

Aithekar et al.21 2024 * ECC * Vulnera

* Suffers f

Pan et al.20 2023 * Bilinear pairing

* Exponential operation

* Hash function

* Suffers f

* Require

* Lacks o

* Bilinear

Ali et al.16 2020 * Exclusive-OR

* AES

* Hash function

* Vulnera

* There is

* Suffers f

* Require

* Bilinear

efforts

Tao et al.18 2020 * Bilinear pairing

* Exponential operation

* Hash function

Wazid et al.15 2019 * Exclusive-OR

* Hash function

* Vulnera

Liu et al.19 2018 * ECC

* Hash function

* Suffers f

* Require

* Lacks o

* ECC ne

Wang et al.17 2017 * Bilinear pairing

* Exponential operation

* Hash function

* This me

lead to p
SP UAV

S R

GS UAV

(3) Partial Private Key Generation (PPKGN). When SPTA

receives (ENDINTUAV
QINTUAV

), then it generates and

sends EPRT to INT through an open network.

(4)
TA

UAV Private and Public Key Generation (UPBG).
When INTUAV receives (EPRTSPTA ), it sets JSPTA

QINTUAV
as his public key and PRTSPTA

P INTUAV
as

his private key.
(5) GS Private and Public Key Generation (GSPBG): GS

assumes the role of responder/receiver (RGS) and can

generate his private and public keys (P Q .RG

(6)
GS

Authenticated Key Agreement: INTUAV first chooses the
symmetric key b from AES, generates and sends

(LINTUAV
C SINTUAV

) to RGS that contains the ciphertext,

which is generated on a symmetric key. When RGS

receives (LINTUAV
C SINTUAV

), it first recovers the sym-

metric key b, then verifies the signature. If the verifica-

tion process is successful, it sets b as the symmetric
secret key between R and INT .

3.2. ROM

Bellare and Rogaway23 developed the ROM in 1993. By seeing

hash functions as random oracles, we can quickly gauge the
robustness of cryptographic methods that use them. According
to this paradigm, every given input will always produce an out-

put at a fixed time. If the input has been requested before, the
oracle will provide the same value it offered before. If the input
is not what the oracle has seen, it will give an unexpected
result. Rather than relying on a hash function, it uses a freely

accessible random function (sometimes known as the ‘‘random
s by year, applied techniques, and limitations.

rom high computation and communication costs

ble to impersonation attack

rom high computation and communication costs

rom a key escrow problem

s a secure channel to send the private key

f anonymity

pairing and exponential operations need heavy computational efforts

ble to IND-CPA security model

no support for user anonymity and untraceability features

rom a key escrow problem

s a secure channel to send the private key

pairing and exponential operations require heavy computational

ble to user impersonation and privileged insider attacks

rom a key escrow problem

s a secure channel to send the private key

f anonymity

eds to put more effort into the scheme’s processing than HECC

thod encounters the issue of a single point of system failure, which will

roblems such as user privacy leakage

move_t0005
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oracle”). To guess the hash function’s output, a potential
attacker must employ a random number generator.
3.3. Threat model

The threat model for the proposed cryptographic scheme
involves two main classes of adversaries, Type 1 and Type 2,

each with distinct capabilities and goals.
Type 1. Adversaries (AINTGS1

)

Type 1 adversaries are considered to be the external threat
actors who aim to falsify digital signatures and compromise

the confidentiality of the proposed scheme. They have limited
access to the system and are considered ‘‘outsider” actors. The
key characteristic of Type 1(AINTGS1

) adversaries include their

inability to access the user’s private but can modify the public
key used in communication at the same time. However, they

lack the means to derive or directly obtain the corresponding
private key, which limits their ability to fully compromise the
integrity of secure communications. The primary objective of

Type 1 (AINTGS1
) adversaries is to manipulate or generate

parameters in such a way that they can create valid ciphertexts
or forged signatures. To do this, they attempt to exploit weak-
nesses in the cryptographic process, such as tampering with the

public key or intercepting data during transmission, with the
ultimate goal of creating a false signature.

Type 2. Adversaries (AINTGS2
)

Type 2 adversaries (AINTGS2
) represent insider threats,

potentially entities such as service providers (denoted by
SPTA) in the proposed scheme. Type 2 adversaries (AINTGS2

)

have more extensive access than Type 1 adversaries (AINTGS1
).

Specifically, they can modify the private key of the SPTA),

enhancing their ability to compromise security. However, even
these actors don’t have that much ability to access the user’s
public key, meaning they are still restricted from some of the

most critical information needed to break the scheme entirely.
The primary danger posed by Type 2 adversaries AINTGS2

) is

their ability to tamper with the private key infrastructure,
which might allow them to forge signatures and compromise
the integrity of sensitive data. By doing so, they could mas-

querade as legitimate entities or users, potentially breaching
the confidentiality of communications between users and the
SPTA).

Both types of adversaries have a shared goal: to determine
the conditions necessary for generating the secret key and the
ciphertext. This involves creating or retrieving parameters used

in cryptographic calculations, with the ultimate aim of forging
a legitimate-looking signature or intercepting sensitive commu-
nications. These adversaries exploit different system vulnera-

bilities by altering public or private keys or manipulating the
cryptographic process.
3.4. Security goals

The following are the security goals to be achieved by the pro-
posed scheme.

(1) Unforgeability. The proposed scheme must be unforge-
able, which means the attacker will not be able to gener-
ate a forged signature.
(2) Secret Key Security. The scheme must have the property

of secret key security, which means the attacker will not
be able to generate a secret shared key.

(3) Resist against Reply Attack. The proposed scheme will

be safe from reply attacks, which means the attacker will
not be able to resend the old messages.

(4) Resist against Impersonation Attack. This scheme must
be safeguarded from an impersonation attack, which

means the attacker cannot impersonate any user.
(5) Man-in-the-Middle Attack. The scheme will resist man-

in-the-middle attacks, which means the attacker cannot

impersonate any user or generate a forged signature or
secret key.

3.5. Network model

The network model proposed in this paper contains three main
entities: UAVs, GS, and Service Providers (SPTA). Each UAV

has several helpful components, such as cameras, a Global
Positioning System (GPS), an Inertial Measurement Unit
(IMU), and sensors, all of which may be used in various appli-

cation situations. The network is established when the UAVs
begin their flight into the air, bringing height sensors, IMU,
GPS units, and any other embedded equipment, such as the

flight controller. As building a network consisting of many
clusters of UAVs starts, we assume that the UAVs already
know their neighbors’ zone ID, location, altitude, and velocity.

In our case, the UAVs belong to certificateless cryptography;
when they want to communicate with GS, they first register
themselves with SPTA and for this purpose, UAVs will send

their identity in an encrypted form to SPTA. When SPTA

receives encrypted identity, then it first recovers the original

identity of UAVs by using a standard shared secret key and
generates the partial public and private key, encrypts both par-
tial public and private key through a standard shared secret
key and sends it by using the insecure network to UAVs. Then,

UAVs can decrypt the ciphertext containing the partial public
and private key, generate the wholly private and public key
pairs, generate signcryption on collected data, and send the

encryption text to GS using an open/insecure network.
The second entity, GS, which belongs to public key infras-

tructure cryptography, first generates its public and private

keys. When it receives a signcryption text from UAVs, its task
is to verify the signature and get plain text after decrypting the
ciphertext. The third entity is the Service Provider (SPTA),
which is responsible for creating public parameters and partial

public and private keys for UAVs. Fig. 1 illustrates the net-
work model the proposed scheme would use to function.

4. Construction of proposed scheme

The construction of the proposed cross-domain AKA scheme
for the UAV environment is discussed in further detail in the

sub-steps below. The symbols used in the proposed scheme
are listed in Table 2.

4.1. Setup

The Service Provider (SPTA) that serves as the Trusted Author-
ity (TA) first suggests the Hyper Elliptic Curve (HECSPTA ) with

move_f0005
move_t0010
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Fig. 1 A network model of proposed scheme.
genus 2, defined over a finite field F n where n is the order

and its value is 80 bits. Second, SPTA chooses ASPTA F n ,

computes BSPTA ASPTAD and selects three hash functions

(HSPTA1
HSPTA2

HSPTA3
), sets ASPTA as his private key and
Table 2 Notation table.

Notation Description

SPTA It represents the service provider that serves

as the Trusted Authority (TA).

HECSPTA
It represents the Hyperelliptic Curve,

suggested by SPTA

F n Indicates a finite field over HECSPTA

n Indicates the order of finite field F n

ASPTA
Indicates the private key of SPTA

BSPTA
Indicates the public key of SPTA

Indicates the hash functions suggested by

SPTA

HSPTA1
HSPTA2

HSPTA3

PRMSPTA
Indicates the public parameter form

suggested and published by SPTA

D Indicates the devisor, which belongs to the

Jacobian of HECSPTA

INTUAV Indicates the UAV performing the role of

initiator/sender

RGS Indicates the GS performing the role of

responder/receiver

JSPTA
QINTUAV

Indicates the public key pair of INTUAV

PRTSPTA
PINTUAV

Indicates the private key pair of INTUAV

PRGS
Indicates the private key of RGS

QRGS
Indicates the public key of RGS

Used for encryption and decryption

The public key cryptography-based secret

key, which is shared between INTUAV and

SPTA

KINTUAV

EKINTUAV
Indicates encryption through the public key

cryptography-based secret key KINTUAV

DKINTUAV
Indicates decryptions through the public

key cryptography-based secret key KINTUAV

IDINTUAV

b
Indicates the identity of INTUAV

The symmetric key, which is shared

between INTUAV and RGS
UAV

BSPTA as his public key. Further, SPTA makes a param

PRMSPTA F n n BSPTA HECSPTA HSPTA1
HSPTA2

HSPTA3

D and distributes PRMSPTA to a network. The illustration

of setup and key generation is given in Fig. 2.

4.2. CL-key generation

This phase consists of the four steps listed below.

(1) UAV Secret Value Generation (UAVSVG): Here, UAV

is acting as the initiator/sender, which could be repre-
sented as (INT ) and can conduct the actions below.
(A)

INT INTUAV

KINT INTUAV

INTUAV

First, it picks P INTUAV
F n and computes

Q P D
(B)

UAV

Computes KINTUAV
P INTUAV

BSPTA and ENDINTUAV

E ID

(C)
UAV

Sends (ENDINTUAV
QINTUAV

) to SPTA via an open

network and stores the tuple for (ENDINTUAV

Q ) in his database for future use.
Note that if the attacker wants to launch a Man in the Mid-
dle attack by accessing the identity of the initiator/sender,
which could be represented as (INTUAV), then he first decrypts

ENDINTUAV
as IDINTUAV

DKINTUAV
ENDINTUAV

and this pro-

cess the attacker needs to compute KINTUAV
PINTUAV

BSPTA ,

which is not feasible for him to extract the private number
PINTUAV

from QINTUAV
PINTUAV

D that leads to solving a hard

problem called HECDLP.

(2) Partial Private Key Generation (PPKGN): When SPTA

receives (ENDINTUAV
QINTUAV

), it performs the following

steps.
INT INTUAV KINT INTUAV

(B)

INTUAV SPTA INT

(A) puCom tes KINTUAV
QINTUAV

ASPTA and recovers

ID as ID D END .
UAV UAV

Chooses GSPTA F n , and then computes JSPTA

GSPTAD, and PRTSPTA GSPTA ASPTAHSPTA1

ID J Q .

(C) pu
UAV

Com tes EPRTSPTA EKINTUAV
PRTSPTA JSPTA

and sends EPRTSPTA to INTUAV through an open

network.
(3) UAV Private and Public Key Generation (UPBG):

When INTUAV receives (EPRTSPTA ), it performs the fol-

lowing steps.
(A)

JSPTA DKINT
EPRTSPTA .

It recovers PRTSPTA J SPTA as PRTSPTA

(B) I
UAV

NTUAV sets JSPTA
QINTUAV

as his public key and

PRTSPTA
P INTUAV

as his private key.
QRGS

(4) GS Private and Public Key Generation (GSPBG): Here,
GS implies the role of responder/receiver (RGS) and can
generate his private and public keys as it selects

PRGS
F n , and computes QRGS

PRGS
D, sets PRGS

as

his private key and as his public key.

move_f0010
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Fig. 2 Illustration of setup and key generation.
4.3. Authenticated key agreement

INTUAV first chooses the symmetric key b from AES and picks

dINTUAV
F n , computes LINTUAV

dINTUAV
D, calculates

SKINTUAV
dINTUAV

QRGS
, generates a hash value as

H HSPTA2
b QINTUAV

LINTUAV
IDINTUAV

encrypts the sym-

metric key b as C HSPTA3
SKINTUAV

IDINTUAV
b, computes

SINTUAV

PINTUAV

PRTSPTA
H
mod n and then sends (LINTUAV

C

SINTUAV
Tim) to RGS. When RGS receives (LINTUAV

C

SINTUAV
Tim), it first checks the validity of Tim, then computes

SKRGS
LINTUAV

PRGS
, recovers symmetric key b as

b HSPTA3
SKINTUAV

IDINTUAV
C, then checks if the follow-

ing equation holds: QINTUAV
SINTUAV

JSPTA VBSPTA HD ,

where V HSPTA1
IDINTUAV

JSPTA QINTUAV
, then it sets b as

the symmetric secret key between RGS and INTUAV. The illus-
tration of authentication and key agreement is given in Fig. 3.
4.4. New device adding phase

This phase includes the four steps outlined below.

(1) New UAV Secret Value Generation (UAVSVG): Here,
we represent a new UAV denoted by (INTNUAV) capable
of conducting the tasks below.
(A)

INTNUAV INTNUAV

itFirst, picks P INTNUAV
F n and computes

Q P D.
TNUAV KINT INTNUAV

(B) puCom tes KINTNUAV
P INTNUAV

BSPTA and

END E ID .IN

(C) en
AV
)

NUAV

S ds (ENDINTNUAV
QINTNU

to SPTA via an open

network.
(2) New UAV Partial Private Key Generation (PPKGN):
When SPTA receives (ENDINTUAV

QINTUAV
), it performs

the following steps.
INTN INTNUAV KINT INTNUAV

(B)

SPTA1 INTNUAV SPTA INT

(A) puCom tes KINTNUAV
QINTNUAV

ASPTA and recovers

ID as ID D END
UAV

oo
NUAV

Ch ses GSPTA F n , and then computes

J SPTA GSPTA D, and PRTSPTA GSPTA ASPTA

H ID J Q
(C) pu

NUAV

Com tes EPRTSPTA EKINTNUAV
PRTSPTA JSPTA

and sends EPRTSPTA to INTNUAV through an

open network.
(3) New UAV Private and Public Key Generation (UPBG):
When INTUAV receives (EPRTSPTA ), it performs the fol-

lowing steps.
(A)

KINT SPTA

covIt re ers PRTSPTA J SPTA as PRTSPTA JSPTA

D EPRT .

(B) I
UAV

VNTNUA sets J SPTA
QINTNUAV

as his public

key and PRTSPTA
P INTNUAV

as his private key.

An illustration of the addition of the new device is
given in Fig. 4.

move_f0015
move_f0020
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Fig. 3 Illustration of authentication and key agreement.

Fig. 4 Illustration of new device adding.
4.5. Correctness

The SPTA can recover KINTUAV
by using the following

computations.

The RGS can prove SKRGS
SKINTUAV

by using the following

computations.

KINTUAV
QINTUAV

ASPTA PINTUAV
DASPTA PINTUAV

BSPTA

KINTUAV
KINTUAV
QINTUAV

ASPTA PINTUAV
DASPTA PINTUAV

BSPTA

KINTUAV

The RGS can prove SKRGS
SKINTUAV

by using the following

computations.

SKRGS
SKINTUAV

LINTUAV
PRGS

dINTUAV
DPRGS

dINTUAV
QRGS

SKINTUAV

Using the following computations, the RGS can verify the tri-
ple (LINTUAV C, INTUAV) by verifying the triple.
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QINTUAV
SINTUAV

JSPTA VBSPTA HD

SINTUAV
JSPTA VBSPTA HD

PINTUAV

PRTSPTA H
JSPTA VBSPTA HD

PINTUAV

PRTSPTA H
GSPTAD VBSPTA HD

PINTUAV

PRTSPTA H
GSPTAD VASPTAD HD

PINTUAV
D

PRTSPTA H
GSPTA ASPTA HSPTA1

IDINTUAV
JSPTA QINTUAV

ASPTA H

PINTUAV
D

PRTSPTA H
PRTSPTA H

PINTUAV
D QINTUAV

The RGS can recovers b by using the following computations.

b HSPTA3
SKINTUAV

C

HSPTA3
SKINTUAV

HSPTA3
SKINTUAV

b b
5. Security analysis using ROM

To carry out the provable security analysis of the proposed
scheme, which makes use of a well-known method of formal

security analysis called the ROM, in which the adversary
(AINTGS1

AINTGS2
) and challenger (CINTGS

) rely on two main

challenging problems, which are as follows.
Hyper Elliptic Curve Discrete Logarithm Problem

(HECDlp
): Suppose ZINTGS

YINTGS
D, where YINTGS

F n ,

hence finding the value YINTGS
from ZINTGS

is called HECDlp
.

Hyper Elliptic Curve Diffie-Hellman Problem (HECDPH
):

Suppose ZINTGS
YINTGS

XINTGS
D, where YINTGS

XINTGS
F n ,

hence finding the values YINTGS
XINTGS

from ZINTGS
is called

HECDPH
.

In the following theorems, we will demonstrate that the
proposed scheme is secure against adversaries of types 1 and
2 (AINTGS1

AINTGS2
) regarding confidentiality and

unforgeability.

Theorem 1. In this theorem, we explain how the challenger
CINTGS

helps the adversary AINTGS1
to get the solution for

HECDPH
. Furthermore, AINTGS1

can perform several hash queries

(QINTGSi
) like HSPTA1

HSPTA2
HSPTA3

, a sender query(QINTGSS
),

then gets the following adversary AINTGS1
Avat HECDPH AINTGS1

EINTGS1

QINTGS1
QINTGS2

1 1
QINTGSS

1

QINTGSS 1
QINTGSS

1 .

Proof: Suppose ZINTGS
YINTGS

XINTGS
D, where YINTGS

XINTGS
F n . The task of CINTGS

is to perform the services of

helper for AINTGS1
for finding the values YINTGS

XINTGS
from

ZINTGS
. Hence, the following steps in which AINTGS1

and

CINTGS
are performed to get the solution for HECDPH

.

Setup: CINTGS
generates SPTA, BSPTA , and PRMSPTA and

sends PRMSPTA to AINTGS1
.

HSPTA1
Query When AINTGS1

ask a query with triple

IDINTUAV
JSPTA QINTUAV

, then CINTGS
checks for a tuple

IDINTUAV
JSPTA QINTUAV

H1i in a list LH1i
, if it exists, then

CINTGS
returns with a value H1i to Otherwise, it picks H1i
randomly, sends it to AINTGS1
, and updates the list LH2i

with

a new value such as IDINTUAV
JSPTA QINTUAV

H1i .

HSPTA2
Query When AINTGS1

ask a query with triple

b QINTUAV
LINTUAV

IDINTUAV
then CINTGS

checks for a tuple

b QINTUAV
LINTUAV

IDINTUAV
H2i in a list LH2i

, if it exists,

then CINTGS
returns with value H2i to.Otherwise, it picks H2i

randomly, and sends it to AINTGS1
, and updates the list LH2i

with the new value b QINTUAV
LINTUAV

IDINTUAV
H2i .

HSPTA3
Query When AINTGS1

ask a query with SKINTUAV

then CINTGS
checks for a tuple SKINTUAV

H3i in a list LH3i
,

if it exists, then CINTGS
returns with value H3i to Otherwise,

it picks H3i randomly, and sends it to AINTGS1
, and update

the list LH3i
with the new value SKINTUAV

H3i

PPKGNQuery When AINTGS1
ask a query with

IDINTUAV
PRTSPTA JSPTA then CINTGS

check for a tuple

IDINTUAV
PRTSPTA JSPTA in a list LPPKGN, if it exists, then

CINTGS
returns with value PRTSPTA to Otherwise it picks

PRTSPTA JSPTA randomly, and sends it to PRTSPTA to AINTGS1
,

and update the list LPPKGN with the new value
IDINTUAV

PRTSPTA JSPTA
UPBGQuery When AINTGS1

ask a query with

IDINTUAV
PRTSPTA PINTUAV

JSPTA QINTUAV
then CINTGS

check

for a tuple IDINTUAV
PRTSPTA PINTUAV

JSPTA QINTUAV
in a list

LUPBG, if it exists, then CINTGS
returns with value PRTSPTA

PINTUAV
JSPTA QINTUAV

Otherwise, it picks PRTSPTA PINTUAV

JSPTA QINTUAV
randomly, and sends it to PRTSPTA PINTUAV

JSPTA QINTUAV
to AINTGS1

, and update the list LUPBG with the

new value IDINTUAV
PRTSPTA PINTUAV

JSPTA QINTUAV

In the case of PKI key generation, when AINTGS1
asks a

query with IDINTUAV
QRGS

PRGS
then CINTGS

checks for a

tuple IDINTUAV
QRGS

PRGS
in a list LUPBG, if it exists, then

CINTGS
returns with value QRGS

PRGS
to AINTGS1

, otherwise

it picks QRGS
PRGS

randomly, and sends it to QRGS
PRGS

to AINTGS1
, and update the list LUPBG with the new value

IDINTUAV
QRGS

PRGS

Public keyReplacedQuery When AINTGS1
provides the new

pair of public key JSPTA , QINTUAV
) to CINTGS

and CINTGS
sub-

stitutes JSPTA QINTUAV
with JSPTA , QINTUAV

).

SenderQuery When AINTGS1
sends a plaintext and identity

to CINTGS
, and it will perform the following: CINTGS

retrieves

IDINTUAV
PRTSPTA PINTUAV

JSPTA QINTUAV
QRGS

and generate

the signcryption text (LINTUAV
C SINTUAV

) for AINTGS1
. CINTGS

fail and abort the process if c 1
Receiver Query: When AINTGS1

sends a plaintext and iden-

tity to CINTGS
and it will perform the following CINTGS

retrieves IDINTUAV
PRTSPTA PINTUAV

JSPTA QINTUAV
QRGS

PRGS

from the list and generates the receiver text (LINTUAV

C SINTUAV
) decryption and send plaintext to AINTGS1

. If c 1

it first computes SKRGS
LINTUAV

PRGS
, recovers symmetric

key b as b HSPTA3
SKINTUAV

C, then check if the following

equation holds: QINTUAV
SINTUAV

JSPTA VBSPTA HD ,

where V HSPTA1
IDINTUAV

JSPTA QINTUAV
.

Challenge phase: AINTGS1
returns with two exact sizes

but different nature plaintext and a test identity to CINTGS

If c 0, then it means that it has found

IDINTUAV
JSPTA QINTUAV

in LH1i
; otherwise, it randomly gener-

ates a challenge cipher text LINTUAV
C SINTUAV

and send it to

AINTGS1
.
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SP TA INT

INT INT INT

QI

olv

Guess phase: AINTGS1
performs the queries once again, and

CINTGS
generates a random bit as c , then sends it to AINTGS1

.

Then, it tries to guess the original decryption key; if
he succeeds in this case, therefore he/she will be able to solve
the following problem: ZINTGS

YINTGS
XINTGS

D,

where YINTGS
XINTGS

F n , hence, the task of CINTGS
which

perform the services of helper for AINTGS1
is to find the values

YINTGS
XINTGS

from ZINTGS
. Therefore, if c 1, the probability

will be 1

NTGSS
1
; If the partial private was accessed, the

probability will be 1
QINTGS1

, and to s e HECDPH
Hence,

the total advantages in which AINTGS1
and CINTGS

succeed

as Avat
HECDPH

AINTGS1

EINTGS1

QINTGS1
QINTGS2

1 1
QINTGSS

1

QINTGSS 1
QINTGSS

1
.

The illustration of Theorem 1 is given in Fig. 5.

Theorem 2. In this theorem, we explain how the challenger

CINTGS
helps the adversary AINTGS2

to get the solution for

HECDPH
. Furthermore, AINTGS2

can perform several hash queries

(QINTGSi
) like HSPTA1

HSPTA2
HSPTA3

, a sender query(QINTGSS
),

then we can get the following adversary AINTGS2

Avat
HECDPH

AINTGS1

EINTGS1

QINTGS1
QINTGS2

1 1
QINTGSS

1

QINTGSS 1
QINTGSS

1 .

Proof: Suppose ZINTGS
YINTGS

XINTGS
D, where YINTGS

XINTGS
F n , so, the task of CINTGS

which performs the ser-

vices of helper for AINTGS1
is to find the values YINTGS

XINTGS

from ZINTGS
. Therefore, the following are steps in which

AINTGS1
and CINTGS

are working to get a solution for HECDPH
.

(1) Setup: CINTGS
generates SPTA, BSPTA , and PRMSPTA and

sends PRM and SP to A .

(2) HS

TA GS2

PTAi Query: These queries are identical to those per-

formed in Theorem 1.
(3) PPKGNQuery This query is identical to the one per-

formed in Theorem 1.
(4) UPBGQuery This query is identical to the one per-

formed in Theorem 1.
(5) SenderQuery When AINTGS2

sends a plaintext and

identity to CINTGS
then the following steps will be

performed.

(6) CINTGS
retrieves IDINTUAV

PRTSPTA P INTUAV
JSPTA

QINTUAV
QRGS

and generates the signcryption text

(L C S ) for A .
UAV UAV GS2
Fig. 5 Illustration of Theorem 1.
(8)

INT

(9)

AINT .

(10)

IDINTUAV
JSPTA QINTUAV

.

(1)

send PRMSP to AINT .

(2)
Theorem 1.

(7) CINTGS
failed and aborted the process if c 1

RecieverQuery When AINTGS2
sends a plaintext and

identity to C then it will perform the following

s
GS

teps.

CINTGS
retrieves IDINTUAV

PRTSPTA P INTUAV
JSPTA QINTUAV

QRGS
PRGS

from the list and generates the plaintext from

(LINTUAV
C SINTUAV

) and then sends the plaintext to

GS

c SK
2

If 1 then it first computes RGS
LINTUAV

Recov-

ers symmetric key b as b HSPTA3
SKINTUAV

C, then
checks if the following equation holds: QINTUAV

SINTUAV
JSPTA VBSPTA HD , where V HSPTA1

Challenge phase: AINTGS2
returns two plaintexts of the same

size but distinct types, as well as a test identity to CINTGS
If

c 0, it means that IDINTUAV
JSPTA QINTUAV

has been found

in LH1i
; otherwise, it randomly generates a challenge cipher text

LINTUAV
C SINTUAV

and sends it to AINTGS2
.

Guess phase: AINTGS2
performs the queries once again, and

CINTGS
generates a random bit c , then sends it to AINTGS2

. Then,

if he is successful, hemust try to guess the original decryption key
so that he can solve the following problem:

ZINTGS
YINTGS

XINTGS
D, where YINTGS

XINTGS
F n , so,

the task of CINTGS
which perform the services of helper

for AINTGS2
is to find the values YINTGS

XINTGS
from ZINTGS

. So,

if c 1, then the probability will be if the partial

private is searched then the probability will be 1
QINTGS1

, and to

solve HECDPH

1
QINTGS3

. So the total advantages in which AINTGS2

and CINTGS
succeed as Avat

HECDPH

AINTGS1

EINTGS1

QINTGS1
QINTGS2

1 1
QINTGSS

1

QINTGSS 1
QINTGSS

1
. The illustration of Theorem 2

is given in Fig. 6.

Theorem 3. In this theorem, we explain how the challenger
CINTGS

helps the adversary AINTGS1
to get the solution for

HECDlp
. Furthermore, AINTGS1

can perform several hash queries

(QINTGSi
) like HSPTA1

HSPTA2
HSPTA3

, a sender query(QINTGSS
).

Then, we can get the following adversary AINTGS1

Avat
HECDPH

AINTGS1

EINTGS1

QINTGS1

1 1
QINTGSS

1

QINTGSS

Proof: Suppose ZINTGS
YINTGS

D, where YINTGS
F n , so,

the task of CINTGS
which performs the services of helper for

AINTGS1
is to find the values YINTGS

from ZINTGS
. Therefore,

the following are steps in which AINTGS1
and CINTGS

are working

to get the solution for HECDlp
.

BSSetup: CINTGS
generates SPTA, PTA , and PRMSPTA and

TA GS1

Queries: All queries are identical to those performed in

Forgery: After performing the above queries, AINTGS1
can

produce two sets of ciphertext LINTUAV
C SINTUAV

and

LINTUAV
C SINTUAV

. To do this, he must have the partial

private key and the sender and receiver private keys. The prob-
ability analysis thus proceeds as follows: If c 1, then the

probability will be 1
QINTGS1

, and to solve HECDPH

1
QINTGS3

, there-

move_f0025
move_f0030
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Fig. 6 Illustration of Theorem 2.
SP TA T

fore, the total advantages in which AINTGS1
and CINTGS

succeed

as Avat
HECDPH

AINTGS1

1
QINTGS1

1 1
QINTGSS

1

QINTGSS .

Theorem 4. In this theorem, we explain how the challenger
CINTGS

helps the adversary AINTGS2
to get the solution for

HECDlp
. Furthermore, AINTGS2

can perform several hash queries

(QINTGSi
) like HSPTA1

HSPTA2
HSPTA3

, a sender query(QINTGSS
),

then we can get the following adversary AINTGS2

Avat
HECDPH

AINTGS1

EINTGS1

QINTGS1

1 1
QINTGSS

1

QINTGSS .

Proof: Suppose ZINTGS
YINTGS

D, where YINTGS
F n , so,

the task of CINTGS
which performs the services of helper for

AINTGS2
and is to find the values YINTGS

from ZINTGS
. To get

the solution for HECDlp
, AINTGS2

and CINTGS
are worked out

in the following phases.

(1) PRSP BSPSetup: CINTGS
generates TA, TA

, and MSPTA and

send PRM andSP to A .IN

(2)
TA GS2

Queries: All queries are identical to those performed in
Theorem 2.

Forgery: After performing the above queries, AINTGS1
can

produce two sets of ciphertext LINTUAV
C SINTUAV

and

LINTUAV
C SINTUAV

. For this purpose, he/she must get the

sender and receiver’s partial private and private keys. The
probability analysis thus proceeds as follows: If c 1, then
the probability will be if the partial private key accesses, then

the probability will be 1
QINTGS1

, and to solve HECDPH

1
QINTGS3

,

therefore, the total advantages in which AINTGS1
and CINTGS

success will be as

Avat
HECDPH

AINTGS1

1

QINTGS1

1
1

QINTGSS
1

QINTGSS

1

6. Security analysis using ROR model

We employed the popular ‘‘Real-Or-Random” (ROR) oracle
model to demonstrate that the proposed scheme has semantic

security (secret key security). In this model, we only examine
1 2

1 2

how the proposed scheme’s secret key will be protected from
n Type 1 AINTGS1

andType 2 AINTGS2
attackers

Suppose n wants to intercept the communication between
nodes N1 and N2. We further suppose that the instances of 1

and N2 are represented as N N1 and N2.

(1) Execute query: In this query, n can capture the commu-

nication between N and N .
(2) Send a query: In this query, can communicate with N

and get a response accordingly.

(3) Reveal query: In this query, n attempts to construct or
reveal the session secret key of N and N .

(4) foTest query: In this query, n demands N r the secret ses-
sion key (G) and replies with an arbitrary bit J.

Moreover, we consider the publicly accessible hash function
for the random oracle. Consequently, utilizing the following

Theorem 3, we can implement the security resistance against
the proposed scheme’s secret key.

Theorem 5. Suppose n wants to break secret session key (G)
security between N1 and N2 utilizing polynomial time

Ʈ Therefore, the breaking advantages of n are as follows:

nAdvantage Ʈ
hH
hash

2nHECDLP Ʈ 2

where |hash|, hH, nHECDLP(Ʈ) denotes space for a hash func-

tion, requested hash queries, and un-ignored efforts of n to
get the solution of HECDLP. The following games illustrate
the solution to Theorem 5.

Game1 It resembles a real approach that can be imple-

mented in the ROR model, allowing us to obtain the following
results.

nAdvantage Ʈ 2nHECDLP
Game 1 1 3

Game2 In this Game 2, all the conversations ((u x) and
(C)) between N1 and N2 intercepts by n, then it can apply to
execute, reveal, and test query in the intention for recovering
secret session key (b) in real or random form. The secret key
is encrypted as, i.e., HSPTA3

SKINTUAV
b. Here,

SKINTUAV
dINTUAV

QRGS
, however, struggle to find dINTUAV

,

which is challenging due to the difficulty of finding a solution
for the hyperelliptic curve discrete logarithm problem. Hence,
in the following Eq. (4), we represent the indistinguishability of
Game 1 and Game 2.

Game 1 nAdvantage Game 2 4

Game3 In this Game 3, we will focus on the collision resis-
tance property of the hash function during conversations

LINTUAV
C SINTUAV

between N1 and. All the messages are pro-

tected through the hash function and HECDLP; for example,

SINTUAV

PINTUAV

PRTSPTA
H
. If n attempts to generate a forge one, then

he/she must extract PINTUAV
PRTSPTA , andH, that are normally

equals to process two-time hyperelliptic curve discrete loga-
rithm problem and same hash value, which is difficult. So,

the advantages of solving HECDLP of n denoted by

nHECDLP(Ʈ) and using the concept of birthday paradox, the

probability for hash query denoted by hH
2 hash

, so we get the fol-

lowing outcomes.
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nAdvantage Game 2 nAdvantage Game 3
hH

2 hash
nHECDLP Ʈ

5

When n can perform all the expected queries, it can get the

following results for guessing arbitrary bits J.

nAdvantage Game 2
1

2
6

We can get the following results from Eqs. (3) and (4).

1

2
n
HECDLP

Ʈ nAdvantage Game 1
1

2

nAdvantage Game 2
1

2
7

We can get the following results From Eqs. (6) and (7).

1

2

HECDLP

Ʈ 667em nAdvantage Game 2 nAdvantage Game 3

8

We can conclude the following from Eqs. (4) and (8).

1

2
n
HECDLP

Ʈ
hH

2 hash
nHECDLP Ʈ 9

Multiplying 2 by both sides of the Eq. (9) yields the follow-

ing results.

nHECDLP Ʈ
hH
hash

2nHECDLP Ʈ
7. Informal security analysis

The proposed scheme provides the following security

requirements.

(1) Unforgeability: Our scheme provides the unforgeability
of signature. In an event when an attacker wants to gen-

erate a forged signature SINTUAV

P INTUAV

PRTSPTA
H mod n in

authentication phase, for this, he/she need two unknown
values PRTSPTA which is only known to UAV, and it is

mathematically not feasible to solve the Hard problem

like hyperelliptic curve discrete logarithm problem.
From the above discussions, it is proved that the pro-
posed scheme provides the unforgeability of a signature.

(2) Secret Key Security: Our scheme provides the secret key
security. In an event when an attacker wants to generate
a secret key SKINTUAV

dINTUAV
QRGS

in authentication

phase, for this, he/she needs two unknown values dINTUAV

which is only known to UAV, and it is mathematically

not feasible to solve the hard problem like HECDLP.
From the above discussions, it is proved that the pro-
posed scheme provides the secret key security.

(3) Resist against Reply Attack: The proposed scheme is

safeguarded from reply attack. In the communication
of proxy signature the UAV sends (LINTUAV

C
SINTUAV

T im) as a signature tuple, where T im represents

a time stamp. When LINTUAV
C SINTUAV

T im) is received

to RGS, it can check the validity of T im, if it is valid, it can

verify the signature.
o

TA

(4) Resist against Impersonation Attacks: The proposed

scheme is safeguarded from impersonation attacks. In
CL-Key Generation phase, the UAV, which is acting
as the initiator/sender that could be represented as

(INTUAV), picks P INTUAV
F n , compute QINTUAV

P INTUAV
D KINTUAV

P INTUAV
BSPTA , ENDINTUAV

EKINTUAV
IDINTUAV

sends (ENDINTUAV
QINTUAV

) t

SPTA via an open network, and stores the tuple for

(ENDINTUAV
QINTUAV

) in his database for future use.

When an attacker uses some identity for extracting the
partial public and private key, then it could fail because
SP has the records of all previous identities.

(5) Man-In-the-Middle Attack: In our proposed scheme,
the attacker will not be able to impersonate the legiti-
mate user if the attacker wants to launch a Man-

in-the-Middle attack by accessing the identity of the
initiator/sender, which could be represented as (INTUAV),
then he first decrypt ENDINTUAV

as IDINTUAV
DKINTUAV

ENDINTUAV
and this process the attacker needs to

compute KINTUAV
P INTUAV

BSPTA , which is not feasible

for him to extract the private number P INTUAV
from

QINTUAV
P INTUAV

D that leads to solving a hard problem

called hyperelliptic curve discrete logarithm problem.

8. Performance comparison

This section is devoted to the performance comparison of the
proposed scheme with existing equivalents schemes, such as

those of which were suggested by Wang et al.17, Tao et al. 18,
Liu et al. 19, Pan et al. 20, Aithekar et al. 21, and Xie et al. 22

in terms of computation, communication costs, and security

requirements. The results of both sets of comparisons are then
presented in graphs and tables to provide a better understand-
ing of the viability of the proposed scheme. Tables 3 and 4

present a comparison of computation costs, Table 5 outlines
communication costs, and Table 6 highlights security
requirements.

8.1. Computation cost

The comparison of the computation cost is presented in
Tables 3 and 4. These tables include performance based on

the operations of computation cost expressed in major
operations and milliseconds, respectively, for the proposed
scheme and the methods presented by Wang et al.17, Tao

et al. 18, Liu et al. 19, Pan et al. 20, Aithekar et al. 21, and
Xie et al. 22. The experiment was conducted to compute the
time required for a single major operation. The results indi-

cate that INTTBP needs 1.02 ms, INTTEXP requires 0.84 ms,
INTTESM needs 0.64 ms, and INTTHSM requires 0.36 ms.24

The experiment was carried out employing both hardware
and software configurations. Specifically, the system

model was a MacBook Pro-2015 equipped with 16 GB
1 600 MHz DDR3 RAM, a 2.2 GHz quad-core Intel Core
i7 processor, and 512 GB of storage. The employed operating

system was macOS Big Sur 11.4. Furthermore, the investiga-
tion employed iFogSim 1.0, libg2hec 2.1, NTL 5.5, MIRACL
7.0.0, PBC 1.0, and GMP 6.2.1. The fog client application is
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Table 3 Comparison of computation cost with primary operations.

Scheme Sender Receiver Total

Wang et al. 17 6INTTBP 7INTTEXP 6INTTBP 2INTTEXP 12INTTBP 9INTTEXP

Tao et al. 18 5INTTBP 3INTTEXP 3INTTBP 2INTTEXP 8INTTBP 5INTTEXP

Liu et al. 19 4INTTESM 4INTTESM 8INTTESM

Pan et al. 20 2INTTEXP 2INTTBP 3INTTEXP 2INTTBP 5INTTEXP

Aithekar et al. 21 3INTTESM 3INTTESM 6INTTESM

Xie et al. 22 3INTTBP 2INTTEXP 2INTTBP 1INTTEXP 5INTTBP 3INTTEXP

Proposed 2INTTHSM 4INTTHSM 6INTTHSM

Note: INTTBP: Time needs for a single bilinear pairing operation, INTTSM Time needs for single multiplication operation on bilinear pairing,

INTTESM Time needs for single multiplication operation on EC, INTTHSM Time needs for single multiplication operation on HEC, INTTEXP

exponential operation

Table 4 Comparison of computation cost (in ms).

Scheme Sender Receiver Total

Wang et al. 17 12 7.8 19.8

Tao et al. 18 7.62 4.74 12.36

Liu et al. 19 2.56 2.56 5.12

Pan et al. 20 1.68 4.56 6.24

Aithekar et al. 21 1.92 1.92 3.84

Xie et al. 22 4.74 2.88 7.62

Proposed 0.72 1.44 2.16

Table 5 Comparison of communication cost with major operations.

Scheme Ciphertext size Ciphertext size (bits)

Wang et al. 17 10 INTG 2 m 10,496

Tao et al. 18 8 INTG 4 m 8704

Liu et al. 19 16 INTq 2560

Pan et al. 20 5 INTG 5120

Aithekar et al. 21 4 INTq m 768

Xie et al. 22 5 INTG 5120

Our Scheme 2 INTn m 320

Note: INTG is the parameter size belongs to the bilinear group and INTG 1024, m is a message and we assume its size is 128 bits, INTq the

parameter size belongs to elliptic curve group and INTq 160bits, and INTnis the parameter size belongs to hyperelliptic curve group and

INTn 80bits.
developed with the aid of the iFogSim simulator. The cost of
the main operation, hyperelliptic curve divisor multiplication
(HDM), is computed using the application libg2hec, which is
accessible on GitHub. The libg2hec library provides a divisor

group operation on the Jacobian of a hypothetical genus 2-
hyperelliptic curve. The NTL library of V. Shoup is required
to operate the G2HEC library efficiently. The G2HEC

library’s results were evaluated with NTL 5.5 on macOS
Mac fat 11.4 x86_64. The Multi-Precision Integer and
Rational Arithmetic C Library (MIRACL) is used to test

the runtime of the basic cryptographic operations up to
1000 times to measure the performance of the proposed
scheme. With the aid of the pairing-based cryptography
library PBC, bilinear pairing modular exponential
(INTTEXP) and bilinear pairing operation (INTTBP) costs can
be calculated. PBC is built on the GMP library, which han-
dles all pairing-based point multiplication and bilinear pair-

ing modular exponential operations. With type A bilinear
pairing over an elliptic curve with p 512 bits and q 160
bits, we can attain RSA-1024-level security. ECC can use

either the Secp160r1 curve over a finite field or the genus
two hyperelliptic curve over a finite field with the following

values: |F n |g log2 n 280 to obtain the same level of secu-

rity. In comparison with the existing schemes proposed by
Wang et al.17, Tao et al. 18, Liu et al. 19, Pan et al. 20, Aithe-
kar et al. 21, and Xie et al. 22. Table 3 presents the data com-
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Table 6 Comparison of security requirements.

Scheme Unforgeability Security of

Secret Key

Resistance against

replay attack

Resistance against

Impersonation attack

Resistance against Man

in The Middle attack

Wang et al. 17 Yes Yes No No No

Tao et al. 18 Yes Yes No No No

Liu et al. 19 Yes Yes No No No

Pan et al. 20 Yes Yes No No No

Aithekar et al. 21 Yes Yes No No No

Xie et al. 22 Yes Yes No No No

proposed Yes Yes Yes Yes Yes

Fig. 7 Comparison of computation cost.
paring computation costs, further visualized in Fig. 7 and

detailed in milliseconds in Table 4. The results show that
the proposed scheme has a lower computation cost.

8.2. Communication cost

In this subsection of communication cost, the fundamental
operations of communication cost for the proposed scheme

and other comparable schemes proposed by Wang et al.17,
Tao et al. 18, Liu et al. 19, Pan et al. 20, Aithekar et al. 21,
and Xie et al. 22. Table 5 presents the data comparing commu-

nication costs, further visualized in Fig. 8. The proposed
scheme has a lower communication cost than the schemes pro-
posed by Wang et al.17, Tao et al. 18, Liu et al. 19, Pan et al. 20,
Fig. 8 Comparison of communication cost.
Aithekar et al. 21, and Xie et al. 22. This comparison demon-
strates the feasibility of the proposed scheme.

9. Conclusions

UAVs, typically not designed with security, are susceptible to

fundamental privacy and security concerns. These concerns are
because UAVs usually communicate through open wireless
channels and have limited computing resources. The primary
objective of developing a cryptographic scheme is to secure

the communications of UAVs while concurrently reducing
the cost of computation and communication. In this article,
we proposed an efficient and secure cross-domain AKA

scheme based on HECC to satisfy the criteria of low computa-
tion and communication costs. The ECC has been further
improved by introducing the HECC, which has smaller param-

eters and key sizes. In contrast to the ECC, which requires a
key length of 160 bits, the key size is restricted to a maximum
of 80 bits, making it an excellent choice for UAVs with limited

onboard computing resources. The formal security analysis
conducted with the ROM and ROR models, along with the
comparative analysis in computation and communication
costs, conclusively demonstrated the improved security and

efficiency of the proposed scheme compared to its equivalent
existing schemes.
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