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ABSTRACT

Behavioral biometric-based smartphone user authentication schemes
based on touch/swipe have shown to provide the desired usability.
However, their accuracy is not yet considered up to the mark. This
is primarily due to the lack of a sufficient number of training sam-
ples, e.g., swiping gestures1: users are reluctant to provide many.
Consequently, the application of such authentication techniques in
the real world is still limited.

To overcome the shortage of training samples and make be-
havioral biometric-based schemes more accurate, we propose the
usage of Generative Adversarial Networks (GAN) for generating
synthetic samples, in our case, or swiping gestures. GAN is an un-
supervised approach for synthetic data generation and has already
been used in a wide range of applications, such as image and video
generation. However, their use in behavioral biometric-based user
authentication schemes has not been explored yet. In this paper,
we propose SwipeGAN - to generate swiping samples to be used
for smartphone user authentication. Extensive experimentation
and evaluation show the quality of the generated synthetic swip-
ing samples and their efficacy in increasing the accuracy of the
authentication scheme.
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1Swiping is a sequence of generated touch-events as a results of user’s finger movement
on the smartphone’s touch screen [11] [24].
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1 INTRODUCTION

Smartphone user authentication is the process of verifying the
claimant’s identity and to ensure a safe, secure, and legit session.
Most popular authentication approaches, e.g., PIN/passwords, face
and fingerprint recognition, have shown to be neither secure [23][1]
nor usable [17][12]. Hence, researchers have proposed to exploit
user behaviors to profile users and authenticate them. Behavioral
biometric-based solutions, e.g., keystroke [2], mouse [8, 25], phone-
movement [5, 6], offer various advantages, such as, (i) relevant data
can be collected unobtrusively, (ii) they have interesting security
properties (i.e., they are application dependent), and (iii) they often
do not require additional hardware. However, due to high intra-class
variations and limited number of training samples, these systems
are not yet able to attain the required accuracy. Thus, their actual
deployment is still lagging.

Generative Adversarial Network (GAN) is an unsupervised ap-
proach for synthetic data generation, proposed by Goodfellow et
al. [14]. GAN performs its functionality with the help of two sub-
models: the generator and the discriminator. The discriminator
model needs to be initially trained on the real data. The generator
model generates new samples and the trained discriminator model
classifies these samples into either “real” or “not real” ones. Based
on this feedback from the discriminator, the generator model itera-
tively improves the quality of the generated samples. The technique
has been already exploited for image generation [30], video gen-
eration [29], wireless applications (for spectrum sensing [10] and
spoofing wireless signals [26]), and voice and language process-
ing [19, 31], just to name a few. However, very little work has been
done to generate tabular (one dimensional 1D) data, especially, in
the user authentication domain [21, 22].

This paper presents a data augmentation2 model powered by
GAN to generate synthetic swiping samples from “real” samples of
a user. This paper, being the first to explore the feasibility of using
GAN in swiping-based user authentication, tries to establish the
foundation of the research in this domain.

We downloaded the publicly available dataset [16], used inDriver-
Auth [15] and exploited the contained 10, 320 swiping samples col-
lected from 86 users. Using a Random Forest (RF) model in the form
of a one-class3 classifier, we achieved an initial True Acceptance
Rate (TAR) of 84.66% (compared to 84.7% obtained in the original
study) and False Acceptance Rate (FAR) of 14.78%. To demonstrate
2Data augmentation [13] refers to the process of generating synthetic samples to make
the classifier learn so well that the classification error is decreased, significantly. This
technique is believed to improve the classifier’s generalization capabilities and so has
been widely used in computer vision tasks, e.g., image recognition, etc.
3One-class classification is used to model the problem of biometric-based user authen-
tication on smartphones [7, 27].
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the quality of the generated synthetic swiping samples and their im-
pact on the classifier’s accuracy, we added some of them (25%, 50%,
75%, and 100%) to the original training samples and witnessed a
significant increase in TAR, from 84.66% to 91.65%, and a reduction
of FAR from 14.78% to 11.04%.

In summary, the main contributions of this paper are:

• The proposal of a GAN based solution, named SwipeGAN, to
generate high-quality synthetic swiping modality samples.

• The demonstration of the usefulness of synthetic swiping
modality samples for improving the classifier’s accuracy,
hence coping with a well known limitation of the considered
behavioral biometric-based user authentication scheme.

The rest of the paper is organized as follows. Section 2 de-
scribes the necessary background to understand the paper. Section
3 presents a high level overview of our approach. Section 4 explains
the experimental evaluation and our obtained results. Finally Sec-
tion 5 concludes the paper with the summary of our findings, and
suggestions for possible future works in this research area.

2 BACKGROUND

In this section, we present some necessary background information
to help readers in understanding the remainder of the paper.

2.1 Swiping-based Smartphone User

Authentication Schemes

Touchscreens, i.e., electronic visual displays that users can control
through simple or multi-touch gestures [20], have become lead-
ing input devices on mobile platforms. Due to wide popularity of
this input method, touch-biometrics (touch dynamics), which is a
method aimed at verifying the identity of a person based on the
way he/she interacts with the touchscreen, has become widely used
and acceptable by end users and security researchers [4, 11, 27].
Hence, some touch-based authenticationmechanisms, such as those
based on swiping, have been made available on most of the latest
smartphones.

2.2 One-class vs. Two-class Classification

The smartphone user authentication problem is mainly solved using
two approaches: two-class classification, that is, training the au-
thentication classifier on positive (phone owner) and negative (non
phone owner) samples; and one-class classification, i.e., training
the authentication classifier on positive samples only. Two-class
classification is a very powerful approach in discriminating be-
tween the positive and negative samples: the classifier learns the
decision boundary, in a convenient representation space, between
these two groups of samples. Whereas, in a one-class approach
the system checks if the test sample is likely to come or not from
the distribution of the available positive examples, based on the
measurement of the deviation between the incoming sample and
the saved samples. In case the measured deviation is higher than a
threshold, the samples are considered as negative [4][27].

Two-class classification could be used for an initial assessment
and understanding, however, one-class classification is considered
as a more practical and feasible approach for user authentication
in smartphones [27][7]. In fact, a two-class classifier requires data

from both the owner and the non-owners, and such a sharing of
biometric information of users leads to privacy concerns.

As already stated, when smartphone user authentication is mod-
eled as a one-class classification problem, the implemented classifier
is trained only on swiping samples of the smartphone owner. This
approach ensures privacy but at the cost of a reduced accuracy,
compared with two-class solutions: binary classifiers are better at
differentiating classes compared to one-class classifiers. In order
to improve their performance, one class classifiers require a much
larger number of samples to generalize well, but users are still reluc-
tant to provide an initial large number of samples to the classifiers.
To cope with this problem, we propose to use a GAN based solu-
tion, named SwipeGAN; it generates, at no cost for the user, more
samples and therefore helps a one-class classifier to become more
accurate.

2.3 Generative Adversarial Network

In a Generative Adversarial Network (GAN) two models, i.e., the
discriminator and the generator, complement each other to achieve
better accuracy and stability in the training process. We illustrate
the architecture of a GAN in Figure 1. The basic purpose of the
generator 𝐺 is to generate “non-real” samples that are as similar
as possible to “real” samples, based on the feedback of the discrim-
inator 𝐷 . Whereas the goal of the discriminator is to distinguish
between “real” samples and samples generated by the Generator 𝐺 .
It is worth mentioning that the input of the generator is a random
noise vector 𝑧 of fixed size (e.g., 1×100). This noise vector is mapped
to a new data space to obtain a fake sample (transformed to a multi-
dimensional vector), e.g.,𝐺 (𝑧) . After receiving this GAN-generated
“non-real” sample from the generator model, the discriminator com-
pares this sample with the “real” samples from the training data and
outputs a probability score for the two classes (“real” or “non-real”).
As soon as the discriminator 𝐷 fails to correctly differentiate the
two types of samples, the optimal state is reached.

Xtrain

G Sample

Sample

D

Random 
Noise z

fake/real
probability

Figure 1: The architecture of a GAN [18]

We have implemented a GAN, in python using keras4 library,
to generate synthetic swiping samples. Figure 2 depicts the archi-
tecture of the implemented Generator 𝐺 and Discriminator 𝐷 for
creating GAN-based synthetic swiping samples. The implemented
generator and discriminator networks are small neural networks
with just three layers each. The first layer of the generator accepts
a fixed-size (100-dimensional) noise vector. The final output of the
generator 𝐺 network is a 33-dimensional vector (equivalent to the
33-dimensional vector of “real” samples). These 33-dimensional
vectors, i.e., from “real” samples and “non-real” samples serve as
4https://keras.io/
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(a) (b)

Figure 2: Building blocks of our Simple GAN: (a) generator

and (b) discriminator.

the input to the discriminator. The output of the discriminator is
binary: the sample is either “real”, or “non-real”. The size of the
hidden layer is 128 neurons in both networks.

We created a lightweight GAN, using small discriminator and
generator neural networks, for two reasons: firstly we wanted to
demonstrate the efficacy of our approach leveraging even a basic
algorithm, like the traditional multilayer perceptron model. Sec-
ondly, the implemented GAN needs to be executed on smartphones,
which needless to say, have limited resources. So leveraging a more
advance scheme (e.g., 1D-CNN) could not be feasible.

2.4 Dynamic Time Warping (DTW)

In [3] 24 different techniques proposed over the years to evaluate
the performance of Image-based GANs are surveyed. However,
specific measures for the evaluation of 1D-GAN (GANs meant to
generate tabular data) are still missing.

Dynamic TimeWarping (DTW)5 has widely been used in several
applications including smartphone user authentication [9, 28]. We
have decided to evaluate our implemented GAN by adapting to
our application the DTW algorithm, and compute the dissimilarity
score (termed distance) between real samples of a user and GAN-
generated samples for that user.

2.5 Evaluation Metrics

We now define the considered evaluation metrics.
• True Acceptance Rate (TAR): is the percentage of legit
samples correctly accepted as legit.

• False Reject Rate (FRR): is the percentage of legit sam-
ples incorrectly rejected (erroneously classified as impostors
attempts)

• False Acceptance Rate (FAR): is the percentage of impos-
tor samples incorrectly accepted as legit.

5https://medium.com/walmartglobaltech/time-series-similarity-using-dynamic-time-
warping-explained-9d09119e48ec

• True Rejection Rate (TRR): is the percentage of impostor
samples correctly rejected (classified as impostor attempts).

• Dynamic Time Warping Distance (DTW-d): is the mea-
sure of dissimilarity between the original matrix, i.e., con-
taining the real samples of the user, and a matrix of samples
generated for that user by the GAN. The DTW-d between
two identical matrices is 0. The larger the distance is the
more different the two matrices are.

3 THE SWIPEGAN APPROACH

The approach proposed in this article includes 3 steps (as shown
in Figure 3). In the first step, we train a one-class Random Forest
classifier with the samples from the owner/legit user and then test
the system with the samples belonging to that particular owner.
This setting results in either accept or reject. We used a 10-fold
stratified cross-validationmethod in this setting.We preferred cross-
validation method because we wanted to test each and every sample
of a user. We used the same protocol, i.e., 10-fold cross-validation,
for testing the samples of the same user in step 3 as well, however,
we tested all the samples of non-owners in one go.

The training and testing (using cross-validation) results in TAR
and FRR (for the same users). Similarly, non-owner testing results
in FAR and TRR. In order to avoid redundancy, we present our
results only in TAR and FAR, as FRR and TRR can be calculated as
𝐹𝑅𝑅 = 1−𝑇𝐴𝑅 and𝑇𝑅𝑅 = 1− 𝐹𝐴𝑅, respectively. This training and
testing is repeated for all the users and we report average results
obtained for all 86 users in terms of TAR and FAR. Step 1 aims at
obtaining the baseline user authentication results.

In step 2, we train one discriminator for each user on the available
120 “real” swiping samples and we generate a new group of 120
“non-real” swiping samples. These samples are obtained during the
course of 10, 000 GAN epochs6.

We empirically found this number of epochs suitable for this
task, as after approximately 8000 epochs, the generator became
stable and was generating “non-real” samples very similar to the
“real” ones.

In step 3, we again perform the validation procedure by training
and testing the same one-class RF classifier that was considered
in step 1, but, now it is trained on increased number of samples
(generated in step 2) and tested on the same set of “real“ samples of
all non-owners, as in step 1. More specifically, for each user, we train
the one-class RF classifiers on a larger number of user’s samples,
such as, 150, e.g., by adding 25% of the GAN generated samples (30)
to the “real” samples of a user and apply 10-fold cross-validation to
train and test for intra-user setting and test this trained RF classifier
on the “real” samples of all non-owners in one go.

4 EXPERIMENTAL RESULTS

4.1 Dataset

The aim of the paper is to demonstrate the effectiveness of SwipeGAN
in generating high-quality synthetic swiping samples that can be
used to increase the original classifier accuracy. To this end, we
leverage the publicly available dataset [16] for our analysis. This
dataset has already been used in a latest study [15]. This dataset

6An epoch refers to a cycle through the complete train set.
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Figure 3: SwipeGAN approach, in 3 steps. (1) User authentication with a one-class classifier based on real swiping samples; (2)

generation of additional swiping samples; (3) training the one class classifier on the increased number of samples and testing

it.

(a) (b)

(c) (d)

Figure 4: The comparison of eight features of the real (blue) and the GAN generated non-real (red) samples for 2 randomly

chosen users (user 31, user 37). Non real samples are generated after 500 epochs for user 31 (a), and after 10000 epochs (b). Non
real samples are generated after 500 epochs for User 37 (c) and after 10000 epochs (d)

.

provides the extracted features (listed in Table 1) collected from
samples of 86 users. The final feature vector for each user is 33-
dimensional vector in length.

The shared dataset columns have different minimum and maxi-
mum ranges, thus to effectively train the RF classifier, we perform

normalization using the Min-Max Scaler7 utility available in Scikit-
learn8. In Min-max normalization, commonly used in these appli-
cations, the minimum and maximum values of a feature become 0
and 1, respectively, and the other values range between 0 and 1.

7https://scikit-learn.org/stable/modules/generated/sklearn.preprocessing.
MinMaxScaler.html
8https://scikit-learn.org/
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Table 1: Swipe features [16] (the number in brackets show feature’s position in the final feature vector)

# Features

1 Duration (1), Average event size (2), Event size down (3), Pressure down (4)
2 Start X (5), Start Y (6), End X (7 ), End Y (8)
3 Velocity X Min (9), Velocity X Max (10), Velocity X Average (11), Velocity X STD (12), Velocity X VAR (13)
4 Velocity Y Min (14), Velocity Y Max (15), Velocity Y Average (16), Velocity Y STD (17 ), Velocity Y VAR (18)
5 Acceleration X MIN (19), Acceleration X Max (20), Acceleration X AVG (21), Acceleration X STD (22), Acceleration X VAR (23)
6 Acceleration Y MIN (24), Acceleration Y Max (25), Acceleration Y AVG (26), Acceleration Y STD (27 ), Acceleration Y VAR (28)
7 Pressure Min (29), Pressure Max (30), Pressure AVG (31), Pressure STD (32), Pressure VAR (33)

4.2 Results

We present here the results obtained in the above-mentioned set-
tings.

4.2.1 Quality of the GAN generated “non-real” swiping
samples. By applying the generator 𝐺 network architecture we
tried to generate as similar vectors as possible to the real vectors.
The generated vectors (“non-real" samples) are saved after every
500 epochs. We started saving the samples after 500 epochs, because
before that, the generated samples were just random noise. This
could be visually checked in Figure 4. Even after 500 epochs, the
generated samples are very different from the real ones. We ran
the experiment for 10, 000 epochs and generated, after every 500
epochs, 120 “non-real” samples for each user, hence, in total 2400
samples per user.
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Figure 5: Visualization of theDTWdistance between a user’s

real samples and their corresponding GAN-generated sam-

ples. Five users are here considered. The red line shows the

averaged DTW distance (for all 86 users).

The samples generated after 500 epoch were much less similar to
the “real” samples, compared to the samples generated in the final
epoch (10000th). In Figure 5 the DTW distance is used to compare
real and false samples. The obtained DTW score for the initial
epochs is clearly higher than the final ones. For better readability,
we plot the DTW distance for 5 users, including also the average
DTW distance (averaged over all 86 users, red line).

4.2.2 Classification Results. We measured an average TAR
of 84.66% and FAR of 14.78% for our basic setting, i.e., without using

any GAN generated non-real sample (step 1). We recall that in this
scenario the RF classifier was trained only on (a subset) of the real
samples of a user and tested against the remaining “real” samples of
the user and all the real samples of the other users. We note that in
the original study [15] the authors obtained a similar TAR (84.7%)
by using Ensemble Bagged Tree (EBT), which is just a variant of
the same RF classifier we have used. In fact, it uses the “Breiman’s
random forest algorithm9".

4.2.3 Accuracy improvement by adding GAN generated
synthetic swiping samples. We then increased the number of
training samples by adding 25%, 50%, 75%, and 100% of the last
GAN generated samples to the original “real” samples of a user to
check the impact of this data augmentation solution. We note that
in this way, the generated synthetic samples are treated as positive
samples of the user. The obtained results show that by increasing the
number of synthetic samples the accuracy of classifier is improved:
TAR increases and FAR reduces (Figure 6).
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Figure 6: Performance comparison of RF classifier on real

observations and augmented dataset, averaged on 86 users.

5 CONCLUSIONS AND FUTUREWORK

We have proposed a GAN based approach, named SwipeGAN, to
generate synthetic swiping samples. We demonstrate the quality of
the generated “non-real” samples and the benefits of using them in
user authentication.
9https://www.mathworks.com/help/stats/choose-a-classifier.html
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The main purpose of using SwipeGAN is to generate synthetic
“non-real” swiping samples to improve the accuracy of a one-class
user authentication classifier. We demonstrate that by adding to
the training set these GAN-generated “non-real” samples result in
a significant improvement in TAR (from 84.66% to 91.65%) and a
reduction of FAR (from 14.78% to 11.04%). It is worth noting that the
reported accuracy (TAR of ≈ 92%) is achieved by using the default
settings of the RF classifier. As future work, we will investigate if by
optimizing the configuration parameters one can further improve
the accuracy.

We are in the process of implementing SwipeGAN for Android
smartphones based on the findings of this work. Then, we are plan-
ning to conduct in-the-wild experiments to validate our approach.
We will report the obtained results in terms of computational cost
(power, processing and memory consumption), incurred time (for
signal generation, training and testing time), and accuracy.

Moreover, we note that “non-real” samples generated using
SwipeGAN, could also be used to investigate the robustness of
such a classifier towards such carefully-crafted high quality sam-
ples. However, for this attack scenario, the attacker, in order to
generate “non-real” samples, needs to have some real samples of
the target user. It is understandable that accessing the real samples
of a target user (stored on his/her device) would be extremely diffi-
cult, however, an attacker could try to generate acceptable swiping
samples by exploiting some services that require user swiping. We
leave this analysis also as our future work.

Multimodal systems (involving two or more factors) are believed
to be more secure and more robust compared to uni-modals sys-
tems. As future work, we also plan to extend the proposed ap-
proach to multimodal system(s) and check their robustness against
GAN-generated well-crafted samples. Furthermore, we plan also
to exploit advanced networks such as Convolutional Neural Net-
work (1D-CNN version) for developing the discriminator and the
generator.

Finally, we also plan to implement and test SwipeGAN for An-
droid smartphones and report the results in terms of power/memory
consumption and/or processing time.
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