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ABSTRACT

This paper introduces DIALERAUTH - a mechanism which lever-
ages the way a smartphone user taps/enters any “text-independent”
10-digit number (replicating the dialing process) and the hand’s
micro-movements she makes while doing so. DIALERAUTH authen-
ticates the user on the basis of timing differences in the entered
10-digit strokes. DIALERAUTH provides enhanced security by lever-
aging the transparent and unobservable layer based on another
modality - user’s hand micro-movements. Furthermore, DIALER-
AUTH increases the usability and acceptability by utilizing the users’
familiarity with the dialing process and the flexibility of choosing
any combination of 10-digit number. We implemented DIALERAUTH
for both data collection and proof-of-concept real-time analysis.
We collected, in total #10500 legitimate samples involving 97 users,
through an extensive unsupervised field experiment, to evaluate the
effectiveness of DIALERAUTH. Analysis using one-class Multilayer
Perceptron (MLP) shows a TAR of 85.77% in identifying the genuine
users. Security analysis involving ~240 adversarial attempts proved
DIALERAUTH as significantly resilient against random and mimic
attacks. A usability study based on System Usability Scale (SUS)
reflects a positive feedback on user acceptance (SUS score = 73.29).
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1 INTRODUCTION

Smartphone user authentication is the process of verifying the
identity of the claimant and to ensure that only the authenticated
and authorized user is granted access to the smartphone. Popular
smartphone user authentication schemes, based on “something the
user knows" (e.g., PINs/passwords, graphical patterns), have shown
to have usability issue (because they cause inconvenience) [15]
and also security issues (due to their vulnerability to different at-
tacks) [24]. A recent study reported that users considered login
with PINs and passwords more annoying than any other technol-
ogy related problems, such as lack of coverage, small screen size or
low voice quality [18].

/ '
Figure 1: Dialing process in 3d space.

The recent introduction of physiological biometrics based on
“something the user is", i.e., facial, fingerprint and iris recognition,
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have somehow mitigated the problems with the user input, however,
some usability [10] and security [1] issues still remain unsolved.

This led researchers to investigate the feasibility of methods
based on something the user does - often termed as behavioral
biometrics. Behavioral biometrics offer various advantages over
physiological counterparts. One of the main advantages is that the
behavioral patterns can be used transparently. More importantly,
data collection does not require any special dedicated hardware.
Consequently, researchers have analyzed and tested several human
behaviors for smartphone user authentication. For example, the
way a user walks [11], the way a user types (touch-stroke) her
secret [2], and how she interacts with the touchscreen [7, 12, 20].

This paper presents a bimodal smartphone user authentication
scheme based on two human behaviors - the way a user taps a combi-
nation of 10-digits “text-independent” number, not necessarily secret
(replicating dialing behavior) and the phone’s micro-movements
during the dialing process (see Figure 1). We chose 10-digits length
because we empirically found this length more accurate and re-
silient compared to 4, 6, 8, 12, and 14 digits. The system profiles
the users based on (i) the differences in the tap-timings, and (ii)
the phone micro-movements during the entire process of dialing,
to authenticate the users. DIALERAUTH does not require users to
remember anything, and hence users can tap any combination of
10-digit number. An attacker has to successfully mimic the two
invisible and inherently secure human behaviors, i.e., the invisible
timings and the phone micro-movements of the legitimate user, to
access the phone.

We registered users’ generated phone micro-movements using
accelerometer and gyroscope sensors, commonly available on most
of the commercially available smartphones. DIALERAUTH starts
these sensors when the user taps the first digit and stops when
the user taps the last. We evaluated DIALERAUTH on our collected
dataset of 93 (97, in total) qualified users, by applying anomaly
detection (one-class classification) approach. Results show that
MLP verifier outperformed other chosen verifiers and performed
well in all the postures, i.e., sitting, standing, walking and walking
downstairs.

The main contributions of this work are:

o The proposal of a bimodal smartphone user authentication
scheme - DIALERAUTH, which authenticates the user based
on the differences in the tap-timings while she taps/enters
10-digit “text-independent” number, and the phones micro-
movements while doing so.

e Prototype implementation of the proposed solution on a
smartphone.

o Collection and sharing of collected data set of 93 qualified
participants, for further research.

o The security evaluation of DIALERAUTH to assess its robust-
ness against the most common (random and mimic) attacks.

o The usability evaluation of DIALERAUTH to assess how users
reacted to the solution and estimation of user acceptance.

Paper Organization. The rest of the paper is organized as follows:
Section 2 surveys the related work which motivates why there is
a need for an improvement. Section 3 explains the threat model
and the main technologies used by our solution. Section 4, reports
the detailed methodology, i.e., protocols for data collection, feature
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extraction and selection, analysis, etc., of our conducted experi-
ments. Section 5, explains the proof-of-concept application that
we developed based on our findings. Sections 6 and 7 presents the
results of security and usability evaluation of DIALERAUTH. Finally,
Section 8 concludes the paper with the summary of our findings
and future work.

2 RELATED WORK

Behavioral biometrics have increasingly been used for transpar-
ent and frictionless user authentication schemes on smartphones.
Research on user authentication has been reshaped due to the in-
clusion of sufficiently sensitive mobile sensors, i.e., accelerometer,
gyroscope, touchscreen, etc. As a result, multiple schemes leverag-
ing these sensors have been introduced. Among all, the two behav-
ioral biometric schemes, i.e., the way a user walks (gait) [11, 23],
and the way the user interacts with the touchscreen [6, 7, 22, 32])
have dominated the research in the smartphone user authentication
domain.

Most of the available smartphones nowadays are equipped with
inertial sensors, e.g., accelerometer, gyroscope, etc., which can be
used to fingerprint the device movement. This unique movement
has explicitly been exploited for smartphone user authentication in
recent studies [4]. The proposed solutions are either unimodal [8],
bi-modal [6, 9, 14, 16], one-shot [6, 7] and continuous [13, 26].

Since, DIALERAUTH is a bimodal one-shot (i.e., at login stage)
authentication scheme which leverages “text-independent” tapping
behavior and hand micro-movements, we consider sensor-assisted
one-shot schemes [6, 7, 14, 16] closer to our work and we compare
our work with them.

Ho [16] besides collecting the touch-based data, i.e., hold and
dwell time, key-tap size, etc., also investigated the effectiveness of
accelerometer readings generated during the process of entering
the pre-defined 4-digit PIN. The study involving 55 users showed
that motion-based features performed the best as compared to other
feature types, while with the fusion of all the feature types, the
accuracy was drastically improved (FAR =4.4% and FRR = 5.3%)
using SVM as the classifier.

UNAGI, introduced by Giuffrida et al., [14], presents a sensor-
enhanced fixed-text scheme for user authentication on Android
smartphones. They reported an EER of 4.97% on fixed-text pass-
words and 0.08% on sensory data. Later, Buriro et al., [6] mod-
ified this scheme by introducing the concept of a 4-digit “text-
independent” secret in addition to the sensory readings. They achieved
1% EER on a dataset of 12 users on fused bimodal data. Similarly,
the scheme introduced in [7] leverages the sensory readings while a
user writes her name on the smartphone touchscreen. This bimodal
system achieved ~ 95% TAR at 3.1% FAR.

Our proposed scheme DIALERAUTH is different from the existing
state of the art in several ways. First, in terms of the input method,
all the schemes [6, 14, 16] require text entry using the soft-keyboard,
whereas DIALERAUTH uses the dialer for text entry, which is quite
important in terms of user experience. Second, our experiments are
based on a comparatively large-scale dataset involving 97 users (93
qualified in sitting, 90 qualified in standing and walking, and 72 in
walking downstairs) activity, while [14], [6], [7], and [16] involved
only 20, 12, 30, and 55 users, respectively and testing only partially
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the different postures. As the users in these studies were less, it
is difficult to assess how their achieved error-rates would have
varied, given that the number of users is a very important factor
in assessing the confidence on the analysis. Third, all the schemes
in [6, 7, 14, 16] performed experimentation in a controlled way, i.e.,
in a lab and in one session. Whereas, DIALERAUTH leverages the
collection of data in multiple sessions and data was collected in
totally un-controlled and un-supervised manner.

3 PROPOSED METHOD
3.1 Threat Model

We consider the situation where an attacker is already in posses-
sion of the smartphone. This scenario is common because the user
might forget her smartphone somewhere, i.e., in her office, can-
teen, etc., or an attacker manages to steal the smartphone (e.g.,
through pickpocketing, etc). More specifically, we target three sce-
narios: (i) an attacker accidentally finds the smartphone, (ii) the
attacker is victim’s friend or colleague (who knows about the im-
plemented mechanism), and (iii) an attacker who tries to mimic
the user behaviors (e.g., using recorded video, etc) to unlock the
victim’s smartphone.

3.2 Our Approach

DIALERAUTH requires its users to enter or tap any combination
of 10-digits long number to replicate their dialing process and the
way the user holds the device in her hand while tapping. We expect
that most of the users are familiar with the dialing process. The
first authentication factor in DIALERAUTH is how the user enters
her “text-independent” number. The second authenticating factor
is the hold behavior (profiled using the extracted features from
the accelerometer and gyroscope sensors). Hence, imitating the
two inherently invisible behavioral characteristics, is quite difficult.
DIALERAUTH exploits hand micro-movements and the classical key-
stroke features, i.e., hold and dwell time to authenticate the user.
DIALERAUTH captures the key-hold and inter-stroke timings from
the 10-digit long number. Similarly it extracts statistical features
from the phone’s micro-movements to profile the genuine user
(as shown in Figure 2). The extracted feature vectors are concate-
nated together to form a final fused vector to model a bimodal
system. Since, the target device is the smartphone, we apply feature
selection scheme to (i) improve the system’s accuracy, and to (ii)
improve the performance (as processing of smaller feature vector
may incur less computational cost and processing, making decision
time comparatively shorter).

DIALERAUTH also includes the parameter optimization block in
which we choose the best parameter, i.e., number of hidden layers
in MLP. Since, we need to implement the proof-of-concept app, we
need to finalize the best features and best parameters. DIALERAUTH
creates user templates on the selected features set and trains the ver-
ifiers on those templates and saves those templates in the database.
Later, the testing template is formed similarly to the training tem-
plates and matched with the pre-enrolled templates to authenticate
the user.

4 METHODOLOGY

In this section, we discuss the steps taken to design DIALERAUTH.
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4.1 Data Collection

We developed a customized Android application, namely StrokeCol-
lector, to collect stroke timings and the sensory readings while doing
so. Our application can be installed on any Android smartphone
having Android 4.4 or higher version. Our app collects sensory
readings at 50Hz because this rate was empirically found suitable,
for user behavior profiling, in recent studies [6, 7].

We involved “UBERTESTERS!” - a crowd-sourcing platform
to collect unsupervised field data. “UBERTESTERS" recruited 97
testers and made sure that each tester uses one and always the same
smartphone for the whole experiment.

StrokeCollector collected users’ interactions in 3 sessions in 3
consecutive days. It required an interaction of 30 minutes on the
first day and 15 minutes on the two subsequent days. In this way,
each participant had to test the app for 1 hour but including also
cool down periods.

4.1.1 Participants. All the recruited testers were application
testers and had IT background but not security experts. We set
up a webpage, explaining the purpose, the methodology of the
experiment, the user consent, and the procedure to install/uninstall
the application. Out of 97 recruited users by “UBERTESTERS", some
of them were disqualified because of (i) the non-availability of
gyroscope sensors, (ii) their samples have Not A Number (NaNs)
values, and (iii) the users had less than 30 observations in an activity.
Most of the users (72), finished the whole experiment in 40 — 45
minutes and some of them (25, users) could not finish in their
allocated time of 1 hour. To test the impact of different postures in
the chosen behavioral traits, the data were collected in 4 different
postures (sitting, standing, walking, and walking downstairs). The
posture was explicitly indicated by the tester during the experiment.

We obtained the usable data of 93 participants in sitting, 90 in
standing and walking and 72 users in walking downstairs activities.
The volunteers were required to install the application, answer to
the demographic questions, and perform dialing actions 30 times in
four activities. In total, we collected 120 samples from each user in
all four activities in first two days. On the third day, the previously
collected samples were used to train the dummy classifier and users
had to test the app by 30 testing samples in any activity as per their
preference. After each testing attempt, the result of the dummy
classifier (either accept or reject) was shown as the toast message to
give the tester an idea of the scheme. Since, we are not sure about
the activity of testing, we do not use this data, in this paper.

Our demographics questionnaire included 4 questions. Volun-
teers were free to answer those or choose if they did not want
to disclose. The demographics questions, and options to answer
these questions, are listed in the appendix A and the summary of
collected dataset and corresponding demographics is tabulated in
Table 1.

Lastly, the users’ had to record their experience with our scheme
using System Usability Scale (SUS)? questionnaire. All the users
who completed the whole experiment filled in the SUS question-
naire embedded in our app. Additionally, we sent a link to all the
remaining participants to know their opinion about our scheme.

!https://ubertesters.com/
https://www.usability.gov/how-to-and-tools/methods/system-usability-scale.html
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Figure 2: Model diagram of DIALERAUTH.

All the participants provided their feedback and so our usability
analysis is based on the feedback of all 97 users.

Table 1: User demographics (M = Male, F = Female, U = Undis-
closed, R = Right, L = Left, B = Both)

Information

No. of Users

Description
93 qualified (100, in total)
Sitting 2790 (93 X 30)
Standing 2700 (90 X 30)
Walking 2700 (90 X 30)
Downstairs 2, 160 (72 X 30)

Sample Size

Devices Android Smartphones with 4. 4. x version
No. of Sessions 3
Gender 77(M), 20(F), 0 (U)
Handedness 91(R), 6(L) 0 (U)
Age Groups 92 (20 — 40), 5 (41 — 60)

4.2

Accelerometer and gyroscope are both 3-dimensional sensors com-
monly available on all the smartphones available today. We also
calculated the magnitude (like the previous studies [6, 7]) using the
following equation:

Feature Extraction

2

y ¢Y)
where Sy is the magnitude and ay, ay and a; are the accelerations
along the X, Y and Z directions.

All the four dimensions are processed to extract the following
statistical features: Mean, Standard Deviation (STD), Skewness, Kur-
tosis, from each of the dimension. In this way, 16 statistical features

Sm = (a§+a +a§)
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were extracted from each sensor (see Table 2). The final feature
vector of hold behavior is 32 features long, formed by concatenating
the features from two chosen sensors: accelerometer and gyroscope.
Similarly, dialing behavior is profiled using the 38 timing-based
features (dwell and flight time), as shown in Figure 3.

Table 2: List of selected features from sensory readings.
No. Lift Features
1-4 | MeanX | MeanY | MeanZ | MeanM
5-8 STDX STDY STDZ STDM
9-12 | SkewX | SkewY | SkewZ | SkewM
13-16 | KurtX | KurtY | KurtZ | KurtM

l%}

‘ﬂmlmmp
P1 3] P2 P3 R3 P4 R4
D1=R1-P1 D2 =R2-P2 D3 = R3-P3 D4 =R4-P4
F1Type1 = P2-R1 F2Type1 = P3-R2 F3Type1 = P4-R3

- .
FiType2 = R2-R1 —
F2Type2 = R3-A2 R ——

- 5 F3Type2 = R4-R3

F1Type3 = P2-P1

-
F2Typed = P3-P2

-
F3Type3 = P4-P3

FTyped =R4-P1

Figure 3: Features of dialing adapted from [6](for 4 digits).
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4.3 Feature Fusion

The acquired biometric-data can be fused at 5 different stages,
namely, sensor, feature, score, rank, and decision. The literature
recommends the fusion of data as early as possible to obtain higher
accuracy [17]. We preferred feature fusion over sensor level because
at sensor level presence of noise could have affected, significantly,
the recognition accuracy. Since, both the modalities are indepen-
dent of each other, we concatenated the features of hold and dialing
behavior, as suggested in [25], to form a final feature vector of 70
features to profile the user.

4.4 Feature Subset Selection

Feature subset selection is the process of selecting the most produc-
tive feature subset (based on higher accuracy) out of the full feature
set. We considered feature selection because processing smaller
feature vector incurs less computational time and cost. Addition-
ally, smaller vector makes easier for the verifier to learn quickly as
compared to learning on the redundant and irrelevant features.

We evaluated our combined feature set (70 features long) with
a Weka-based feature selection scheme - the Information Gain
Attribute Evaluator (IGAE) - a mutual-information based feature
selection scheme, which ranks the features based on their con-
tained information gain with respect to the class. The outcome of
this scheme provides the feature ranking based on their feature
weights (higher the better). We computed the threshold by taking
the ratio of the number of features (i.e., 70) to the number of users
per activity. For example, for sitting activity, the computed thresh-
old was 70/93 = 0.75. The features above this threshold are taken
for further analysis. The list of selected features for all the activities
is shown in Table 3. Motion-based features have dominated the
touch-based features (see Table 3) because the touch-based fea-
tures are computed on typing of arbitrary keys (independent of the
content of the key) and this makes them a bit weak.

Table 3: List of selected features from fused (bi-modal) data.

Sitting Standing Walking Downstairs
Acc_MeanX Acc_MeanX Acc_MeanX Acc_MeanMag
Acc_MeanY Acc_MeanY Acc_MeanY Acc_MeanX
Acc_MeanZ Acc_MeanZ Acc_MeanZ Acc_MeanY

Acc_MeanMag | Acc_MeanMag | Acc_MeanMag Acc_MeanZ
Acc_SkewX Acc_SkewX Acc_SkewX Acc_STDMag
Acc_SkewZ Acc_SkewZ Acc_SkewZ Acc_STDY

Acc_SkewMag | Acc_SkewMag | Acc_SkewMag Acc_STDZ

Gyro_MeanX Gyro_MeanX Gyro_MeanX | Gyro_MeanMag
Gyro_MeanMag | Gyro_MeanMag | Gyro_MeanMag Gyro_STDZ
Gyro_SkewX Gyro_SkewX Gyro_SkewX FType4
Gyro_SkewY Gyro_SkewY Gyro_SkewY -
Gyro_MeanZ Gyro_MeanZ Gyro_MeanZ -
Gyro_SkewMag | Gyro_SkewMag | Gyro_SkewMag -
- - F4Type2 -
N - F4Type3 -

4.5 Verifier Selection

We consider user authentication as one-class classification (anom-
aly detection) problem [7, 26], where the data from the “+ve" class
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(owner), is used to train the system and is tested against the data
from all other “-ve” (non-owners) classes. Trained verifier checks
for the deviation between the testing sample to the training sam-
ples and decides, accordingly. Less different samples (with smaller
deviation) are accepted as the patterns belonging to the “owner”
and vice versa.

We used Weka - a gui-based workbench to perform one-class clas-
sification. We used multiple verifiers, namely, Bayesian Networks,
K-Nearest Neighbors, Multilayer Perceptron (MLP) and Random
Forest (RF), wrapped into the Weka meta-classifier -the OneClass-
Classifier>.

Bayesian classifiers such as Belief Networks (BN) use proba-
bilistic techniques for classification. These classifiers/verifiers are
widely used because of their super simplicity and faster learning
capability. K-Nearest Neighbor (KNN) classifier is a density based
simple and fast learner classifier [28] which can perform pretty
well on any kind of a dataset and thus was considered among the
top 10 classification algorithms [30]. Random Forest (RF) classifier
grows multiple classification trees and classifies by providing the
input vectors to each of the tree and infers the label of the class
based on the majority voting. RF classifier learns quickly and never
overfits [3], however it requires more memory compared to other
classifiers. Multilayer Perceptron (MLP) classifier, belongs to the
neural network family, and is composed of different layers, i.e.,
input layer, hidden layer, and output layer. It trains a non-linear
approximator by learning on the feature vectors and their corre-
sponding labels. It is found extremely useful classifier in recent
studies [7, 8].

4.6 Parameter Optimization

For designing an MLP neural network, the question “how many
hidden layers?” is very important and the solution depends mainly
on the characteristics of the dataset, e.g., is the data linearly separa-
ble, etc. For linearly separable dataset, the default settings, i.e., one
hidden layer, could provide the optimum results. However, because
of the non-linearity of the data, we tried a number of hidden layers
between 1t010 to find out the best parameter. We achieved highest
TAR with 9 hidden layers. It should be noted that we performed
this evaluation on selected IGAE features and used the same proto-
col (i.e., owner vs all would-be attackers) for evaluating different
parameters for the MLP verifier.

4.7 Analysis

Our analysis starts by profiling one of the testers as the “owner”
and the remaining users as “non-owners". We applied 5-fold cross-
validation on the data from “owner” class to obtain the True Ac-
ceptance Rate (TAR) and False Rejection Rate (FRR). TAR shows
the rate of correctly accepted patterns, and FRR shows the rate
of incorrectly rejected patterns, of the genuine users, i.e., “owner”.
Then, we train the verifiers on the data of the genuine user, ie.,
“owner” and test it against the data of all the remaining “non-owner”
classes. The result of this setting also provides the binary output,
i.e., False Accept Rate (FAR) and True Reject Rate (TRR). FAR shows
the rate of incorrectly accepted impostor patterns as the genuine

Shttp://weka.sourceforge.net/doc.packages/oneClassClassifier
/weka/classifiers/meta/OneClassClassifier.html
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users patterns and TRR shows the correctly rejected impostors
patterns. We repeated the testing for all the users and report the
average results.

4.8 Results

We show the results of our chosen verifiers in terms of TAR =
1 — FRR, and FAR = 1 — TRR. We do not report FRR and TRR to
avoid the redundancy. Table 4 summarizes the obtained results
(with the default settings of the verifiers) with full feature sets
prior to the feature selection. Since MLP performed well yielding
comparatively better results (and defeating KNN in 3 activities), we
take this verifier for further analysis.

Table 4: : Results of different classifiers on full (70) and fea-
tures (averaged over 93 (sitting), 90 (standing & walking) and
72 (downstairs) participants) in different activities.

Sitting Standing Walking | Downstairs
Classifiers | TAR | FAR | TAR | FAR | TAR |FAR| TAR | FAR
BN 69.37 | 12.63 | 67.83 | 11.69 | 67.21 | 8.76 | 67.96 | 13.97
RF 70.05 | 12.22 | 68.79 | 11.34 | 68.21 | 8.48 | 68.40 | 13.58
MLP 71.84 | 12.63 | 71.05 | 11.66 | 69.87 | 8.71 | 70.59 | 13.89
KNN 72.11|12.61 | 70.38 | 11.76 | 68.45 | 8.81 | 69.74 | 14.23
L 100F 7
T
3
7
)
g 80| |
s
o,
5]
Q
<
o 60 |
E L L L L
Sitting Standing ‘Walking Downstairs
Full/IGAE Full/IGAE Full/IGAE Full/IGAE
(features) (features) (features) (features)

Figure 4: Comparison of TAR for full and extracted features.

With the most accurate verifier, i.e., MLP with full features, we
obtained 69.87% to 71.84% TAR (see Table 4) in 4 different activities.
The performance of the MLP verifier was increased on the selected
IGAE features (see Figure 4). It is evident from the figure that the
patterns of each of the participant are discriminated with higher
accuracy. With the default parameters of MLP, i.e., with just one
hidden layer, and using IGAE selected features, the achieved TAR
is 81.63% compared to 71.84% (sitting), 81.13% compared to 71.05%
(standing), 79.34% compared to 69.87% (walking), and 81.63% com-
pared to 70.59% (walking downstairs). Furthermore, by applying the
parameter optimization and using IGAE selected features, the TAR
was improved to a significant level, i.e., from 71.84% to 85.77% in
sitting, from 71.05% to 85.02% in standing, from 69.87% to 84.69% in
walking, and from 70.59% to 84.36% in walking downstairs, activity.

Since we achieved the highest TAR for three activities with 9
hidden layers (see Figure 5) and lowest FAR with 8 hidden layers (see
Figure 6), however, due to very less difference between the observed
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FAR with 8 and 9 layers, we prototype final implementation with 9
hidden layers.

We accept that the overall performance of the system is less at
this stage, compared to the sensor-enhanced fixed-text keystroke
dynamics [14] however, it can be improved with the passage of
time. This feature of dialing any arbitrary keys makes DIALERAUTH
more usable because a user does not need to memorize the code.

5 PROOF-OF-THE-CONCEPT
IMPLEMENTATION

Evaluating the accuracy of DIALERAUTH for intra-activity (training
and testing in the same activity) is not enough. In real world sit-
uations, the user uses the smartphone in multiple situations, i.e.,
walking, biking, cycling, etc. So if the DIALERAUTH is trained in one
activity, it will be useful only in that particular activity [7]. There
are two solutions to this problem: firstly, the training needs to be
done in multiple possible activities and their corresponding pat-
terns needs to be saved separately in the database. During testing
first the activity needs to be estimated using activity estimator (i.e.,
JigSaw [19]) and after determining the activity, the patterns needs
to be compared with the pre-enrolled patterns of the correspond-
ing activity. In this way, users have to train the system very well
and it requires more training and end up in asking more training
time and effort from the user. Additionally, this approach delays
the decision time when the user logs in. Alternatively, as proposed
in [7], multiple activities can be fused as well. For example, training
the system with just 50 patterns in all possible activities could lead
both to the user acceptance and the performance improvement.
Similarly, the activities can be fused by creating a common feature
vector based on the selected features, i.e., most of the features are
common across activities (see Table 3).

The final proof-of-concept implementation of DIALERAUTH is
based upon our findings discussed in the previous sections. It is
worth repeating that MLP verifier performed well both on the full
features, and selected features and provided highest TAR with 9
hidden layers. Thus, DIALERAUTH uses MLP with 9 hidden layers
and the selected features (listed in Table 3) to authenticate the user.
DIALERAUTH can be installed on any smartphone having in-built
accelerometer and gyroscope sensors and running any Android
version 4.4 or higher. DIALERAUTH requires minimal configuration
at the time of installation. DIALERAUTH helps its user by displaying
the suggested recommended value. At the end, the user is required
to either only tap, or move (in the case of training over one modality)
or do both to get authenticated.

6 SECURITY ANALYSIS
6.1 Considerations

DIALERAUTH cannot be easily attacked by a random attacker. The
attacker can mount a side-channel attack using motion sensors
[21], i.e., the attack can recover the entered text but not the stroke-
timings. Therefore, despite having the knowledge of the entered
text, the attacker would not be able to mimic the manner in which
the text was entered.

As other keystroke-based schemes, DIALERAUTH too relies upon
hidden features (i.e., timing-differences), it becomes than extremely
hard to mount shoulder surfing, mimic attacks (through recorded
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Figure 7: (a) & (b) Training the system, (c) & (d) testing the system.

videos, etc.), and other synthetic approaches [27]. Further DIALER-
AUTH also depend upon the invisible phone’s micro-movements the
user makes while dialing. These movements are difficult to capture
(at least using just naked eyes) and depend on various person-
specific attributes such as height, weight, and length of the arm.
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Hence mimicking these micro-movements could require to mount
a quite expensive attack (i.e., using computer vision techniques). If
that is considered a plausible attack, using a secret number rather
than any number can be a way to mitigate such attack.
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Table 5: Results of SUS-based usability study.
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SUS Questions Responses
Strongly . Strongly
. Disagree | Neutral | Agree
Disagree Agree
I think that I would like to use DIALERAUTH frequently 3 7 39 30 19
I found DIALERAUTH unnecessarily complex 34 21 28 10 4
I thought DIALERAUTH was easy to use 1 4 14 34 44
I think that I would need the support of a
) 59 18 11 7 2
technical person to be able to use DIALERAUTH
I found the various functions in DIALERAUTH were well integrated 2 5 24 44 22
I thought there was too much inconsistency in DIALERAUTH 28 24 27 15 3
I would imagine that most people would learn to use DIALERAUTH very quickly 2 5 11 39 40
I found DIALERAUTH very cumbersome to use 28 21 31 12 5
I felt very confident using DIALERAUTH 1 5 14 36 41
I needed to learn a lot of things before I could get going with DIALERAUTH 56 21 11 8 1

6.2 Evaluation

In order to empirically determine the robustness of DIALERAUTH
against possible attacks, we recruited 8 more testers (would-be ad-
versaries) and performed the additional experiments. We installed
the prototype application on three smartphones, i.e., HUAWEI GRA-
L09, Samsung OnePlus One, and LG-Flex 2, trained their classifiers
with the data of 3 randomly chosen participants of the main ex-
periment. After the random attacks, the classifiers of these devices
were re-trained in front of the testers with the intention that the
testers would learn well the legit user’s dialing behavior and at-
tempt mimicking the trained behavior, effectively. We explained
the complete experiment to the participants and requested them
to dial any 10-digit number to impersonate the legit user. For each
adversarial attempt, the trained classifier checks for the similarity
between the testing and training samples and shows the decision
as a Toast message on the screen. The outcome of the classifier was
binary: authenticated or rejected and we save these outcomes as
FAR and TRR.

6.2.1 Random Attacks. In this scenario, we requested the test-
adversaries to dial any combination of 10-digit number and press
enter to break the login process on the pre-trained classifier (over
30-dialing patterns of the legitimate user). The process was repeated
for 3 legit users. Each would-be adversary tried 5 times on each
smartphone (15 on all 3 smartphones and 120, in total, from all 8
testers). We tested with 5 adversarial attempts because Android
devices after 5 unsuccessful attempts lock themselves for some time.
All of the 120 adversarial attempts went unsuccessful, i.e., none of
the attempt could break the login process.

6.2.2 Mimic Attacks. In this scenario, a valid user was asked
to mimic the behaviors of the 3 legitimate users. The legit users
trained their smartphones by dialing 10 times in three activities, i.e.,
sitting, standing, and walking, respectively, in front of the would-be
attackers and later they were required to mimic the behaviors of
the valid user. Some of the would-be adversaries also needed more
demonstrations and practice and were allocated their required time
slot. All 8 test adversaries were asked to mimic real user’s behaviors
in 5 attempts (15 total, on 3 smartphones) in any of their preferred
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activity. 7 out of the 120 adversarial attempts went successful. It is
worth-mentioning that 6 out of 7 successful attempts succeeded to
spoof one legit user compared to 1 and 0 for other two legitimate
users. The victim legitimate user might belonged to the “lambs*"
family [31], however, majority of the users tend to be “sheeps®”.

7 USABILITY ANALYSIS

We admit that the use of dialing process - user’s action of enter-
ing telephone numbers, might be difficult for the enrollment to
some, however, because of the (i) users’ familiarity with the dialing
process, and (ii) the flexibility to dial 10-digit “text-independent”,
DIALERAUTH can get wide user acceptance. To assess our intuition
related to usability, we relied on SUS to gather the testers reviews
about DIALERAUTH. SUS is a 10-questions based questionnaire and
considered as an standard tool to evaluate the usability of any
system.

7.1 Methodology

The SUS® is a standard tool widely used to record user impressions
about the usability of a system and has been also used in the context
of smartphone user authentication [7, 22, 29]. The users’ response
to each question is recorded on a given 5-point scale ranging from
“Strongly Disagree” to “Strongly Agree” as shown in Table 5. The
outcome is computed as a score between 0 and 100 and termed
as SUS score. The obtained score, x, is categorized as follows: (i)
Best Imaginable (x > 92), (ii) Excellent (92 < x > 85), (iii) Good
(85 < x > 72), (iv) OK (72 < x > 52), (v) Poor (52 < x > 38), and (vi)
Worst Imaginable (38 < x > 25). We replaced the word “System”
with ‘DIALERAUTH’. In addition to the standard SUS questions, we
also added some questions to know about testers’ background and
their feedback (see Appendix B).

4“Lambs are vulnerable to impersonation. When being matched against, they result in

relatively high match scores, leading to potential false accepts.”

5“Sheep make up the majority of the population of a biometric system. On average,
they tend to match well against themselves and poorly against others”.
®https://www.usability.gov/how-to-and-tools/methods/system-usability-scale.html
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7.2 Responses

We report the usability analysis of DIALERAUTH on the basis of
the feedback we received from all 97 study participants. The sum-
mary of the obtained responses is presented in Table 5. It is evident
from the table (Question 1) that 49 users (~ 51%) were agreed or
strongly agreed to use DIALERAUTH compared to just 10 ( 10%) who
disagreed or strongly disagreed. On the simplicity and user-friendly
point (Question 3), 78 (80%) of the users considered DIALERAUTH
easy to use. Figure 8 illustrates the break up of obtained SUS score.
Significant fraction of users (19.58%) rated DIALERAUTH as the best
imaginable authentication solution, and 10.30% and 28.86% of users
considered it as Excellent and Good, respectively. Overall, DIALER-
AUTH was well accepted by the testers and it obtained a mean score
of 73.29 (mean SUS score of 72 or higher is considered better with
the higher probability of wide user acceptance).

Excellent
(92 <z > 85)

‘ Best
Imaginable
cood (z>92)
00!
(85 < x> 172)
19.58 %
28.86 %
Worst
—— Imaginable

(38 < z > 25)

24.74%

Poor
(52 <z > 38)

0K
(72 < z > 52)

Figure 8: Break-up of the obtained SUS score.

In response to the question: “How long have you been using the
smartphone?", 95 of 97 (~ 98%) users said they have been using it
for more than 6 months. We assumed that most of the smartphone
users could become the expert users after 6 months of regular usage.

Further, in response to the question “Would you consider to use
DIALERAUTH to replace the authentication mechanism you are using?”,
~ 48% users replied with “Yes". More specifically, 75% of the users
who did not have any authentication mechanism enabled, 38.46%
slide-to-unlock users, 54.54% PIN/password users, 42.85% biometrics
users, and 80% of the smartlock users, answered with “YES”. This is
positive indication of the user acceptance of DIALERAUTH.

As per the recorded feedback, most of the users looked satisfied
mentioning DIALERAUTH as a simple, extremely convenient, user-
friendly and intuitive authentication mechanism. The flexibility of
tapping/dialing any number made users more comfortable.

We also got some negative responses related to the length of the
digits and training the scheme. The scheme requires a fair amount
of training patterns, i.e., 30 (as the users have to dial or tap multiple
times for training compare to setting up a PIN or registering the
face) and hence becomes unacceptable to some.
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We will incorporate these suggestions into future version of
DIALERAUTH before its deployment to the real world.

8 CONCLUSION AND FUTURE WORK

We have proposed a simple, secure and user-friendly, smartphone
user authentication scheme leveraging the user’s familiarity with
the dialing process. The proposed scheme authenticates the users
based on the timing differences in successive strokes while user
taps 10-digit “text-independent” number. DIALERAUTH further adds
an invisible and unobservable layer, based on the hand’s micro-
movement, to strengthen the security of the scheme. Hence, an
attacker has to successfully mimic the two invisible and inherently
secure human behaviors, i.e., the invisible timings and the phone
micro-movements of the legitimate user, to access the phone.

DIALERAUTH counters the most common problems associated
with different authentication schemes, e.g., user does not need to
remember any secret (thus eliminating the problem of sharing and
stolen passwords), it does not require any additional hardware (as
the biometric technology, e.g., iris, fingerprint requires expensive
dedicated hardware) and makes spoofing very difficult (as mimick-
ing two invisible behaviors requires a lot of effort and time).

As a future work, we plan to check the effectiveness of DIALER-
AUTH towards continuous authentication. We are also going to
address the problem of seamless and fast detection of a user’s cur-
rent activity [5, 7], i.e., using Jigsaw [19], since this would allow
authenticating users based on the best feature subset selected from
that particular activity. We are also going to solve the DIALER-
AUTH training problem (as its training in one go could be extremely
cumbersome for some users) by collecting the dialing behavioral
patterns in daily usage and after reaching a best number (e.g., 30),
DIALERAUTH would notify the user about the availability of this
modality for authentication.
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Appendices

A DEMOGRAPHIC QUESTIONNAIRE

(1) What is your gender?

e Male

o Female

e I don’t want to disclose
(2) How old you are?
< than 20 years.
> 20 years and < 40 years.
> 40 years and < 60 years.
> than 60 years.
I don’t want to disclose
Tell us about your nationality.
L]

e I don’t want to disclose

Which hand(s) do you use for interacting with your smart-
phone?

e Right

o Left

e Both

e I don’t want to disclose

—~
N
=

B ADDED QUESTIONS TO SUS

QUESTIONNAIRE

(1) How long have you been using the smartphone?
e < than 6 months.
e > than 6 months.
(2) Which authentication mechanism are you using on your
smartphone?
e PIN/Password/Graphical Password
Android Smartlock
Biometrics (Face, Fingerprint, IRIS, Voice, etc)
Slide-to-Unlock
None
Would you consider to use DialerAuth to replace the authen-
tication mechanism you are using?
® Yes
e No
(4) Do you have any feedback you like to share with us?
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