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Abstract— Malware, a diverse category of software specifi-
cally engineered to compromise devices, poses a serious threat
to the security of computer systems and networks. Tradi-
tional malware detection methods, such as signature-based or
behavior-based, rely on predefined patterns or manual analysis
of malware characteristics or behaviors. However, these methods
are ineffective against new or unknown malware, as they
cannot recognize malware that does not match the existing
patterns or profiles. Machine learning (ML) methods, on the
other hand, can learn from data to detect malware based
on complex patterns, without requiring prior knowledge or
human intervention. In this paper, we propose and apply an
anomaly detection approach on Programmable Executable files
to detect and prevent malware installation. We evaluated our
approach on a publicly available dataset, namely, Blue Hexagon
Open Dataset for Malware AnalysiS (BODMAS) dataset using
three classifiers, KNearest Neighbor, Support Vector Machine,
and Random Forest to identify anomalies in the PE files. RF
outperformed its counterparts and yielded highest accuracy of
99.73% with zero False Positive Rate.

Index Terms—Malware, Machine Learning, Anomaly Detec-
tion

I. INTRODUCTION

Malware is a term that encompasses various types of
software designed to harm devices or steal information for
malicious purposes [1]. Malware can take various forms, such
as viruses, worms, Trojans, ransomware, spyware, backdoor,
and rootkits, each with different characteristics and behav-
iors [2]. It poses a serious threat to the security of computer
systems and networks!, as it can cause data loss, data theft,
identity theft, or device damage, affecting both individuals
and organizations [4].

Traditional malware detection methods, such as signature-
based [5], or behavior-based [6] [7], rely on predefined
patterns or manual analysis of malware characteristics or be-
haviors. However, these methods have shown to be ineffective
against new or unknown malware, as they cannot recognize
malware that does not match the existing patterns or profiles.
Moreover, these methods are prone to false positives and false
negatives, and require constant updates and maintenance [6]
[7].

ML methods, on the other hand, can learn from data to
detect malware based on complex patterns, without requiring
prior knowledge or human intervention [8] [9]. Machine

1A network, in the context of information technology, is defined as the connection of at least two computer systems,

either by a cable or a wireless They are I to the fi ing of the modern digital world, supporting
everything from small home Wi-Fi setups to global internet connectivity [3]

learning methods can be classified into supervised, unsu-
pervised, and semi-supervised, depending on the availability
and quality of the labeled data [10] [11]. Machine learning
methods can also adapt to the changing nature of malware
and improve their performance over time, by learning from
new data and feedback [12].

Anomaly detection is a type of unsupervised machine
learning method that aims to identify instances that deviate
from the normal behavior or distribution of the data [13].
Anomaly detection can be useful for malware detection,
as it can detect new or unknown malware that do not
conform to the normal behavior or distribution of the benign
software [14]. Anomaly detection can be applied to various
types of data, such as network traffic [15], system calls [16],
or executable files [17] [18]. Anomaly detection methods can
use various techniques, such as statistical, distance-based,
density-based, clustering-based, or classification-based [19]
[20]. Statistical methods assume that the data follows a
certain distribution, and use statistical tests to identify out-
liers. Distance-based methods measure the distance between
instances, and use a threshold to determine if an instance
is anomalous. Density-based methods estimate the density
of the data, and use a threshold to determine if an instance
is in a low-density region. Clustering-based methods group
similar instances together, and use a threshold to determine
if an instance belongs to any cluster. Classification-based
methods use supervised or semi-supervised learning to train
a model that can distinguish between normal and anomalous
instances [21].

In this paper, we propose and apply an anomaly detection
approach to detect and prevent malware installation on Pro-
grammable Executable (PE) files. PE files are the standard
format for executable files on Windows operating systems,
and they contain various information and metadata about
the executable, such as headers, sections, imports, exports,
resources, and certificates [22]. We use three classifiers, i.e.,
KNearest Neighbor (KNN), Support Vector Machine (SVM),
and Random Forest (RF), to identify anomalies in the PE
files, based on the features extracted from the PE headers
and sections. We evaluate our approach on the BODMAS
dataset, which consists of more than 134k samples of benign
and malicious PE files. Our experimental results show that
our approach achieves a high accuracy of 99.73% using RF.

The main contributions of this paper are listed below:
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o The proposal and evaluation of an anomaly detection
approach to detect and prevent malware installation on
PE files, which are the standard format for executable
files on Windows operating systems.

o Experimental evaluation of three anomaly detectors to
identify anomalies in the PE files, based on the features
extracted from the PE headers and sections, which are
rich sources of information and metadata about the
executable.

o The evaluation of scheme on a public dataset - BOD-
MAS, which consists of more than 134k samples of
benign and malicious PE files, and the demonstration
that our approach achieves a high accuracy of 99.73%
using RF.

The rest of the paper is organized as follows: Section II
reviews the related work on malware detection and anomaly
detection. Section III briefly explains our adapted approach
of malware detection. Section IV describes the methodol-
ogy of our anomaly detection approach, including the data
preprocessing, the feature extraction, the anomaly detection
algorithms, and the evaluation metrics. Section V presents
and analyzes the experimental results of our approach, and
compares them with the baseline methods. Section VI con-
cludes the paper and suggests some directions for future
research.

II. RELATED WORK

ML-based methods have widely been applied to malware
detection domain [10] [11], as they can learn patterns from
data to detect malware without requiring prior knowledge or
human intervention. Supervised learning uses labeled data for
training models to classify instances as benign or malware,
achieving high accuracy but requiring large labeled datasets,
while unsupervised learning groups similar instances without
labels and can detect new malware but with comparatively
lower accuracy and interpretability. Semi-supervised learning
leverages a small labeled and large unlabeled dataset to train
classifiers with high accuracy using less labels. Technically
speaking, anomaly detection aims at identifying outliers
deviating from normal data distribution and can be useful for
malware detection by finding new malware not conforming
to benign distributions, by applying to network traffic, system
calls, or files using statistical, distance-based, density-based,
clustering-based, or classification-based techniques [13] [14]
[15] [16] [17] [18] [19] [20] [21]. Furthermore, the anomaly
detection approaches are one class classification algorithms,
which are trained on only benign data samples and are tested
against all kinds of traffic, i.e., benign and malware data
samples.

The authors of [13] explored the potential application of
ML algorithms for anomaly-based malware detection. They
argue that unsupervised techniques like k-nearest neighbors
(kKNN) with £ = 4 could effectively cluster normal program
behaviors, identifying outliers indicative of malware. By
utilizing static and dynamic analysis tools like PEview? in

2hup://wjmdl:uum.com/mﬂwarc/

sandbox environment, the study argues that a wide range of
discriminative features could be extracted to reflect malware
functionality on the binary and behavioral levels.

The paper [23] addresses a crucial gap in the literature that
is how to maintain the performance of different classifiers
over time (i.e., concept drift). The authors use the EMBER
dataset, which contains 1 million samples with temporal
information, to train and test seven classifiers, including
LightGBM, RF, KNN, and Decision Tree models. They
evaluate the performance of these classifiers using metrics
such as accuracy, AUC, precision, and recall, both at the
initial training stage and over time. The paper reports that
tree-based models, especially LightGBM and RF, exhibited
the best performance stability over time. The authors also
demonstrate that periodic re-training of the classifiers can
help preserve their performance levels. Furthermore, the
paper explores the use of AdaBoosted RF as a meta-model,
which showed comparable or superior performance to Light-
GBM when applied to data from subsequent months. The
paper concludes that machine learning models need to be
re-trained periodically to cope with the changing nature of
malware threats.

We consider the following papers extremely relevant to
our study: Firstly, the study [22] evaluates different machine
learning techniques for detecting malware in PE files. It
uses the EMBER2018 dataset to train and evaluate the
chosen models, including Light Gradient Boosting Machine
(LGBM), RF, Logistic Regression (LR), Neural Networks.
The experimentation with various feature sets extracted from
the PE files, shows that Neural Networks consistently out-
perform LGBM baselines when all nine features are used,
achieving an accuracy of 95.22%. The training is performed
on a labeled dataset of 300,000 files from the EMBER
dataset, while the evaluation is done on an separate test set
of 100,000 files. The paper formulates malware detection as
a binary classification task (distinguishing among files and
assigning label 0 to benign and label 1 to malicious ones), and
employs multiple classifiers for binary analysis. Secondly,
the study [24] introduces MALWD&C that can detect and
categorize malware with higher accuracy. MALWD&C is
validated empirically on a public dataset, called, BODMAS,
to demonstrate its efficacy. The study analyzes the impor-
tant features and their influence on the performance of the
method. The paper formulates the problem of malware detec-
tion and categorization as two related machine learning tasks:
binary classification for distinguishing between malicious
and benign files, and multi-class classification for assigning
malware to different categories. It employs common ma-
chine learning classifiers, such as RF, Gradient Boosting
(GB), Naive Bayes (NB), KNN, and Neural Networks, and
reports that RF achieved the best performance for both
tasks, with 99.56% accuracy for malware detection, and
97.69% accuracy for malware categorization, using the set of
selected features. The paper also shows that feature selection
improved the performance and reduced the training/testing
time of the method, without compromising the accuracy.

We also consider the following papers in our related



work as these schemes have proposed and used one class
classification for malware detection similar to our approach.
The paper [13] discusses the use of KNN as an unsuper-
vised learning algorithm for anomaly detection of malware.
Authors argue that KNN is well-suited for one-class clas-
sification of malware, since it can perform the task without
examples of “normal” (benign) files, just by finding distances
of new samples from existing ones. The authors of [25]
propose the use of One-Class SVDD and SVM for malware
detection. They evaluated their approach on synthetic datasets
containing mixtures of Gaussians, circles, and banana-shaped
data, as well as a real-world Microsoft Malware Classification
dataset, using binary and assembly code features with assem-
bly code as privileged info. Obtained results demonstrate that
training the one-class classifiers with the additional privileged
information significantly improves their ability to accurately
define the normal class over not using privileged info.

In this paper, we present a one-class classification approach
for malware detection, which differs from the existing meth-
ods that mostly rely on binary [26] [24] or multi-class classi-
fication [27]. Our approach only requires benign samples for
training and can detect unknown or zero-day malware without
any prior knowledge. We have evaluated our approach on
a large and diverse dataset of 134k executable files from
BODMAS [27], which is significantly larger than the datasets
used by the state-of-the-art anomaly detection methods. Our
experimental results show that our approach achieves an
accuracy of 99.73% with zero false acceptance rate of
malware, demonstrating its effectiveness and robustness in
malware detection. Our work opens up new possibilities and
challenges for applying one-class classification in malware
analysis and other security domains.

III. ONE CLASS CLASSIFICATION BASED MALWARE
DETECTION SCHEME

A. Portable Executable Files (PE)

PE format is the standard file format for Windows exe-
cutables, DLLs, and other dynamic link libraries [28]. The
PE format has several features and implications for malware
analysis: Firstly, the PE format encapsulates the executable
code and provides the instructions for loading the file into
memory. These instructions include the entry point, code
sections, resources, and other components of the program.
Secondly, the PE format consists of two main parts: the PE
header and the PE sections. The PE header contains infor-
mation such as the location of libraries, the size of the stack,
and the characteristics of the file. The PE sections contain the
actual data and code of the program, such as initialized data
(.data), read-only data (.rdata), and uninitialized data (.bss).
These are some of the common section names, but they can
vary depending on the compiler and linker used. Thirdly, the
PE header also includes metadata in the optional headers,
such as the machine type, the number of sections, and the
timestamps. The section table lists the sections and their
attributes, such as the name, the virtual address, the raw size,
and the permissions. The structure of PE files is illustrated in
Figure 1. Finally the PE format is portable across different
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Fig. 1: PE file structure [28]

Windows systems, as it preserves the same basic structure
regardless of the platform. This allows code and libraries to
be reused and interchanged on various Windows versions.
However, this also makes the PE format a very common
malware vector, as malware can disguise itself as a normal
Windows executable and evade detection. In fact, VirusTotal
reported that nearly half of all files scanned in 2016 were PE
files [29].

B. Why One Class Classification?

One-class classification (OCC) is a ML technique that aims
to identify the instances of a specific class (e.g., benign here)
among all possible instances, by learning from a training set
that contains only the benign samples. OCC is also known as
anomaly or novelty detection, as it can detect the instances
that deviate from the benign or expected behavior of the
target class.

OCC is more realistic in malware detection scenarios
because it can overcome the challenges of obtaining and
labeling a representative sample of all types of malware,
which are constantly evolving, with up to 450k new instances
designed daily?, and becoming more sophisticated. Moreover,
traditional binary or multi-class classification methods may
not be able to distinguish between new or unknown mal-
ware and benign programs, resulting in high false negative
rates [30]. Therefore, OCC can be a better alternative for
malware detection, as it can learn the normal behavior of
benign programs from a large and diverse dataset, and then
flag any deviation from this behavior as potential malware
[31].

C. Our Approach

Our approach to malware detection is based on one-class
classification, which is a ML technique that learns from a
single class of data and detects any deviation from it. Figure

3
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2 illustrates the training and testing phases of our approach.
In the training phase, we only use the features of benign
samples (green) to train the classifier. In the testing phase,
we apply the classifier to new samples, which could be either
benign (green) or malicious (red). The classifier’s task is to
learn the distribution of the benign data points and draw a
boundary around them. Then, it compares the distribution of
the test sample with the distribution of the training data and
decides whether the test sample is benign or malicious. If the
test sample is benign, the installation is allowed; otherwise,
it is rejected.

False Positives (red)

True Positives
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True Negatives

Training Process
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Fig. 2: Model diagram

IV. EXPERIMENTAL EVALUATION

In this section we explain our methodology of conducting
experiments.

A. Dataset

We used the BODMAS [27] dataset to evalaute our ap-
proach. The BODMAS dataset is a collection of 57,293
malware and 77,142 benign PE samples that were gathered
between 2019 and 2020. The BODMAS dataset contains the
samples from 581 malware families.

B. Features Extraction & Selection

We used Library to Instrument Executable Formats
(LIEF)* to get features from executable files for our approach.
LIEF is a Python library that can work with different types
of executable files, such as PE. Using LIEF, we managed to
extract 2381 features (similar to original features appeared
in BODMAS [27] and EMBER [26] datasets) for each of
the observations. We constructed features vectors, i.e., 2381
features long, to train our chosen ML models.

Feature subset selection is the technique of choosing
the most relevant features for training ML models. Feature
selection has two main benefits: firstly, it reduces the training
time of the selected ML classifiers compared to the full set of
features. Secondly, it lowers the computational cost without

“https://github.com/lief-project/LIEF/releases

compromising accuracy. We used the same subset of features
as identified in [24] for our experiments.

C. Classifiers Selection

Classifiers are ML models/algorithms that can learn from
data and assign labels to new samples. There are many types
of classifiers, such as decision trees, support vector machines,
neural networks, etc. Each classifier has its own strengths
and weaknesses, and may perform differently on different
datasets or tasks. Classifier selection is an important step in
machine learning, as it can affect the accuracy, efficiency, and
robustness of the final model. There is no universal rule for
classifier selection, as it depends on the characteristics of the
data, the task, and the available resources. Therefore, classi-
fier selection often requires experimentation and evaluation
to find the optimal solution.

We chose three state-of-the-art machine learning anomaly
detectors, i.e., LIBSVM (with one-class classification kernel),
KNN, and RF for our analysis.

D. Classification Protocol

We conducted our experiments using one-class classifica-
tion settings, as shown in Figure 2. We used 38571 labeled
benign samples (positive class only) to train our selected
classifiers and evaluated them on a test set of 38571 benign
and 57293 malicious samples. Thus, the training set size was
38571 and the test set size was 95864. We applied 5-folds
cross-validation on the training set to estimate the training
error. The training error was crucial to compare with the test
error in order to assess the overfitting of the classifiers. The
smaller the gap between these two errors, the less overfitting
the classifiers exhibited.

E. Parameter Optimization

Classifier’s parameter optimization is the process of finding
the optimal values of the parameters that affect the perfor-
mance of the classifiers. There are different methods and
techniques for parameter optimization of classifiers, such as
grid search, random search, cross-validation, Bayesian opti-
mization, evolutionary algorithms, meta-learning, and more.
These methods vary in their complexity, speed, accuracy, and
scalability, and they have different advantages and disadvan-
tages [32]. The choice of the best method depends on the
characteristics of the dataset, the classifier, the parameter
space, and the evaluation criteria [32] [33].

LibSVM [34] a popular library for SVMs. Preliminary
analyses proved polynomial kernel as the most suitable kernel
for our dataset, as such, we tune the two parameters, v
and degree. The v parameter is the most important one to
tune for one class classification with LibSVM, as it affects
the sensitivity and specificity of the model [34] [35]. A
lower v value means a larger decision boundary and a lower
fraction of outliers, while a higher v value means a smaller
decision boundary and a higher fraction of outliers. The
optimal v value depends on the characteristics of the data
and the desired level of robustness. The degree parameter
determines the degree of the polynomial kernel function.



TABLE I: PARAMETER OPTIMIZATION OF SELECTED CLASSIFIERS

Classifiers Parameters Best Parameters | Highest Validation Accuracy(%)
. v = 0.1 to 1 with a step of 0.1 v=0.1
LibSVM degree = 1 to 10 with a step of 1 degree = 3 82043
KNN k =1 to 50 with a step of 5 k=5 89.894
RF no_of_trees = 100 to 600 with a step of 50 100 99.790

A higher degree value means a more complex and flexible
kernel function, while a lower degree value means a simpler
and smoother kernel function. The optimal degree value
depends on the shape and complexity of the data distribution.
Similarly, for KNN and RF, we tried to optimize & which is
number of nearest neighbors and no of trees, respectively.
We performed parameter optimization on the train set and
used 5-fold cross validation to obtain the accuracy across
different combination of hyperparameters (see Table I).

F. Performance Metrics

We use the following performance metrics to evaluate the
performance of our approach and the baseline methods:

o True Positive Rate (TPR): This metric measures the
percentage of benign files that are correctly classified
as benign by the classifier.

« False Negative Rate (FNR): This metric measures the
percentage of benign files that are incorrectly classified
as malicious by the classifier.

o False Positive Rate (FPR): This metric measures the
percentage of malware files that are incorrectly classified
as benign by the classifier.

o True Negative Rate (TNR): This metric measures the
percentage of malware files that are correctly classified
as malware by the classifier.

e Accuracy: This metric measures the percentage of cor-
rectly classified files among all the files in the test set.

V. RESULTS & DISCUSSION

We use three state-of-the-art machine learning classifiers,
namely, LibSVM, KNN, and RF as one-class classifier for
our approach. We chose these classifiers based on our visual
inspection of our dataset and their performance in previous
studies for malware detection [13] [15] [24] [25] [26]. We
exploited the same original features as [24] [26], however,
we relied on the set of features found productive by Buriro
et al. [24]. Hence the final feature vector is 25 features long.

All the classifiers were trained only on 38571 benign
samples and were tested on combination of 38571 benign
files (to obtain TPR and FNR) and 57,293 malware files (to
obtain FPR and TNR). RF classifier outperformed its coun-
terparts both in training and testing. It achieved validation
and testing accuracy of 99.79% (compared to 88.73% and
82.043%, respectively, by KNN and LibSVM), and 99.73%
(compared to 89.894% and 84.869%, respectively, by KNN
and LibSVM), respectively. It is noteworthy that the all the
malware samples were correctly rejected by the classifier
hence we report zero% FPR. We obtained some false negative
(102 samples) as though, which could cause unnecessary
alerts and inconvenience for the users, however, the cost

of wrong decision is less compared to getting a malware
accepted as a benign file. It is also notable that the computed
validation and testing accuracies are extremely close. This
fact testifies that the training and testing errors are close too,
negating overfitting.

RF classifier, as demonstrated, is a suitable choice for
one-class classification, as it can handle both low and high-
dimensional and heterogeneous data, capture complex and
non-linear patterns, avoid overfitting and improve generaliza-
tion, and handle imbalanced and noisy data. These properties
enable the RF classifier to learn the characteristics of the
benign class well and detect any deviation from the normal
behavior as an anomaly. Moreover, the RF classifier is scal-
able and adaptable, as it can handle different types of features
and data distributions. Therefore, the RF classifier works well
for one-class classification, especially for malware detection,
where the data is often large, diverse, and dynamic.

VI. CONCLUSION & FUTURE WORK

In this paper, we have presented a one-class classification
approach for malware detection, which differs from the
existing methods that mostly rely on binary or multi-class
classification. Our approach only requires benign samples for
training and can detect unknown or zero-day malware without
any prior knowledge. We have evaluated our approach on
a large and diverse dataset of 134k executable files from
BODMAS, which is significantly larger than the datasets
used by the state-of-the-art anomaly detection methods. Our
experimental results show that our approach achieves an
accuracy of 99.73% using RF as one-class classifier with
zero FPR of malware, demonstrating its effectiveness and
robustness in malware detection.

As future work, firstly, we plan to extend our approach
to other types of malware, such as Android malware, web
malware, etc. This would require collecting and analyzing
more data from different sources and platforms, and adapting
our feature extraction and classification methods accordingly.
Secondly, we plan to incorporate other types of features, such
as image features, etc. This would require exploring and
developing new techniques for extracting and representing
such features, and evaluating their impact on the performance
of our approach. Thirdly, to explore other types of one-
class classifiers, such as Deep Neural Networks (DNN),
generative models, etc. This would require investigating
the advantages and disadvantages of such classifiers, and
comparing them with the best performing classifier, i.e., RF.
Fourthly, we plan to investigate the trade-off between the
detection accuracy and the computational efficiency of our
approach. This would require measuring and optimizing the
time and space complexity of our approach, and finding the



optimal balance between the quality and the speed of the
detection. Finally, we plan to evaluate our approach on real-
world scenarios and datasets, such as IoT networks, cloud
services, etc. This would require collaborating with industry
partners and practitioners, and testing our approach on large-
scale and dynamic data streams.
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