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Abstract
This article contributes to criminological research on surveillance and border technolo-

gies. By analysing private security companies’ visions of future technologies as surveil-

lance imaginaries, I argue that these companies can be conceptualized as ‘surveillance
evangelists’. Rather than marketing existing technologies, surveillance evangelists aim

to convince state agencies and the wider public about the desirability and plausibility

of particular – contingent and contestable – technological futures. Private security com-

panies’ visions of digital borders across the African continent contribute to the ideo-

logical normalization of crimmigration control, by promoting digital futures in which

technologies of criminal justice and border control are fully interoperable. The notion

of evangelism is useful for highlighting the speculative, ideological nature of these imagin-

aries as well as the postcolonial hierarchies that underpin the construction of technical

expertise relating to digital crimmigration control.
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Introduction

Cutting-edge surveillance technologies have contributed to the rapid contemporary digit-

alization of policing and surveillance practices. Futuristic surveillance tools based on bio-

metric identification technologies are frequently proposed and tested by public agencies

and private companies, ranging from automated live facial recognition to artificial intel-

ligence (AI)-powered lie-detecting border control officers (Sánchez-Monedero and

Dencik, 2022). Researchers have argued that such proposals are underpinned by a ‘bio-
metric imaginary’ or ‘ideal’ (Dauchy, 2023; Frowd, 2017). This imaginary presents the

expansion of intrusive digital surveillance devices as inevitable, feasible and desirable.

But where do such visions of the future come from?
This article contributes to the literature on surveillance technologies by turning from

past and present to the future. I draw on the sociology of expectations and the political
theory of ideology to analyse the promotional materials and presentations of private
security companies that develop digital surveillance tools. These companies’ visions
of upcoming security- and crime-control oriented border technologies demonstrate
that the future is ‘already here’: private security actors promote sociotechnical imagin-
aries to influence state agencies and make particular – contingent and contestable –
futures likelier than others (Halford and Southerton, 2023). In the case of border
control tools across the African continent, these imagined technologies contribute to
the future expansion of ‘crimmigration control’ by blurring the boundaries between
criminal justice and border control (Dekkers, 2020).

I conceptualize these private security companies as ideologically motivated surveil-
lance evangelists. My use of this term is not (strictly) meant to be provocative; com-
panies and individuals in the digital technology sector have themselves
enthusiastically embraced and popularized the term (Kawasaki, 2015). In this
context, evangelism refers to the activity of passionately promoting a particular tech-
nology over alternative, competing solutions. The aim of technological evangelism is
to establish one company’s vision of future technological development as hegemonic
over alternative conceptions by establishing a new standard across the industry.
Shaping technical standards is linked to private companies’ attempts to get ahead of
the regulatory efforts of states in the context of contemporary regulatory and surveil-
lance capitalism (Schmidt and Scott, 2021; Zuboff, 2022). The speculative and overly
optimistic nature of evangelizing is presented as a natural stage in the ‘hype cycle’
relating to new technologies (Borup et al., 2006).

I use the term ‘evangelism’ over alternatives such as ‘promotion’ or ‘marketing’ for two
main reasons. First, surveillance evangelism is broader and more speculative than marketing
specific products. As I demonstrate below, private technology companies seek to reshape the
political landscape of digital policing and border control not only by developing and market-
ing new technologies, but also by constructing broad imaginaries that present expanded
digital surveillance as inevitable and desirable. Because the real-world deployment of
new security technologies is often characterized by failure, friction and contestation, these
evangelists’ surveillance imaginaries provide ideational resources to smooth over political
controversies by reinforcing a general techno-optimism and solutionism.
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Second, the notion of evangelism connects contemporary surveillance imaginaries to
earlier ‘civilizing missions’, foregrounding the postcolonial epistemic hierarchies that
underpin the global deployment of surveillance technologies. Eva Stambøl (2021: 538)
has shown that Northern actors influence Southern states’ ‘penal power by shaping
penal legislation and providing funds, equipment and training to build and change
penal institutions’. In addition to material practices of ‘neo-colonial penality’
(Stambøl, 2021), Global North-based technology companies also shape the ideational
landscape of the future of border digitalization in several African countries through
public–private partnerships, promotional events and conferences such as the prominent
ID4Africa annual meeting. Although this article focuses on private companies operating
across the African continent, the notion of evangelism is also relevant for highlighting
how surveillance imaginaries produced by these companies reinforce forms of racialized
exclusion and postcolonial hierarchy enacted through border controls and law enforce-
ment practices in the Global North.

The notion of surveillance evangelism is particularly pertinent for analysing the
practices and technologies of ‘crimmigration control’. Originally theorized in the
context of immigration and criminal law (Stumpf, 2006), the notion of crimmigration
is now used more broadly to refer to the shared legal, operational and technical frame-
works that characterize the merger of criminal justice and border control (Dekkers,
2020; Ferraris, 2022). The blurred boundaries between these fields create threats to
individual rights and protections enshrined in criminal justice systems and can make
it difficult to formulate calls for political accountability (Bosworth and Singler,
2022; Zedner, 2019).

These shared practices are commonly characterized by interoperable digital infrastruc-
tures including databases, risk assessment tools and biometric surveillance technologies
(Ferraris, 2022). Crimmigration control technologies are often experimental, because
border zones are treated by security companies and officials as ‘laboratories’ for devel-
oping new digital tools in ‘grey zones of accountability’ owing to a lack of regulatory
oversight (Molnar, 2021). Border surveillance tools are criminologically relevant
because they can reshape domestic policing practices through processes of function
creep and the ideational normalization of expansive surveillance (Singler and
Milivojevic, 2024). Although domestic policing is also characterized by the deployment
of experimental technologies such as automated facial recognition and risk assessment
tools, policing technologies tend to attract much more critical public attention along
with political and legal challenges (Fussey et al., 2020).

Below, I first develop the concept of ‘surveillance evangelism’, which suggests that
private security companies’ promotional materials create and reinforce ideological sur-
veillance imaginaries. These imaginaries perform and legitimize private actors’ expertise
and authority in shaping the future of biometric surveillance. I then introduce the expan-
sion of biometric border controls in Africa as a criminologically relevant case of contem-
porary surveillance evangelism. The findings section critically analyses the key themes of
what I call the ‘gospel of biometric border surveillance’. In the conclusion, I consider the
broader analytical utility and normative importance of expanding criminological critiques
of past and present surveillance practices to include the examination of future technolo-
gies as well.
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Private security companies and surveillance evangelism

Private sector influences, the digital surveillance agenda and crimmigration
control

Criminologists have long examined the role of private sector actors in practices of public
order and criminal justice (South, 1988). This influence has expanded in recent decades
through public–private partnerships, corporate lobbying and the growth of a transnational
security–industrial complex (Abrahamsen and Leander, 2016; White, 2012). Private
companies have promoted the digitalization of policing and surveillance through the pro-
vision of technologies such as risk assessment algorithms, biometric surveillance
systems, body cameras and other tools (Hannah-Moffat, 2019).

The digitalization of policing and surveillance has also expanded and blurred the
formal boundaries of criminal justice. Surveillance technologies are frequently used to
promote ‘interoperability’ between law enforcement agencies and border control offi-
cials. Tools initially created for limited use-cases, such as refugee registration or visa
management, can later expand to allow access to law enforcement authorities. In the
European Union (EU), systems such as the asylum database EURODAC and the Visa
Information System have displayed this law enforcement ‘function creep’ (Dekkers,
2020). New systems, in turn, are often designed for interoperability between border
control and law enforcement agencies from the outset, as with the EU’s new Entry/
Exit System (Vavoula, 2021). In the African context, function creep of existing
systems is less common because several states have only recently begun digitalizing
their borders. However, these new tools are usually developed by Northern private com-
panies and Northern-funded international organizations whose technologies are already
underpinned by this ‘crimmigration control’ logic (Singler, 2025).

Critical researchers have described the deployment of biometric borders as motivated
by a ‘political imaginary’, ‘ideal’ or ‘international norm’. In this view, biometric tools
represent an ‘“ideal” that promises greater legibility of mobility as well as symbolic mod-
ernity’ for African states (Frowd, 2017: 344). Leonie Jegen (2023) has highlighted how
Northern-funded capacity-building practices are underpinned by postcolonial logics of
‘modernizing’ Southern states. The deployment of biometric tools is reflective of a dom-
inant norm of ‘biometric statehood’, according to which states must demonstrate their
capacity to collect digital biometric data at their borders to be politically active in the
international community of sovereign states (Muller, 2010).

These imaginaries and norms are not only shaped by state agencies. Researchers have
highlighted the extent of private contracting arrangements that underpin the digitalization
of borders. In the EU, for instance, private companies such as IDEMIA and Sopra Steria
have made hundreds of millions of euros off border technology contracts (Valdivia et al.,
2022). Eleftherios Chelioudakis (2022: 94) has explained how public funds are used to
support private companies’ technological innovation processes, while corporations
control the research and innovation agenda: ‘states become dependent on the technical
expertise of their private partners, without having sufficient knowledge about or effective
oversight over the research operations’. State agencies and international organizations
such as the United Nations (UN)-affiliated International Organization for Migration
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(IOM) have explicitly argued that ‘the innovations and potential’ of private sector tech-
nology companies ‘are of fundamental importance to biometrics, identity, migration and
border management systems’ (IOM, 2018).

Future expectations and surveillance imaginaries

If indeed private actors are exerting increasing influence over the development of crim-
inal justice and border control technologies, what kinds of values and ideas underpin
these practices? Elaine Campbell (2024: 72, original emphasis) has called for criminolo-
gists to move beyond ‘a retrospective critique of events, processes and practices which
have already occurred’ by taking ‘the future(s) of techno-digital policing [as] the temporal
point of departure’. In addition to the literature on sociotechnical imaginaries that
Campbell builds upon, the sociology of expectations provides useful analytical tools
for interrogating the assumptions and values that guide technological innovation in the
surveillance sector (Bazzani, 2023; Borup et al., 2006). According to this approach,
visions of the future exert performative effects in the present. In other words, ‘the
future is “already here”, with imaginaries and claims about different futures acted on
through investments, policies and everyday decisions that make some futures more
likely and others less so’ (Halford and Southerton, 2023: 273).

Of course, expectations about future surveillance technologies are uncertain, contin-
gent and contestable. Private security companies do not simply predict likely future
developments in the surveillance sector; they actively attempt to build support for particu-
lar technological futures. Giacomo Bazzani’s (2023) distinction between predictions and
imaginaries is useful for foregrounding the contingent and political nature of these com-
panies’ promotional materials. According to Bazzani (2023: 385–387), predictions are
based on ‘what actors expect will happen in their future given the present situation and
constraints but more or less independently of their influencing capacity’; imaginaries,
by contrast, depict ‘possible future states of the world that cannot be deduced from the
present context and expected dynamics’.

Visions of future surveillance practices can be characterized as imaginaries due to the
levels of uncertainty that currently characterize processes of technological innovation.
Several authors have referred to the ‘surveillance imaginary’ or ‘biometric imaginary’
that guides the development and deployment of digital surveillance tools in criminal
justice and border control contexts (Dauchy, 2023; Lyon, 2017). However, these insight-
ful analyses have focused on how imaginaries of present technologies inform current
social practices, rather than how they shape expectations. By connecting surveillance
imaginaries to the inherent uncertainty of future predictions, the sociology of expecta-
tions foregrounds their political nature by asking how these imaginaries are constructed
and legitimized, and with what social and political effects.

Surveillance evangelism and enacting the future today

The political nature of surveillance imaginaries helps situate them within the broader
context of ideological beliefs about the desirability, feasibility and inevitability of digit-
alization in the future. Criminologists have pointed out the ideological assumptions
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underpinning the increasing dependence of criminal justice processes on digital technolo-
gies. Michael McGuire and Karen Renaud (2023), for instance, have argued that a dom-
inant ‘technological rationality’ has shaped understandings of digitalization in criminal
justice contexts. These technological assumptions are ideological in that they represent
a specific – political and contestable – worldview structured by ‘patterned and situated
combinations of political concepts that temporarily define our understanding of the pol-
itical and that compete with alternative conceptions over political support’ (Freeden,
2006: 14).

Political theorist Gabriele Balbi (2023) has critically analysed the ideology of the
‘digital revolution’, which constitutes the dominant ideational framework shaping the
imaginaries of technological innovators. This ideology is reflected in contemporary
tech hype surrounding a range of topics including AI, ideas about space travel and col-
onizing Mars, and predictions that new tools will eventually solve the problem of
climate change (Markelius et al., 2024; Tutton, 2021). Prominent individuals, companies
and media outlets play an important role in constructing and legitimizing the ideology of
the digital revolution by engaging in ‘social struggles in which particular visions become
dominant’ (Beckert and Suckert, 2021: 11). These individuals and companies now
describe themselves as digital ‘evangelists’ or ‘gurus’ (Balbi, 2023). Tech venture capit-
alist and founder of the pioneering internet browser Netscape, Marc Andreessen, has even
published a ‘techno-optimist manifesto’ composed of a series of ‘beliefs’ akin to a theo-
logical creed (Andreessen, 2023).

Such self-descriptions can be critically reoriented by conceptualizing private security
companies that construct and promote future technological imaginaries as ‘surveillance
evangelists’. Doing so helps deconstruct the ideological assumptions and values under-
pinning these future visions, resisting attempts to foreclose alternative futures by high-
lighting their contingency. In this way, critically examining the imaginaries of
surveillance evangelists contributes to the broader criminological project of bringing
‘taken-for-granted aspects of security – notably the “industrial market” for security tech-
nology – more fully under the scholarly and public gaze’ (Goold et al., 2013: 992).

The notion of evangelism complements narrower concepts of ‘promoting’ and ‘mar-
keting’ specific security products, which criminologists have used to critically analyse the
commodification and privatization of security (White, 2012). This framework highlights
the ideological, speculative and future-oriented dimensions of the innovative and promo-
tional activities of private technology companies. A crucial question, from this perspec-
tive, is how these companies deal with the potential dissonance between utopian visions
of future biometrics on the one hand, and the reality of technical failures, messy practices
and political challenges to these technologies on the other. In contrast to the flashy and
futuristic content of surveillance imaginaries, border control and surveillance technolo-
gies often operate in a mundane register, and their use is characterized by failure, friction
and contestation (Glouftsios, 2021). Private technology companies’ surveillance evangel-
ism plays an important role in smoothing over potential technical failures and controver-
sies relating to particular technologies, while garnering public support for broader
surveillance futures. Evangelism is akin to practices of ‘corporate storytelling’ through
which private companies have sought to normalize future visions of ‘smart’ surveillance
in public spaces (Söderström et al., 2014). These broader efforts also explain why
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companies promote similar surveillance imaginaries even while competing over markets
for specific products. In this way, surveillance evangelism provides an additional, future-
oriented normative dimension for explaining institutional isomorphism in the private sur-
veillance sector (Caplan and boyd, 2018).

In the context of the global diffusion of biometric crimmigration control technologies,
the theological undertones of evangelism also highlight affinities between contemporary
surveillance imaginaries and earlier colonial ‘civilizing missions’. Critical researchers
have highlighted the ‘coloniality of biometric power’ by demonstrating how digital bio-
metric tools produce ‘continuities of race, racialization, and coloniality’ in mobility gov-
ernance (Nishiyama, 2022). The provision of training and equipment by Northern actors
seeking to reshape Southern criminal justice and bordering practices has been critically
conceptualized as a form of ‘neo-colonial penality’ (Stambøl, 2021). Beyond capacity-
building practices and the provision of specific tools, epistemic postcolonial hierarchies
also underpin the ideational and discursive struggles through which the digital futures of
crimmigration control are being shaped. The field of surveillance evangelism relating to
biometric border controls is marked by the dominance of Global North-based actors, who
seek to create global technical standards and convince Southern states of the desirability
and inevitability of biometric border surveillance. New digital technologies in this field
are not only related to ideas of modernization, but also entrench racialized hierarchies
of global mobility that are enacted through the postcolonial order of sovereign states
(Sharma, 2020). Surveillance imaginaries relating to the future of biometric borders in
Africa obscure and reify these global hierarchical mobility structures by normalizing
exclusionary principles of citizenship and identity.

Methods: narrating the futures of digital surveillance

Surveillance imaginaries are communicated to audiences through narratives that bridge
the gap between imagined futures and present courses of action. The construction of
these narratives is guided by value-based assumptions and particular interpretations of
the social world. They aim to legitimize contemporary practices and sustain the emotional
commitment needed to cope with the uncertainty and inevitable failures that characterize
the process of technological innovation (Bazzani, 2023). Sociologists have utilized the-
matic analysis of media publications and technical documents to analyse the construction
of future-oriented narratives. Such discursive analysis focuses on ‘understanding the
stories, conversations, metaphors, public and expert controversies in which future
states of the world are expressed’ through an analysis of ‘verbatim transcripts, audio
recordings, reports, and other archival material’ including public pronouncements, pro-
motional materials and technical documents (Beckert and Suckert, 2021: 12).

The analysis below is based on publicly available documentation created by private
technology companies that are particularly influential in the field of border security,
and which regularly attend the ID4Africa annual meeting. Existing research has high-
lighted the growing influence of companies such as IDEMIA, Sopra Steria, Thales and
others in both the Global North and South (Trikanad and Bhandari, 2022; Valdivia
et al., 2022). These companies are regular and prominent presenters at the ID4Africa
annual meeting, which has been characterized as the most important forum bringing
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together policymakers and private companies across the continent to discuss the future of
digital identity and biometric technologies (Trikanad and Bhandari, 2022). According to
the World Bank (2017: vi) ID4Africa has been ‘a positive source of knowledge sharing
and has helped engender a community of practice across the continent’.

The continental reach of the ID4Africa movement underpins the methodological
choice to analyse surveillance evangelists’ imaginaries relating to the African continent
as a whole. Although I wish to avoid the uncritical presentation of Africa as a cultural
monolith (Faloyin, 2023), the surveillance imaginaries presented at ID4Africa describe
the continent in homogenous terms and avoid mentioning specific country contexts.
While these private security companies also provide services to address specific social
problems in several African states, their presentations at ID4Africa operated in the specu-
lative, future-oriented register of surveillance imaginaries that were ‘less explicit, less
issue-based, less goal-directed, less instrumental and less politically accountable’ than
specific policies or products (Campbell, 2024: 72).

I analysed more than 100 documents including both text and images, consisting of
transcripts of presentations to public authorities, promotional brochures, technical docu-
mentation, PowerPoint slides presented at border industry conferences, public statements
and press releases. The documents were collected from publicly available archives of
ID4Africa as well as the companies’ own webpages. The analysis focuses on materials
from 2014 onward – the year ID4Africa was founded – as the past decade has witnessed
a remarkable intensification in the promotion of biometric identity and surveillance tech-
nologies across Africa. I thematically coded these documents in NVivo according to
themes that emerged as salient during the analysis (Castleberry and Nolen, 2018). I
used these themes to structure the findings section.

Notably, the most influential companies identified in existing research are based in the
Global North while offering services in Southern states. Thales, for instance, is partly
owned by the French government and has provided biometric systems to former
French colonies such as Algeria, Cameroon and Gabon (Thales, 2025). As a white,
male scholar from the Global North, I seek to contribute to a decolonial criminological
agenda by highlighting the postcolonial dimensions of surveillance evangelists’ imagin-
aries, while acknowledging that the construction of alternative, more equitable digital
futures should be the result of a participatory process that is directly inclusive of
Southern voices (Aliverti et al., 2021; Carrington et al., 2019).

Biometric borders and crimmigration control in Africa

The African continent as a key site of digital biometrics innovation

Digital biometrics are already widespread at border-crossing points across the Global
North, and such tools have begun to proliferate across the Global South as well.
Several Southern states have rolled out biometric border management and policing
tools that have been developed by Northern states, Northern-funded international organi-
zations or Northern-based private technology companies. For instance, 20 states, mostly
in Africa, have adopted the Migration Information and Data Analysis System (MIDAS)
developed by the IOM (Singler, 2021). Across West Africa, funded by the European
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Union Emergency Trust Fund for Africa, states have expanded their use of Interpol’s
West Africa Police Information System (Dauchy, 2023).

These developments are taking place against the background of a global ‘datafication’
of border control and identity management (Valdivia et al., 2022). Spurred by UN
Sustainable Development Goal 16.9, aiming to provide all the world’s population with
a ‘legal identity’ by 2030, states and private companies have interpreted this goal in
terms of providing a digital, biometrically verified identity. National large-scale biometric
databases such as India’s Aadhaar have normalized the notion of digital identity as a con-
dition for accessing rights and entitlements (Trikanad and Bhandari, 2022). In the words
of Joseph Atick, executive chairman of the ID4Africa movement, ‘in a world that’s
becoming digital, you cannot exist by becoming invisible’ (Speed, 2020).

Digital ID initiatives have proliferated across Africa in recent years. Although most
African states already issue e-passports that accord with the International Civil
Aviation Organization’s standards on Machine Readable Travel Documents, the inclu-
sion of a digital biometric chip is a much more recent – and ongoing – development.
Current initiatives also include the use of digital ID beyond border control contexts
and the establishment of interoperable databases between states. For instance, in 2016
the Economic Community of West African States (ECOWAS) launched the ECOWAS
Biometric ID card initiative that requires member states to issue a biometric ID to facili-
tate cross-border travel across the region. However, as of 2023, only six of the fifteen
member states have successfully rolled out the ID cards (Mascellino, 2023). In 2023,
Gabon, Ghana, Guinea, Rwanda, Tunisia and Zimbabwe signed a declaration on data
sharing and interoperable digital ID, meant to facilitate travel and economic integration
across these states (MacDonald, 2023a).

Who are the surveillance evangelists and where do they preach?

Alongside the proliferation of biometric borders and digital ID initiatives in Africa, a host
of media channels, industry expos and public–private networks have sprung up to facili-
tate information exchange and discussions regarding future biometric innovations
between public and private actors in Africa. Biometric Update has undoubtedly
become the primary transnational media outlet for surveillance evangelism. This online
publication provides news about recent and future innovations in the biometrics sector
to over 3 million readers annually, aiming to create new linkages between public and
private actors such as ‘governments, law enforcement agencies, financial institutions
and many other vertical industries along with OEMs, service providers, system integra-
tors, enterprise and industry professionals’ (Biometric Update, 2024).

Industry-led meetings and workshops attract large audiences consisting of state offi-
cials and private technology companies. The ID4Africa movement has become the
most prominent organization bringing together public and private biometric technology
stakeholders (Soskis, 2022). Its annual meeting is attended by African state officials,
UN agencies and non-governmental organizations, and hundreds of private biometrics
companies each year (ID4Africa, 2024). Trikanad and Bhandari (2022) have highlighted
the role of security companies’ ID4Africa presentations in creating ‘narratives’ that help
‘influence policy decisions’ in several African states.
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Surveillance evangelists’ presentations at the ID4Africa meetings constitute
important political moments in which broad, speculative surveillance imaginaries
can shape policymakers’ preferences regarding desirable digital futures while margin-
alizing potential criticisms and concerns. As argued by Trikanad and Bhandari (2022:
16), ‘these presentations evidence an uncritical endorsement of the use of big data for
real-time governance, without any mention of surveillance concerns or the need for
data protection laws and protocols’. These techno-optimistic imaginaries can later
shape policy preferences. For instance, the Nigerian government explicitly drew on
ID4Africa’s ‘Principles on Identification for Sustainable Development’ when devel-
oping the country’s new national biometric identification system. According to a
report by the Center for Global Development, this case constitutes ‘a leading
example of ID4D’s impact in the field through the dissemination of the principles;
the principles were frequently discussed at ID4Africa general meetings’ (Soskis,
2022: 16).

The most active presenters at these industry events are also key players in the
European border control market, including ‘Accenture, Thales Digital Identity,
IDEMIA, SITA, Secunet Security, Indra Sistemas, Gunnebo Networks, Vision-Box,
NEC Corporation, and HID Global’ (Jarrahi, 2021). Many of these firms have recently
been awarded large contracts to develop new biometric borders for various African
states. For instance, IDEMIA Group, based in France with an annual turnover of €2.9
billion, is one of the most prominent winners of EU border control contracts and in
2023 won a contract to develop a new ‘seamless’ biometric border management
system in South Africa (IDEMIA, 2023). German technology companies Veridos and
Secunet Security are part of the Giesecke+Devrient conglomerate with an annual
revenue of €2.4 billion. In 2023, Veridos won contracts to develop border management
and digital ID systems in Botswana, Namibia and Uganda (McConvey, 2023). The
French conglomerate Thales Group, with an annual order intake of €23.1 billion in
2023, acquired the Dutch biometric surveillance company Gemalto in 2019 for €4.8
billion. Since then, the company has won contracts to produce digital ID solutions and
border surveillance technologies in several African countries such as Cameroon, the
Democratic Republic of the Congo, Gabon, Niger, Senegal and Uganda. Many of
these contracts have later been investigated under suspicion of bribery and corruption
(MacDonald, 2023b).

The gospel of biometric border surveillance

In this section, I analyse private technology companies’ promotional materials, which are
used to construct future surveillance imaginaries. The speculative character of these docu-
ments was acknowledged by the companies themselves. For instance, IDEMIA explained
that its promotional documents outline a ‘belief’ in its ‘vision for the future’ (IDEMIA,
2019b); United States-based transnational technology consulting company, Accenture,
referred to its ‘vision of digital identity’ as ‘the key to unlocking a fairer future’
(Accenture, 2019); and French digital services and software giant, Sopra Steria, outlined
a broad and speculative ‘future immigration vision’ (Sopra Steria, n.d.). What were the
key elements of these surveillance imaginaries?
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A ‘biometric revolution’ and the inevitability of expansive surveillance

The first notable feature of these biometric surveillance imaginaries was that their dis-
course regularly referred to the ‘digital revolution’ (Balbi, 2023). In a promotional docu-
ment relating to digital ID documents, Accenture argued that ‘digital identity is possibly
one of the most pervasive technology trends to take place in our lifetime’, before directly
linking this trend to the ‘Fourth Industrial Revolution’ (Accenture, 2019). Sopra Steria, in
turn, suggested that contemporary biometric border controls represent a ‘holistic trans-
formation’ of migration control practices, and claimed that ‘the immigration system of
the future must be very different to today’ (Sopra Steria, n.d.: 3). The link between
these companies’ surveillance imaginaries and the broader ideology of the digital revo-
lution was also reflected in the changing themes of annual industry events.
Presentations at ID4Africa have mirrored successive waves of broader technological
trends, from mobile biometrics and the ‘Internet of Things’ in 2015, to blockchain in
2018, to AI in 2023 and 2024.

Technology companies claimed that the ‘biometrics revolution’ originated in the dis-
ruptive innovation practices of the private sector. According to Sopra Steria (n.d.: 5),
‘governments wait for industry standards to guide policy’, indicating the need for the
private sector to develop new border control solutions that should subsequently
become the basis for technical standards set out by public authorities. Similarly,
IDEMIA (2021: 4) located the primary source of technical innovation in ‘the travel indus-
try [which] has been continuously innovating to maintain safe and smooth travel in the
face of complex challenges’. Contemporary practices are only the beginning of this
new biometrics revolution, and according to IDEMIA (2021: 3) ‘the story is far from
complete. A newer generation of secure and efficient solutions are just beginning’.

These arguments reflect the evangelizing endeavour of promoting speculative and broad
surveillance imaginaries today to influence technical standards and shape state regulations in
the future (Schmidt and Scott, 2021). Sopra Steria (n.d.: 5) explicitly referred to the temporal
lag between technical innovations and public regulations and standards: ‘Policy standards/
regulatory issues are unclear or have not yet caught up with the technology ask’.
Switzerland-based SITA argued that we are living through ‘an ID management revolution’
in which private sector actors should play a key role in setting ‘standards and recommended
practices that govern how biometric technology will be integrated into existing airline and
airport business processes, infrastructure and business systems’ (Farrell, 2019).

These surveillance imaginaries relied heavily on contestable predictions regarding the
future development of border control technologies. Technical forecasts were often stated
as certainties, although companies rarely provided any evidence to support them. At the
2019 ID4Africa Annual Meeting, the American security technology company HID
Global claimed that the ‘role of biometrics’ will increase in linear fashion without any
supporting evidence to explain why or how this might happen (HID, 2019). Accenture
(2019) argued that new biometric technologies ‘will provide the foundation by which
our digital selves will interact with online systems, control our connected devices, lever-
age the learnings of applied intelligence, and protect the earth’s resources’. The potential
incompatibility of, for instance, increased air travel and ‘protecting the earth’s resources’
was not mentioned.
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A curious tension was evident between these predictions’ certainty and the claim that
these future visions will only come about through the innovation and lobbying efforts of
private companies. German security company Secunet (2019) noted that the biometric
future is nearly here, and indeed ‘border control authorities simply need to embrace
this technology and make use of it’, yet obstacles to implementation remain: ‘many
still seem to fear interconnected [border control systems] as extremely complex and
unfathomable’. The French firm IN Groupe (2022) similarly recognized that an important
determinant of the future expansion of biometrics at African borders was ‘political will’.
According to IDEMIA’s (2019b) ‘vision for the future’, the remaining political obstacles,
social concerns and technical problems will be overcome soon, so that ‘in 2030, IDEMIA
envisions a world where everyone has an identity’ and ‘where digital is almost every-
where and coexists intrinsically with the physical’.

Despite recognizing these logistical and political obstacles, technology companies
nonetheless presented their surveillance imaginaries as the unequivocal ‘future of iden-
tity’ (IDEMIA, 2019b). The implicit acknowledgement of the contingency of these com-
panies’ future visions highlights the political role of surveillance evangelism in shaping
technological expectations and normalizing particular visions of the future while margin-
alizing alternatives. As Elaine Campbell (2024: 74–75) has argued in her analysis of the
National Policing Digital Strategy of England and Wales, the strategy simultaneously
‘expresses a sociotechnical imaginary in which techno-digital innovations will “come
to the rescue”’, while working to ‘dismiss and discredit particular viewpoints which mili-
tate against, challenge or do not conform to the preferred sociotechnical imaginary’.

Universality, modernization and postcolonial hierarchy

IDEMIA’s reference to a ‘world in which everyone has an identity’ points to another
central theme underpinning surveillance imaginaries regarding the future of African
borders: the conception of digital identity as a modern, universal basis for accessing indi-
vidual rights. Several companies explicitly referred to UN Sustainable Development Goal
(SDG) 16.9 relating to digital identity in their promotional materials, along with optimis-
tic visuals of people smiling and laughing in joy at their newfound ability to possess a
digital identity (Veridos, 2021). Although this SDG does not necessarily relate to
border control practices, these technology companies promoted biometric border
control technologies as a useful starting point for expanding biometric identification prac-
tices in other contexts. According to Dutch biometrics company Gemalto (2018), now
Thales DIS, ‘for citizens, passports protect their identities and are the best proof of ID
they have’.

The African continent was regularly singled out as the region of the world that, in the
words of Secunet (2019), still has to ‘do some homework’ when it comes to digital iden-
tity infrastructures. Companies regularly referred to African ‘underdevelopment’, which
could be rectified through ‘modernization’ by implementing digital biometric controls at
the border. Thales (n.d.), for instance, referred to Namibia’s use of its biometric border
control tools in terms of ‘modernization’ that will ‘ensure a modern and efficient
welcome is always extended to visitors’. According to Veridos (2021), ‘an international
identity crisis […] is large and it is global. But nowhere is it as starkly evident as it is on
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the continent of Africa’. Although companies like IDEMIA (2022) argued that Africa is
characterized by a ‘mindset of free movement’, technological underdevelopment was
represented as holding the continent back from increased cross-border mobility.

The postcolonial nature of these imaginaries was evident in the characterization of the
African continent in homogenous terms and as trailing the ‘modern’ Global North. In this
way, surveillance evangelism reinforced epistemic hierarchies that reflect the coloniality
of knowledge production and expertise relating to border control and criminal justice
technologies (Jegen, 2023; Singler and Babalola, 2024). Empirical research has demon-
strated how Northern actors have sought to reshape crimmigration control practices in
several Global South countries through ‘capacity-building’ practices (Singler, 2024).
Complementarily to these material interventions, surveillance evangelism at forums
such as ID4Africa allowed private security companies to shape dominant ideas and
expectations relating to crimmigration control technologies according
Northern-produced norms and technical standards.

Citizenship and ‘real people’

Connecting biometric surveillance to digital identity and access to rights brings into view
the implicit politics of citizenship that is being played out in imaginaries of biometric sur-
veillance. British biometrics company iProov (2022) noted that although border control
checks are often still arduous and slow, biometrics offer the promise of ‘streamlining’
border controls, and ‘the good news for many citizens worldwide is that this is becoming
a reality’. Nearly all these surveillance evangelists made regular reference to the benefits
of biometric border control for citizens, while highlighting ‘illegal immigration’ as one of
the key problems these systems are meant to rectify.

These companies’ public discourse was clearly aimed at a globally mobile elite for
whom biometric surveillance primarily represents increased cross-border mobility.
Although the digital identity agenda was presented as a platform for empowering indivi-
duals to access their right to be recognized as a person and become more globally mobile,
such social inclusion was restricted to citizens. As Veridos (2021) explained, ‘we have
long recognized the proven value of identity systems in securing social inclusion for
all citizens’. Whereas citizenship has historically been recognized as the basis of the
‘right to have rights’, in Hannah Arendt’s (1958) formulation, digital biometrics were
presented not only as the basis of citizenship rights, but also a prerequisite for having
an identity at all. In this vein, iProov (2024) suggested that biometric identification
tools not only confirm that an individual is the ‘right person’, but also that they are a
‘real person’. Gemalto’s (2019) promotional materials explained that ‘your biometric
data are your identity’.

Katja Franko Aas (2011: 153) has noted how biometric border control technologies
are underpinned by the assumption that the body ‘tells the truth, and it is an encoded
truth which, like numbers, computer passwords and PIN codes, is objective and unam-
biguous’. This terminology of truthfulness and suspicion characterized the implicit pol-
itics of citizenship evident in the imaginaries of surveillance evangelists. iProov (2022)
noted that biometric identification documents act ‘as a source of truth to match the
person against’. The truths told by the body are, according to Thales (2023), ‘permanent,
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as they don’t change over time’ in addition to being ‘recordable (with or without
consent)’.

Solutionism and ‘suitability’

Claims about the permanence of biometric identifiers were often used to explain why bio-
metrics constitute a ‘solution’ to the ‘problems’ posed by border control. Slovakian tech-
nology company Innovatrics (2023; see Figure 1), for instance, claimed that biometrics
are ‘universal’ insofar as digital biometric recognition technology ‘works all the time
for everyone, and it never fails’. Critical researchers have noted that biometric technolo-
gies have widely varying error rates for different groups of people, depending on gender
and ethnicity (Buolamwini and Gebru, 2018). Moreover, activities like manual labour can
erode fingerprint ridges, precluding registration using the most common fingerprint scan-
ners (Olwig et al., 2020). Surveillance evangelists were aware of these issues but pre-
sented them as technical problems to which technical fixes were imminent. The
presentation by Innovatrics (2023), in fact, explicitly outlined some of the key challenges
to making biometrics truly ‘universal’, before going on to claim that each of these obsta-
cles will be overcome by new technologies in the near future. Such arguments demon-
strate how surveillance imaginaries were used to smooth over current technical
controversies by ‘isolating them as special or peculiar cases with little technically or
organizationally in common with the newly proposed promissory solution’ (Borup
et al., 2006: 290).

Reflecting their awareness of the contested accuracy and reliability of biometrics,
several companies refrained from providing identification rate accuracy statistics or com-
parisons between various forms of identity verification. Instead of presenting biometric
technologies as the most accurate form of identification and verification, Thales (2023,

Figure 1. Innovatrics presentation at the ID4Africa 2023 annual meeting.
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emphasis added) presented these tools as ‘the most suitable means of identifying and
authenticating individuals’. Veridos (2024), in turn, referred to digital biometric identifi-
cation tools as the ‘proper and measured’ response to the problem of traveller
authentication.

This focus on ‘suitability’ reinforced the ideological positioning of biometrics as a uni-
versal solution to a range of social problems relating to border control. In response to
these complex issues, biometrics were, in the words of Aware (2021), ‘border control
made easy’. iProov (2022) explained that ‘if it isn’t easy to use, people won’t use it’,
and according to HID Global (2024), biometric identification would ideally operate in
the background of everyday social life, remaining as hidden as possible from sight or
mind: ‘proving who we are as we go about our busy days should be done in the blink
of an eye […] and handled in a convenient, frictionless manner’. Despite the complexity
of social problems related to border control, biometric surveillance seemed to offer
simple solutions, so long as the preferred solutions were those provided by surveillance
evangelists themselves.

Interoperability and the expansion of crimmigration control

To critical researchers focusing on border control, it will come as no surprise that the ima-
ginaries constructed by private technology companies were highly securitized. Some of
the contestable assumptions that were glossed over by claims of simplicity were that
migration control is primarily an issue of crime control and law enforcement, and that
interoperability between immigration control and criminal justice practices is both neces-
sary and desirable. According to Thales (n.d.), biometric technologies provided ‘robust
protection against twenty-first-century threats such as terrorism, illegal immigration,
and people trafficking’. Countering terrorism and enhancing crime control were key
themes in several companies’ ID4Africa presentations, such as SITA’s presentation
which explicitly highlighted ‘terrorism’, ‘trafficking’ and ‘international crime’ as
primary ‘drivers’ of the border industry (SITA, 2023).

In surveillance evangelists’ imaginaries, not only do biometric surveillance tools offer
increased security by allowing states to identify suspicious individuals at the border, but
these tools should be interoperable between law enforcement agencies and immigration
control authorities to achieve these security goals. According to Sopra Steria (n.d.), the
goals of ‘criminal justice’ and ‘efficient immigration and cross-border travel’ could
both be effectively pursued by interoperable biometric surveillance systems. IDEMIA
(2021) highlighted ‘global interoperability’ as a key goal of future technological innov-
ation. What critical scholars have termed ‘function creep’ of migration control systems
was promoted as central to the digital futures of crimmigration control (Dekkers,
2020). IDEMIA, for instance, argued that their Border Control Suite could initially be
used strictly for migration control purposes, but eventually interoperability with law
enforcement databases would be needed to ‘anticipate threats and assess risks’
(IDEMIA, 2019a).

An uneasy tension persisted between these surveillance evangelists’ expertise as
developers of security devices and their supposedly progressive and equitable techno-
logical utopianism. Alongside frequent mention of security issues such as terrorism
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and transnational crime, their surveillance imaginaries were infused with a focus on
facilitation and future visions of ‘seamless travel’ (SITA, 2023; Thales, n.d.). In these
visions of the future, exclusionary and intrusive border surveillance technologies were
a necessary corollary to freedom and privacy within borders on a global level. These sur-
veillance imaginaries smoothed over the potentially violent and exclusionary implica-
tions of conceptualizing migration as a security threat or crime control issue, while
continuing to position intrusive biometric technologies as a necessary building block
of desirable digital futures.

Conclusion

Criminological research has made invaluable contributions to challenging expansive and
intrusive surveillance practices. Existing and experimental technologies have been cri-
tiqued by highlighting their adverse implications in terms of privacy rights, their discrim-
inatory effects, and their inaccuracy and unreliability (Fussey et al., 2020). In this article, I
have suggested that visions of digital futures also play a crucial role in determining which
tools eventually become taken for granted and ‘banal’ (Goold et al., 2013). Private tech-
nology companies act as surveillance evangelists that construct imaginaries and attempt
to convert state authorities and the wider public into believers of these contingent and
contestable future visions. In doing so, they shape what kinds of future surveillance prac-
tices appear acceptable and desirable.

Conceptualizing private security companies as surveillance evangelists – rather than
just surveillance ‘experts’ or actors involved narrowly in ‘marketing’ new products –
can expand criminological critiques beyond claims about the inaccuracy or unreliability
of surveillance technologies today. Because surveillance imaginaries are highly specula-
tive, they cannot be challenged only by pointing to the inaccuracy of current tools.
Surveillance evangelists actively construct imaginaries to smooth over current technical
and social issues by suggesting that their resolution is only a matter of time. Problems are
brushed aside in techno-solutionist fashion, blunting the force of well-founded evidence-
based criticisms. As Marc Andreessen (2023) put it in his techno-optimist manifesto:
‘Give us a real world problem, and we can invent technology that will solve it’.

The intersection of border control and criminal justice provides a particularly fruitful
context for speculative surveillance imaginaries, thanks to the conceptualization of border
zones as ‘laboratories’ for testing highly experimental digital technologies (Molnar,
2021). These tools can later reshape domestic policing and surveillance practices
through processes of technological function creep and the normalization of biometric sur-
veillance. Beyond the context of crimmigration control, surveillance evangelists are also
actively involved in shaping the digital futures of domestic policing; critically analysing
surveillance imaginaries in other criminal justice contexts provides important avenues for
future research. In the rapidly evolving and experimental field of security technologies,
surveillance evangelists themselves have noted the importance of winning what
Palantir CEO Alex Karp has called the ‘intellectual debate’ regarding the future, long
before new tools are developed (Haskins, 2024). Uncovering and contesting the ideo-
logical and political assumptions underpinning contemporary surveillance imaginaries
is crucial if we wish to effectively shape these debates.
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