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Abstract—This paper studies enhanced physical-layer key gen-
eration (PKG) for multiuser orthogonal frequency division multi-
ple access (OFDMA) networks. In practical OFDMA systems, our
key observation is that there are frequency correlations between
different subcarriers which potentially lead to compromised
randomness of the generated keys as well as reduced sum secret
key rate. Motivated by this, we show that subcarrier allocation
plays a key role in enhancing the PKG performance in OFMDA
networks. We prove that when a single user terminal selects
a finite number of subcarriers for key generation, adopting
uniformly spaced subcarriers is the optimal solution as it leads
to higher secret key rates and better randomness. Moreover,
we derive a closed-form expression for the sum secret key rate
and introduce a low-complexity near-optimal algorithm that can
achieve an appropriate subcarrier allocation policy in a timely
manner. Simulation results show that our proposed near-optimal
algorithm exhibits significant advantages in maximizing the sum
secret key rate and improving key randomness compared with
existing subcarrier allocation algorithms.

Index Terms—XKey generation, OFDMA, physical-layer secu-
rity, sum rate maximization, multi-user.

I. INTRODUCTION

HE next generation mobile communication systems must

be not only reliable, fast, efficient, but also highly secure.
However, the open nature of wireless networks [1] makes them
susceptible to various malicious attacks like eavesdropping and
impersonation attacks [2], [3]. Key distribution is a critical part
of communication security. Traditionally, the key distribution
is usually handled by the Diffie-Hellman protocol to set up
shared secret keys [4]. PKG can be regarded as another
type of key distribution scheme that is applicable in certain
specific scenarios. For instance, PKG does not require modular
exponentiation of large prime numbers, making it suitable for
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resource-constrained lightweight devices with limited compu-
tational resources [5], [6].

Physical-layer key generation (PKG) has emerged as a
promising technology to share the symmetric key for cryp-
tographic applications [7]. By exploiting the inherent charac-
teristics of wireless channels [8], for example, PKG can take
advantage of the channel reciprocity for symmetric key genera-
tion without complex computation, update the keys frequently
in accordance with the nature of the time-varying channels
[9], and protect the keys from eavesdropping through spatial
decorrelation [10]. Moreover, PKG can achieve information-
theoretic security [11], less affected by computational hard-
ware advancements or more efficient algorithms. Nowadays,
PKG has become an important security task of the integrated
communication and security system (ICAS) [12]. With ICAS,
one can achieve mutual benefits of communication and se-
curity functions by sharing spectrum, power and hardware
resources, etc. Several studies [13], [14] have focused on the
optimization problem of PKG within the ICAS.

This paper is concerned with efficient PKG design for or-
thogonal frequency division multiple access (OFDMA) which
has attracted significant research attention owing to its efficient
hardware implementation, resilience to frequency selective
channels, and high spectrum efficiency. For decades, OFDMA
has been widely applied in a number of application scenar-
ios, such as the 3GPP long-term evolution (LTE), 5G New
Radio (NR), and WiFi networks [15]-[18]. In view of its
dominance in modern communication systems, it is urgent
to find an efficient and reliable way to secure OFDMA-
based networks. Secondly, considering the proliferation of the
devices in OFDMA-based networks and the constraints in
computation & battery life, PKG is more attractive compared
to the cryptography-based methods. In addition, the secret key
rate of the PKG scheme can be improved by leveraging the
fine-grained channel state information (CSI) from individual
subcarriers for enhanced security [19]-[22].

In the literature, PKG has been applied to various commu-
nication technologies such as multiple input multiple output
(MIMO) [7], [23], [24], reconfigurable intelligent surface
(RIS) [8], [25] and orthogonal frequency division multiplex-
ing (OFDM) [9], [20]-[22], and has also been explored
in OFDMA [19], [26]. In [19], Zhang et al. designed an
OFDMA-based multi-user PKG protocol for efficient key
generation with reduced channel probing overhead. In [26],
Yaacoub investigated secret key generation using MIMO sys-
tems for single-user transmission in which the subcarriers in
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OFDMA were exploited to increase the key length. Although
these methods provided feasible PKG procedures to gener-
ate keys for OFDMA networks, they overlooked the impact
of frequency correlation among different subcarriers on the
performance of PKG and did not explore how a subcarrier
allocation scheme can help improve the secret key rate.

To fill this gap, we propose an optimal subcarrier allocation
scheme for PKG in an OFDMA network aiming to maximize
the sum secret key rate. The main contributions of this paper
can be summarized as follows.

o We present an optimal subcarrier allocation scheme tai-
lored for PKG in OFDMA and show that it is necessary to
analyze the impact of subcarrier frequency correlation on
key generation. We further investigate the mathematical
characteristics of frequency correlation and prove that
when a single user terminal (UT) occupies multiple
subcarriers for key generation, adopting uniformly spaced
subcarriers for key generation leads to higher secret
key rates and better randomness as it can mitigate the
effects of frequency correlation to the greatest extent.
Additionally, we derive a closed-form expression for the
sum secret key rate based on mutual information and [7],
[9], and provide a novel observation on the secret key
rate for UTs.

« Next, we optimize the subcarrier allocation policy in or-
der to maximize the sum secret key rate while meeting the
security requirements of all UTs. Since the optimization
problem is NP-hard, we develop a low-complexity near-
optimal algorithm with negligible increase of processing
time and computational overhead.

o Simulation results demonstrate that our proposed scheme
effectively improves the performance of PKG in an
OFDMA network. Compared with the existing random
and continuous subcarrier allocation algorithms, the ob-
tained subcarrier allocation scheme arising from our
proposed algorithm improves the sum secret key rate by
9.93% and 40.59%, respectively. When facing the same
security requirements, the required number of subcarriers
is reduced by more than 5.74% and 20.15%, respectively.
Besides, our generated keys generally exhibit stronger
randomness with higher pass ratios under the National
Institute of Standards and Technology (NIST) random test
suite [27].

Notations: Throughout the paper, scalars, vectors, and ma-
trices are represented by lowercase letters, boldface lowercase
letters, and boldface uppercase letters, respectively. CA* B de-
notes a complex matrix space with a size of Ax B. (-) refers
to the Hermitian transpose. O(-) represents an asymptotic
upper bound. I'(+,-), o(-), and (-) represent the covariance,
standard deviation, and Dirac delta function, respectively. E{-}
represents statistical expectation. x! denotes the factorial of a
non-negative integer x. |a| and det(A) represent the modulus
of scalar @ and the determinant of matrix A. I(X;Y") repre-
sents the mutual information between two random variables,
and I(X;Y|Z) represents the conditional mutual information
between X and Y given that random variable Z is known. C7}

m
denotes the combination number of choosing m elements from

n distinct elements, and fab f(z)dx represents the integration
of the function f(z) from a to b. |-| represents the floor
function, which maps a real number to the largest integer less
than or equal to that number.

The rest of this paper is organized as follows. Section II
introduces related work on maximizing the sum secret key
rate in multi-user scenarios and utilizing multiple subcarriers
for key generation in OFDMA/OFDM systems. Section III
presents the system and channel models, and briefly introduces
the workflow of PKG with our subcarrier allocation scheme. In
Section IV, we elucidate the necessity of an optimal subcarrier
allocation scheme for improving the performance of PKG in
OFDMA and formulate the subcarrier allocation problem as
an optimization problem. Section V analyzes the optimization
problem and provides a detailed description of the algorithm
design which can solve the problem in a timely manner. In
Section VI, the performance of the proposed algorithm is
evaluated through simulations. Finally, conclusions are drawn
in Section VIIL.

II. RELATED WORKS

To the best of our knowledge, none of the existing PKG
solutions have explored the secret key rate maximization by
optimizing the subcarrier allocation scheme. In general, there
are two main streams of research on PKG:

PKG in OFDMA/OFDM: In [19], Zhang et al. designed an
efficient key generation protocol based on the known subcar-
rier allocation results to reduce the channel probing overhead.
However, their focus was not on subcarrier allocation, and
neither they studied such a problem. Yaacoub [26] explored
using the large number of subcarriers in OFDMA to generate
large keys in single-user massive MIMO scenarios. However,
subcarrier allocation was not explored in [26], as the single UT
can use all subcarriers without multi-user allocation issues. In
[28], Wang et al. formulated a power and subcarrier allocation
problem with the objective of maximizing the sum secrecy
rate of an OFDMA-based broadband network. The problem
was solved in an asymptotically optimal manner using dual
decomposition. Nevertheless, their algorithm relies on channel
probing results from all users on all subcarriers, leading to
excessive overhead for channel probing. This significantly
increases the time overhead and poses a challenge in the
limited coherence time. Moreover, the algorithm does not
account for frequency correlations between subcarriers. In [20]
and [21], Li et al. have shown that the CSI data collected
from OFDM systems suffer from high frequency correlations,
thus leading to a low-entropy key. They then proposed a
preprocessing approach based on principal component analysis
(PCA) to address this problem, but they did not analyze the
essential reason for the frequency correlation and their solution
relied on the values measured by channel probing. Zhang et al.
[22] mathematically modeled the OFDM system and expressed
time and frequency correlation analytically. Nonetheless, they
did not analyze the relations among frequency correlation, the
randomness of the generated keys, and the secret key rate.
Besides, none of the previous works in [20]-[22] have studied
multi-user scenarios and taken into account the subcarrier
allocation problem.
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Fig. 1. A system model for multi-user key generation in OFDMA.

Sum secret key rate maximization: The sum secret key
rate is a critical metric to evaluate the security of communi-
cation systems, which is defined as the sum of the lengths
of generated keys from all UTs in bits per channel use. To
maximize the sum secret key rate, various solutions have
been devised [7], [23], [25]. Li et al. [7] analyzed the secret
key rate and derived a closed-form expression for a massive
MIMO system with multiple users, and further provided an
optimization algorithm to achieve the maximal sum secret
key rate. [25] has shown that the secret key rate without
RISs may be low due to the inter-cell interference and this
motivates them to propose an innovative RIS-aided multi-cell
PKG framework. In addition, they also formulated a weighted
sum key rate maximization problem which is non-convex
and solved it through an alternating optimization algorithm.
In [23], a sum secret key rate maximization problem was
formulated for multi-user massive MIMO systems. A novel
PKG scheme was developed to achieve the maximal sum
secret key rate with reasonable power allocation and beam
scheduling.

III. MODELS AND WORKFLOW OVERVIEW

In this section, we establish the system and channel models
based on a multi-user OFDMA network (as shown in Fig. 1).
Then, based on the above models, we illustrate how the
optimal subcarrier allocation scheme can improve PKG in an
OFDMA network by providing a workflow overview of PKG
with our subcarrier allocation scheme.

A. System Model

Our paper considers an OFDMA system that comprises a
base station (BS), an eavesdropper (Eve), and K mobile UTs
with a relatively small speed v and unpredictable direction.
This system can be viewed as block fading, with stable channel
characteristics over a certain period of time. For the sake of
problem formulation, the BS and K UTs are equipped with
one antenna. We assume that the messages between UTs are
forwarded through the BS rather than direct communications.
Because of this, the keys should be generated between the
BS and UTs to ensure communication security. During com-
munications between the BS and UTs, each sender encrypts
the information with the generated key before sending it to the
receiver. Upon receiving the information, the receiver decrypts
it using the same key to obtain the message. Moreover,

different security devices may have varying requirements.
For example, devices used in diplomatic or military contexts
require significantly higher security than those used within
a corporate intranet. Therefore, similar to [28], we require
that the k** UT being served with a nonzero secret key rate
higher than Ry, which is called the security requirement of the
kth UT. Let {Rx|1 < k < K} denote the set of all security
requirements.

We assume that Eve has the same equipment as the UTs, and
she can perform passive eavesdropping to obtain the generated
keys between the BS and UTs through her channel measure-
ment by performing the same PKG process (see Subsection
III-C). However, according to the spatial decorrelation [10],
in rich-scattering environment, when Eve is located more than
half a wavelength away from the legitimate UTs, the channel
Eve experienced will be independent of that of legitimate
UTs. It is worth noting that spatial decorrelation is a common
situation that is easy to satisfy, because the center frequencies
of mobile communication systems are generally in the GHz
level and their half-wavelength is only a few centimeters [7],
[9]. In addition, each UT is moving in an unknown direction
at a speed v, and Eve can hardly follow any UT and keep the
distance within half a wavelength. For this reason, Eve will
not be taken into account in our subsequent analysis, but Eve’s
eavesdropping ability will be verified in Section VI.

B. Channel Model

In OFDMA, UTs transmit information over multiple sub-
carriers, whereby each subcarrier can only be occupied by
one UT at most. The channel impulse response (CIR) of the
multipath channel between BS and the k" UT can be written
as [19], [22]:

L
B3 (7, t) = Z R (1, )6 (T — ), (1)

=1

where side € { BS, UT}, represents where the CIR is obtained
from, L is the number of the channel taps, 7; is the delay of
the I*" tap, and h§%(7;,t) is the corresponding attenuation.

To analyze the correlation between different subcarriers,
we convert the CIR into channel frequency response (CFR)
through the fast Fourier transform (FFT). Let N and ® =
{1,2,---, N} denote the total number of subcarriers and the
subcarrier set of the OFDMA system respectively, and all of
the subcarriers are indexed as n = 1,--- , N. In our paper,
let B denote the total bandwidth of the OFDMA system, and
the total bandwidth is evenly divided into IV subcarriers. The
CFR of the n'" subcarrier that is allocated to the k" UT can
be expressed as

L
HES (1) = Y ()2, @)
=1

where f, =n-£ is the frequency value of the n'" subcarrier.
Let the matrix Hj% = [hi‘?fh , hi’?fm, e ,hziilek]H €
represent the channel matrix between the BS and the

k" UT, where Ni, and nq,--- ,n N, are the total number and

CNk xT
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Fig. 2. Workflow of PKG with optimal subcarrier allocation scheme.

Subcarrier Allocation Scheme

the indices of the subcarriers occupied by the k" UT respec-
tively, and hj% e CT*!,i = 1,--- N}, represent the CFR
complex values of T' samples. We assume that the multipath
channel is rich scattering and hence the attenuation of different
channel taps 1% (7;, ) and h§%(7;, t) are uncorrelated and the
attenuation of each channel tap can be regarded as a random
process [22].

C. Workflow of PKG with Subcarrier Allocation Scheme

In this paper, we propose an optimal subcarrier allocation
scheme for PKG in an OFDMA network based on the models
mentioned above, aiming to maximize the sum secret key
rate and improve the randomness of generated keys while
meeting the security requirements of all UTs. Compared to the
conventional PKG framework, we introduce a novel subcarrier
allocation scheme before channel probing. Such a scheme does
not affect the strategy of subsequent steps and can be easily
integrated into legacy PKG frameworks. The workflow of PKG
with subcarrier allocation is shown in Fig. 2.

1) Subcarrier allocation: 1In this step, the subcarriers are
allocated to UTs for data transmission and key generation. The
output contains an allocation policy and a mapping function: i)
Let {¢;|1 < k < K} denote the subcarrier allocation policy,
where the set ¢, stores the subcarriers allocated to the k"
UT. ii) The mapping function Map(-) denotes the mapping
function that stores the correspondence between subcarriers
and UTs, and we can get the index k,, of the UT that occupies
the n'" subcarrier by Map(n). To utilize the subcarriers
sufficiently and generate keys with improved randomness
at a higher secret key rate, the general considerations for
the optimal allocation method are: i) Security requirement
satisfaction. When the k‘" UT utilizes the subcarriers in
@,, for key generation, the secret key rate should be greater
than its security requirement R. ii) Sum rate maximization.
On the basis of satisfying the security requirements of all
UTs, the sum secret key rate of the entire OFDMA system
should be maximized. iii) Secret key effectiveness. The
randomness of generated keys through allocated subcarriers
must be guaranteed, meaning that the keys should be able to
pass the tests in the NIST random test suite [27], which is a
common tool used to evaluate randomness.

As shown in Fig. 2, the subcarrier allocation scheme
achieves the initial allocation policy with the minimum number

of subcarriers satisfying {R;} through iterative implementa-
tion in Stage 1, and then allocates the remaining subcarriers
in Stage 2 to obtain the final allocation policy (details are
provided in Subsection V-C). The scheme incurs only a small
amount of additional time and computational overhead (as
discussed in Subsection V-D), yet effectively mitigates the
negative effects of subcarrier frequency correlation on PKG,
resulting in improved sum secret key rate and better key
randomness.

2) Channel probing: In this step, both UTs and BS obtain
the channel information of each subcarrier via sending orthog-
onal pilots to each other. Each channel probing round should
be completed within the channel coherence time. For example,
given the coherence time T, = 9¢/16mv f,, [9], where ¢ is the
speed of light, when the moving speed v = 1.25 m/s and the
frequency f,, = 3.5 GHz, the coherence time is approximately
12 ms. Therefore, the channel probing rate should be set to 1
round/12 ms.

In the uplink, the k** UT transmits the orthogonal pilot
signal matrix XkBS e CTxT through subcarriers in ¢y, i.e.,
XBS(XBS)H = 1Ir, and the received signal at the BS is given
by:

Y77 = HPPXPS + W 3)

where W59 is the complex Gaussian noise at the BS with
zero mean and variance o2. By using the least squares (LS)
estimation, the BS can obtain the estimation of HkB S by

P — HES + WS (XE%)". @

Similarly, in the downlink, the BS transmits the orthogonal
pilot signal matrix X7 € CT*T' through subcarriers in ¢y,
and the received signal at the k" UT is given by:

YT ==X+ Wi (5)

where W,gT is the complex Gaussian noise at the k*" UT
with zero mean and variance ai. By using the LS estimation,
the UT can obtain the estimation of HY T as

AT = 1T+ W (X (©)

After traversing all UTs, we can obtain the channel matrices
I:I,]fB S and I:IkUT between the BS and all K UTs. For the
matrix ﬁs,gde € CNexT | where side € {BS,UTY}, each row
in the matrix is the measured values of the channel state of
a subcarrier occupied by the k' UT in T samples and is
obtained from uplink/downlink channel probing.

3) Measurements-to-keys processing: Following subcarrier
allocation and channel probing, the procedures of quantization,
information reconciliation, and privacy amplification should be
carried out to acquire the final secret keys. Similar methods are
adopted in most PKG frameworks. In this paper, we mainly fo-
cus on the design of subcarrier allocation and channel probing,
targeting improving the utilization efficiency of subcarriers as
well as the security of the OFDMA system.

So far, the PKG scheme outputs the final secret keys, which
can be utilized for applications such as encrypted transmission.
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Fig. 3. Example of raw key generated by quantization.

IV. NECESSITY ANALYSIS AND PROBLEM FORMULATION

In this section, we first answer the question of why an
optimal subcarrier allocation scheme is needed from both
practical and theoretical perspectives. Subsequently, we extend
the model defined in Section III and formulate the subcarrier
allocation problem as an optimization problem, which will be
solved in Section V.

A. Why an Optimal Subcarrier Allocation Scheme Is Needed

In practical OFDMA systems, there are correlations between
adjacent frequencies [22]. For UTs that occupy multiple sub-
carriers for key generation, strong correlation between differ-
ent subcarriers leads to negative impacts on the performance
of PKG.

1) Impact on the secret key rate: We present a simplified
example to introduce why the frequency correlation affects the
secret key rate. As portrayed in Fig. 3, the matrix H € C2*5
is obtained by a UT with two subcarriers, the first and second
rows are the CFR values of the two subcarriers at five time
slots. When the frequencies of two subcarriers are close, the
CFR values obtained by the two subcarriers at the same time
have a high probability of being in the same quantization
area. In other words, when the difference between his and
hoo is small (though unequal), it is more likely that they fall
into the same quantization area. Values within the same area
mean they will be mapped to the same bit (0 or 1) after
quantization. When this situation occurs in hio and hoo, the
quantized bit of hgs can be inferred from that of hi2. When
this is not an isolated instance, it significantly reduces the
randomness of the bit sequence. For example, in Fig. 3, if
hio and hos, hq3 and hss, and hqs and hoy all have small
differences and fall into the same quantization area, the key
space of the quantized bit sequence reduces from 20 to 27. It
is worth noting that the purpose of information reconciliation
and privacy amplification is to ensure the symmetry of the
keys generated between communication parties and avoid
information leakage. It will not have a significant impact on
the characteristics of the raw key. Therefore, the correlation
among the bits in the raw key will be retained in the final key,
thereby compromising its randomness. If batches of final keys
fail the NIST tests, they will be discarded and regenerated,
leading to degraded secret key rate.

From the information theory perspective [29], the effective
length of the binary bits (i.e., the raw key) extracted from
a matrix is constrained by the entropy of the matrix. Many
algorithms quantize matrix elements into fixed-length binary
bits, yielding a raw key length strictly related to the matrix
size. However, extracting a raw key from a low-entropy matrix
results in additional length due to redundant information,
thereby compromising randomness. Consequently, the ran-
domness compromise in the raw key cascades to the final key,
impairing its randomness as well.

2) Impact on randomness of generated keys: Randomness
is an important property to ensure the unpredictability of
keys. The NIST random test suite provides 15 tests, each
of which evaluates randomness by returning a p-value based
on its specific mathematical calculation and the sequence
under test. When the p-value is larger than 0.01, the test
can be considered passed. As analyzed above, the higher
the correlation between subcarriers, the higher similarity the
sequences obtained by their channel probing will be, i.e., the
values between the corresponding rows in the matrix I:I,lf S will
be closer. By analyzing the calculation process of all tests in
the test suite, it can be found that several tests will be affected
by frequency correlation, including: 1) Binary Matrix Rank
Test. 2) Discrete Fourier Transform Test. 3) Serial Test. 4)
Approximate Entropy Test. This observation will be verified
in Subsection VI-B.

B. Problem Formulation

Considering the negative impact of frequency correlation
on PKG, we formulate the subcarrier allocation problem as
an optimization problem aiming to maximize the overall sum
secret key rate of all UTs. The secret key rate is defined as an
indicator that represents the length of effective keys and can
be extracted from the common channel information obtained
by channel probing. For the BS and the k" UT, the secret
key rate between them can be given by the conditional mutual
information between HPS, HYT and HYT as follows [7], [9],
i.e.,

I = 1A HYT AT, )
where HY7 is an estimated channel matrix between the BS

and Eve. Since Eve is not considered in our scheme (see
Subsection III-A), the secret key rate degrades to

I, = I(HPS HT). ®)

By extending (8) in the same way as in [7], [8], [24], we
obtain: ) )
det(RP%) det(RYT)

I =1o =
TR T Geh(REY)

; (€))

where RPS and RY7 represent the covariance matrices of
HPS and HYT respectively, and REV represents the covari-
ance of FAIPS and HUT. In this paper, we assume the uplink
and downlink channels have high reciprocity. Therefore, the
relevant covariance matrices are then constructed using

RPS = E{HPS AP = Ry, + 071, (10)
RIT =E{A{T@AITH} = Ry, + 021, (11)
5> BU I:IES TBS\H TUT\H
Rk =E I:IUT [(Hk ) (Hk ) ]
R (12)
_[RP® Ry
| Rg RUT|”
where
Ry, = E{H, (H;)"}, (13)
H, =HPZ =H{T. (14)
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To this end, substituting (10)-(14) into (9) results in the
following expression:

det(Ry, + o21)
I}, = log, 5 ST .
det(Ry, + 071 — Ry (Ry + 02I)71Ry,)
Since matrix Ry, is symmetric, we perform an eigenvalue
decomposition on this matrix and obtain

Ry = QrAL(Qr)Y,

where Qy, is a unitary matrix, i.e., Qz(Qx)" = I, and each
column vector in Qy, is an eigenvector of Ry. Ay is a diagonal
matrix, with each element on the diagonal being an eigenvalue
of Ry, and corresponding one-to-one with the column vectors
in Q. The elements on the diagonal of Ay are defined as \g;
(Ak1 = A2 > -+ - > Agn,)- Then (15) can be recalculated as:

I =1l det(Ay, + o71)
082 et (Ag + 021 — Ag(Ag + 021) 1A,

=1lo ﬁ ( Aki + U;% )
> i1 \ Akt o — Mei(Aki +02) 7 A

(15)

(16)

. 17
Ny Api + U}i (17)
= Z log, N X2,
i=1 Aki + O — )\k,;iiaz
N 2
A2
= lo 1+ ket ) .
; B2 ( (0} 4+ 02) A\ + o302

Remark 1. From (17), it is seen that Iy, is related to { ;|1 <
1 < N}, ie, the eigenvalues of Ry. We can further analyze
(17) as

Ny,
I, :logQH(lJru()\ki)), (18)
i=1
where
A2
u( i) = ki (19)

(02 + 02) Ay + o202’

One can see that Iy, increases for larger vaz‘l (1 + u(Agi))-
When the sum of the eigenvalues of Ry, is finite, i.e.,

N
> i <C,
i=1

where C' can be any constant. One can see that a more
uniform distribution of the eigenvalues contributes to a larger
w(Ag1, -, A\kny ). Next, we explain this using the Lagrange
multiplier method. First, we construct the Lagrange function
using (18)-(20) as follows:

Ny Ny,

L, Mk A) = [ [+ w(ha)) +MC =D M),
i=1 =1

2D
where X\ is the Lagrange multiplier. Taking the partial deriva-
tive of the Lagrange function with respect to g1, , ApN,
and equating it to zero, we have the following optimality
condition:

(20)

Ny
w (Ari) H (1+u(hej)) = A\, Vi,
J#i

(22)

where u (\;) is the first-order derivative of u(\y;). We can
obtain the first-order and second-order derivatives as follows:

(02 + 0%)A2, + 20202 Ny
5 2 5o =0 (23)
((of + 02)Aki + 0502)
2(030?)?
> 0. 24
(02 + 02 A + 0202)3 = (24)

u (M) =

u// ()\kz) _

Therefore, when A\p; # Aij, then u(Ag;) # w(Ag;), and the
optimality condition of L(Ag1,- -+, ANy, ) simplifies to

Akl = = AkN, - (25)

Recall from Subsection III-C that an optimal subcarrier
allocation requires security requirement satisfaction, sum rate
maximization, and secret key effectiveness. To this end, we
adopt the secret key rate to quantify the length of effective
keys and formulate the problem with the objective of maxi-
mizing the sum secret key rate whilst satisfying the security
constraints of all UTs. The optimization problem is formulated
as

K N
(#P1) : max > i) (26a)

k=11i=1

subject to
(ﬁkﬂ(]ﬁk/:@,lﬁk,klﬁf{,k#k/ (26b)
P1UPy U CP (26¢)
Ik:z%kvlngK; (26d)
where
A2,

V. PROBLEM ANALYSIS AND ALGORITHM DESIGN

In this section, we first analyze the challenges in solving
the problem (#P1) and show that it is NP-hard, meaning that
it cannot be solved in polynomial time. Next, we design a
low-complexity algorithm that can efficiently solve (#P1), at
the price of providing only a near-optimal solution.

A. The Challenge of Solving Problem (#P1)

First, we prove the problem (#P1) is NP-hard.
Theorem 1. The problem (#P1) is NP-hard.

Proof. We can prove that (#P1) is NP-Hard by showing
that it can be reduced from a known NP-complete problem.
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Transform problem (#P1) into an equivalent form as follows:

K N
(#P2) : max Z Z TrnD(Akn)

(28a)
k=1n=1
subject to

Y wn<1,1<n<N (28b)
k=1
N
D tn SN 1<k<K (28¢)
n=1
win €{0,1}, 1<k <K, 1<n<N (28d)
N
Y wknpen) 2R, LSk <K, (28¢)
n=1

where 1, = 1 if the nt" subcarrier is allocated to the k'
UT and zero otherwise.

When we set all the ;. values in constraint (28e¢) to zero,
one can see that problem (#P2) is transformed into a form of
multiple knapsack problems (MKP) [30], implying that MKP
is reducible to (#P2). In addition, MKP is also one of Karp’s
21 NP-complete problems [31]. Thus, this completes the proof.

O

If we attempt all possible allocation policies, perform chan-
nel probing for each policy, and calculate the corresponding
sum secret key rate, it may result in prohibitively high compu-
tational overhead. More precisely, assuming that all subcarriers
are identical and indistinguishable, the number of policies for
allocating N subcarriers to K UTs can be computed using the
“stars and bars” method in combinatorics, yielding:

(V- 1)! I15,
(K —1)(N - K)! (Hﬁf]’) ( N-K k)
(29)
Next, consider the distinctiveness among subcarriers and
calculate the number of allocation policies given the number
of subcarriers assigned to each UT. That is, assuming in the i'"
case, the number of subcarriers allocated to K UTs is known
as {N; x,Vk}, and the calculation result can be obtained as
N oNie L Nk
N N—Nj; 1 N— ZK 1 Nij
all possible allocation pohcles can be calculated as

K-1 _
CN—1 -

. Therefore, the number of

K-1
CnIi
Ni1 N; 2 Ni k
Numan = 3, Cn™" - Cyn, o O e

N—1)!
(K—DI(N—K)!

>

i=1

N!

Nig! (N = Y0 Nt
(30)
Since the calculation of combinations involves factorial
operations, Num,) grows super-exponentially with N. In
addition, UTs need to perform channel probing according to
each policy, calculate and compare the sum secret key rates
of different policies, which resulting in unacceptable time and
computational overhead. Therefore, it is not feasible to traverse

all potential allocation policies to find the optimal solution of
(#P1).

Niq!l--

B. Analysis of Frequency Correlation

In order to design an efficient algorithm with low complex-
ity for problem solving, let us start with the mathematical
characteristics of frequency correlation first.

1
E§ é éi
2 0e 25 082 08
£20 = =20
3 08 i 8
S 5 5 06
810 07810 06 210
@ @ 0:3
06 0.4
10 20 30 10 20 30 10 20 30
Subcarrier Index Subcarrier Index Subcarrier Index
(a) Classroom (b) Corridor (c) Office

Fig. 4. Correlation matrix calculated based on Widar2.0 data set.

Let matrix Pj, € CN+ XNk record the correlation coefficients
between subcarriers occupied by the k** UT. The element in
the i*" row and j*" column of P} represent the correlation
coefficient of channel information between subcarriers ¢ ()
and ¢ (j), which is quantified by the modulus of Pearson
correlation coefficient!. The form of matrix Py can be given
as (31), as shown at the bottom of the next page. Since the
matrix Py is symmetric, we next analyze the situation where
J >

The Pearson correlation coefficient between the i*" and ;"
subcarriers occupied by the k' UT can be calculated as:

(b )
J(hi‘?ﬁi )a(hz?zj )’
where side € {BS,UT?}. According to the definitions of

covariance and standard deviation, substitute (2) we can get

p(hside hside ) _

k,ni’ k,nj

(32)

D%, %) = E{(b% ) "hi%, ) — E{hi BB ).
(33)
T L . .
3 (3 e (r, )2 — E{Re })?
side \ __ t=1 [=1
(hk nl) T -1 9
(34)
T L \
Z(Z h%de(n’t)e*ﬂ anjﬂ E{hm,ﬁ )2
sid o t=1 [=1 I
o(hi)) = — ,
(35)
T L
E{(hmde ) suie 1 ZZ h51de 6 j27rAle’
T t=11=1
(36)
. 1L .
E{hi} = =D ) Wi(n e mmm, o (37)
t=11=1
1K o
E{hj%,} = = > D W (m, e T (38)
t:l =1
B .
Af = fn; — fr :(nj_ni)'ﬁa.j > i (39)

lGenerally, the Pearson coefficient is used to measure the correlation
between two variables. Considering that the Pearson coefficient of channel
information between subcarriers is a complex number, we take its modulus
to measure the similarity more intuitively.
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Considering that the expression of |p(hjis  hijl% )| is too
complex, it is difficult for us to analyze the influence of the
frequency spacing by deriving the first-order derivative and
the second-order derivative of the expression with respect to
the frequency spacing. To this end, we perform an analysis of
actual channel data instead of theoretical derivation.

We use the open source Widar2.0 [32] data set for analysis,
which provides CSI data received by a WiFi device with three
antennas in three scenarios: a large empty classroom, a narrow
corridor and a small office room with various furniture [32].
The data set provides the CSI of the receiving device on
30 subcarriers. We first obtain the corresponding correlation
matrix based on the correlation of different subcarriers ac-
cording to (31)-(39), which is plotted in Fig. 4. Comparing
the correlation coefficient values in Fig. 4a-4c at the same
subcarrier frequency spacing, calculated by (32), we can find
that the coefficients of the classroom are the largest. This is
because in a more empty environment, the multipath effect is
less significant, the delay spread is smaller, and the coherence
bandwidth is larger, leading to a slower decrease in subcarrier
correlation with increasing frequency spacing. Next, we take
four sets of data® collected by different trajectories from the
three scenarios and draw the variation curve of the correlation
coefficient with the frequency spacing?, as shown in Fig. 5.
Through Fig. 4 and Fig. 5, we can get two empirical obser-
vations: i) The frequency correlation coefficient decreases as
the frequency spacing between subcarriers increases; ii) The
rate of decrease in coefficient diminishes as the frequency
spacing between subcarriers increases. From a mathematical
perspective, the first-order derivative of the frequency cor-
relation coefficient with respect to the frequency spacing is
negative, while the second-order derivative is positive, so the
rate of coefficient reduction is constantly decreasing.

C. Problem Solving: A Near-Optimal Algorithm

Taking into account of the challenge of problem solving (as
discussed in Subsection V-A) and the analysis of frequency
correlation characteristics (as discussed in Subsection V-B), we
design a low-complexity algorithm for efficient near-optimal
problem solving.

From Remark 1, we observe that [, can be maximized
when {\g;} is uniformly distributed. Since {Ag;} represents

2Each scene in the Widar data set contains multiple sets of data, where
different sets of data are obtained under different motion trajectories. Consid-
ering the space limit of the paper, we only draw the results of four sets of data
processing for each scenario. However, the main characteristics of different
sets of data are similar and do not affect the analysis results of this article.

the eigenvalues of matrix Ry, this implies that [ is max-
imized when the condition number of R, is smallest. The
condition number of Ry, is defined as the ratio of its maximum
singular value to its minimum singular value. Given that
R, = E{Hy(H;)}, the singular values of Ry are the
eigenvalues of Hj. Therefore, when the condition number of
matrix Hj, is smaller, [ can achieve a larger value. From
a linear algebra perspective, if the row vectors of Hj have
high similarity (i.e., stronger correlation among the subcarriers
occupied by the k" UT), it will result in an uneven distribution
of the eigenvalues, leading to a larger condition number for
R. To this end, to maximize I, it is desirable to minimize
the correlation among the subcarriers occupied by each UT. In
other words, for each UT, the sum of correlation coefficients
among subcarriers should be minimized. Next, we prove that
the policy of uniformly allocating subcarriers can minimize
the sum of correlation coefficients.

Theorem 2. When selecting Ny, subcarriers from N subcar-
riers to allocate to the k" UT, choosing the Ny subcarriers
with a maximized uniformly distributed frequency spacing is
the optimal solution.

Proof. Reviewing the two empirical conjectures mentioned
in Subsection V-B, we can abstract a function Coef(Af) to
characterize the relationship between correlation coefficients
and subcarrier frequency spacing, where Af = f,. — fn, =
(nj —n;) - £,j >4, and n; and n; represent the indices of
the subcarriers occupied by the UT. As % is a constant, we
use Coef(An) instead of Coef(A f) for analysis, where An =
(n; —n;). Furthermore, the first-order derivative Coef "(An) is
always less than 0, and the second-order derivative Coef : (An)
is always greater than 0. Our goal is to minimize the sum of
correlation coefficients, i.e.

Nyp—1
min Z Coef(nijt1 —nyg).

i=1

(40)

As Coef(An) is monotonically decreasing, maximizing
the frequency spacing is a necessary choice, and therefore,
assigning the first and last subcarriers is required. Moreover,
we can easily observe that (ng — ny), -, (NN, — NN—1)
have a complementary relationship, i.e., an increase in one
term will inevitably lead to a decrease in the sum of all other
terms, because

Nk—l
Z N1 — Ny = (le - 711) +o A+ (”Nk - ”Nk—l)
i=1

3 According to (39), the frequency spacing is proportional to the difference 41)
in subcarrier index. For ease of expression, the label on the horizontal axis
in Fig. 5 uses the difference in subcarrier index to replace the indices. =nn, —n1 <N-—1,
side side side side
1 Ip(hk,nﬂhk,nz)‘ e ‘p(hk,nﬁhk,n,\;k)l
side side side side
(b, i, )| lp(h5, By, )|
Py = ' (€29)
side side side side
|p(hk,nNk7hk,n1)‘ ‘p(hk},nj\]k’hk77b2)‘ U 1
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Fig. 5. Frequency correlation coefficient under different frequency spacing.

when choosing the first and last subcarriers, the inequality in
(41) becomes an equality.

Therefore, in choosing the remaining N — 2 subcarriers, we
are faced with trade-offs. Let Aa; = (n;41 — n;) — T, where

n = 1{}1 :11 is the average interval of subcarrier indices, and
the sum of the correlation coefficients is
Nj—1 Nj—1
Z Coef(njy1 —n;) = Z Coef (7 + Aa;)
i=1
Nip—1 [+ Aa; (42)
= (Nj, — 1)Coef(n Z / Coef x)dx

when Aa; > 0, Coef/(ﬁ) < Coef,(ﬁ + Aa;) < 0; when
Aa; < 0, Coef/(f—&— Aa;) < Coefl(ﬁ) < 0. In addi-
tion, according to (41), ZN’“ '@+ Ag;) < N —1, ie
ZN’“ ' Aa; <0, hence

Ne—1 74+ Aa; ,
Z / Coef (z)dz > 0. 43)
i=1 77
Therefore,

Nj—1

Z Coef(nit1 —n;) > (Ni, — 1)Coef (W), 44)

i=1

the equality holds only when Aa; = --- = Aay,—1 = 0.

Thus, this completes the proof, and Theorem 2 follows. [

Our algorithm can be divided into two stages: 1) According

to Theorem 2 and the security requirement {R;}, determine
how many subcarriers are needed for each UT to satisfy
Constraint (26d). ii) After satisfying the security requirements
of all UTs, allocate the remaining subcarriers by means of a
greedy-based policy to maximize the secret key rate.
Stage 1: Before the algorithm starts, set ¢, as an empty set
and Ny as zero for k = 1,---, K. For ease of algorithm
description, denote ¢, as an empty set and Ny as zero. For
the k™ UT, let begin = 0 and end = N — %" N;, and
perform the following steps.

« Step 1: Update Ny with the value LWJ, and
based on Theorem 2, select Ny, subcarriers uniformly
from ®\ (U "' ¢,) to construct ¢

e Step 2: Perform channel probing on the subcarriers in
¢;, by both the BS and the k" UT to obtain HZS and
HUT.

o Step 3: Calculate I using (10)-(17) and compare the
relationship between [, and Ry. If I, > Ry, then end =
Ny — 1; else if I, < R, then begin = N + 1.

o Step 4: Return to Step 1 until begin > end or I, = Ry.

All K UTs perform the above four steps to obtain pre-

liminary results of Nj and ¢, that can satisfy Constraint
(26d). Recalculate Iy, for all UTs. If Jk, I, < Ry, it indicates
that the system resources are insufficient to meet the security
requirements of all UTs. In this case, the algorithm terminates.
Otherwise, proceed to Stage 2.

Stage 2: Select allocation objects for the remaining subcarriers
(i.e., the subcarriers in ®\(UX_, ¢,)). We define the distance
from a subcarrier to ¢, as the distance between the subcarrier
and the most adjacent subcarrier in ¢,,, and it is represented by
dir, = Helgl |i—j|. Then, for each subcarrier i € ®\(UX_, ¢,,),

J

calculate its distance d;i, and the allocation object is given by

k:;‘:argm]?xdik, fork=1,---,K. (45)
Next, append subcarrier ¢ to qbk* and Ngr = Ng= + 1. So

far, the final subcarrier allocation pohcy has been obtained.
The workflow introduced above can be summarized as

Algorithm 1.

D. Algorithm Analysis

The near-optimal algorithm has made a small compromise
in optimality in exchange for feasibility in terms of time effi-
ciency. Next, we answer the following two questions: (1) Why
such an algorithm can achieve near-optimal; (2) Does such an
algorithm address the challenge mentioned in Subsection V-A
and achieve acceptable time and computational overhead.

1) Why such an algorithm can achieve near-optimal: In
Stage 1, we use Theorem 2 and binary search to approximate
the minimum number of subcarriers that can meet the security
requirement {R;}. Due to the optimality of Theorem 2,
we believe that Stage 1 can optimally achieve its objective.
In Stage 2, since a greedy-based approach is adopted for
reallocating the remaining subcarriers, it only guarantees local
optimality without proving its global optimality. For this
reason, the algorithm is called near-optimal.

2) Does such an algorithm address the challenge: The
challenge mentioned in Subsection V-A is the potentially vast
number of policies, which would lead to unacceptable time
and computational overhead. Fortunately, our near-optimal
algorithm effectively addresses this challenge. Specifically,
in Stage 1, each UT matches the minimum number of
subcarriers satisfying {J;} through binary search, and the
number of potential policies that k*"* UT needs to perform
is logy (N — Zf;ll N;). In Stage 2, the solution is uniquely
determined. Therefore, the number of potential policies that
the near-optimal algorithm needs to explore is

K k—1
Numgy = Y _logy(N = > N;) < Klogy N, (46)
k=1 i=1
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Algorithm 1: A Near-Optimal Algorithm for Solving
Optimization Problem (#P1)

Data: K, N, {R;}, ®
Result: {Ny}, {¢).}

2 for k< 1to K do

3 begin < 0,end < N — Zf:_ol N;;
4 I, + 0;
5 while begin < end && I, # Ry do
6 Ny L(begin2+end)J;
// select_from_set(A,n) is to select

n subcarriers from A

uniformly.
7 ¢y, < select_from_set(®\ (U= p,), Ni);
8 Perform channel probing to obtain I:IkB S, I:IkUT;
9 Calculate Ij, according to (10)-(17);
10 if I, > R} then
11 | end + Ny —1;
12 else
13 L begin < Ny +1;
14 for k< 1 to K do
15 if I, < C} then
16 L return False;
17 for i € ®\ (UK ¢,) do
18 for k< 1 to K do
19 Ldikemin\i—j;

JEPDy

20 k} < arg mgx diks

21 Qpr G U
22 Nk;« — Nk; +1;

23 return True;

and can be limited to O(K log, N). Compared to Numy; in
(30), it is almost negligible. To this end, the near-optimal
algorithm can obtain a suitable allocation policy in a short
time and without excessive computational overhead.

VI. PERFORMANCE EVALUATION

In this section, we provide simulation results to illustrate
the performance of the proposed optimal subcarrier allocation
scheme.

A. Simulation Settings

We utilize QuaDRiGa [33], [34] to establish a simulation
model of OFDMA, and the detailed configuration parameters
are shown in Table I. Then, we implemented the PKG frame-
work with our optimal subcarrier allocation scheme using
MATLAB. We focus on the urban-macro and non line-of-sight
(NLOS) scenario. It’s worth noting that the optimal subcarrier
allocation scheme proposed in this paper is applicable for key
generation in all OFDMA networks, not limited to the scenario
adopted in our experiments.

TABLE I
CONFIGURATION PARAMETERS

Parameter Value
Scenario Urban-macro NLoS
Path number 14
Number of UTs 16
Moving speed 1.25 m/s
Center frequency 3.5 GHz
Subcarrier number | 624
Subcarrier spacing | 15 kHz

To the extent of our knowledge, none of the existing works
has proposed an effective solution on how to allocate subcarri-
ers for PKG in OFDMA multi-user systems and did not present
their subcarrier allocation schemes. Therefore, we employ the
commonly used continuous subcarrier allocation algorithm and
random subcarrier allocation algorithm as comparison methods
to evaluate the performance of the proposed near-optimal
algorithm in our scheme. Each algorithm can be divided
into two stages. In Stage 1, subcarriers are allocated to the
k" UT until I, > Ry. The former continuously allocates
subcarriers, while the latter allocates them randomly. This
process is repeated for the next UT until either the subcarriers
are exhausted or all UTs have been processed. In Stage 2, the
remaining subcarriers are allocated to the UTs. The former
uniformly allocates the remaining subcarriers among all UTs,
while the latter iteratively traverses and randomly allocates
each of the remaining subcarriers to a certain UT. Their pseudo
codes are shown in Algorithm 2 and Algorithm 3.

Algorithm 2: The Continuous Subcarrier Allocation
Algorithm
Data: K, N, {R;}, ®
Result: {Ny}, {¢)}
114+ 1;
2 for k< 1to K do

3 while I, < R, do

4 if i > N then

5 | return False;

6 P — P UL

7 Ni < N +1;

8 Perform channel probing to obtain FIPS, FIY7;
9 Calculate I, according to (10)-(17);
10 11+ 1;
11§ < 7N_%_1);
12 for k < 1 to K do

B | @@ U{i, i+ (- 1k

14 141+ 7;

15 return True;

Obtaining the optimal solution poses challenges in terms of
extensive computational resources and time costs (as discussed
in Subsection V-A). To this end, we establish an optimal upper
bound to replace the optimal solution. This upper bound is
the sum secret key rate derived using Theorem 2 when all
{Ry} are set to zero. In other words, it represents the optimal
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Algorithm 3: The Random Subcarrier Allocation Al-
gorithm
Data: K, N, {R;}, ®
Result: {Ny}, {¢).}
1 ¢y« 0;
2 for k+ 1 to K do

3 while I;, < ;. do

4 if ®\(UF-'¢,) is 0 then

5 L return False;

// random_from_set(A) is to select

a subcarrier from set A
randomly.

6 index = random_from_set(®\(UF-¢,));

7 ¢ < @), Uindex;

8 Nj < N +1;

9 Perform channel probing to obtain I:IE s, I:IgT;

10 Calculate I}, according to (10)-(17);

u for j € ®\(UX  ¢,) do

12 k3 < random_from_set({1,---, K});

B3| Py Py UGS

14 Nk;« — Nk]* +1;

15 return True;

solution obtained by uniformly allocating all subcarriers to all
UTs, where the k*" UT is assigned subcarriers {k+K-r|j0 <
r < % — 1}. We denote the optimal upper bound as Total,
and define multiple sets of {}. The initialization method of
each {Ry} is as follows:

sumgp = Total x X, (47)
k-1

Rr = Random (sumg — Z R;), (48)
i=1

where X € [0,1], and Random(nyax) is a function to return
a random number between 0 and 7n,.x.

B. Simulation Results

First, we evaluate the performance of different algorithms in
maximizing the sum secret key rate when system resources are
abundant (i.e., the situations where all algorithms can easily
satisfy all security requirements and fully execute Stage 2).
Fig. 6 compares the sum secret key rate of different algorithms
for multiple groups of {R}}. From the results, we can observe
that when the system resources are abundant, each algorithm
maintains stable performance in the face of different {RR;}
(i.e., the performance of each algorithm in Fig. 6a-6d is simi-
lar). Moreover, the performance of the near-optimal algorithm
significantly outperforms the random subcarrier allocation
algorithm and the continuous subcarrier allocation algorithm.
For example, when X = {10%, 20%, 30%, 40%} and SNR
ranges from O to 30 dB, the sum secret key rate of the near-
optimal algorithm is on average 9.93% and 43.9% higher than
that of the continuous allocation algorithm and the random
allocation algorithm respectively. It is noting that the random

subcarrier allocation algorithm consistently outperforms the
continuous subcarrier allocation algorithm. This is because the
continuous subcarrier allocation algorithm utilizes continuous
subcarriers for key generation, and its performance is most
affected by frequency correlation.

To evaluate the eavesdropping ability of the eavesdropper in
this simulation model, we assume that for each UT, any other
UT is a potential eavesdropper. We use the same experimental
configuration as Fig. 6 to generate keys for all UTs. For
the k'* UT (where k € {1,2,---,K}), calculate the key
disagreement rates between its generated keys and the keys
generated by its nearest UT. The results show that the key
disagreement rates are distributed between 48.9% and 51.4%,
which is almost the same as blind guessing. Therefore, the
results are consistent with the analysis in Subsection III-A,
and the fact that eavesdroppers do not affect the correctness
of our design.

Next, we evaluate the subcarrier utilization efficiency of
different algorithms by comparing the minimum number of
subcarriers required to meet {§%;} when system resources
are tight (i.e., some algorithms exhaust all subcarriers in
Stage 1 and cannot meet all security requirements). Fig. 7
illustrates the minimum number of subcarriers required to
satisfy {¥;} for three algorithms when SNR ranges from 12
to 30 dB and X = {50%, 60%, 70%, 80%,90%}. It can be
observed that the near-optimal algorithm requires the fewest
subcarriers, followed by the random allocation algorithm. It
is worth noting that when SNR = 12 dB and X > 90%,
the contiguous allocation algorithm fails to satisfy {$} and
thus occupies all subcarriers (similarly when SNR = 18 dB
and X > 80%, SNR = 24 dB and X > 60%, SNR = 30
dB and X > 50%). When it is impossible to meet {Ry}, we
set the minimum number of subcarriers to the total number
of subcarriers N = 624. Therefore, when facing the same
security requirements, compared to random and continuous
subcarrier allocation algorithms, the minimum number of
subcarriers required by the near-optimal algorithm is reduced
by 5.74% and 20.15%.

In Fig. 8, we evaluated the performance of different al-
gorithms in maximizing the sum key rate under various
frequency intervals. We resampled the subcarriers based on
the original channel simulation and proportionally scaled the
user requirements {%;} to explore the relationship between
algorithm performance and subcarrier frequency spacing. For
example, in the channel we simulated (simulation settings are
shown in Table I), the number of subcarriers N = 624 with a
subcarrier spacing of 15 kHz. When resampled with a gap of 2,
the number of subcarriers becomes N = 624/2 = 312, and the
subcarrier spacing becomes 2 x 15 = 30 kHz. Considering the
reduced available subcarriers, we also scaled down the user
requirements proportionally, resulting in X = 5%. Table II
summarizes the experimental results from Fig. 8, showing the
performance improvement ratio of the near-optimal algorithm
compared to the random and contiguous subcarrier allocation
algorithms. We can observe that the advantage of the near-
optimal algorithm becomes more pronounced as the subcarrier
spacing increases.

Finally, we apply the subcarrier allocation policies obtained
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Fig. 6. The sum secret key

rate comparison for different algorithms when system resources are abundant.
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TABLE 11
IMPROVEMENT RATIO OF ALGORITHM PERFORMANCE UNDER DIFFERENT
FREQUENCY INTERVALS

Resample interval 1 2 3 4
Subcarrier spacing 15 kHz 30 kHz 45 kHz 60 kHz
Subcarrier number 624 312 208 156
X 10% 5% 3.3% 2.5%
Better than Random 11.24% | 19.93% | 25.60% | 29.45%
Better than Continuous | 46.29% | 65.35% | 69.59% | 71.27%

from different algorithms to generate keys and verify the
randomness of the keys before privacy amplification. We ran
nine statistical tests in the NIST test suite [27]. Table III shows
the p-values and the pass ratios of the keys generated by
different subcarrier allocation algorithms. We can find that in
the four tests mentioned in Subsection IV-A, the results of the
keys generated by the near-optimal algorithm are better than
those produced by the other two algorithms.

VII. CONCLUSION

In this paper, we have studied a multi-user OFDMA model
to analyze the relationship between subcarrier frequency cor-
relation and the performance of PKG. The importance of an
optimal subcarrier allocation scheme for key generation has
been identified for the first time in the literature. For the
case where a single UT selects a finite number of subcarriers
from a given set of subcarriers for key generation, the optimal
policy has been provided to minimize the impact of frequency

(d) X = 2.5%, N = 156

correlation. Meanwhile, we have designed an optimal sub-
carrier allocation scheme that considers the diverse security
requirements of UTs and studied an optimization problem to
maximize the sum secret key rate while meeting all UTs’
security requirements. In addition, to tackle the NP-hardness
of the optimization problem, our scheme has provided an
efficient near-optimal algorithm to obtain suitable subcarrier
allocation policies rapidly. Our simulation results have shown
that, compared to other subcarrier allocation algorithms, the
proposed method can effectively improve the sum secret key
rate and enhance the randomness of generated keys, resulting
in better security performance.
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