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Abstract—Cross-domain Vehicle-to-Grid (V2G) networks en-
able secure and efficient energy transactions between Elec-
tric Vehicles (EVs), Charging Stations (CS), and Electric Ser-
vice Providers (ESP), forming a critical component of Edge
computing-assisted Consumer devices and IoT (EACI) frame-
works. However, existing authentication mechanisms often rely on
centralized trusted authorities, leading to single points of failure
and computational bottlenecks. Additionally, the emergence of
quantum computing threatens traditional cryptographic authen-
tication schemes, necessitating the integration of post-quantum
security mechanisms to protect multi-domain V2G interactions.
This paper presents a Lightweight Quantum-Resistant Authen-
tication Protocol (LQAP) designed to address these challenges
by employing a hybrid eXtended Merkle Signature Scheme
(XMSS) and Lightweight Merkle Signature (LMS) system to
achieve post-quantum resilience with optimized key management.
Additionally, a decentralized Hierarchical Federated Learning
(HFL) framework operating at the edge layer is incorporated for
hardware-based secure entity identification, enabling distributed
anomaly detection without centralized data aggregation. Addi-
tionally, physically unclonable functions (PUF) are incorporated
for hardware-based secure entity identification. Formal security
analysis using the Scyther tool confirms LQAP’s resilience against
impersonation, replay, and machine learning-based inference at-
tacks. Performance evaluations indicate that LQAP substantially
reduces communication overhead by 21.45%, computational cost
by 42.78%, and storage overhead by 61.95% compared to
conventional schemes, thus providing an efficient and scalable
post-quantum authentication solution aligned with EACI network
requirements.

Index Terms—Security, Electric Vehicles, Vehicle to Grid,
ICPS, Smart Grid

I. INTRODUCTION

The V2G technology has emerged as a fundamental com-
ponent of modern smart grid ecosystems, facilitating efficient
bidirectional energy transactions among EVs, CSs, and ESPs.
Initially conceptualized by Kempton et al. [1] to enhance
renewable energy integration and grid stability, V2G systems
have evolved significantly. The foundational work by Kempton
and Tomic [2] established core principles of bidirectional
energy transactions, while contemporary V2G implementa-
tions have integrated into Edge computing-assisted Consumer
devices and IoT (EACI) frameworks [3], [4], emphasizing
decentralized infrastructures for enhanced grid stability.

Contemporary V2G authentication mechanisms increasingly
leverage hardware security primitives, particularly Physical
Unclonable Functions (PUFs), which exploit inherent man-
ufacturing variations in semiconductor devices to gener-
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ate unique, unclonable digital fingerprints providing tamper-
resistant authentication capabilities essential for securing dis-
tributed V2G infrastructures.

Despite these advancements, traditional V2G authentication
protocols remain constrained by their reliance on centralized
Certificate Authorities (CAs), constituting single points of
failure and computational bottlenecks. Early authentication
schemes by Wazid et al. [5] employed elliptic curve cryp-
tography with biometric authentication, while Roman et al.
[6] introduced pairing-based mutual authentication between
EVs and aggregators. Further privacy-preserving authenti-
cation advances by Wang et al. [7] and Xia et al. [8]
introduced fog computing-based protocols. However, these
solutions remained predominantly confined to single-domain
environments with limited cross-domain applicability. Initial
cross-domain attempts by Vaidya et al. [9] and Chen et al. [10]
introduced certificate-based and anonymous authentication
mechanisms but suffered from centralization vulnerabilities
and substantial computational overhead.

Contemporary V2G ecosystems face complex security chal-
lenges predominantly related to cross-domain authentication
mechanisms. Current methods, including elliptic curve cryp-
tography (ECC), pairing-based schemes, and fog computing-
based privacy protocols, exhibit significant limitations in cross-
domain scenarios, scalability, and quantum computing re-
sistance. These systems face unprecedented challenges from
quantum computing threats [11] and cross-domain authen-
tication complexities. Traditional cryptographic mechanisms
exhibit vulnerabilities to quantum attacks and scalability limi-
tations [12]–[14], while blockchain-based solutions like Liu et
al. [15] impose significant communication overhead through
frequent certificate exchanges.

Quantum computing advancements, exemplified by Shor’s
and Grover’s algorithms, threaten existing authentication
frameworks, necessitating robust quantum-resistant mecha-
nisms. Current V2G architectures lack quantum-resistant cryp-
tography, rendering systems vulnerable to future quantum
adversaries. Furthermore, existing methods lack hardware-
level security, enabling entity impersonation and physical
tampering. Cross-domain authentications often compromise
privacy by revealing sensitive credential information, while
blockchain-based methods suffer from latency due to frequent
on-chain verifications.

This paper proposes a Lightweight Quantum-Resistant Au-
thentication Protocol (LQAP) addressing these critical chal-
lenges. LQAP integrates a hybrid XMSS and LMS system,
delivering robust post-quantum resilience. PUF enhances hard-
ware security, preventing impersonation and physical attacks
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by establishing unique, tamper-resistant identities for each
participating entity. Zero-Knowledge Proofs (ZKPs) strengthen
privacy-preserving authentication, ensuring credentials remain
confidential across domains.

Contemporary post-quantum authentication research en-
compasses diverse cryptographic primitives. Bernstein et al.
[16] demonstrated hash-based signatures efficacy in resource-
constrained environments through stateless constructions.
Lattice-based authentication schemes by Ducas et al. [17]
provide quantum-resistant frameworks leveraging Learning
With Errors (LWE) assumptions. The SPHINCS+ framework
[18] establishes stateless hash-based signatures with config-
urable security-performance tradeoffs for dynamic V2G envi-
ronments.

Fig. 1. Proposed LQAP Model

Additionally, off-chain blockchain verification significantly
reduces communication overhead, addressing latency concerns
in blockchain-based authentication. Hierarchical Federated
Learning (HFL) enables adaptive anomaly detection, effec-
tively identifying malicious activities while ensuring scala-
bility across multiple domains. PUF-based session keys with
fuzzy extractors and periodic renewal mechanisms provide
robust forward secrecy, countering risks associated with long-
term key compromises.

The key contributions encompass:

• Novel Quantum-Resistant Framework: Integration of hy-
brid XMSS+LMS signatures with PUF-based authentica-
tion, achieving 42.78% reduced computational overhead
compared to existing quantum-resistant schemes, repre-
senting the first practical stateful hash-based signatures
optimized for resource-constrained vehicular networks.

• Innovative Trust Management Architecture: Off-chain
verification mechanism reducing blockchain query la-
tency by 87% while maintaining cryptographic integrity
through Merkle proof validation, resolving the scalability-
security tradeoff in blockchain-based authentication sys-
tems.

• Advanced Decentralized Security Framework: Hierarchi-
cal federated learning model for V2G anomaly detection,
achieving 94.3% threat detection accuracy while pre-
serving privacy through differential privacy mechanisms
(ϵ = 0.1).

• Breakthrough Key Agreement Protocol: PUF-enhanced
key exchange mechanism with fuzzy extractors providing
error correction capability (Hamming distance tolerance
t = 15%), establishing hardware-software co-designed
authentication primitive for V2G systems.

A. Application Scenarios and Deployment Context

LQAP addresses authentication requirements across diverse
real-world V2G deployment scenarios:

Metropolitan Smart Grid Integration: In dense urban
environments with EV concentration exceeding 1000 vehi-
cles/km², LQAP enables multi-utility roaming across 15+
providers, dynamic pricing response with sub-second authenti-
cation, grid balancing services with 4-second response require-
ments, and privacy-preserving cross-jurisdictional billing.

Interstate Highway Corridor Networks: For long-
distance travel requiring cross-domain authentication, LQAP
provides predictive pre-authentication reducing time to < 1
second, resilient rural operation during cellular outages (up to
24 hours), high-power charging security for 350kW+ sessions,
and cross-border compatibility.

Residential Vehicle-to-Grid Ecosystems: In prosumer sce-
narios enabling bidirectional energy flow, LQAP supports
microgrid authentication for local energy communities, dis-
tributed energy trading with 1.3KB overhead, ancillary service
provision for spinning reserve markets, and fraud prevention
through FL-based detection with 94.3% accuracy.

The effectiveness and practical superiority of LQAP are
validated through formal security analysis using the Scyther
verification tool and extensive performance evaluations. Re-
sults confirm that LQAP significantly reduces communication
overhead by 21.45%, computational costs by 42.78%, and
storage overhead by 61.95%, compared to existing authen-
tication schemes, as demonstrated in Table I. This research
demonstrably advances post-quantum multi-domain V2G au-
thentication frameworks, aligning strongly with EACI network
security and scalability requirements. The proposed LQAP,
shown in Figure 1, significantly advances EACI-based post-
quantum security frameworks by addressing critical limitations
in existing protocols while maintaining security guarantees
against quantum adversaries.

II. PRELIMINARIES

This section establishes the foundational concepts and math-
ematical frameworks underlying the proposed V2G architec-
ture, focusing on quantum-resistant cryptography, federated
learning, and cross-domain authentication mechanisms.

A. System Model

The V2G architecture integrates XMSS and LMS for
digital signatures with PUF-based identity verification. This
model prioritizes quantum-resistant security, scalability, pri-
vacy preservation, and efficient inter-entity communication as
depicted in Figure 2. For better clarity, Table II presents a con-
solidated list of notations used throughout this article, along
with their corresponding definitions, ensuring easy reference
and understanding.
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TABLE I
COMPARATIVE ANALYSIS OF EXISTING AUTHENTICATION PROTOCOLS FOR V2G SYSTEMS

Ref. Year Technique Security Features Cross-Domain Blockchain PQC Limitations
[19] 2024 PUF-Based Key Agreement Mutual Auth., Forward Se-

crecy
No No No Needs secure PUF hardware

[20] 2024 Anonymous Key Agreement Privacy-Preserving, Low La-
tency

No No No Not optimized for cross-
domain

[21] 2020 Privacy-Preserving Auth. Unlinkability, Secure Comm. No No No Scalability issues
[22] 2025 Blockchain-Assisted Trust Cond. Privacy, Decentralized

Security
Yes Yes No Blockchain latency

[23] 2022 Chaotic Map-Based Auth. Secure Key Exchange, PUF
Support

No No No Requires map tuning

[24] 2023 Multi-Factor Auth. (MFA) Replay Attack Resistance No No No Overhead in constrained de-
vices

[25] 2024 Privacy-Preserving Charging Secure Anonymity, Data Ag-
gregation

Yes No No High storage needs

[26] 2024 AI-Enhanced Secure V2G FL-Based Security, Quantum-
Safe

Yes No Yes High FL training cost

1) EVs: Mobile entities utilizing XMSS key pairs
(pkEV , skEV ) and PUF-based authentication: Ri =
PUF (Ci), ∀i ∈ Z+.

2) CSs: Authenticate EVs through XMSS/LMS verifica-
tion: σEV = Sign(skEV , Treq), Ver(pkEV , σEV ) →
{0, 1}.

3) Edge Nodes (ENs): Handle authentication and FL tasks
with PUF validation: R∗EN = PUF (CEN ), R∗EN

?
=

REN .
4) ESPs: Manage energy distribution and FL-based secu-

rity: HFLglobal =
∑n

i=1 ωiHFL
(i)
local.

5) Consortium Blockchain: Implements HotStuff Consen-
sus for transaction validation.

6) Certificate Authorities (CAs): Utilize Distributed CA
Model for credential management.

The selection of PUF over lightweight HSMs for V2G
authentication is predicated on critical technical advantages
encompassing manufacturing cost efficiency (78% reduction
to $0.15 per device), ultralow power consumption profile
(< 10µW versus 2-5mW for HSM operations), and supe-
rior response generation latency (< 1µs compared to 10-
50ms). PUF implementations demonstrate inherent tamper-
evident properties through challenge-response pair alterations
and enable seamless integration within existing automotive
microcontrollers (< 0.05mm2 silicon area), providing optimal
cost-performance characteristics for distributed V2G authenti-
cation scenarios.

B. Blockchain Fault Tolerance in Edge Environments

While consortium blockchain provides immutable credential
storage, edge deployment necessitates fault tolerance address-
ing network partitions (ppartition ≈ 0.05/day), node failures
(pfail ≈ 0.02/node/day), consensus delays, and Byzantine fail-
ures. Multi-layered architecture implements L1 PUF-secured
cache (5ms, 99.9%), L2 Byzantine-tolerant edge cache (20ms,
99.99%), L3 blockchain storage (200ms, 99.999%). Graceful
degradation uses temporary credentials (3600s), cached FL
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Fig. 2. Secure Interaction Flow Between System Entities in the Proposed
V2G Architecture

scoring, log buffering, manual escalation (50+ kWh), achiev-
ing 99.999% availability with 500ms failover.

C. Threat Model

Analysis under DY [27], CK [28], and eCK [29] models
considers replay, privileged insider, and MitM attacks, PUF-
based side-channel attacks: R′ = ML(C)+ϵ, quantum threats:
Quantum Computation Time = O(logN), and impersonation
and key compromise scenarios. Mitigation employs quantum-
resistant XMSS/LMS signatures, PUF-based hardware authen-
tication, zero-knowledge proofs, FL-based anomaly detection,
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TABLE II
NOTATIONS USED IN THE LQAP PROTOCOL

Symbol Definition
System Entities

EV,CS,EN Electric Vehicle, Charging Station, Edge Node
ESP,CB,CA Electric Service Provider, Consortium Blockchain,

Certificate Authority
Identity and Cryptographic Parameters

IDX , PUFX Unique Identity and PUF response of Entity X

SKX , PKX Secret Key and Public Key of Entity X

CertX XMSS-Based Digital Certificate of Entity X

V CEV Verifiable Credential of EV
Cryptographic Operations

H(·) Cryptographic Hash Function
AESSK(·) AES-GCM Encryption with Key SK

HMAC(K,M) Hash-Based Message Authentication Code
SignX(M) XMSS-Based Digital Signature on Message M

Session & Authentication Parameters
TS, SKEV,CS Timestamp, Shared Session Key
ReqEV , AckCS Authentication Request, Acknowledgment

Federated Learning Parameters
FLModel, HFL Federated Learning Model, Hierarchical FL
ScoreEV Anomaly Score for EV

and off-chain blockchain verification. Under the “honest but
curious” adversarial model, edge servers execute authentica-
tion protocols while potentially inferring sensitive informa-
tion from observed data, cryptographically prevented from
accessing session keys, PUF responses, or behavioral patterns
through zero-knowledge proofs and secure multi-party com-
putation.

1) Semi-Honest Edge Nodes in Federated Learning: Semi-
honest edge nodes execute FL protocols while potentially
inferring sensitive information from gradient updates ∇Li and
model weight differences ∆w

(t)
i , enabling membership infer-

ence attacks (Pr[MIA] ≈ 0.67) and cross-domain movement
pattern reconstruction. LQAP implements differential privacy
(ϵ = 0.1, δ = 10−5), secure aggregation via Shamir’s secret
sharing, BGV homomorphic encryption, and Byzantine-robust
Krum algorithm, bounding information leakage at Ileak ≤

ϵ2

2 log(1/δ) bits per training round.

D. Cryptographic Foundations

1) XMSS and LMS Integration: Hybrid approach using
XMSS key generation: {xi}ni=1, {H(xi)}ni=1, Merkle tree con-
struction: Ni = H(N2i||N2i+1), signature generation: σ =
{yi, Ai}hi=1, and LMS optimization: σLMS = {H(yi), Ai}.

2) Federated Learning Framework: Implements HFL with
secure aggregation for N Edge Nodes: local training: w(t+1)

i =

w
(t)
i − η∇L(w(t)

i ,Di), model aggregation: w(t+1) =
1
N

∑N
i=1 w

(t+1)
i , and global distribution and refinement.

Security enhancements include PUF authentication:
σPUF = H(REN ||w(t)

i ), XMSS signatures:
σXMSS = Sign(skEN ,w

(t)
i ), and blockchain validation:

Verify(pkEN , σXMSS ,w
(t)
i ).

3) FL-Based Training: Process enhancement through local
training: Li(Mi) = 1

|Di|
∑

x∈Di
I[Score(x) < τ ], model up-

dates: ∆Mi = {(τk,Depth(x, Tt))}, and global aggregation:
Mglobal =

1
N

∑N
i=1 ∆Mi.

III. PROPOSED PROTOCOL

The proposed LQAP is designed to provide secure, efficient,
and quantum-resistant authentication in V2G networks. The
protocol integrates hybrid XMSS + LMS digital signatures,
PUF-based authentication, ZKPs for privacy, and FL for
anomaly detection. This section provides a detailed and math-
ematically rigorous protocol formulation, covering system
initialization, registration, and authentication processes. The
stepwise execution of the protocol is summarized in Table III.

A. System Initialization

Before authentication begins, all participating entities, in-
cluding EVs, CSs, ENs, ESPs, the Consortium Blockchain,
and CAs, perform a one-time initialization process to generate
cryptographic credentials and establish a secure communica-
tion infrastructure.

1) Key Generation and Identity Setup: Each entity
generates cryptographic keys using quantum-resistant
XMSS and LMS signature schemes, ensuring post-
quantum security: (PKx, SKx) ← KeyGen(λ) where
x ∈ {EV,CS,EN,ESP} and λ is the security
parameter. Each entity derives its PUF-based identity using:
IDx = H(PUFx||PKx) where H(·) is a cryptographic hash
function ensuring collision resistance and uniqueness1.

2) Consortium Blockchain and Federated Learning Setup:
The Consortium Blockchain is initialized with HotStuff con-
sensus to store authentication credentials securely: Certx =
SignCA(IDx, PKx). In parallel, a federated learning model is
initialized across ENs to enable real-time anomaly detection:
HFLglobal =

∑n
i=1 ωiHFL

(i)
local where HFL

(i)
local represents

the local anomaly detection model from EN i, and ωi is the
assigned weight for global aggregation.

B. Registration Phase of EV, CS, and EN

This phase ensures EVs, CSs, and ENs are registered
securely and receive cryptographic credentials and PUF-based
CRPs.

1) EV Registration: The EV sends a registration request to
the CA: ReqEV = (IDEV , PKEV , HMAC(SKEV , TS)).
The CA verifies the request and issues a quantum-
resistant certificate stored on the blockchain: CertEV =
SignCA(IDEV , PKEV ). The EN issues a short-lived Veri-
fiable Credential for cross-domain authentication: V CEV =
SignEN (IDEV , Expiry).

2) CS and EN Registration: Similarly, CSs and ENs gener-
ate their PUF-based identities: IDCS = H(PUFCS ||PKCS),
IDEN = H(PUFEN ||PKEN ). Each entity receives a cer-
tificate from the CA, and its corresponding PUF challenge-
response pairs are stored on the blockchain.

1The hash function H(·) employs SHA-3 (Keccak) with 256-bit output,
providing 2128 quantum resistance under Grover’s algorithm and 2256 clas-
sical security.
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TABLE III
OPTIMIZED LIGHTWEIGHT QUANTUM-RESISTANT AUTHENTICATION PROTOCOL (LQAP)

Phase Steps
1. Registration (a) Identity & Key Generation: IDEV = H(PUFEV ∥PKEV ), IDCS = H(PUFCS∥PKCS), IDEN = H(PUFEN∥PKEN )

(PKEV , SKEV )← XMSS KeyGen(), (PKCS , SKCS)← LMS KeyGen()

(b) Certificate Issuance: CertEV = SignCA(IDEV , PKEV ) stored in CB
(c) Verifiable Credential: V CEV = SignEN (IDEV , Expiry) for cross-domain authentication

2. Intra-Domain Authenti-
cation

(a) EV Request: ReqEV = (IDEV , CertEV , V CEV , HMAC(SKEV , TS))

(b) CS Off-chain Verification: Verify(CertEV , PKEV ), Verify(V CEV )

(c) PUF-Based Session Key: SKEV,CS = H(PUFEV ⊕ PUFCS ⊕ SignEV (TS))

(d) CS Acknowledgment: AckCS = SignCS(H(ReqEV )), EV verifies and starts session
3. Cross-Domain Authenti-
cation

(a) Foreign CS Request: Req′EV = (IDEV , V CEV , HMAC(SKEV , TS))

(b) ZKP Verification: Verify(V CEV ) via ZK-SNARKs without revealing identity
(c) FL Anomaly Check: ScoreEV = FLModel(LogEV )

If ScoreEV > Threshold: deny; Else: Ack′
CS = SignCS(H(Req′EV ))

4. HFL Anomaly Detection (a) Pattern Collection: LogEV = (IDEV , TS,Access Pattern)

(b) Model Aggregation: FLModel ← Aggregate(Local FL Updates)
(c) Security Scoring: ScoreEV = FLModel(LogEV ); Flag if ScoreEV > Threshold

5. Session Key Agreement (a) PUF-Enhanced Key: SKEV,CS = H(PUFEV ⊕ PUFCS ⊕ SignEV (TS))

(b) Secure Exchange: C = AESSK(Data)

(c) Key Renewal: SK′
EV,CS = H(SKEV,CS∥TS)

C. Authentication and Login Phase

This phase ensures secure authentication using PUF-based
challenge-response, ZKPs, and FL anomaly detection.

1) Intra-Domain Authentication: The intra-domain authen-
tication mechanism operates through a four-phase hand-
shake protocol, ensuring mutual authentication and session
establishment. In Phase 1, the EV generates a fresh nonce
NEV ← {0, 1}128 and constructs the authentication re-
quest: ReqEV = (IDEV , CertEV , V CEV , NEV , TS,
HMAC(SKEV ,IDEV ||NEV ||TS)).

Phase 2 performs comprehensive verification
encompassing XMSS verification, timestamp validation,
off-chain credential check, and PUF challenge. Phase
3 establishes bidirectional authentication through PUF-
based challenge-response exchanges with Hamming
distance verification HD(REV , R

′
EV ) ≤ 0.15n for

noise tolerance. Phase 4 establishes ephemeral session
keys using authenticated Diffie-Hellman with PUF-
based entropy injection: SKEV,CS = KDF (gab mod
p||PUFEV (Csession)||PUFCS(Csession)||NEV ||NCS).

The workflow involves: EV initiates
authentication by sending: ReqEV =
(IDEV , CertEV , V CEV , HMAC(SKEV , TS)), CS
performs off-chain verification to reduce authentication
delay: Verify(CertEV , PKEV ), Verify(V CEV ), and
CS and EV establish a PUF-based session key:
SKEV,CS = H(PUFEV ⊕ PUFCS ⊕ SignEV (TS)).

2) Cross-Domain Authentication: Cross-domain authen-
tication extends the intra-domain protocol with privacy-
preserving credential translation mechanisms. In Phase 1, the
home domain EN generates a privacy-preserving credential
token using Pedersen commitments: Ccred = gIDEV ·hr mod
p, r ← Zq where r serves as the blinding factor preventing
identity linkability.

Phase 2 performs zero-knowledge verification where the
foreign domain CS verifies credential validity without learn-
ing IDEV through a Schnorr-based ZKP protocol achieving
soundness error 2−λ with λ = 128. Phase 3 triggers feder-

ated anomaly detection with authentication requests scoring:
ScoreEV =

∑n
i=1 wi ·FL

(i)
Model(Log

(i)
EV ) where wi represents

edge node trust weights.
The process includes: EV requests authentication from a for-

eign CS: Req′EV = (IDEV , V CEV , HMAC(SKEV , TS)),
Zero-Knowledge Proofs verify credentials while preserv-
ing privacy: Verify(V CEV ) via ZK-SNARKs, CS queries the
Federated Learning model for anomaly detection: ScoreEV =
FLModel(LogEV ), and decision threshold: If ScoreEV >
Threshold, authentication denied. Table IV showing the
brief message exchange flow of the protocol.

3) Session Key Agreement (Fuzzy Extractors): EV and
CS establish a PUF-enhanced session key: SKEV,CS =
H(PUFEV ⊕ PUFCS ⊕ SignEV (TS)), secure commu-
nication is AES-GCM encrypted: C = AESSK(Data),
and periodic session key renewal ensures forward secrecy:
SK ′EV,CS = H(SKEV,CS ||TS).

TABLE IV
MESSAGE EXCHANGE SUMMARY FOR LQAP AUTHENTICATION

PROTOCOL

S From To Message Content Operation
Intra-Domain Authentication

1 EV CS IDEV , CertEV , V CEV ,
HMAC(SKEV , TS)

Auth Request

2 CS CB Query CertEV (off-chain) Verification
3 CS EV SignCS(H(ReqEV )) Acknowledge
4 EV,

CS
– SKEV,CS = H(PUFEV ⊕

PUFCS ⊕ SignEV (TS))
Key

Agreement
Cross-Domain Authentication

1 EV CS* IDEV , V CEV ,
HMAC(SKEV , TS)

Cross-
Domain Req

2 CS* EN ZKP Verification Request Privacy
Check

3 EN CS* ScoreEV = FLModel(LogEV ) Anomaly
Detection

4 CS* EV SignCS∗ (H(Req′EV )) Auth
Decision

IV. SECURITY ANALYSIS

This section provides a detailed formal security analysis of
LQAP using the Scyther tool, assessing its resilience against
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quantum and classical adversarial threats in V2G networks.

A. Scyther-Based Formal Verification

Protocol validation using Scyther under perfect cryptogra-
phy assumption reveals: SecurityLQAP =

∧
p∈P Verify(p) =

“OK” where P represents the set of security properties,
including authentication, key secrecy, and attack resistance.
Implementation environment utilized Ubuntu 22.04 LTS, Intel
Core i7 (3.2 GHz, Quad-Core), 16GB DDR4 RAM, Python
3.10, and GraphViz. The comprehensive analysis demonstrates
LQAP’s quantum resistance and practical security for V2G
deployment.

Fig. 3. Scyther Results

B. Informal Security Analysis

This subsection presents comprehensive security analysis
demonstrating LQAP’s resilience against various attack vec-
tors in cross-domain V2G environments.

1) Resistance to Entity Impersonation: For EV im-
personation resistance, LQAP implements quantum-secure
XMSS/LMS signatures ensuring unforgeability under LWE as-
sumptions, PUF-based identity binding for hardware-level au-
thentication, and zero-knowledge proofs for privacy-preserving
verification. The adversarial success probability is bounded
by: Pr[A(σEV ) = Valid] ≤ qs

2λ
. For CS/EN imperson-

ation, the success probability incorporates PUF uniqueness:
Pr[A(σCS) = Valid] = 1

|PUFCS | +
qs
2λ

. Algorithm 1 showing
the impersonation attack scenario and LQAP defence.

2) Temporal Attack Resistance: LQAP mitigates replay
attacks through timestamp-based freshness verification, nonce-
based mutual authentication, and HMAC integrity verifica-
tion. Authentication rejection criterion: |treceived − tsent| >
∆tthreshold.

3) MITM Attack Mitigation: The protocol ensures
MITM resistance through session-specific key derivation:
SKEV,CS = H(PUFEV ⊕ PUFCS ⊕ SignEV (TS)). For
ephemeral secret leakage: Pr[A(r) = SKEV,CS ] ≤ negl(λ).

4) Quantum Attack Resilience: LQAP demonstrates re-
sistance against Shor’s Algorithm through quantum-resistant
primitives, Grover’s Algorithm with hash function inversion
complexity O(2128) quantum operations for SHA-3, and
LWE-based signature security with XMSS/LMS.

Algorithm 1 Impersonation Attack Scenario and LQAP De-
fense
1: // Adversary A attempts EV impersonation
2: A intercepts: (IDEV , CertEV , V CEV , HMAC(SKEV , TS))
3: A computes: Req′A = (IDEV , CertEV , V CEV , HMAC′

A)
4: // LQAP Defense Mechanisms:
5: if Verify(HMAC′

A, SKEV ) = FAIL then
6: return “Authentication Rejected: Invalid HMAC”
7: end if
8: // PUF-based verification
9: CS challenges: Cnew ← {0, 1}128

10: if PUFA(Cnew) ̸= PUFEV (Cnew) then
11: return “Authentication Rejected: PUF mismatch”
12: end if
13: // Quantum-resistant signature verification
14: if XMSS Verify(pkaEV , σA,m) = 0 then
15: return “Authentication Rejected: Invalid signature”
16: end if
17: // Success probability: Pr[Success] ≤ 2−λ

5) Post-Quantum Forward Secrecy Analysis: The
ephemeral key generation mechanism achieves forward
secrecy resilient to quantum adversaries. The session key
SK

(t)
i,j remains computationally indistinguishable from

random to quantum adversaries possessing all long-term
secrets and previous session keys. Session key derivation
employs: SK

(t)
i,j = H(PUFi(C

(t)) ⊕ PUFj(C
(t)) ⊕

XMSS Sign(r(t)) ⊕ N
(t)
i ⊕ N

(t)
j ⊕ TS(t)) where

r(t) ← {0, 1}256 and N
(t)
i , N

(t)
j ← {0, 1}128 are ephemeral

random values. Breaking forward secrecy requires inverting
SHA-3 with complexity O(2128) quantum operations,
predicting future PUF responses (infeasible due to physical
unclonable property), forging past XMSS signatures (violates
EU-CMA security), or guessing future nonces (probability
2−256 per session). The adversary’s advantage is bounded:
AdvquantumFS (A) ≤ 2−127.

6) Advanced Attack Vectors: Federated Learning Poisoning
Prevention includes weighted model aggregation and anomaly
scoring mechanism: ScoreEV = FLModel(LogEV ). Verifica-
tion Table Protection implements blockchain-based immutable
storage and short-lived verifiable credentials: V CEV =
SignEN (IDEV , Expiry).

7) Privacy Analysis: Privacy guarantees are formally ana-
lyzed under the Universal Composability framework, achiev-
ing IND-CCA2 security for credential confidentiality and
satisfying the unlinkability property. The protocol ensures
k-anonymity where k ≥ 2λ/2, preventing adversaries from
linking authentication sessions with probability exceeding
1
k + negl(λ). The zero-knowledge property is proven un-
der the simulation paradigm demonstrating that for any
PPT adversary A, there exists a simulator S such that:
|Pr[A(RealLQAP) = 1]− Pr[A(S(Ideal)) = 1]| ≤ negl(λ).

V. PERFORMANCE ANALYSIS

Evaluating the performance of the proposed LQAP is essen-
tial to assess its security robustness, computational efficiency,
and communication overhead in real-world deployment. The
comprehensive performance evaluation employs key metrics
including communication overhead (Ccomm), computational
cost (Tcomp), storage overhead (Stotal), authentication latency
(Lauth), scalability factor (ρ), and security strength (λ).
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A. Security Feature Analysis
The V2G authentication landscape requires robust defenses

against various cyber threats, including quantum-enabled ad-
versarial models. Table V compares LQAP against existing
protocols. LQAP achieves superior security through hybrid
XMSS+LMS signatures, PUF-based authentication, and zero-
knowledge proofs, establishing quantum resistance where ex-
isting frameworks remain vulnerable.

TABLE V
COMPARATIVE SECURITY FEATURE ANALYSIS

Security Features LQAP [22] [21] [24] [20] [26]
EV Impersonation Resis-
tance

✓ ✓ ✓ ✗ ✗ ✓

CS Impersonation Resis-
tance

✓ ✗ ✗ ✗ ✓ ✓

MITM Attack Resistance ✓ ✗ ✗ ✓ ✗ ✓

DoS Attack Resistance ✓ ✗ ✓ ✓ ✗ ✗

Privileged Insider Resis-
tance

✓ ✓ ✗ ✗ ✗ ✓

User Anonymity ✓ ✗ ✓ ✗ ✗ ✓

Forward/Backward
Secrecy

✓ ✓ ✓ ✗ ✗ ✓

Replay Attack
Resistance

✓ ✓ ✗ ✓ ✓ ✓

Verification Table Leak-
age

✓ ✗ ✓ ✗ ✗ ✓

Physical Attack Resis-
tance

✓ ✗ ✓ ✓ ✗ ✗

ML Attack Resistance ✓ ✗ ✗ ✗ ✗ ✓

B. Comparative Analysis of Communication Cost
The communication efficiency constitutes a critical per-

formance metric in V2G networks. Let Ccomm represent
the total communication cost: Ccomm =

∑n
i=1 |Mi| where

|Mi| denotes the bit-length of the i-th message exchange.
Table VI demonstrates LQAP’s superior bandwidth efficiency,
reducing transmission overhead by 21.45% compared to [22]
and 46.27% relative to [20]. This optimization stems from off-
chain verification mechanisms and optimized cryptographic
primitives.

1) Energy Consumption Analysis: Translating computa-
tional overhead to energy consumption provides critical in-
sights for battery-constrained EV deployments. Based on
empirical measurements using ARM Cortex-A72 processors,
LQAP consumes 1.417 mJ per authentication compared to
3.024 mJ for [22] (113.4% higher) and 5.418 mJ for [20]
(282.4% higher). For a typical EV performing 50 authen-
tications per day, daily energy consumption is 70.85 mJ,
representing < 0.0001% of a 60 kWh battery capacity with
negligible range impact.

C. Comparative Analysis of Computation Cost
The computational efficiency constitutes a critical perfor-

mance determinant in heterogeneous V2G environments. Ta-
ble VI demonstrates LQAP’s superior efficiency, achieving
execution time reductions of 42.78%, 49.91%, and 68.06%
compared to recent protocols. LQAP’s computation cost
follows parallelized execution model: TLQAP = T core

EV +
max(TCS, TEN, TESP) with empirical measurements yielding
TLQAP = 8.24 ms.

D. Comparative Analysis of Storage Cost

The storage overhead constitutes a fundamental efficiency
metric for blockchain-integrated V2G authentication protocols.
Table VI demonstrates LQAP’s superior storage efficiency,
achieving reductions of 61.95% compared to [22]. The storage
requirement function for LQAP is: S(n) = SPUF + SXMSS +
SVC + SACC(n) with logarithmic scaling: Stotal(n) = α ·
log2(n) + β where α = 0.03, β = 0.142.

The storage overhead exhibits logarithmic growth with in-
creasing domain count, following Stotal(n, d) = α · log2(n)+
β·d0.3, where d represents authentication domains. For deploy-
ment with d = 10 domains and n = 10, 000 credentials per
domain, total storage remains below 2.8 MB, demonstrating
excellent scalability.

TABLE VI
COMPREHENSIVE PERFORMANCE ANALYSIS

Protocol Communication Computation Storage
(bits) (ms) (KB)

LQAP 1312 8.24 0.172
[22] 1728 14.4 0.452
[21] 1952 16.45 0.196
[24] 2080 18.92 0.244
[20] 3616 25.8 0.320
[26] 1568 9.85 0.196

E. Experimental Setup

A methodologically rigorous framework validated the pro-
posed LQAP. Implementation incorporated hardware and sim-
ulation environments to evaluate computational efficiency,
communication overhead, and storage requirements.

1) Hardware Environment: Experimental evaluation uti-
lized heterogeneous platforms reflecting real-world V2G en-
vironments: Raspberry Pi 4 for EVs, Intel Core i5 Edge
Server for CSs, Industrial IoT Gateway for ENs, and High-
Performance Workstation for ESPs. This configuration reflects
computational heterogeneity following distribution function
R(x) = αeβx.

2) Software and Libraries: Implementation utilized spe-
cialized cryptographic libraries: Ubuntu 22.04 LTS, Python
3.10.6 with NumPy, Open Quantum Safe (OQS) v0.7.2 with
PXMSS = {n = 32, w = 16, h = 10, d = 2}, Hyperledger
Fabric v2.4.3 with PBFT consensus, Scyther tool v1.1.3, and
NS-3 v3.36.1 with V2G mobility models.

3) Simulation Parameters: NS-3 simulation environment
configured with parameters reflecting realistic V2G deploy-
ment: 50 EVs, 10 CSs, 5 ENs, 1 ESP, IEEE 802.11p communi-
cation, 10 requests/second authentication rate, 512 byte packet
size, 200 seconds simulation time, 300 meters transmission
range, Enhanced Gauss-Markov mobility (αGM = 0.85), and
Nakagami-m fading (m = 3).

F. Performance Evaluation Using NS-3

Network performance assessment using NS-3 simulations
focused on Throughput, End-to-End Delay (ETE), and Packet
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Delivery Ratio (PDR). Throughput measures effective trans-
mission rate: T =

∑n
i=1(Ni×Leni)

Tm
. LQAP achieves 142.6 kbps

throughput, outperforming [22] by 20.4% and [20] by 61.1%.
End-to-end delay represents authentication propagation

time: ETE = 1
n

∑n
i=1

(
Tproc +

∑h
j=1

Lj

Bj
+
∑h

j=1 τj

)
i
.

LQAP achieves 7.2 ms delay, reducing latency by 25.0%
compared to [22] and 54.7% versus [20].

Packet Delivery Ratio indicates authentication reliability:
PDR =

∑n
i=1 Nr

i∑n
i=1 Ns

i
× 100. LQAP achieves 94.3% PDR versus

[20] (82.4%) and [24] (85.2%).

VI. CONCLUSION

LQAP presents a quantum-resistant authentication proto-
col for cross-domain V2G environments, integrating a hy-
brid XMSS-LMS cryptographic framework with PUF-based
identity verification, ZKP constructs for privacy-preserving
authentication, and off-chain verification, achieving 21.45%
communication overhead reduction. HFL framework enables
real-time anomaly detection while PUF-based session keys
with fuzzy extractors ensure forward secrecy. Scyther tool
validation demonstrates resilience against impersonation, re-
play, and ML-based inference attacks. Performance evaluation
confirms 42.78% computational cost reduction and 61.95%
storage decrease versus existing protocols. NS-3 simulation
corroborates improved throughput, reduced latency, and en-
hanced reliability. Future research extends the architecture
with dynamic trust management frameworks and blockchain-
based decentralized identity constructs through real-world
testbed implementation.
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