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Abstract—This paper addresses some of the limitations of
current hybrid access control models, in particular the issues
surrounding managed rights inheritance, a model’s consistency
and its ability to reflect changes in environment without losing
integrity or flexibility. Our approach describes a layered model
design which allows more or less detail to be added, in real-
time, to reflect changes in the real world. The model provides
time-based inherited access control following the principles of
zero trust to minimise risk whilst preserving its integrity and
flexibility. This paper concludes by providing a comparison of
how our approach differs from traditional techniques and the
areas in which improvements can be seen.
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I. INTRODUCTION

The ever-tighter integration of technology in everyday life
increases the scope of individuals’ digital footprint. The scope,
sensitivity & volume of data stored about individuals raises
increasing concerns over privacy and security. Data stored
about individuals needs to be accurate, consistent and secure
[1]. Data security concerns have led to a wider use of access
control mechanisms to add protection to computer systems and
the people that use them, especially when the data is highly
sensitive such as in a medical context. Personal medical data is
used as the basis for making medical decisions for individuals
and as such the data is expected to be accurate, complete and
secure from unauthorised access or potential manipulation [2].
The risks associated with unauthorized access to personal data
can affect any domain where potentially valuable information
is stored and so there is a need to ensure that such data is
kept secure. Advances in technology and the corresponding
rise in sophistication of cyber attacks has seen an increase
in attempts to gain illegitimate system access [3], driving the
need to develop more secure systems. Access control systems
have evolved over the decades to consider the specific needs
of businesses as well as to address and limit certain types
of attacks. Such an evolution creates the potential for new
vulnerabilities to be introduced [4]. A key aim of any access
control system is to protect the data in the system and ensure
its accuracy [5]. Many systems were developed before the
need to consider access control and the problems it may
bring. Historically, many medical facilities had no notable or
consistent access control methods beyond physically locking

records away, leaving them prone to tampering or manipulation
[6]. The smart healthcare era has introduced new access
control methods, however these tend to have been developed
with minimal standardisation [7]. Newly developed access
control approaches need to be flexible enough to accommodate
new technologies with new vulnerabilities. This will only
emphasise the importance of access control.

This paper proposes a flexible, modular, hybrid access
control solution which improves on existing models by allow-
ing dynamic changes to the model’s structure and operation
in real-time to reflect changes context. The solution also
provides a time-based rights mechanism to allow rights to be
inherited for controlled periods to allow better workflow and
resource management. A pipeline-centric approach has been
adopted with each stage of the pipeline being able to exist
independently of the others, allowing each stage to be replaced
with a more effective solution as necessary, without impacting
the rest of the pipeline.

The remainder of this paper is organized as follows. In
Section II, we present a brief background and history on past
approaches to access control and the issues they presented
together with related work. Section III compares and highlights
the deficiencies of existing access control models in which our
new hybrid model could improve upon. Section IV gives an
overview of how the evolution of access control models has
given rise to the zero trust philosophy. Section V provides an
overview of our proposed approach outlining the key design
components and architecture together with a brief analysis in
Section VI. Section VII concludes the paper.

II. BACKGROUND AND RELATED WORK

The term access control describes the process and ability
for a system to restrict access to locations, systems, and
information. The emergence of cloud based solutions has
blurred the boundaries of what constitutes a traditional system,
creating new challenges with regards to who can make use of
what, and who should be allowed to access what. To prevent
unauthorised access it is required to monitor and track all
access requests and apply sophisticated rules to ensure those
making access requests are correctly identified and authorised
to access the resource they require. Depending on the nature
and structure of an organization several broad concepts will
need to be considered namely;



o What level of ownership do you want over the system?
o How do you decide on the criteria that allows access?

Access control is one of the key security factors providing
both data confidentiality, by restricting access to sensitive
information only to those who are authorised [8] and integrity
by defining and controlling who can access and modify
data, preventing unauthorized exposure or alterations to be
made to sensitive information. The symbiotic processes of
authentication and authorization, together with the application
of suitable access control policies ensure that users are firstly
correctly identified and then confirms that they have sufficient
and appropriate rights to access company data.

There are several widely used types of access control model
within organisations. The choice of model is dependant on its
suitability for the business, based on their unique security and
compliance requirements. The most common access control
models are outlined below.

A. Mandatory access control (MAC)

MAC-based models are the most restrictive and the most
secure of the four main models discussed. Here, the power
to permit access lies entirely with the administrators of the
system, making it a highly centralised approach. A MAC
approach sets mandatory rules which enforce all access rights
requests in order to maintain compliance. There is no user
control to manipulate these rules as they are owned and fixed
by the business or organisation. This security means that not
only does a user require access to a system but also needs
explicit access to secure resources, making it the hardest access
control method to manage and often burdensome for users.
Due to these tight controls there are many widely-used models
that are based on mandatory access control to restrict the
flow of data from a higher to lower level of access including
well known models such as the Bell-LaPadula Model [9]
and Clark Wilson Model [10]. MAC systems occur within
military security, where an individual data owner does not
decide who has a top-secret clearance, nor can they change
the classification of an object from top-secret to secret [11].

B. Discretionary access control (DAC)

DAC-based models are less restrictive than MAC based
models by restricting access to resources based on the identity
of subjects and groups to which they belong. Every resource
has an owner who decides who gets access to that resource.
There are three fundamental elements of access control policy;
a subject as an active entity that accesses system data, an
object which is a passive entity that represents the data
to be protected, and an action which represents the action
that subject performs on the object. This model is the least
restrictive allowing access control to be decentralized and
managed by teams and individuals giving more control to the
people on the ground doing the work by allowing them to
determine who can access which resources. Access to any
given resource is a matter of having the right credentials at
the right time compared against an access control list. These
controls are discretionary in the sense that a user who has been

given such access to information is capable of passing that
information along to another subject. While DAC can provide
a high level of flexibility for organizations, it also brings a
lack of visibility for identity administrators. To provide this
discretionary control, DAC policies usually include a concept
of resource ownership, where the resource owner has control
permission to grant access to the resource for other parties
[12]. This approach has the obvious disadvantage of giving
the end-user control over security levels and may provide
gaps in the wider business security schema if not closely
monitored. A technological example of a DAC system are
the file and folder permissions common in many modern
operating systems, including Windows and Unix, which define
the operations that may be performed on these entities. In such
a system users may transfer object ownership to another user
as required.

C. Role-based access control (RBAC)

RBAC-based models aim to facilitate access control rights
based on roles through a model that simplifies resource and
access administration and offering higher performance and
easier scalability [13]. RBACs are therefore amongst the
most widely used type of access control mechanism and
determine access based on your role within the company.
Such an approach ensures that lower-level employees within
the same part of the business are not granted access to high-
level information compared to their more senior department
colleagues. Employee access can be managed by grouping
similar employees together and granting group level access
profile to all members of the group. The RBAC approach
provides a flexible model that increases visibility while main-
taining protection against breaches and data leaks. The RBAC
approach suffers from several drawbacks including potential
role explosion caused when the level of granularity needed
for access control requires so many roles as to make access
control too complex. This reduces the effectiveness of the
access control system. RBAC solutions suffer from issues of
scalability and dynamism with changes in role descriptions
and company structure adding to the maintenance overhead
and cost by requiring regular systems reviews to streamline
access control and to plug any security holes that may have
been inadvertently created. These issues, together with the
evolution of technology has allowed established practices in
access control to move towards more customised approaches.
Financial institutions are a good example of RBAC systems
where secure access to sensitive data is crucial. Such systems
would include roles such as account managers, bank tellers,
branch managers, and auditors each of which can perform
their duties without compromising security or violating privacy
regulations.

D. Attribute based access control (ABAC)

ABAC-based models provide a dynamic and risk-intelligent
control based on attributes given to a specific user. These
attributes may be considered as part of a user-centric profile
and together they define a user’s access level and permissions.



Once policies are set, these attributes can be used to determine
whether or not a user should have access. ABAC can be seen
to extend the RBAC based approach by being able to delegate
attribute authority and the decentralisation of attributes [13].
Access to a particular resource is determined based on certain
attributes associated with the entity making the access request
at the time and place from where the request is being made.
Attributes of the resource may be business, project related, or
based on personally identifying information. These attributes,
when considered together, are used to determine the rules
governing access to data and resources. A common known
example of an ABAC system is that used by streaming video
providers who use sharing attributes to authorize external users
and enforce their household sharing policies.

The role based approach of RBAC systems is too granular,
inflexible, and scales poorly as the size of the business and
number of roles increases. ABAC systems make an access
determination based on more environmental, time-based and
situational information at the moment of request.

III. COMPARATIVE STUDY

The evolution of access control models has been driven by
business need rather than being directed by technology. Each
model iteration has built upon existing ideas and concepts
rather than looking for a general-purpose, technology-focused
framework. Each generation of model has solved specific
issues highlighted by their predecessors, for instance RBAC
solves the problem of managing the security administration
complexity of large networks by introducing roles, solving
the inflexibility problems of previous MAC and DAC based
approaches, but itself introduces the problem of managing role
explosion resulting in a largely manual and time consuming
process. The state of the art in access control models has
often been outpaced by the emergence of new access control
threats, leading to continual firefighting to model development.
Modern approaches now tend to use a hybrid design [14],
leveraging many of the insights gained from past iterations
without necessarily aiming for a multi-purpose, generic frame-
work. Hybrid ABAC models aim to address these issues
by finding a balance between a model’s generality and its
flexibility, or by removing the identity-less nature of ABAC.
This leaves a number of unsolved problems with regards to
ABAC-based solutions with a lot of focus on the inheritance
of access rights [15], increased flexibility of models [16] and
separation of duties needed to complete complex tasks [17] .

A. Role explosion as jobs change

The main drawback of RBAC based approaches is that
of role explosion and the security weaknesses that it can
introduce to a system. Our proposed model does not associate
any individual with a specific role but instead has a series of
time controlled attributes which can be dynamically assigned
or removed depending on the scenario, location or other
external factors. This provides the necessary flexibility for
medical workers to carry out their daily activities involving the
short term adoption of responsibilities from other employees.

B. No emulation of traditional models

More research is needed to show how ABAC can be
developed as an extension of previous access control models
as well as its suitability to be used as a basis for developments
in the future. Our proposal is to develop a more domain-
agnostic solution without extending the issues with historic
access control methods.

C. Hierarchical ABAC

The inherent structure of an organisation influences the
relationships between the defined roles in a business allowing
for easier administration. This is a fundamental feature that is
missing from traditional ABAC systems. Although a given role
can be represented as a single attribute of a subject, traditional
ABAC models are unable to represent the hierarchical nature
of RBAC models without introducing burdening complexity.
The concept of attribute groups may provide a solution to this
limitation with a group by allowing inheritance of attribute
values by subgroups implicitly without the need for complex
relationships being explicitly defined. This idea is extended
within our model by allowing dynamic grouping using zones
which may change over time. The general nature of our
proposed solution removes the need to rigidly model an
organisation by allowing relationships to change dynamically,
or be added and/or removed as needed.

D. Separation of duties and access delegation

Separation of duties arises from the idea that more than
one entity is needed to complete a task in a system, as a
mechanism to reduce error, fraud and ideally increase security.
RBAC systems implement this by preventing conflicting rules
from being applied in the same session. This area seems to
be largely unexplored in an ABAC context. One high profile
exception to this is the work of Alipour and Sabbari [18]
who introduced the idea of do not perform rules defining
actions that are not applicable to specific resources but this
is in itself problematic, requiring knowledge of resources and
potential conflicting scenarios a priori. In a medical context,
an often overlooked aspect of an individual’s role is the ability
to multitask by sharing responsibility to complete a task. Rigid
inheritance rules and structures of existing approaches conflict
with the need for dynamic delegation of responsibility and
authority seen in real world situations. Our model moves the
inheritance decisions away from the organisation and onto the
medical staff themselves as they are best placed to decide what
control needs to be given at any particular moment, which staff
should inherit these abilities, and for how long.

IV. THE EVOLUTION TOWARDS ZERO TRUST

The increasing difficulty of maintaining security and in-
tegrity for ever-more complex systems has led to the adoption
of the Zero Trust (ZT) concept, whereby access to resources
is denied unless identity is authenticated, regardless of access
origin or location. This contrasts with traditional approaches
where firewalls differentiate between secure (trusted) and
potentially insecure entities. Without ZT, attackers once within



MAC RBAC DAC ABAC Our Model
Access Rights Owner Administrator Business Creator Attribute Controlled Attribute Controlled
User’s Convenience Variable High High High High
Node Overhead Low Low Low Varies Low
Performance Variable High Variable High High
Reusability N/A Multiple Users Multiple Users Multiple Users Multiple Users
Role Assignment Contr(?llhed by Contr(?llled by No, No, access detern-lir?ed User, group or role based
policies policies User/Group based | by user characteristics
Information flow Global Restricted Restricted Flexible Flexible
Maintenance Level Medium High Low Medium Low
Secure Yes Sometimes Yes Yes Yes
Flexible No, rigid. and Bal.anced between Yes, Put canA lead Yes Yes
less flexible flexible and secure. to insecurity
Scaleable Low Medium Medium High High
Reflects Real World No Sometimes Sometimes Yes Yes
Generalised Use? No No Partially Partially Yes
Supports Dynamic Changes Limited Limited No Yes Yes
Include Incomplete Data Sets No No No No Yes
Supports Inheritance No Limited Limited Yes, Yes, b(?th rule
rule based and location based

Table I: Metrics for comparing access control model approaches

the firewall can gain access to systems or data that would not
be granted outside, due to the implicit trust placed in their
access origin. With ZT, trust is established between entities at
the moment of each request for access.

Increasing the level of security around sensitive computer
systems acts as a deterrent to would-be attackers, who turn
their attentions to less well protected, more vulnerable, targets.
The overall process is an attempt to raise the software trust
within an organisation by reducing the number of system
attacks, and thus breaches, while raising the quality of the
software on which the business depends.

A. What is zero trust?

It is realistically impossible to determine all potential threats
to a system in advance. The practical approach is to start
with the worst case scenario and assume everything is a
potential threat. Zero trust is based on this simple concept,
with three axiomatic premises to maintaining system security
namely assume nothing, believe no one and check everything.
This means that existing security systems used to protect
critical information and resources should not be implicitly
trusted, but that any request for access should be assumed
potentially malicious. The decision whether access is granted
is solely based on the information available at the time of the
request and uses nothing about any previous access attempts or
historical information. The National Institute of Standards and
Technology (NIST) has formally defined ZT as "an evolving
set of cybersecurity paradigms that move defenses from static
and network-based perimeters to focus on users, assets and
resources” [19]. Despite acknowledging its obvious security
benefits, many organizations are reluctant to implement a
fully ZT based approach. Typically, concerns for legacy en-
vironments which have too much technical debt to overcome
often make such a transition untenable [20]. A complete ZT

based approach is, therefore, considered more suitable for new
environments and greenfield projects which are not hampered
by historic technical debt. A more incremental transition is
usually applied to such legacy environments [21].

V. PROPOSED HYBRID ACCESS CONTROL MODEL

This section describes a high level overview of the design
of our proposed hybrid access control model. The key features
will be highlighted to show how our model would be an
improvement over other hybrid and traditional approaches and
how it addresses some of the specific limitations of these
solutions. Our platform architecture design includes:

o A domain-agnostic solution.

o A pluggable and modular development framework.

o Templated functions and service solutions aimed at the
medical domain.

o Support a high degree of configuration.

The platform architecture will use a service oriented archi-
tecture approach, specifically a microservice design, allowing
it to be extended in a programming language independent
manner. The ethos of the design will to be environmentally
agnostic not aligning the design to any particular business
structure or problem domain using an incremental ZT ap-
proach. Any specifics needed to accurately model a specific
environment will be defined as part of the model itself rather
than the framework. The completed data set will be seen as
the source of truth on which decisions made within the access
controlled environment will be based and so it is essential
that it not only maintains its integrity but also remains secure,
accurate and as complete as possible. Our design uses a two
phased pipeline approach with each phase being reliant on the
other. The modified data set from the first phase will be used
as the source of truth in the second phase, namely the access
control model.



Our proposed design offers a two stage solution. The first
stage is concerned with taking an incomplete medical data
set and applying a set of transformation algorithms in an
attempt to complete the data, with a goal of creating a pool of
information that is sufficiently accurate and consistent that it
can be used as a source of truth in an access control model.
The second stage in our solution is a simulated access control
model which although generic in nature, will be specifically
tailored to a medical scenario. The architecture define a
simulation containing an access control model that will be
responsible for defining the core system elements and how they
interact with one another, rules of behaviour and navigation.

The model’s design uses a layered approach (Figure 1). In
order to keep the design as flexible and extendable as possible
there are two types of layer; those which are mandatory and
those which are optional. There are really only two mandatory
layers namely the physical layer (which defines the physical
environment upon which the model will be based) and the
top level resource layer (which defines both the physical and
logical objects that are allowed to exist within the model).
Both of these exist for the entire lifetime of the simulation
although both can be changed to reflect environmental up-
dates as needed. There can be as many optional layers as
required by the scenario being modelled. With no optional
layers, actors can move around a controlled space without
restriction. Optional layers are used to define features of the
model such as access control points, resource locations, zonal
definitions or whatever else is needed to accurately reflect
reality. These optional layers can be disabled, updated or even
removed completely as part of a periodic update so long as
no inconsistencies are created as a result of their removal.

A. Modelling the physical environment

The role of the physical layer in our hybrid model is to
represent a real world environment digitally within a computer
model. This is done by representing a physical space in the
form of a unidirectional graph. Each node is considered as
a location where actors within this space may need partic-
ular access permissions to proceed. Locations may be both
physical and virtual in their nature. Nodes are connected by
unidirectional transition links (arcs) each of which encom-
passes a concept of distance and weight to represent the
physical separation of nodes within the real world. Arcs are
unidirectional to provide the flexibility to allow the direction
of movement between nodes to have different attributes to
distinguish between flats and sloping surfaces. Actors, human
or otherwise, can move within the confinement of the space
by transitioning between nodes along arcs with any access
permissions being satisfied to allow progression.

B. Modelling the logical environment

The access layer is superimposed, together with any op-
tional layers, onto the physical layer to define any possible
restrictions to movement (doors, access systems, access rights,
time-factors). The ability to travel between any two nodes is
determined by an individual’s access rights defined in their

profile and should include rules specific to the node at the
time of request. The topological mapping of physical space is
maintained by the distance attributes of arcs between nodes
and in those situations where any given node is disabled or
removed for some reason, distance is preserved.

The optional zonal layer defines how the physical space
is segmented into self-managing regions. Zones will vary
depending on their use and nature but will adhere to a number
of basic rules. Various rules are imposed to ensure that the con-
sistency and integrity of the model’s topology and integrity and
are maintained at all times. Zones are a powerful feature that
may be used when managing co-located inheritance between
resources. Since any model is just a representation of a real
world scenario, the better the model the more accurately it
mimics the real world, those interactions and situations that
may happen within its confines. In order to produce a model
with sufficient flexibility and scalability it is necessary to allow
as many of the model’s parameters to be configured allowing
it to be used in as wide a range of scenarios as possible.

C. Configuration files

Configuration files are used to configure both the model’s
initial configuration and startup parameters as well as to
accommodate dynamic changes to the operational parameters
of a running model without the need to stop or restart it.
These dynamic changes may include such tasks as the addition
of resources and other assets, changes to the structure of
a physical environment or the reflection and imposition of
changes to external rules and policies on a running model
environment. The frequency of these updates is model specific
and defined as part of the active refresh cycle for a given model
allowing different model instance to be updated at different
rates independently of each other. The use of these file is kept
deliberately open ended to allow their use to be extended in
the future as needed.

D. Periodic updates and refreshing the model

On startup the model will look for a suitable configuration
file, exiting gracefully if non can be found. If one is found
it will be read, parsed and the details needed to construct the
model will be used to create the initial model’s state. The
creation timestamp will be stored for later comparison and
a periodic callback timer will be initiated to start the period
update process. A valid configuration file contains information
specifying how often model updates are to be checked. Each
running model instance may be updated independently, with
each instance having its own configuration file defining all
active parameters necessary for that instance at any given
time. During the startup process the model engine watches for
changes to a file in a specific system folder. When the periodic
update timer expires the model’s periodic callback functional-
ity checks the watched file’s timestamp to see whether it has
been touched since the last update. This provides the flexibility
and adaptability to reflect changes in the real world in close
to real time. When there are no changes the model remains
unchanged but in either case the periodic update timer restarts.
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Figure 1: Layers of the proposed access control model

Each time an update is detected the model engine performs a
sanity check to ensure that none of the proposed changes leaves
the model in a broken or inconsistent state. What constitutes
a broken state will evolve as part of the design, but should
include any change that negatively impacts the functionality
and behaviour of the model after the update changes have
been made. If any of the potential new changes would cause
such a broken state the entire update is ignored and discarded.
Partial updates are not supported in order to make the update
mechanisms simple and streamlined as possible. Updates are
applied atomically ensuring the model configuration is always
in a known stable state.

VI. PROPOSAL ANALYSIS

Table I shows how each of the historic access control models
discussed in this paper compares with our proposed hybrid
solution. The table is an amalgamation of many different
viewpoints and provides a subset of the regularly occurring
metrics used for comparison within these sources. The main
criteria for inclusion was to identify some of those open
issues with each model which could be targeted as areas for
potential improvement by our solution. Several of these open
issues were chosen based on a combination of limitations
discussed in [22] as well as other factors such as time
limitations and problem complexity. These criteria were used
as a comparative baseline as well as a direction of future
progression but still represent a small proportion of the open
issues with historic access control models leaving plenty of
scope for investigation. The idea of creating a single, general
hybrid solution is neither a small, quick or simple problem
to solve. It has many different, sometimes conflicting, facets
all of which need to be addressed to truly get close to a

generalised solution. Our model has been developed to be as
flexible and configurable as possible to distance itself from
the recurring issue of problem-centric solutions. Flexibility is
offered through dynamic, runtime configurations and updates
allowing it to be used in any domain that can be represented
in the form of a graph and whose moving components can
be defined as resources within this environment. The model
must not only represent the physical layout of a controlled
space preserving its topology but also any environmental
dynamics that may exist, such as inclinations and spaces
split across different levels. Any physical access restrictions
that exist in the real world also need to be modeled not
just the logical restrictions imposed by access control. The
representation of relationships between resources within the
model are independent of business structure or hierarchy and
have been made such that these relationships can be altered
as needed by the problem and the needs of the domain. Table
IT shows how our model improves on histor

VII. CONCLUSION

Common problems with the traditional models discussed
are the covert channels of control and an inability to describe
restrictions and prohibitions in control policy. Each historic
model type has focused on solving specific issues. Models
have traditionally not considered the bigger problem of a
general purpose solution and its possible broader application.
There are two broad directions for future model development;
the first direction consists in developing a generic model that is
widely adopted without domain influence; the second direction
is to build a series of iterative improvement models based
on ZT trust principles in a way similar to that of previous
models. Regardless of the future direction, consideration will



Our MAC | DAC | RBAC | ABAC
Model

Model flexibili

ode P:lel ity Yes No Partly Partly Yes
and consistency
Hierarchical Yes Yes No Yes No
inheritance
Proximity limitations | Partly No No No No
Model reflect:

0, ¢ retiects Yes Yes No Yes Partly
business structure
Time mterv? ! . Yes No No No No
access restrictions
Model refl

Od_e re ec_t s Partly No No No No
physical environment
Role-based support No No No Yes No
Real-time updates Yes No No No No
to model Yes
Location grouping Partly No No No No

Table II: Feature comparison with historic models

need to be given to the obfuscation/encryption of data, both
at rest and in transit, since any practical application will need
to ensure the data is stored and transmitted in a secure and
integrity preserving manner. The ideal solution would be to
develop a generic non-business/domain specific model which
can be used equally well in any situation. This may result
in an over complicated solution which may leave itself open
to unforeseen security and integrity issues. The best offering
now is that of incremental ZT and the need to validate any
and all requests for access. As systems become more complex
this could lead to ever increasing performance issues which
in turn could possibly force the need to return to the path of
developing a more generic solution.
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