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ABSTRACT The performance of Internet applications can be improved by using multipath transport
protocols such as Multipath TCP (MPTCP), which leverages aggregated bandwidth from multiple paths
for improved throughput. MPTCP can be utilized to apply Quality of Service (QoS) and address network
resiliency in order to increase the Quality of Experience (QoE) of video streaming applications. This paper
introduces a novel approach for providing service differentiation to video streaming clients across different
classes, while ensuring robust communication to mitigate link failures. The proposed method aims to
deliver seamless streaming sessions by enhancing resilience andmaintaining QoS under challenging network
conditions. We evaluate the proposed approach using Dynamic Adaptive Streaming over HTTP (DASH),
a widely used video streaming application that delivers high-quality media content over the Internet. The aim
is to evaluate the performance of the proposed approach by focusing on user groups belonging to different
service classes, each with varying QoE requirements. Additionally, we assess the resiliency of the proposed
algorithm in scenarios involving subflow failures within theMPTCP connection. The results demonstrate that
the proposed approach outperforms alternative methods in maintaining network connectivity and sustaining
a high level of QoE, even in the event of subflow disconnections.

INDEX TERMS Adaptive streaming, genetic algorithm, HAS, DASH, SDN, quality of service, routing.

I. INTRODUCTION
As one of the most widely used internet applications, video
streaming requirements evolve alongside recent advance-
ments in network technologies and protocols. The increasing
quality of videos, such as 8K streaming and immersive
technologies, results in higher bitrates, thereby necessitating
network conditions capable of providing high bandwidth.
Moreover, seamless streaming requires stable network
conditions.

Multipath TCP (MPTCP), which has been introduced as an
extension to the traditional TCP protocol, can be seen as an
alternative to meet these requirements as MPTCP enhances
throughput and reliability by enabling the use of multiple
paths [1]. This increased throughput can enhance the Quality
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of Experience (QoE) for video streaming applications,
thereby meeting stringent application requirements. For
video streaming over MPTCP, the characteristics of the
paths used for packet transmission between the server and
the clients significantly influence the overall performance.
Features of MPTCP subflows, such as the bandwidth,
congestion rate, delay difference of the subflows, and more,
can introduce challenges—such as the Head-of-Line (HoL)
blocking issue. HoL blocking occurs when data packets
arriving out of order on different subflows delay delivery
to the application until all preceding data is received and
reassembled, reducing performance. This issue becomes
critical in video streaming scenarios, where consistent
playback quality is essential [2]. HoL blocking that is caused
by delay differences between subflows can lead to outages
lasting more than 20% of the total video session duration,
which significantly affects the overall QoE [3].
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Numerous studies have addressed the challenges men-
tioned above by proposing various path selection strategies
for MPTCP subflows. Software-Defined Networking (SDN)
has emerged as a promising technology for enabling third-
party path selection at the network layer. By providing
centralized control and a global view of the network, SDN
facilitates dynamic traffic routing based on real-time network
conditions, enabling intelligent path selection and service
differentiation tailored to diverse requirements.

In this study, we focus on providing service differentiation
for video streaming users, where video packets are trans-
mitted using MPTCP. Maintaining the required service can
be challenging due to the unstable nature of the network
connections. The streaming paths may experience disruptions
due to various factors, such as link disconnections, hard-
ware malfunctions, physical damage, or routing anomalies.
Therefore, choosing paths that provide reliable and seamless
transmission is essential. The primary objective of this study
is to ensure reliable service delivery to different client classes
under challenging network conditions. Specifically, we aim
to enhance the performance of video streaming applications
while ensuring QoS and resiliency by integrating advanced
technologies and protocols.

The proposed approach considers scenarios where one of
the most widely used video streaming technologies, Dynamic
Adaptive Streaming over HTTP (DASH), operates over an
SDN based edge network. One potential use case involves
cloud-hosted video streaming services that leverage MPTCP
over SDN to optimize the delivery of video content to end-
users. In multi-tenant data centers, MPTCP over SDN can
be employed to improve the video streaming experience
for clients accessing various services. Another relevant use
case involves video streaming clients operating in wireless
network environments. These clients may utilize multiple
network interfaces, including WiFi, 5G, 6G, or even satellite
connections. The proposed approach is well-suited for all
these use cases, providing flexibility and robustness across
diverse network scenarios. Unlike prior works that treat
QoS and resiliency separately, this paper uses a Genetic
Algorithm (GA) to jointly optimize path selection across
multiple service classes and failure scenarios.

The key contributions of this study can be listed as follows:
• A GA based path selection approach for MPTCP
subflows, designed to deliver guaranteed bitrates and
differentiated services—based on QoE parameters—
to DASH video clients with varying service class
requirements;

• A resiliency-aware approach to ensure high stability and
maintain QoS levels even in the presence of link failures;

• The evaluation of the performance of the GA based
service differentiation in terms of guaranteed service and
resiliency across different network topologies.

The rest of the paper is organized as follows: Section II
gives background on GA and multipath transmission, and
encloses studies on the QoE enhancement with path selection,
QoS and resiliency approaches where multipath transmission

is utilized. Section III introduces the strategy to guarantee
QoS and offer resiliency by presenting the details of the
proposed architecture and GA. Section IV presents the
comparative performance evaluation. The paper concludes
in section V, followed by the references.

II. BACKGROUND AND RELATED WORK
A. GENETIC ALGORITHM AND MULTIPATH
TRANSMISSION
GA is a population based optimization technique that emp-
loys selection, crossover, and mutation operators [4]. This
algorithm is widely used to solve complex problems by
mimicking the principles of natural selection and genetics
to identify high-quality or near-optimal solutions. This
approach, which would be time-consuming using traditional
methods, begins with generating a random population of
potential solutions, each known as a chromosome, with each
bit within a chromosome referred to as a gene. To evaluate the
accuracy of each solution, a fitness function is determined,
representing how well each solution addresses the problem.
Following this, parent selection occurs, where solutions in
the current population, known as parents, are chosen to
produce the next generation. These selected parents are
combined through a crossover process, creating new solutions
known as children. Parent selection is crucial as it enables
the generation of progressively better populations. Multiple
parents are chosen during crossover, and various methods are
applied to produce one or more children. The final stage of
the GA is called mutation, where a set of children is randomly
selected, and one or more genes are altered based on a certain
probability. The stages of parent selection, crossover, and
mutation are repeated for a certain number of cycles, leading
to the development of the population over time. Eventually,
the chromosome with the highest fitness value is selected as
the solution [5].

Due to their efficiency in optimizing search performance
within a limited time-frame, GAs have been employed in
multipath transmission. For instance, the authors in [6]
utilized a GA to minimize delay differences among MPTCP
subflows in heterogeneous wireless networks. In [7], the GA
minimizes path sizes and maximizes line usage diversity to
ensure consistent traffic flow in a two-phase multipathing
scheme. The authors in [8] utilize a GA to generate disjoint
paths with minimal overlap to maximize network resource
utilization, aiming to optimize the multipathing process in
data center networking. A GA is developed to provide a
near-optimal solution for distributing traffic rates across
multiple subflows in MPTCP, balancing energy consumption
and throughput [9]. In [10], a GA is employed for packet
scheduling across multiple Virtual Communication chan-
nels (VCs). In [11], a GA for multipath routing optimization
in Mobile Ad Hoc Networks (MANETs) is implemented
to optimize routes based on metrics like shortest distance,
residual energy, and congestion. The authors developed a GA
to select fully disjoint and reliable paths with lower latency,
aiming to optimize multipath transmission in heterogeneous
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networks for smart city networks [12]. In [13], the authors
proposed a multipath routing strategy for Elastic Optical
Networks (EONs) using a GA combined with distance-
adaptive modulation formats to reduce blocking probability
under dynamic traffic conditions. The proposed algorithm
combines a two-stage multi-population GA with adaptive
routing to improve real-time scheduling in Industrial Internet
of Things (IIoT) networks. It supports multipath transmission
for critical flows and optimizes routing and scheduling based
on flow criticality, resource utilization, and transmission
success rate [14]. Authors in [15] propose a GA based
multipath routingmechanism for emergency video delivery in
vehicular fog computing environments. None of these works
use the GA to provide service differentiation, improve QoE,
or ensure resiliency, which are the main focus of our current
work.

In our previous study, we proposed a GA based path
selection approach for improving the QoE of video streaming
applications [3]. In the study, the GA aimed at enhancing the
video streaming performance using the MPTCP transmission
protocol by selecting the optimal paths. Network conditions
such as bandwidth, delay difference of the subflows and
disjointness of the links were the criteria considered in the
GA development. In this paper, we enhanced our previous
work focusing on service differentiation for client classes and
developing a resiliency-aware path selection scheme.

B. QUALITY OF EXPERIENCE ENHANCEMENT WITH PATH
SELECTION
SDN is a new paradigm to networking that provides
centralized control, easy programming, and flexible network
management [16]. By decoupling the control plane from the
data plane, SDN enables dynamic routing configurations,
which help optimize traffic flow and significantly improve
QoE for end users by reducing delays, packet loss, and
service interruptions. Indeed, routing within an SDN domain
plays a critical role in achieving these goals, as it directly
influences performance, reliability, and resource utilization.
In this context, a variety of routing strategies and optimization
techniques have been explored widely in the literature. While
earlier work on SDN path selection primarily focused on
selecting routes based on metrics such as bandwidth [17],
or QoS metrics such as packet loss rate and delay [18], more
recent studies have explored orchestration frameworks aimed
at managing multimedia services and enhancing QoE [19].
In [20], the authors proposed a machine learning based
approach that collects Key Performance Indicators (KPIs)
to determine SDN routes for various application scenarios,
such as video streaming and VoIP. Another study [21]
proposed determining SDN routes by considering both QoE-
related parameters gathered from clients and underlying link
characteristics.

Recently, video streaming over multipath and dynamic
path selection in SDN has attracted increasing research
interest. In [22], the authors proposed a method to iden-
tify an alternative path within the SDN domain, which

can be used when the primary path becomes critical or
unavailable, in order to sustain QoE. Other studies have
investigated the simultaneous use of multiple paths to
improve QoE. In [23], the multipath selection problem is
formulated as a Multi-Commodity Flow Problem (MCFP),
with the goal of ensuring QoE fairness among clients.
The authors in [24] proposed using Multipath Generic
Routing Encapsulation (MPT-GRE) — a GRE-over-UDP
based tunneling mechanism — to transmit high-resolution
video streams simultaneously over multiple network paths,
aiming to improve video quality and resilience compared to
traditional single-path streaming. MPTCP subflow paths are
selected by considering bandwidth and delay differences in
our previous work to improve QoE [3]. Several frameworks
have been proposed that enable the selection and utilization
of multiple paths using SDN technology, based on available
bandwidth, to enhance QoE in applications such as video
conferencing [25] and remote surgery [26].

While selecting the multiple paths with SDN technology
for improving QoE is studied in these recent works, providing
service differentiation and sustainable QoE and seamless
video streaming in a faulty network environment is still
an open question and not studied well in multipath video
streaming scenarios. Our work differs from literature from
this perspective.

C. QUALITY OF SERVICE AND RESILIENCY IN MULTIPATH
TRANSMISSION
While providing QoS is one of the areas that has been
studied extensively, there are a limited number of studies that
address QoS with multipath transmission. In [27], the authors
proposed a DRL based path selection and traffic allocation
for providing QoS by selecting multiple paths in an SDN
domain. In [28], the authors utilize both path selection and
service differentiation. After eliminating paths with a higher
delay than a certain threshold, paths with higher bandwidth
are assigned to clients. The number of MPTCP subflows
is dynamically adjusted to perform service differentiation
based on the network condition and the guaranteed service.
In one of our previous work [29], we propose a novel
architecture that improves the QoS and QoE for video
streaming applications compared to traditional throughput
maximization approaches. The OpenFlow priority mecha-
nism is utilized in [30] to assign priorities and optimize
resource allocation, enabling service differentiation in SDN
environments. Similarly, the authors in [31] focus on service
differentiation by employing multipath transmission in SDN,
where services are provided on a per-user basis.

Only a few studies in the literature focus on the MPTCP
path selection problem considering resiliency. Furthermore,
there is no study focus on providing consistent QoE with
resilient and service differentiated MPTCP path selection.
The authors in [32] focus on evaluating the resilience of
MPTCP in environments with prevalent link failures. The
study delivers a comprehensive view of how MPTCP can
enhance the resilience of network communications in the face

VOLUME 13, 2025 122153



S. Bikas, M. Sayit: Providing QoS and Resiliency for Video Streaming Over MPTCP

of link failures. In [33], the authors emphasized the effect of
MPTCP on enhancing the resilience and efficiency of internet
connections for IoT devices. In [34], authors developed a
scalable SD-WAN solution known as WAN-aware MPTCP
(WaMPTCP) by integrating LAN virtualization at end
systems with WAN virtualization at SD-WAN gateways.
While improving resilience is a critical component of
WaMPTCP, the overall design and implementation also
focus on enhancing bandwidth utilization, traffic balance,
and network performance across heterogeneous WAN links.
Another study [35] focused on enhancing the resilience and
reliability of the OpenFlow channel in SDN by utilizing
MPTCP. They propose using both in-band and out-of-band
paths to ensure continuous communication between the
SDN controller and the network switches, even during link
failures. The solution aims to improve network robustness
by dynamically rerouting traffic through alternative paths
when errors occur.Multiple link failures is considered in [36],
where alternative switches are selected before the failure in an
hybrid IP/SDN network.

While prior studies have explored QoS and resiliency in
multipath transmission, several critical limitations remain.
Existing approaches focus primarily on optimizing band-
width or minimizing delay but often fail to integrate these
objectives into a unified framework that considers both
service differentiation and resilience against link failures.
Furthermore, GAs have been utilized in MPTCP for traffic
optimization and congestion control; however, their appli-
cation has been largely limited to addressing individual
performance metrics such as delay or energy efficiency.
None of the studies mentioned above addressed the selection
of network paths to sustain QoE by considering link
failures. Together, these threads of research underscore the
need for integrated solutions that can intelligently manage
routing, optimize QoS, and maintain resiliency goals that
our proposed GA based SDN-MPTCP framework aims to
achieve.

Our approach stands out because it combines several
important aspects—service differentiation, QoE guarantees,
and resiliency against link failures—into a single, unified
solution. By using a GA that adapts to changing network
conditions and user requirements, we provide a novel method
for managing video streaming in real-world networks. This
fills an important gap in current research, where these
elements are often treated separately.

III. PROPOSED APPROACH
A. MPTCP PATH SELECTION WITH GENETIC ALGORITHM
CONSIDERING SERVICE CLASSES
In this work, the server and the clients are connected using
MPTCP in an SDN network, with the SDN controller
responsible for managing the network and measuring the
traffic using the modules implemented on it.

The proposed path selection algorithm is designed as a
third party application that communicates with the SDN con-
troller through its northbound API. Based on the application’s

FIGURE 1. Example topology illustrating service differentiation for clients.

output, the controller sends the relevant rules of the selected
paths to the switching devices. After the transmission paths
are determined, data transmission from the server to the client
begins. The system is illustrated in Fig. 1. According to the
figure, there are three clients belonging to different service
classes. The client with the highest service class transfers the
video over three different paths to achieve a higher aggregated
bandwidth. In the figure, the links between routers are not
shown for simplicity.

Three different service classes were defined to offer
varying levels of service guarantees on the network. In these
service classes, namely for Gold, Bronze, and Best Effort,
a particular bitrate guarantee is defined for Gold-type users
and Bronze-type users. The guaranteed bitrate for Gold-
type users is higher than for Bronze-type users. When
a client joins the system, the SDN controller determines
which class the user belongs to. The controller manages
this task by depending on the user’s IP address, assuming
the user agreements will be within the network operator’s
knowledge. After determining the user’s service class, the
SDN controller runs the GA application to obtain the path
set determined for that user. Furthermore, to ensure that
the bandwidth guarantees for new clients do not adversely
affect existing flows, we incorporated an additional traffic
management module into the SDN controller. This module
applies limitations on the network interfaces that belong to
the switches of the paths assigned to clients. This approach
maintains the guaranteed service quality of all users, without
performing kernel-level modification.

B. GENETIC ALGORITHM DETAILS
The general outline of the GA is given in Algorithm 1. The
algorithm starts by generating the initial population. Details
on the fitness calculation, selection, crossover, and mutation
mechanisms are provided in the following subsections.
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1) GENERATING INITIAL POPULATION
A GA based approach was proposed to optimize path
selection by considering critical parameters such as path
bandwidth and subflow delay differences in our previous
work [3]. This GA approach allows for efficient and dynamic
path selection, enhancing network performance by balancing
load and minimizing latency. In this work, we enhanced
this algorithm by considering the bitrate guarantees provided
to the clients. For this purpose, each step of the algorithm
needs to be changed from the beginning, starting from initial
population generation.

The SDN controller runs the algorithm when a new client
joins the system. The process starts with the SDN controller’s
path determination module, which lists all network paths and
assigns a unique ID to each one. Each path ID represents
a gene in this algorithm, while a chromosome is defined
as a combination of these genes. In the proposed method,
a chromosome is described as a 1 ∗ m vector, where m is
the maximum number of subflows that can be established.
For this study, the maximum number of subflows for any
client is limited to three, resulting in chromosomes that are
combinations of three genes each.

The initial population of chromosomes is formed that
consists of various subflow combinations for the newly joined
client. Hence, the members of the new initial population
are determined, as shown in the first step of Algorithm 1.
However, the bitrate guarantees should be considered during
the initial population generation. For this purpose, the gen-
erate_initial_population function takes the bitrate threshold
that is defined for that user class, minthrhbr , as an argument,
as well as n, pre-determined population size. To form theGA’s
initial population, each chromosome’s cumulative bandwidth
is evaluated concerning this threshold, ensuring that only
chromosomes with sufficient bandwidth proceed to the next
stage. This check uses Equation (1). In the formula, minthrhbr
represents the guaranteed bitrate for clients in class h.
Chromosomes that do not meet this condition are eliminated
from the population.

abwp
|Hp| + 1

≥ minthrhbr (1)

2) CALCULATING FITNESS
The next step after initializing the population is fitness
calculation, which is given in the 4th line of the algorithm.
Each gene has a specific bandwidth and delay value, which
is used as input in the fitness function. The fitness function
calculates the fitness of each chromosome by the sum of the
bandwidth and delay differences of the subflows as given
in function in the 5th line of the algorithm. The network
operator can determine the values of α and β according to
the current network policy. The ζ (.) and ξ (.) functions are
given in formulas (2) and (3), respectively. The (2)nd equation
represents the summation of the total bandwidth of the paths
in a chromosome. The (3)st equation calculates the delay
differences between the selected paths. This information

is used to minimize the effects of HoL. In the formulas,
Pc represents the set of all paths assigned to the client c;
dp represents the delay of the path p; H represents the
set of clients currently in the system; Hp represents the
clients using the path p, and abwp represents the bandwidth
of the path p. Using these formulas, the delay difference
and the total bandwidth of the possible path sets for the
newly connected client are calculated in the fitness function.
The values of these functions are normalized with the min-
max normalization to a range between 0 and 1 before
calculating the formula. This normalization ensures that the
value ranges are distinct and that no single value dominates
or suppresses the others. This design of the fitness function
both maximizes the bandwidth and minimizes the delay
difference. This way, the GA favors chromosomes that have
a balance between high total bandwidth and minimum delay
differences. This technique ensures that the selected paths not
only provide better QoS through increased throughput but
also address the HoL problem by reducing the subflow delay
differences.

|Pc|∑
p=1

abwp∑
h∈Hp +1

(2)

|Pc|−1∑
p=1

|Pc|∑
r=p+1

|dp − dr | (3)

3) PERFORMING SELECTION, CROSSOVER, AND MUTATION
The following steps in the GA are selection, crossover,
and mutation. These steps are implemented to create a new
generation from the initial population. Tournament selection,
which is summarized between 6th and 9th lines of the
algorithm, is employed for selecting chromosomes from the
population, referred to as parents, presented as Mx . In this
process, a subset of chromosomes is randomly chosen from
the population, and those with higher fitness are selected
as parents for the next generation, defined as Pcurrent in the
algorithm. A predefined proportion of the next-generation
members are selected from the previous generation. This is
ensured by repeating the selection of parents as many times
as the r ratio of the new generation members, as seen in
the 7th line of the algorithm.

Subsequently, crossover operations were performed using
a two-point crossover technique which is presented between
10th and 17th lines of the algorithm. This method involves
selecting two crossover points on the parent chromosomes
(M1 &M2). The genes between these two points are swapped
between the two parent chromosomes to produce two new
offspring (O1 & O2).
The final step of the algorithm is mutation, which is

detailed in Algorithm 2. In the mutation process, each gene
in a chromosome has can change to a different value within
the available range with the probability of µ. The mutation
probability is set to 25% in this setting which indicates a 25%
chance of altering a gene. The mutation process ensures that
the mutated chromosome maintains the bitrate guarantee for
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the client. To ensure this, the algorithm checks if the mutated
chromosome’s total bandwidth meets the bitrate threshold,
as specified in line 3 of Algorithm 2. If this condition is
satisfied, the mutation is performed. Otherwise, the algorithm
searches for another chromosome which meets bandwidth
requirement after mutation.

The chromosomes form a new population after going
through selection, crossover, andmutation steps. In this study,
these steps are repeated 30 times.

Algorithm 1 Service Differentiation based Path
Assignment
Data: Mx : xth parent chromosome

Ox : xth offspring chromosome
Pnew: the generated new population
Pcurrent : the set of temporary population
fi: fitness value of ith chromosome

Input: n: Population size
h: new client
minthrhbr : Minimum guaranteed bitrate for new client h
r : parent selection ratio for next generation

1 Pnew = generate_initial_population(n,minthrhbr );
2 while no of generations ≤ MaxGenerationCount do
3 Pcurrent ← ∅
4 // Fitness Calculation:
5 fi= α.ζ (.) - β.ξ (.);
6 // Tournament selection:
7 while |Pcurrent | ≤ n ∗ r do
8 M1,M2 = Randomly select two chromosomes in Pnew
9 Add the chromosome with higher fitness value to Pcurrent

10 // Two-point crossover :
11 while |Pcurrent | ≤ n do
12 foreach M1 ∈ Pnew & M2 ∈ Pnew do
13 O1, O2 = twoPointCrossover (M1, M2);
14 if total_bandwidth(O1) ≥ minthr

h
br then

15 Pcurrent = Pcurrent ∪ O1;

16 if total_bandwidth(O2) ≥ minthr
h
br then

17 Pcurrent = Pcurrent ∪ O2;

18 // Mutation:
19 foreach chromosome Pi ∈ Pcurrent do
20 mutation(chromosome Pi, minthrhbr )

21 Pnew← Pcurrent
22 no of generations++;

Algorithm 2 Mutation Algorithm with Guaranteed
Bitrate Check: mutation(Pi,minthrhbr )
Data: µ: Mutation probability

mutated = 0
Input: n: minthrhbr : Minimum guaranteed bitrate for the new user

1 while !mutated do
2 MPi =Mutated (Pi) with probability µ

3 if total_bandwidth(MPi) ≥ minthrhbr then
4 mutated = 1;
5 Pi = MPi

However, ensuring guaranteed bandwidth for new clients
alone is not enough to maintain QoS for all clients in the
system. The path selections for these new clients should not
compromise the bandwidth guarantee for existing clients.

In order to ensure that the clients who already have flows
will maintain the guaranteed service quality, an additional
module for the SDN controller was designed to perform
traffic management. Limitations were applied to manage
bandwidth on specific network interfaces associated with
switches of the paths assigned to the clients. With these
changes made in the SDN controller modules, the proposed
architecture has been developed to provide services according
to the classes to which the users connected to the system are
affiliated. The results of the tests performed on this system
are presented in the performance evaluation section.

C. PROVIDING QoS AND RESILIENCY JOINTLY WITH
MPTCP
Another advantage of MPTCP is that it provides resilience
against problems such as link failure and disconnection
when multiple subflows are used and if these subflows
transmit packets over different paths. In such a case, although
communication cannot be made over subflows with errors,
communication can continue over other paths. Considering
the probability of link failures when selecting paths for
MPTCP subflows can ensure that clients are minimally
affected by errors that may occur on the network.

1p = [1− (1− δ1)hopcount ] (4)
|Pc|∑
r=1

(1−1p).
abwp
|Hp| + 1

(5)

|Pc|−1∑
p=1

|Pc|∑
r=p+1

|(1−1p).dp − (1−1r ).dr | (6)

The developed GA has been modified to provide a higher
level of resilience with a revision made to the fitness function.
The probability of the failure of link l on the network is
given as δl .

This probability can either be a fixed value defined by the
network operator or computed based on a statistical evalua-
tion of historical failure events. It can be updated dynamically
each time a new client joins the system, i.e., whenever the
GA is rerun. In this study, we assume that the probability
δl is predefined and determined by the network operator.
Let 1p denote the failure probability of path p. Accordingly,
the failure probability for this path can be computed using
equation (4), where hopcount denotes the number of hops
along path p. In order to assign paths in away that will create a
more resilient infrastructure, the ζ (.) and ξ (.) functions in the
fitness function are redefined as given in functions (5) and (6),
respectively, using the1p value. The (5)th equation calculates
the aggregated available bandwidth of the paths assigned
to the new client. It multiplies the bandwidth portion
allocated to the client—accounting for other flows on the
same path—by the probability that the path does not fail,
i.e., (1 - 1p). This function thus provides a probabilistic,
weighted estimate of the available bandwidth in a potentially
faulty environment, where link failures may occur. Similarly,
the (6)th equation incorporates path failure probabilities
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into the evaluation of delay differences between the assigned
paths. By weighting the path delays with their respective
probabilities of not failing, the function favors chromosomes
that include more reliable paths while still considering their
delay values.

Notably, our system is designed to support the execution
of the GA in both event-driven and periodic modes, enabling
adaptive path selection under dynamic network conditions.
While this capability was not fully tested due to hardware
limitations—all experiments were conducted on a laptop—
the observed runtime performance suggests that the system
can operate effectively in real-time when deployed on a
dedicated server. All codes developed for the proposed
approach are available in the project’s GitHub repository.

In the next section, we provide a comparative performance
evaluation of the proposed approaches presented in this
section.

IV. PERFORMANCE EVALUATION
In order to evaluate the performance of the proposed GA
based approach, we conducted a series of experiments within
the Mininet environment. Mininet is an emulation platform
that provides the infrastructure to emulate topologies and
physical network components and to implement SDN based
approaches. As the SDN controller, we implemented the Java
based, open-source Floodlight controller. DASH1 was used as
the video streaming application to evaluate the performance.
In this study, the MPTCP implementation is based on
MPTCPv0, integrated into the Linux kernel following the
legacy version provided by MPTCP Linux project.2

As described earlier, the GA based path selection is
implemented as a module within the SDN controller, which
manages forwarding rules without modifying the MPTCP
kernel. This approach avoids kernel-level complexity and
helps maintain system stability. It also minimizes compu-
tational overhead and supports real-time responsiveness by
leveraging the controller’s global network view. Big Buck
Bunny video files, available in four different representations
with average bitrate of 1500 Kbps, 2000 Kbps, 2500 Kbps,
and 2600 Kbps, were placed on the servers. Two distinct
topologies were implemented to conduct the tests. The first
topology is the CompuServe network topology, obtained
from the Internet Topology Zoo3, a repository of real-world
network topologies. The CompuServe topology, mainly used
by ISPs, consists of 11 switches and 14 links to connect
them. The second topology is a well-known data-center
topology, Jellyfish [37]. This topology consists of 20 four-
degree switches, interconnected randomly. All clients and
servers in these experiments are connected to the topologies
via three network interfaces.

Given that both topologies provide a large number of paths
between the clients and servers, we employed a preprocessing
methodology to establish a feasible path scale for the

1https://github.com/Dash-Industry-Forum/dash.js
2https://multipath-tcp.org
3http://www.topology-zoo.org/dataset.html

respective topologies. Paths with high delay values were
eliminated from the initial pool. This preprocessing resulted
in population sizes of 150 and 300 for the CompuServe and
Jellyfish topologies, respectively.

To evaluate the performance, we observed key QoE
parameters in experiments conducted under heterogeneous
network conditions, characterized by links with limited
bandwidth and a high standard deviation in the distribution
of path bandwidths. The delay values of the paths were set
between 100 ms and 700 ms, while the mean bandwidth of
the paths was set to approximately 23 Mbps. All bandwidth
and delay values were distributed with Poisson. Paths with
varying delay values were intentionally configured to create
a test environment in which packet reordering could occur
if path selection does not account for delay differences. This
setup allows for evaluating the algorithm’s effectiveness in
mitigating the impact of packet reordering. Furthermore,
we conducted tests with 25 clients. At this scale, the dynamic
behavior of DASH applications introduces highly variable
network conditions, enabling performance evaluation under
realistic and challenging scenarios. Specifically, clients
request video segments at irregular intervals, resulting in
dynamically fluctuating available bandwidth as perceived by
each client.

In order to provide comparable performance evaluation,
four path selection approaches were also implemented and
tested over the same network setting. The path selection
approaches that are used for the comparison consider a
combination of bandwidth, delay difference, and disjointness
as criteria for selecting paths.
• Partially Disjoint Bandwidth based: In this appr-
oach [38], the maximum available bandwidth of paths
is considered when assigning paths to clients. As a path
is selected for a subflow, the other subflow will not use
the links of the assigned path unless a link’s bandwidth
capacity exceeds a certain threshold.

• Partially Disjoint Delay based: In this approach [39], the
lowest latency of the paths is considered in assigning
paths to the clients. As a path is assigned to a subflow, the
links of the current subflow can not be used in another
subflow of the client unless the latency is lower than a
certain threshold.

• Fully Disjoint Bandwidth based: In this study [28],
a fully disjoint strategy is used. As a client joins
the network, the algorithm assigns paths based on the
maximum available bandwidth. It is worth mentioning
that once a link is assigned to a subflow, the same links
can not be used in another client subflow.

• Fully Disjoint Delay based: This study uses a fully
disjoint strategy [40]. In addition, subflows with the
lowest delay difference are assigned to the clients.
In order to avoid choosing paths with high end-to-end
delays, an upper bound is considered to eliminate paths
with higher latency.

The next section provides comparative results for all
approaches.
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FIGURE 2. Average received video bitrate, QoS experiments.

A. EXPERIMENTS TO EVALUATE THE PERFORMANCE
REGARDING QUALITY OF SERVICE
The GA’s performance evaluation providing different service
classes was performed with three user types: Gold, Silver,
and Best Effort. Gold users were guaranteed a bitrate of at
least 2500 Kbps, while Silver users were guaranteed a bitrate
of at least 2000 Kbps. No specific guaranteed bitrate was
determined for the third group of users. In the experiments,
the received video bitrate, the number of quality changes,
and the average duration time were observed with 25 users.
Three clients are in the Gold class, 7 in the Bronze, and the
other 15 clients are in the Best Effort class. To provide a fair
comparison environment, in the comparison studies used in
the tests, if the bandwidth values of the paths assigned to the
clients do not comply with the restriction given in the user
class, they are not used.

Fig. 2 shows the average bitrate graphs obtained in the
comparative tests conducted with 25 clients. For all studies,
the clients obtained the guaranteed bitrates in the classes
to which they belong. However, it was observed that the
clients with the GA based approach played videos with higher
bitrates than other comparison studies. Among other studies,
some approaches performed better than others regarding user
type, topology, and bandwidth distribution.

The duration of outages is presented in Fig. 3, where
this QoE parameter represents the duration of the average

FIGURE 3. Average duration of outages, QoS experiments.

of the video stalls experienced by the clients. As the
graphs illustrate, higher outages are observed in the studies
with partially disjoint paths compared to others. This
situation caused users to play lower-quality videos on
the same network. Nevertheless, this behavior was not
observed in the GA based approach using partially disjoint
paths. In addition, the outage duration results indicate that
packet reordering significantly impacts service continuity,
and approaches that consider delay differences among
paths perform better. In the CompuServe topology, the
Fully Disjoint Delay based algorithm—which also con-
siders delay differences—yields the second-lowest outage
duration after our proposed method. However, this trend
is not maintained in the Jellyfish topology, as factors
other than packet reordering also contribute to outage
duration. Nonetheless, our approach consistently achieves
the lowest outage durations across both topologies, owing
to its comprehensive consideration of delay differences,
bandwidth, disjointness, and service differentiation. In the
experiments, the outage time remained below 8 seconds with
the GA, while it could reach up to 14 seconds in other
studies.

Fig. 4 demonstrates the average number of video quality
changes for 25 clients. The GA shows good performance
improvements compared to other path selection algorithms.
The results indicate that the GA optimizes network paths
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FIGURE 4. Average number of quality switches, QoS experiments.

more effectively than fully disjoint selection methods.
This algorithm offers greater adaptability and efficiency,
particularly useful in dynamic network environments where
conditions frequently change.

In our testbed, all DASH clients utilize an 8-second
startup buffer and commence playback after receiving four
consecutive 2-second segments. At startup, the Adaptive
Bit Rate (ABR) logic consistently selects the lowest bitrate
(1500 kbps), and given that the available network bandwidth
reliably supports this rate in all scenarios, the initial buffering
time remains stable across clients. Empirical measurements
indicate that the initial delay is consistently between 2 and
2.5 seconds. Due to this uniformity, we consider initial
buffering time to have negligible impact on comparative QoE
evaluation and therefore exclude it from detailed discussion
in the results section.

In these experiments, clients download the full video
without engaging in user behaviors such as fast-forwarding
or seeking to different parts of the content. If such behaviors
were introduced, outage durations would likely increase
across all approaches to a similar extent, as these actions
accelerate buffer depletion. This effect arises from the nature
of DASHbased systems, where any content navigation results
in a new segment request. Therefore, while such interactions
were not part of this study, their impact would likely be
consistent across all tested methods.

FIGURE 5. Average received video bitrate, QoS and resiliency
experiments.

B. EXPERIMENTS FOR EVALUATING THE PERFORMANCE
REGARDING RESILIENCY
This section gives the performance of the GA developed to
increase the stability of theMPTCP connection and minimize
the impact of errors such as link loss/access problems on the
network. In the performance measurements performed with
25 clients and two topologies with two different bandwidth
distributions, errors were created randomly in 15% of the
links on the network.

In the version of the GA, which considers providing only
QoS, the number of subflows selected by the algorithm
was typically two. However, with the involvement of the
resiliency consideration, our approach introduces a new level
of adaptability, selecting three subflows for all clients. This
adaptability is a crucial strength of our algorithm, allowing it
to adjust to different scenarios.When resiliency is not a factor,
the algorithm minimizes the number of subflows to address
the packet ordering problem. However, when resiliency is
a concern, the GA reacts to this condition, increasing the
number of subflows by the number of client interfaces
to maintain service. The average bitrate graphs in Fig. 5
demonstrate the adaptability of this approach, guaranteeing
service to Gold and Bronze users. In contrast, other studies
that do not consider resiliency struggle to provide guaranteed
service consistently.
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FIGURE 6. Average duration of outages, QoS and resiliency experiments.

Fig. 6 shows the duration of outages for this set of
experiments. In this test group, more outages were observed
than the outage values observed in the previous set of
experiments. One of the general reasons for this is that the
bandwidth values were kept lower in this section. However,
another important reason for the increased outage duration
is the difficulty in accurately estimating bandwidth on the
client side. This occurs due to path errors or insufficient
bandwidth. The GA based approach selected paths for a
more significant number of subflows in order to increase the
durability at this stage. While the algorithm, which generally
determines two subflows for clients in other approaches,
determines three subflow paths for all clients with this
approach. A disadvantage of this situation is its negative
effect on packet ordering. This effect was another factor that
increased the outage of duration times. While the duration
of outage varies between 20-30 seconds with the GA based
approach, it can be observed between 50-90 seconds in other
approaches.

Fig. 7 indicates that the GA offers superior performance
in terms of resiliency compared to the other four algorithms.
This suggests that the GA is more effective in managing
network variations and maintaining stable video quality.
This effectiveness is likely due to the algorithm’s ability to
dynamically adapt to changing network conditions and better

FIGURE 7. Average number of quality switches, QoS and resiliency
experiments.

optimize the selection of efficient paths that mitigate quality
degradation.

Fig. 8 shows the video bitrate observed over time in a
sample client included in the Gold class in the CompuServe
topology. The sample client selected for all approaches is the
client with the worst results in the test. An error occurred
in 15% of the links on the network 200 seconds after the
start of the video streaming session. The bandwidth of the
paths used by the clients assigned with the ga remained
above 2500Kbps even after the outage. On the other hand, it is
observed that the video bitrate obtained in other approaches
that do not consider resilience decreases. When the GA
based approach is used, the outage duration observed by this
client is measured as 22 seconds. The outage duration for
the sample clients given in the graph is 70 seconds in the
Partially Disjoined Bandwidth based approach, 71 seconds in
the Partially Disjoined Delay based approach, 54 seconds in
the FullyDiscrete Bandwidth based approach, and 58 seconds
in the Fully Discrete Delay based path selection approach.

To highlight the proposed GA’s ability to provide
uninterrupted service after modifying the fitness function,
we conducted a test using a Partially Disjoint Bandwidth
and Delay based approach using the GA that we formerly
proposed in [3] which does not consider resiliency while
selecting paths. As the graph clearly shows, the Partially
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FIGURE 8. Average video bitrate as a function of time.

FIGURE 9. The genetic algorithm run-time performance with various
population sizes.

Disjoint Bandwidth and Delay based GA was unable to
maintain the guaranteed bandwidth for the client.

This research involved configuring a complete network
setup, which included the SDN network with Floodlight
Controller, Industry DASH video client, Mininet, and the
GA along with the comparison approaches, on a computer
equipped with an Intel® CoreTM i7-10750H processor and
16.0 GB of RAM. The number of paths differed in the
network topologies utilized in this configuration, resulting
in varying running times for the GA depending on the
topology used. The population size was set at 150 for the
CompuServe topology and increased to 300 for the Jellyfish
topology. Moreover, we evaluated how different population
sizes might influence the execution time by executing the
developed GA with varying population sizes and logging
the run-time. The results of this experiment are presented
in Fig. 9. As illustrated in the graph, The running time of
the algorithm ranged between 0.5 seconds and 2.46 seconds,
depending on the network topologies implemented in the
experiments. According to the results, the proposedGA based
approach can deliver results even in time-sensitive scenarios.

V. CONCLUSION
In conclusion, this paper has demonstrated the efficacy of
a GA based service differentiation approach with MPTCP
transmission within an SDN architecture. Our approach

ensures optimal path selection for different service classes
and provides higher resiliency against network failures by
dynamically adapting to changing network conditions. The
proposed method effectively guarantees bitrate for different
user classes, ensuring that the QoE aligns with the respective
service class requirements. This achievement is attributed
not only to the guaranteed bitrate levels but also to the
underlying path selection mechanism, which accounts for
delay differences across paths. These combined features
enhance the overall performance and reliability of the system,
demonstrating its suitability for providing differentiated
services in dynamic network environments. The experimental
results in various network topologies and conditions indicate
that the GA outperforms traditional methods in maintaining
connectivity and delivering consistent video quality. This
research underscores the potential of integrating advanced
algorithms into SDN-controlled MPTCP systems to meet
the growing demands of high-quality media streaming over
the Internet. These findings are particularly relevant for
next-generation video streaming applications, such as cloud
gaming, high quality streaming, and IoT based video services,
where network stability and differentiated QoS are critical.
It is worth noting that the experimental scale was determined
based on the capabilities of the computing system, which
featured an Intel i7-10750H processor and 16 GB of RAM.

In this study, the fitness function in the GA is designed
to select path combinations that satisfy the bandwidth
requirements of the given service class while minimizing
delay differences. The function employs fixed weights to
balance these two objectives. As a potential improvement,
dynamically adapting these weights based on service class
sensitivity or real-time network conditions could further
enhance performance. This could be achieved through the
integration of a machine learning model capable of learning
optimal weight configurations under varying scenarios.
Exploring this adaptive approach remains a promising
direction for future work.

In future work, we will address scalability challenges
in large-scale environments and design experiments that
incorporate dynamic bandwidth conditions, bursty traffic
patterns, heterogeneous network interfaces—including 5G,
WiFi, and satellite—and evolving network topologies to
more accurately reflect real-world deployment scenarios.
We also plan to further refine the algorithm and explore
its applicability to other latency-sensitive and bandwidth-
intensive applications beyond video streaming, such as
IIoT. Additionally, we aim to leverage emerging in-network
computing and caching techniques to improve QoS. These
directions are intended to enhance the adaptability and robust-
ness of our approach under more dynamic and heterogeneous
network conditions.

APPENDIX
ABBREVIATIONS
MPTCP Multipath Transmission Control Protocol.
TCP Transmission Control Protocol.
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SDN Software-Defined Networking.
QoS Quality of Service.
QoE Quality of Experience.
GA Genetic Algorithm.
DASH Dynamic Adaptive Streaming over HTTP.
IP Internet Protocol.
HoL Head-of-Line.
KPI Key Performance Indicator.
IIoT Industrial Internet of Things.
OSPF Open Shortest Path First.
VC Virtual Communication (Channel).
MANET Mobile Ad Hoc Network.
SD-WAN Software-Defined Wide Area Network.
WAN Wide Area Network.
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