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Abstract: The increasing consumption of energy and the numerous obstacles in the way of its ex-
traction, including diminishing fossil fuels and the turn towards renewable energies, environmental
changes, a tendency towards systems of information networks, rising costs of energy and advance-
ment of technology have made the need for new technologies aimed at efficient management of
energy more imminent. The Internet of Energy (IoE) technology has been recognized as a novel and
efficient strategy that provides the necessary tools for optimal energy management. The present
study was carried out with the purpose of identifying key components in implementation of IoE in
Iran. This study is practical in its goal and descriptive-explorative in its methodology. First, the data
were categorized using the qualitative method of meta-synthesis and using the Sandelowski and
Barroso method. The statistical population of the study was the scholarly finding of 2010–2021 and
55 papers were sampled from the published works. The kappa coefficient was used to determine
reliability and quality control. The kappa coefficient calculated with SPSS equals 0.87, which falls in
the “excellent” category. Second, the frequency and importance of each component was determined
using the Shannon entropy technique. The purpose of this method is to measure the weight or
importance of each component based on frequency and to identify the key components. Third, the
MICMAC structural analysis method was used to evaluate the influence/dependence of components
by eight experts in the field of energy and determine strategic components. The purpose of this step
is to compare the results with the results of the second step of the research. The results show that
82 indicators play a role in implementation of the concept of IoE; these indicators can be divided
into ten axial categories of rules and regulations, individual and human factors, funding, techno-
logical infrastructure, cultural and social factors, security factors, technological factors, knowledge
factors, learning style, and management factors. In the Shannon entropy method, technological
infrastructure, management factors, and rules and regulations are the most significant, respectively.
In MICMAC structural analysis, the components of managerial factors, technological infrastructure,
and financing have the largest share in influence and dependence, respectively. Conclusion: The two
components of management factors and technological infrastructure can be considered as key and
strategic components in implementation of IoE in Iran.

Keywords: IoE; optimal energy management; sustainable development; meta-synthesis; MICMAC
analysis

1. Introduction

In the 21st century, the growing demand for energy and the widespread use of fossil
fuels and traditional energy sources have been challenged by factors like the energy crisis,
environmental pollution, and global warming [1]. In 2011, 82% of energy was generated
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from fossil fuels [2]. On the one hand, global energy demand in 2018 increased by 2.3 per-
cent compared to 2017, which is the largest increase since 2010. As a result, CO2 emissions
from the energy sector set a new record in 2018. According to figures released by the
International Energy Agency (IEA), global energy demand will increase by more than
two-thirds by 2035 [3]. Compared to the pre-industrial temperature levels, global warming
has reached 1.5 degrees Celsius, and, if this trend continues, will exceed 2 degrees Celsius
and have a negative impact on the planet and human life [2]. Undoubtedly, such an increase
in energy demand will put an additional burden on the old energy infrastructure, which
will lead to serious problems of grid congestion and reduced energy quality. The usual
grid structure faces reliability problems due to the lack of real-time monitoring, automation
techniques, error detection, transparency, and flexibility [3,4]. The demand for renewable
energy sources, such as solar and wind energy, is increasing significantly as a solution for
the problem of traditional energy sources. In addition to protecting the environment, such
an approach will also meet future energy demands [5].

Although renewable energy sources have advantages, such as sustainable develop-
ment and environmental conservation, they have disadvantages too. It is difficult to
accurately predict the amount of energy generation from renewable energy sources and it
mainly depends on environmental conditions [6,7]. Moreover, with the existing electricity
infrastructure, energy from renewable sources cannot be fully efficient. China, for example,
generates most of its energy in a green way but still faces an energy crisis because it cannot
deliver the energy it needs to its large population. The gradual shift to decentralized
renewable sources also shows that electricity generation depends on the seasons, and this
unpredictable nature of electricity generation requires new demand-supply management
techniques [8,9]. In addition, a key question for peer-to-peer energy trading is making it
possible to share and connect the existing energy infrastructure with decentralized renew-
able energy sources. This matter requires systematic management and intelligent control,
in addition to renewable energy sources, Distributed Generation (DG), flexibility, and
transparency to achieve a smart, sustainable, and coordinated energy market. Distributed
Generation (DG) of electricity provides several advantages, such as high efficiency and
environmental protection, reduction of transmission and distribution losses, supporting
the local power grid, and improving system stability. A better way to understand the po-
tential benefits of DG is to take a system approach that considers generation and associated
loads as a subsystem or “micro-grid” [10]. Micro-Grid (MG) ecosystems are increasingly
being utilized to integrate smart grids with renewable energy sources such as wind power,
photovoltaics, hydro turbines, biogas, etc. A micro-grid is a set of micro-resources such as
micro-turbines, fuel cells, photovoltaic systems, storage systems, and wind turbines that
provides distributed energy generation [2,11,12]. It can be connected to the utility grid
(grid mode) or used independently and separated from the utility grid (island mode) [10].
The micro-grid also allows local energy exchange in the smart grid and reduces the waste
due to energy transmission. In short, micro-grids are considered a solution to meet the
challenges facing traditional power systems [2,11,12].

Smart grid technology is created in the context of micro-grids. The smart grid provides
a platform for the production, distribution, storage, and transmission of energy and creates
a reliable, transparent, flexible, and automated power system. A smart grid system with
balanced generation and consumption of energy ensures energy sustainability [2,11,13].
Since decentralized renewable energy sources are widely used in micro-grids, achieving
a stable power balance is difficult [4]. Therefore, there is a more imminent need to find
a solution for the demand–supply balance, optimal management of energy, sustainable
development, and all the problems mentioned before. IoE is of great importance as a
future solution for the optimal management of energy production and consumption. IoE
provides access to large amounts of decentralized energy sources by considering micro-
grids as infrastructure in future energy systems. The purpose of this study is to identify the
infrastructure components to implement the new concept of IoE in Iran.
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The existing studies have presented concepts related to the IoE in a scattered manner.
Therefore, a comprehensive classification of the factors affecting this concept helps to
understand it correctly. On the other hand, rapid global and technological developments
in all areas such as IoE are inevitable. That is why future study approaches, including
scenario analysis, become more important. In order to use this approach, it is necessary to
identify the key drivers of that area so that future scenarios can be designed based on them,
as well as appropriate policies for each scenario. In addition to identifying and classifying
the components affecting IoE, the present study ranks them and determines the strategic
components that can be used as an input for future research.

The present study answers two basic questions: What are the fundamental components
in implementation of the concept of IoE? What are the key drivers of the implementation of
IoE concept? In response to these questions, in response to these questions, two approaches
of meta-synthesis and MICMAC analysis were used. In the first approach, after going
through the screening process of papers based on the Critical Appraisal Skills Program
(CASP), the number of relevant papers for review was determined. Then, based on the
review of research literature and library studies, a set of key parameters for the implemen-
tation of IoE were extracted in the form of main and sub-categories. At this stage, using
the MAXQDA software, the research parameters were coded and the frequency of each of
them was determined. In the next step, the validity of extracted parameters was measured
based on the opinions of ten experts. Having expertise and related education in the area
of IoE have been the two main factors in the selection of research experts. Finally, strate-
gic components were determined based on the Shannon entropy method and MICMAC
structural analysis.

2. Theoretical Foundations of Research

The term IoE was first coined in 2011 by renowned American researcher Jeremy Rifkin.
In his book, The Third Industrial Revolution, he points to the role of IoE in reducing fossil
fuel consumption, increasing the use of decentralized energy sources, and decreasing
environmental pollutions [14].

IoE combines the two concepts of the smart grid and Internet of Things (IoT). IoT is a
concept in which every object can be identified, accessed, and even remotely controlled
through the Internet and via the Internet Protocol (IP). This concept, based on smart grids,
has been developed and introduced to the scientific community as IoE [3,15]. IoE refers to
a robust understanding of IoT, big data, artificial intelligence technologies, and computing
capabilities in centralized and decentralized energy management systems with the aim of
optimizing the efficiency of existing energy infrastructure. It also facilitates coordination
between renewable energy sources, smart grids, micro-grids, electric vehicles, and control
centers, with the primary goal of improving efficiency, flexibility, and energy support [4,16].
In other words, IoE provides a real-time interface between the smart grid and a large set of
equipment, and by processing data and information, creates the capacity for optimal energy
production and storage while balancing energy production and consumption in the smart
grid [17]. IoE is a paradigm that transforms current grid systems from centralized and one-
way energy production to sustainable, flexible, efficient, reliable, and highly secure energy
girds [1]. Using IoE paradigm provides a complete set of benefits. First, with the balanced
effect of IP-based networking, it is possible to coordinate interactions with a large number
of ICT technologies. In addition, Machine-to-Machine (M2M) interactions decentralize
the control process, which in turn destroys the central communication network. Finally,
interactive communication is the key to success in the global free energy market [18].

The development of renewable energies, along with the growth of information and
communication technology, are the two driving and key elements in the field of IoE.
Therefore, IoE can be seen as an energy efficiency system that enables the distribution
of clean energy through systems of information and communication technology and can
be studied as a smart grid [7,19]. Smart energy control, energy security, demand-side
management of energy, increasing the use of renewable energies and their integration,
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reducing energy loss, reducing blackouts due to reduced energy production, the possibility
of real-time monitoring, reducing operating and maintenance costs, increasing energy
efficiency, system flattening, resource management, and self-organization are the main
benefits of IoE [2,4,5].

3. Empirical Foundations of Research

The concept of IoE has gained the attention of various sectors, including universities,
industries, and government departments [4]. For example, in the ARTEMIS IoE project
in Europe, 38 companies from 10 European countries are developing IoE technology by
focusing on Electric Mobility Infrastructure and smart grids [20]. In the United States,
the Center for Future Renewable Electric Energy Delivery and Management (FREEDM),
established by the National Science Foundation (NSF), has created new energy distribution
infrastructure with the ability to plug and play decentralized renewable energy sources. In
their view, IoE is considered a tool for flexible and automatic distribution of electricity [21].
In 2015, the President of China introduced IoE as a green solution to the global electricity
demands [22]. In the same year, China launched a project called the Global Energy Internet
(GEI), which works by developing smart grids to connect decentralized renewable energy
sources by exchanging their information over the Internet [8]. In 2016, as well, the Global
Energy Interconnection Development and Cooperation Organization (GEIDCO) in China
introduced IoE as a sustainable new source of energy [23].

Numerous studies have been conducted on the new concept of IoE and its application
in optimal energy management. Miglani et al. (2020) [4] introduced IoE as an essential
technology required in the energy sector to not only manage demand response and peer-
to-peer energy trading, but also provide smart grid security. In this study, the use of
blockchain technology in the context of IoE is considered an important tool in creating a
decentralized structure, countering cyber-attacks, and maintaining smart grid security.

Hossein Motlagh et al. (2020) [2] examined the widespread uses of IoT technology
in the energy sector (production, transmission, distribution, and consumption of energy).
They also offer blockchain technology as a solution to the challenges of IoE, such as privacy
and security.

Taghavi et al. (2021) [17], expressing the need for optimal energy management in
the country due to the increased likelihood of facing an energy crisis in the near future,
considered the new paradigm of IoE as a suitable solution and presented an IoE model for
optimal energy management.

Sani et al. (2019) [23] considered the structure of the existing smart grids in the
field of energy to be insufficient, and therefore proposed a cybersecurity structure for IoE.
This structure introduces an identity-security mechanism called “I-ICAAAN” (Integrity,
Confidentiality, Availability, Authorization, Authenticity, and Nonrepudiation), a secure
communication protocol and a smart security system for energy management. Such a
structure provides sufficient privacy and security for data and components of the network.
It defines IoE as a software platform for controlling, monitoring, and managing the entire
smart network through two-way interaction between all sources of energy production and
consumption.

Nguyen et al. (2018) [24] propose a building energy management system (BEMS)
based on IoE to manage issues such as large volumes of building energy data and energy
overload problems in the future. Based on the studies, the most important key components
for the implementation of IoE were identified as follows (Table 1).
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Table 1. Key components in implementation of IoE.

Axial Category Primary (Open) Code Sources

Rules and
regulations

Defining institutional rules and regulations related to the IoE, defining crimes and penalties
related to their violation [11,13,25–27]

Monitoring the proper implementation and enforcement of these laws [4,5,28]

Protecting intellectual property rights in the production and dissemination of information [8,9,12]

creating protection laws [29–33]

Creating the appropriate legal and political environment [34–36]

Having laws and policies related to information security on confidential data [11,12,21,23,33,36]

Having a regulatory system and defining its role [4,9,29,37]

Creating encouraging laws and documents to raise awareness [9,27,32]

Developing a national vision of the IoE [7–9,33,38,39]

Setting standards and the appropriate frameworks [9,20,35]

Facilitating insurance laws related to IoE entrepreneurs [30,32]

Facilitating cooperation rules of domestic and foreign companies in the field of IoE [7,13,21,23,38,40,41]

Individual and
human factors

Acceptance of changes and comprehensive participation in implementation and application [30,41,42]

Recognizing the technological capability and the capacity to benefit from new technologies [3,43,44]

Comprehending the technology’s usefulness [36,45]

Understanding the technology’s ease of application [36,45]

Recognizing the social consequences (social role) of technology [38,41,46]

Training and benefiting from experts in the field of the new technology [8,9,31,43]

Training and raising users’ awareness about security threats and vulnerabilities [11,12,47]

Financing

Gathering the required funds to invest in transformative energy and digital technologies [9,12,20,21,25,36,39,48]

Gathering the required funds for research and training of human resources [9,12,20,21,25,36,39]

Gathering the required funds for monitoring and maintenance [8,9,20,21,25,49]

Having a network economy [21,25,39,45,49]

Technological
infrastructure

Existence of powerful microprocessors and Internet servers in the country [8,23,30,32,38,43,50–53]

Bandwidth [4,8,29,32,36,38,42,49]

Free access of the final consumers to the Internet [5,8,17,23,33,54]

Online monitoring of energy consumption [3,5,17,24,33,54]

Optimization of energy production infrastructure [9,11,17,24,54]

Optimization of energy conversion mechanisms [12,17,37,51]

Systematic processes for energy distribution [5,9,17,25,38,48,55]

Communication between the energy supply and consumption chains [4,8,17,29,38,48]

Connection of various tools to the Internet [9,17,29,34,56]

Access to modern hardware equipment [5,12,17,23,25,38,40,42,52,54]

Existence of appropriate software infrastructure [5,12,17,23,25,38,40,42,52,54,57]

Possibility of storing data related to energy production and consumption [17,22,23,25,38,40,52]

Sharing information on units covered by energy consumption [11,17,25,42,58]

Standardization of required technologies (Localization) [2,4,25,27,30,34,46,58]

Technological integration [2,4,25,27,30,34,41,46,58]

Technical support and system monitoring [9,12,25,26,31,57]

Network control in a wide range [9,11–13,27,28,53]
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Table 1. Cont.

Axial Category Primary (Open) Code Sources

Cultural and
social factor

Awareness of the Internet culture and optimal energy management [6,8,21,40]

Exchanging information in society and raising public awareness [29,37,56]

Building trust in society and transparency in sharing data and information on
energy consumption [1,39,43,48]

Identifying new sources of awareness [4,29]

Paying attention to indigenous and social cultures [30,41,58]

Organizational interactions for integration of data and information [7,23,24,33,45]

Safety Factors

Existence of information security technologies to prevent cyber-attacks and hacker intrusions [7,23,33,36,40,48]

Data security, content protection, and prevention of forgery and misuse of
information sources [6,8,23,25,32,33]

Access to information and data based on roles and responsibilities [9,11,28,38]

Prevention of identity forgery or improper authentication, protection of the network against
the intrusion of unauthorized agents [9,11,23,28]

Continuous auditing and monitoring of security events [23,25,45]

Securing hardware and software equipment [4,9,11,23,33]

Technological
resources

Blockchain technology and decentralized governance [2–4,6,43,51,57]

Essential technologies for energy replacement [23,25,27,32,34,41,58]

Technology for storing energy (energy storage batteries) [4,9,26,33,57]

Smart technology of multi-energy (integration of various energy sectors) [1,28,38,41]

Multiple renewable energy sources alternatives [9,25–27,32,34,41,58]

Renewable energy production technologies [9,22,25–27,32,34,41,58]

Large-scale supply of renewable energies [6,37,52]

Smart technology of traffic and transportation networks [5,9]

Knowledge
resources

Knowledge and expertise in planning a wide range of Internet of Energy networks [11,45]

Domestic research and development [45]

Knowledge and expertise in the field of artificial intelligence [45]

Knowledge and expertise in information and communication technology [45]

International knowledge and expertise in sustainable development [45]

International knowledge and expertise in renewable energy [4,9]

International knowledge and expertise of IoT [29,31]

International energy management knowledge [4]

Maintenance knowledge and expertise [4]

Learning style

Learning by doing [5]

Learning by Interacting [5,9]

Learning by using [5,9]

Organizational science and technology system [20]

Management
factors

Required determination and commitment for implementation of the Internet of Energy on a
macro level

[6,11,12,15,17,21,22,25,33,35,42,
50]

The existence of a flat organizational structure [6,9,11,20,21,25,26,30]

Management of uncertainty [1,2,8,9,20,25,26,32,59]

Demand response management of consumers [9,20,24,25,35,49,53,60]

Consideration of risks associated with the implementation of new technologies [8,9,11,12,25,30,37,43,51–53]

Application of a whole system approach [1,4,11,21,24,27,28,30,37]

Strategic infrastructure planning (Strategic investments) [2,5,6,32,39,41,44,45,55,58]

Planning for energy management of smart homes [3,22,24,39,44,45,61]

Planning for energy management of smart cities [3,24,36,38,39,60,61]
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4. Research Method

The present study is practical in its purpose and descriptive-explorative in its method-
ology. In the first step of the research, the Sandelowski and Barroso method (2007) [62]
was used to identify the components of the implementation of the concept of IoE. Meta-
synthesis is a qualitative method based on a systematic review of literature to gain in-depth
knowledge of the phenomenon under study. With the expansion of research in various
fields of science and the confrontation of the scientific community with an explosion of in-
formation, researchers have, in practice, come to the conclusion that it is mostly not possible
to be aware, up-to-date, and a master in all aspects of a field. Therefore, synthesis methods
that offer the essence of research on a particular subject in a systematic and scientific way to
researchers have become increasingly popular (Tables S1 and S2). Meta-synthesis evaluates
other research; hence, it is called an evaluation of evaluations. Meta-synthesis is not merely
an integrated review of the literature, but an analysis of the findings of these studies [63].

In the second step of the research, a futuristic approach called structural analysis was
used. The potential of this method in using qualitative data along with quantitative data
has made it one of the most widely used methods in research about the future. In this
step, the matrix of analysis of the interaction of variables is completed by forming a panel
consisting of eight experts in the field of energy. Then, in the framework of MIKMAK
forecasting software, the influence and dependence (direct and indirect) of each variable
on others are measured and strategic or key driving variables are obtained. MIKMAK
software is one of the best software designed to implement structural analysis. The output
of the software, in the form of tables and graphs, can help in understanding the system
relationships and how they will work in future [64].

5. Research Findings
5.1. Meta-Synthesis

In this step, papers and studies conducted from 2010 to 2021 in the field of IoE were
studied and analyzed. The Web of Science, Science Direct, Google Scholar, Springer,
Emerald, ResearchGate, and Scopus databases were used to collect and categorize papers
based on content, using two keywords of “Internet of Energy” and “Energy Internet” in
the title; a total of 417 studies were found. Then, the process of reviewing papers, including
the title, abstract, content, and research methodology began, the purpose of which was
to exclude studies that were not relevant to the research questions. The review process is
summarized in Figure 1.

The next step was to evaluate the methodological quality of the research, which
aimed to eliminate studies in which the researcher did not trust the findings. The most
commonly used tool for assessing the quality of primary studies in qualitative research is
the Critical Appraisal Skills Program (CASP), which helps identify the accuracy, validity,
and importance of qualitative studies by asking ten questions. These questions focus on the
following: 1. Research objectives, 2. Methodological logic, 3. Research design, 4. Sampling
method, 5. Data collection, 6. Reflectivity, 7. Ethical considerations, 8. Accuracy of data
analysis, 9. Clarity of results and findings, and 10. Value of research [63].

In using this tool, studies were assigned a score of 1 to 5 on the above criteria after
being studied. Based on the 50-point scale of CASP, the researcher proposed a scoring
system according to Table 2 and categorized the studies based on their methodological
quality. Studies that scored below the “good” category (score 31) were excluded from
the project [65].

Table 2. Scoring system of the Critical Appraisal Skills Program (CASP).

Very Weak Weak Medium Good Very Good

0–11 11–20 21–30 31–40 41–50
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their meaning in terms of similar concepts, which helped identify the main components of
the research Table 1.
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Table 3. Cont.
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C09 3 4 3 3 2 3 5 4 3 2 32

C10 4 4 3 4 3 3 5 4 3 4 37

C11 2 4 3 2 3 3 5 4 2 3 31

C12 2 3 2 4 3 4 5 3 4 3 33

C13 2 3 4 4 3 2 5 4 3 2 32

C14 3 3 2 2 2 3 5 3 2 2 27

C15 3 4 4 3 4 4 5 4 4 3 38

C16 3 4 4 4 4 4 5 3 4 4 39

C17 4 3 3 3 3 4 5 4 4 4 37

C18 4 4 4 4 4 4 5 4 4 4 41

C19 4 4 4 4 3 4 5 4 4 4 40

C20 2 3 2 3 4 3 5 2 3 2 29

C21 3 4 3 4 4 3 5 4 4 3 37

C22 2 3 4 4 3 4 5 3 4 3 35

C23 5 5 4 5 4 4 5 5 4 4 45

C24 4 3 2 3 2 3 5 3 3 2 30

C25 4 4 4 3 4 4 5 4 3 4 39

C26 2 3 3 4 4 3 5 4 3 3 34

C27 3 3 4 2 3 3 5 2 3 2 30

C28 5 4 3 4 4 4 5 4 4 4 41

C29 5 4 4 4 4 4 5 4 4 4 42

C30 3 3 4 3 4 4 5 4 3 3 36

C31 5 5 4 4 4 4 5 4 4 4 43

C32 4 4 4 5 4 4 5 4 4 4 42

C33 4 4 3 4 4 3 5 4 4 4 39

C34 3 4 4 3 4 3 5 4 3 3 36

C35 4 4 4 4 3 4 5 4 3 3 38

C36 3 3 3 4 4 4 5 3 3 3 35

C37 4 4 3 3 3 4 5 4 3 4 37

C38 5 4 4 4 3 4 5 4 4 3 40

C39 4 4 4 4 4 4 5 4 4 4 41

C40 4 4 4 4 3 4 5 4 4 4 40

C41 2 3 2 3 4 3 5 2 3 2 29

C42 3 4 3 4 4 3 5 4 4 3 37

C43 2 3 4 4 3 4 5 3 4 3 35

C44 5 5 4 5 4 4 5 5 4 4 45

C45 4 3 2 3 2 3 5 3 3 2 30
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C46 4 4 4 3 4 4 5 4 3 4 39

C47 2 3 3 4 4 3 5 4 3 3 34

C48 3 3 4 2 3 3 5 2 3 2 30

C49 5 4 3 4 4 4 5 4 4 4 41

C50 4 4 3 4 4 4 5 3 3 4 38

C51 3 4 4 3 3 2 5 3 2 2 31

C52 3 3 4 2 4 3 5 4 5 4 37

C53 3 4 5 4 3 4 5 4 4 4 40

C54 5 4 4 3 4 4 5 3 4 3 39

C55 5 4 5 4 4 5 5 4 4 4 44

Table 4. List of papers evaluated using the Critical Assessment Skills Program (CASP).

Paper Code Title

C01 Delivering future-proof energy infrastructure

C02 Internet of Energy (IoE) and High-Renewables Electricity System Market Design

C03 Distributed network security framework of energy Internet based on Internet of Things

C04 Optimal energy management strategies for Energy Internet via deep reinforcement learning approach

C05 Design and optimization of integrated energy management network system based on Internet of
Things technology

C06 Blockchain for Internet of Energy management: Review, solutions, and challenges

C07 Does Internet development improve green total factor energy efficiency? Evidence from China

C08 Using the Internet of Things in smart energy systems and networks

C09 Research on the Medium and Long Term Development Framework of Smart Grid under the Background
of Energy Internet

C10 An Internet of Energy framework with distributed energy resources, prosumers and small-scale virtual power
plants: An overview

C11 Energy Internet—A New Driving Force for Sustainable Urban Development

C12 Energy aware smart city management system using data analytics and Internet of Things

C13 Energy management solutions in the Internet of Things applications: Technical analysis and
new research directions

C14 Entropy theory of distributed energy for Internet of Things

C15 Centralized, decentralized, and distributed control for Energy Internet

C16 Application and assessment of Internet of Things toward the sustainability of energy systems: Challenges
and issues

C17 Energy Internet in China

C18 Energy Internet—Towards Smart Grid 2.0

C19 An Internet of Things based energy efficiency monitoring and management system for machining workshop
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Table 4. Cont.

Paper Code Title

C20 Energy management based on Internet of Things: practices and framework for adoption in
production management

C21 Energy Internet blockchain technology

C22 Energy Management Strategies for RES-enabled Smart-grids empowered by an Internet of Things
(IOT) Architecture

C23 The Internet of Energy: Smart Sensor Networks and Big Data Management for Smart Grid

C24 Internet of Things Role in Renewable Energy Resources

C25 Optimal sharing energy of a complex of houses through energy trading in the Internet of Energy

C26 Does the Internet development affect energy and carbon emission performance?

C27 Digitalization and energy: How does Internet development affect China’s energy consumption?

C28 Dynamic assessment of Energy Internet’s emission reduction effect—a case study of Yanqing, Beijing

C29 An overview of “Energy + Internet” in China

C30 Energy Internet: The business perspective

C31 Modeling of the Internet of Energy (IoE) for Optimal Energy Management with an Interpretive Structural
Modeling (ISM) Approach

C32 Internet of Things (IOT) and the Energy Sector

C33 The Internet of Energy: A Web-Enabled Smart Grid System

C34 A Review of Internet of Energy Based Building Energy Management Systems: Issues and Recommendations

C35 Energy Management in Smart Cities Based on Internet of Things: Peak Demand Reduction and Energy Savings

C36 Towards an Internet of Energy

C37 Discussion on Energy Internet and Its Key Technology

C38 An integrated approach for multi-objective optimization and MCDM of Energy Internet under uncertainty

C39 A comprehensive review of Energy Internet: basic concept, operation and planning methods, and
research prospects

C40 Energy Harvesting for the Internet-of-Things: Measurements and Probability Models

C41 Cyber security framework for Internet of Things-based Energy Internet

C42 The Energy and Emergy of the Internet

C43 Optimal Charging Control of Energy Storage and Electric Vehicle of an Individual in the Internet of Energy
with Energy Trading

C44 Information and resource management systems for Internet of Things: Energy management, communication
protocols, and future applications

C45 Research on operation and management muti-node model of mega city Energy Internet

C46 Energy Internet forums as acceleration phase transition intermediaries

C47 Energy-Efficient Device Architecture and Technologies for the Internet of Everything

C48 Internet of Things for Modern Energy Systems: State-of-the-Art, Challenges, and Open Issues

C49 An Overview of Internet of Energy (IoE) Based Building Energy Management System

C50 Integration of electric vehicles and management in the Internet of Energy

C51 Green Energy Management of the Energy Internet Based on Service Composition Quality

C52 IoT Technologies for Augmented Human: a Survey

C53 The Development of the Energy Internet of Things in Energy Infrastructure

C54 Energy Internet and We-Energy

C55 Architecture of the Internet of Energy Network: An Application to Smart Grid Communications
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5.1.1. Analytical Quality Control

In qualitative research, the concept of trustworthiness is used instead of the concepts
of reliability and validity. In this regard, to control the extracted concepts, the coding of the
two researchers was compared. To evaluate the degree of agreement between two coders
(by two people or using two tools or at two different times) and, therefore, to evaluate
internal reliability, the Kappa interclass correlation was used in SPSS. The kappa index
value is calculated to be 0.87, which is in the range of excellent agreement (0.81–1) [66].

5.1.2. Shannon Entropy

The steps for data analysis based on the Shannon entropy method are as follows:

• First, the frequency of each of the identified indicators should be determined based on
content analysis:

• The desired frequency matrix should be normalized. For this purpose, the linear
normalization method is used (Equation (1)):

nij =
xij

∑ xij
(1)

• The entropy value of each indicator (Ej) is calculated based on Equation (3):

k =
1

Ln(a)
; a = Number of indicators (2)

Ej = −k ∑
[
nijLN

(
nij

)]
(3)

• The significance coefficient of each indicator must be calculated. Whatever Wj has a
higher value is more significant (Equation (4)):

Wj =
Ej

∑ Ej
(4)

To calculate the weight of each of the components, the total weight of its codes was
calculated, and the ranking took place based on the weights obtained in Table 5.

Table 5. Determining significance and emphasis of the studied research on the effective factors.
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Rules and
regulations

Defining institutional rules and regulations
related to the IoE, defining crimes and penalties
related to their violation

5 −0.0536 0.0122 0.0126 8

3

Monitoring the proper implementation and
enforcement of these laws 3 −0.0359 0.0081 0.0085 10

Protecting intellectual property rights in the
production and dissemination of information 3 −0.0359 0.0081 0.0085 10

Creating protection laws 5 −0.0536 0.0122 0.0126 8

Creating the appropriate legal and
political environment 4 −0.0451 0.0102 0.0106 9

Having laws and policies related to information
security on confidential data 6 −0.0617 0.0140 0.0145 7
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Having a regulatory system and defining its role 4 −0.0451 0.0102 0.0106 9

Creating encouraging laws and documents to
raise awareness 3 −0.0359 0.0081 0.0085 10

Developing a national vision of the IoE 6 −0.0617 0.0140 0.0145 7

Setting standards and the appropriate
frameworks 3 −0.0359 0.0081 0.0085 10

Facilitating insurance laws related to IoE
entrepreneurs 2 −0.0259 0.0059 0.0061 11

Facilitating cooperation rules of domestic and
foreign companies in the field of IoE 7 −0.0694 0.0157 0.0163 6

Individual
and human
factors

Acceptance of changes and comprehensive
participation in implementation and application 3 −0.0359 0.0081 0.0085 10

7

Recognizing the technological capability and the
capacity to benefit from new technologies 3 −0.0359 0.0081 0.0085 10

Comprehending the technology’s usefulness 2 −0.0259 0.0059 0.0061 11

Understanding the technology’s ease
of application 2 −0.0259 0.0059 0.0061 11

Recognizing the social consequences (social role)
of technology 3 −0.0359 0.0081 0.0085 10

Training and benefiting from experts in the field
of the new technology 4 −0.0451 0.0102 0.0106 9

Training and raising users’ awareness about
security threats and vulnerabilities 3 −0.0359 0.0081 0.0085 10

Financing

Gathering the required funds to invest in
transformative energy and digital technologies 8 −0.0767 0.0174 0.0181 5

6
Gathering the required funds for research and
training of human resources 7 −0.0694 0.0157 0.0163 6

Gathering the required funds for monitoring
and maintenance 6 −0.0617 0.0140 0.0145 7

Having a network economy 5 −0.0536 0.0122 0.0126 8

Technological
infrastructure

Existence of powerful microprocessors and
Internet servers in the country 10 −0.0904 0.0205 0.0213 3

1

Bandwidth 8 −0.0767 0.0174 0.0181 5

Free access of the final consumers to the Internet 6 −0.0617 0.0140 0.0145 7

Online monitoring of energy consumption 6 −0.0617 0.0140 0.0145 7

Optimization of energy production infrastructure 5 −0.0536 0.0122 0.0126 8

Optimization of energy conversion mechanisms 4 −0.0451 0.0102 0.0106 9

Systematic processes for energy distribution 7 −0.0694 0.0157 0.0163 6

Communication between the energy supply and
consumption chains 6 −0.0617 0.0140 0.0145 7

Connection of various tools to the Internet 7 −0.0694 0.0157 0.0163 6
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Access to modern hardware equipment 10 −0.0904 0.0205 0.0213 3

Existence of appropriate software infrastructure 11 −0.0969 0.0220 0.0228 2

Possibility of storing data related to energy
production and consumption 7 −0.0694 0.0157 0.0163 6

Sharing information on units covered by
energy consumption 5 −0.0536 0.0122 0.0126 8

Standardization of required
technologies (Localization) 8 −0.0767 0.0174 0.0181 5

Technological integration 9 −0.0837 0.0190 0.0197 4

Technical support and system monitoring 6 −0.0617 0.0140 0.0145 7

Network control in a wide range 7 −0.0694 0.0157 0.0163 6

Cultural and
social factors

Awareness of the Internet culture and optimal
energy management 4 −0.0451 0.0102 0.0106 9

7

Exchanging information in society and raising
public awareness 3 −0.0359 0.0081 0.0085 10

Building trust in society and transparency
in sharing data and information on
energy consumption

4 −0.0451 0.0102 0.0106 9

Identifying new sources of awareness 2 −0.0259 0.0059 0.0061 11

Paying attention to indigenous and social cultures 3 −0.0359 0.0081 0.0085 10

Organizational interactions for integration of data
and information 5 −0.0536 0.0122 0.0126 8

Safety factors

Existence of information security technologies to
prevent cyber-attacks and hacker intrusions 6 −0.0617 0.0140 0.0145 7

5

Data security, content protection, and prevention
of forgery and misuse of information sources 6 −0.0617 0.0140 0.0145 7

Access to information and data based on roles
and responsibilities 4 −0.0451 0.0102 0.0106 9

Prevention of identity forgery or improper
authentication, protection of the network against
the intrusion of unauthorized agents

4 −0.0451 0.0102 0.0106 9

Continuous auditing and monitoring of
security events 3 −0.0359 0.0081 0.0085 10

Securing hardware and software equipment 5 −0.0536 0.0122 0.0126 8

Technological
resources

Blockchain technology and decentralized
governance 7 −0.0694 0.0157 0.0163 6

4

Essential technologies for energy replacement 6 −0.0617 0.0140 0.0145 7

Technology for storing energy (energy storage
batteries) 5 −0.0536 0.0122 0.0126 8

Smart technology of multi-energy (integration of
various energy sectors) 4 −0.0451 0.0102 0.0106 9

Multiple renewable energy sources alternatives 8 −0.0767 0.0174 0.0181 5
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Renewable energy production technologies 9 −0.0837 0.0190 0.0197 4

Large-scale supply of renewable energies 3 −0.0359 0.0081 0.0085 10

Smart technology of traffic and
transportation networks 2 −0.0259 0.0059 0.0061 11

Knowledge
resources

Knowledge and expertise in planning a wide
range of Internet of Energy networks 2 −0.0259 0.0059 0.0061 11

8

Domestic research and development 1 −0.0146 0.0033 0.0034 12

Knowledge and expertise in the field of
artificial intelligence 1 −0.0146 0.0033 0.0034 12

Knowledge and expertise in information and
communication technology 1 −0.0146 0.0033 0.0034 12

International knowledge and expertise in
sustainable development 1 −0.0146 0.0033 0.0034 12

International knowledge and expertise in
renewable energy 2 −0.0259 0.0059 0.0061 11

International knowledge and expertise of IoT 2 −0.0259 0.0059 0.0061 11

International energy management knowledge 1 −0.0146 0.0033 0.0034 12

Maintenance knowledge and expertise 1 −0.0146 0.0033 0.0034 12

Learning style

Learning by doing 1 −0.0146 0.0033 0.0034 12

9
Learning by Interacting 2 −0.0259 0.0059 0.0061 11

Learning by using 2 −0.0259 0.0059 0.0061 11

Organizational science and technology system 1 −0.0146 0.0033 0.0034 12

Management
factors

Required determination and commitment for
implementation of the Internet of Energy on a
macro level

12 −0.1032 0.0234 0.0243 1

2

The existence of a flat organizational structure 8 −0.0767 0.0174 0.0181 8

Management of uncertainty 9 −0.0837 0.0190 0.0197 5

Demand response management of consumers 8 −0.0767 0.0174 0.0181 5

Consideration of risks associated with the
implementation of new technologies 11 −0.0969 0.0220 0.0228 2

Application of a whole system approach 9 −0.0837 0.0190 0.0197 4

Strategic infrastructure planning
(Strategic investments) 10 −0.0904 0.0205 0.0213 3

Planning for energy management of smart homes 7 −0.0694 0.0157 0.0163 6

Planning for energy management of smart cities 7 −0.0694 0.0157 0.0163 6

5.2. Structural Analysis Using MICMAK Software

In this step, the ten components extracted in the previous step are placed in a 10 by
10 matrix and evaluated, based on the opinion of experts, by being assigned numbers
between 0–3 in accordance with Table 6. The final availability matrix after expert scores
is shown in Figure 2. Based on the findings obtained from Table 7, it can be said that the
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matrix filling index is 88%, which indicates the high degree of connectivity and influence
of the identified variables with and on each other.

Table 6. Evaluation table of relationships between variables.

Effectless Low Effect Medium Effect High Effect

Zero One Two Three
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Table 7. Preliminary analysis of interaction matrix.

Indicators Matrix
Size

Number of
Iterations

Number of
Zeros

Number of
Ones

Number of
Twos

Number of
Threes Total Fillrate

Values 10 2 12 39 40 9 88 88%

5.2.1. Determining the Degree of Direct Influence and Dependence of Components

Based on the matrix of direct effects, the sum of rows and columns of the matrix
indicates the degree of influence and dependence of the components, respectively. As can
be seen in Table 8, the component of management factors has the greatest influence on
other factors, and the components of laws and regulations and technological infrastructure
come in second and third places. Based on the software results on the level of dependence,
the component of technological infrastructure has been dependent on other components
the most; management factors and security factors come in second and third in terms
of dependence.

Table 8. The degree of direct influence and dependence of components.

Rank Components Influence Components Dependence

1 Management Factors 19 Technological Infrastructure 18

2 Rules 18 Management Factors 18

3 Technological Infrastructure 17 Security Factors 17

4 Individual and Human Factors 15 Knowledge Resources 16

5 Financing 15 Financing 15

6 Security Factors 13 Cultural and Social Factors 14

7 Technological Resources 13 Technological Resources 14

8 Knowledge Resources 13 Learning Style 14

9 Cultural and Social Factors 12 Individual and Human Factors 11

10 Learning Style 11 Rules 9

Totals 146 Totals 146
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5.2.2. Location of Components in the Zones of the Influence and Dependence Map

Variables are divided into four types based on their location in one of the four areas of
the influence-dependence map Figure 3:

(1) Zone (1) components (linkage or strategic variables): These components have two com-
mon characteristics of high degrees of influence and dependence, and any small
change in these components will cause fundamental changes in the system. Based
on the output of MICMAK software, components of technological infrastructure and
management factors are located in this area.

(2) Zone (2) components (influential variables): Zone 2 components influence the system
more than they are dependent on it. The rules and regulations component is located
in this area.

(3) Zone (3) components (Independent variables): The components of this zone have, on
average, lower degrees of influence and dependence. A change in these variables does
not cause a serious change in the system. Individual and human factors fall within
this zone.

(4) Zone (4) components (dependent variables): The components of this zone have little
influence on the system and are themselves subject to changes in other variables.
The components in this zone include financing, technological resources, knowledge
resources, security factors, cultural and social factors, and learning style.
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5.2.3. Analyzing the Graph of Influence

The graph of influence shows the relationships between the components and how
they influence each other. This graph is shown in the form of red and blue lines, the end of
which is shown by an arrow and indicates the direction of the component’s influence. Red
lines indicate strong influence of factors on each other and blue lines, with differences in
thickness, showing moderate to weak relationships (Figure 4).

The status of relationships in the graph of influence indicates that the variables of
management factors, laws and regulations, and technological infrastructure have been the
source of the most severe influences and increased their role in the system. Management
factors, technological infrastructure, and security factors are also strongly influenced by
other components of the system. Table 9 shows the share of each component in influence
and dependence and Figure 5 shows the movement of each component.



Sustainability 2022, 14, 13180 18 of 23

Sustainability 2022, 14, x FOR PEER REVIEW 17 of 22 
 

 

components in this zone include financing, technological resources, knowledge re-
sources, security factors, cultural and social factors, and learning style. 

 
Figure 3. Diagram of system stability/instability 

5.2.3. Analyzing the Graph of Influence 
The graph of influence shows the relationships between the components and how 

they influence each other. This graph is shown in the form of red and blue lines, the end 
of which is shown by an arrow and indicates the direction of the component’s influence. 
Red lines indicate strong influence of factors on each other and blue lines, with differences 
in thickness, showing moderate to weak relationships (Figure 4). 

 
Figure 4. The influence cycle graph. Figure 4. The influence cycle graph.

Sustainability 2022, 14, x FOR PEER REVIEW 18 of 22 
 

 

The status of relationships in the graph of influence indicates that the variables of 
management factors, laws and regulations, and technological infrastructure have been the 
source of the most severe influences and increased their role in the system. Management 
factors, technological infrastructure, and security factors are also strongly influenced by 
other components of the system. Table 9 shows the share of each component in influence 
and dependence and Figure 5 shows the movement of each component. 

Table 9. Arrangement of components with the largest contribution to direct influence and depend-
ence. 

R
an

k 

La
be

l 

D
ir

ec
t I

nf
lu

en
ce

 

La
be

l 

D
ir

ec
t  

D
ep

en
de

nc
e 

La
be

l 

In
di

re
ct

 in
fl

ue
nc

e 

La
be

l 

In
di

re
ct

 
D

ep
en

de
nc

e 

1 MF 1301 TI 1232 MF 1268 TI 1224 
2 Ru 1232 MF 1232 Ru 1239 MF 1181 
3 TI 1164 SF 1164 TI 1128 SF 1139 
4 IHF 1027 KR 1095 FI 1031 KR 1082 
5 FI 1027 FI 1027 IHF 1004 FI 1005 
6 SF 890 CSF 958 SF 921 TR 1000 
7 TR 890 TR 958 TR 894 LS 965 
8 KR 890 LS 958 KR 883 CSF 964 
9 CSF 821 IHF 753 CSF 857 IHF 782 
10 LS 753 Ru 616 LS 769 Ru 653 

 
Figure 5. Movement of components in direct and indirect influence and dependence. 

6. Discussion and Conclusions 
The Internet of Energy (IoE) technology as a novel solution has changed the methods 

of production, transmission, and consumption of energy and has affected human life. IoE 
plays an essential role as an efficient tool to increase energy efficiency, recover the econ-
omy of energy and sustainable development. In order to answer the research questions, 

Figure 5. Movement of components in direct and indirect influence and dependence.



Sustainability 2022, 14, 13180 19 of 23

Table 9. Arrangement of components with the largest contribution to direct influence and dependence.

Rank Label Direct
Influence Label Direct

Dependence Label Indirect
Influence Label Indirect

Dependence

1 MF 1301 TI 1232 MF 1268 TI 1224

2 Ru 1232 MF 1232 Ru 1239 MF 1181

3 TI 1164 SF 1164 TI 1128 SF 1139

4 IHF 1027 KR 1095 FI 1031 KR 1082

5 FI 1027 FI 1027 IHF 1004 FI 1005

6 SF 890 CSF 958 SF 921 TR 1000

7 TR 890 TR 958 TR 894 LS 965

8 KR 890 LS 958 KR 883 CSF 964

9 CSF 821 IHF 753 CSF 857 IHF 782

10 LS 753 Ru 616 LS 769 Ru 653

6. Discussion and Conclusions

The Internet of Energy (IoE) technology as a novel solution has changed the meth-
ods of production, transmission, and consumption of energy and has affected human
life. IoE plays an essential role as an efficient tool to increase energy efficiency, recover
the economy of energy and sustainable development. In order to answer the research
questions, two approaches of meta-synthesis and MICMAC analysis were used. First,
after the screening process of papers based on Critical Appraisal Skills Program (CASP),
relevant papers were identified and carefully reviewed. Then, the research parameters were
coded using MAXQDA software to determine their frequency and classification. The kappa
coefficient is a statistic in qualitative research that shows the robustness of the methodology
by measuring the agreement of experts on the extracted codes. In this research, the Kappa
coefficient value is 0.87, which is in the excellent range and indicates the reliability of the
method. There is also a consensus among experts in the field of IoE about the research
parameters. In the next step, the importance of each component was determined using
the Shannon entropy and MICMAC structural analysis methods. In the Shannon entropy
method, based on the frequency of components and calculating the significance coefficient
for each of them, the components can be ranked. In the MICMAK structural analysis
method, the influence and dependence levels of the components were obtained, which
resulted in determining the strategic components that have the largest share in influence
and dependence. In other words, the accuracy of the results can be ensured by comparing
the results obtained from the Shannon entropy and MICMAK structural analysis methods.
The results show that 82 indicators under the umbrella of ten axial components are involved
in the implementation of IoE: rules and regulations, individual and human factors, financ-
ing, technological infrastructure, cultural and social factors, security factors, technological
resources, knowledge resources, learning style, and managerial factors. In the Shannon
entropy method, technological infrastructure (1), management factors (2), rules and regula-
tions (3), technological resources (4), security factors (5), financing (6), cultural and social
factors and individual and human factors (7), knowledge resources (8), and learning style
(9) are the most significant, respectively. In MICMAK structural analysis, the components
of management factors (1), technological infrastructure (2), security factors and financing
(3), knowledge resources (4), rules and regulations and technological resources (5), cultural
and social factors and individual and human factors (6), and learning style (7) have the
largest share in influence and dependence, respectively. Conclusion: The two components
of management factors and technological infrastructure are the most important in both
methods and can be considered as key and strategic components, which is consistent
with the findings of researchers, such as Taghavi et al., 2021 [17]; Miglani et al., 2020 [4];
Hua et al., 2019 [5]; Qiu et al., 2019 [19]; Sun, 2019 [45]; Lombardi et al., 2018 [47]; and
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Town et al., 2018 [38]. On the other hand, individual and human factors and cultural and
social factors together are of equal importance, which is in accordance with the findings
of Umer et al., 2019 [46]; Pirmagomedov and Koucheryavy, 2019 [36]; and Mahapatra,
2018 [41]. In both methods, the learning style has less priority.

One of the important points in qualitative research is that the basis of such research
is the opinions of experts. Undoubtedly, the emergence of new studies in the area of IoE
introduce new parameters that keep the way open for future research.

Today, Scenario-Based Strategic Planning (SBSP) is one of the most important and key
tools in the field of future studies that has attracted the attention of many researchers. SBSP
outlines a more realistic future for individuals and helps them make future decisions. The
use of this tool requires the identification of key drivers in the subject under study. The
output of this research can be a good criterion for future works of researchers. Therefore, it
is suggested that researchers use the results of this study on the subject of future studies
regarding the IoE. Blockchain technology is another emerging technology that is influential
in various fields such as energy. In their study, Azizi et al. (2021) [67] mentioned the use of
Internet of Things (IoT) and blockchain in the smart supply chain. In addition, as another
suggestion to researchers, studying the application of blockchain technology in the field of
IoE is another interesting topic that can pave the way for future research.

Supplementary Materials: The following supporting information can be downloaded at: https:
//www.mdpi.com/article/10.3390/su142013180/s1, Figure S1: PRISMA 2020 flow diagram for
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