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Abstract. Organizations nowadays rely on software-intensive systems to support their operations, and threat actors are always
in search of vulnerable points within such systems. Effective identification of vulnerabilities within the source code of these
systems can significantly enhance overall security. In this regard, Al-based techniques are being taken widely into consideration,
but their effectiveness is highly dependent on the size of the source code data and high-quality datasets. Most of these techniques
lack contextual information while processing the data, hence adding challenges in a resource-constrained environment. Addi-
tionally, most Al models are intrinsically black box in nature, which further makes the internal mechanism of the model and the
decision-making process difficult to comprehend. In this context, the presented work contributes towards this direction and
develops a novel hybrid framework using LLM model based on CodeBERT with the integration of fine-tuning and Model-
Agnostic Meta-Learning for performing effective vulnerability detection using few data instances. This allows few-shot learning
of the model in adapting to new vulnerability detection tasks and maintaining high performance on the known cases. Moreover,
the black-box nature of traditional Al-based vulnerability detection models is also addressed using advanced Explainable Al
(XAI) techniques. Additionally, the framework leverages four dimensions of XAl to enhance interpretability: attention mecha-
nisms, layer-wise analysis, feature contribution, and model confidence scores. Finally, an experiment is performed to demon-
strate the effectiveness of the framework for vulnerability detection and explaining the decision-making. The result demonstrates
a steady decrease in meta-loss from 0.45 to 0.14, accompanied by an increase in support accuracy from 85.2% to 92.5% and
query accuracy from 88.1% to 95.7%. These findings establish the proposed framework as a robust and interpretable solution
for vulnerability detection and management.
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1. Introduction

The frequency and sophistication of software vul-
nerabilities have increased each day, posing signifi-
cant threats to software-intensive systems. According
to the report by the National Vulnerability Database,
there were over 28,000 vulnerabilities disclosed in the

year 2023 alone, following their continued increase in
the earlier years [1]. This increasing number high-
lights the necessity of detecting vulnerabilities
promptly and accurately from the software system, as
they frequently stay concealed within intricate code-
bases. Al-based traditional vulnerability detection
techniques are promising yet suffer from limitations
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due to the inability to train effectively with limited and
diverse data. These techniques also depend much on
labelled data and contextual information about the ap-
plication for the model outcome [2]. In this regard,
LLMs have proven to be a revolutionary solution for
detecting vulnerabilities, as they utilize pre-training on
diversified datasets composed of a wide variety of pro-
gramming languages and styles, enabling them to ob-
tain contextual information about the application. This
enables LLMs to demonstrate a strong understanding
of both syntactic and semantic nuances in source code
and to identify intricate vulnerabilities [3]. This is pos-
sible in LLM by understanding the dependencies
among various parts of a codebase and, hence, finding
vulnerabilities due to improper interactions between
components, such as flawed function usage or variable
handling across files. However, due to the parameters
and multiple layers in LLMs, it is not possible to un-
derstand how these models arrive at their predictions,
a concern in high-stakes applications like cybersecu-
rity [4]. This opacity can result in a lack of trust by
stakeholders, including developers, security analysts,
and organizations that use these tools for the detection
of vulnerabilities. The existing contribution focuses on
various Al models for vulnerability detection; how-
ever, lack of focus on the interpretability and explain-
ability of the model decision-making [5-7]. Only a few
works consider systemic architecture that combines
distinct phases of the model implementation, over-
looking the explainability of the model decision-mak-
ing.

The novel contribution of this research is the LLM
model based on CodeBERT hybrid framework that in-
tegrates fine-tuning with Model-Agnostic Meta-
Learning (MAML) for effective vulnerability detec-
tion with limited data instances. The framework incor-
porates robust Explainable AI (XAI) techniques to

provide insights into the decision-making of the model,

thereby enhancing trust and interpretability in the vul-
nerability detection process. This hybrid framework
approach addresses critical challenges in software vul-
nerability detection by easily adapting to new and di-
versified vulnerability patterns with minimum labeled
data. By leveraging MAML, the model acquires the
ability to generalize from limited data, which greatly
reduces overhead in the collection of the dataset and
its retraining while guaranteeing faster deployment by
improving adaptability [8]. This research makes three
major contributions.
e Firstly, the work introduces a CodeBERT-based hy-
brid framework that leverages both fine-tuning and
MAML to develop context-specific adaptable

models. By utilizing these techniques, the frame-
work tackles the issue of limited labelled datasets,
which is often encountered in vulnerability detection
within source code. In our previous work, we fine-
tuned CodeBERT successfully for specific tasks but
were not able to use MAML because of its complex-
ity [18]. This paper overcomes those challenges,
successfully embedding MAML into the framework.
With MAML's few-shot learning ability, the model
can quickly adapt itself to new vulnerability patterns
using a small labelled dataset, making it effective,
especially in scenarios with sparse annotation. This
ensures that the model is not only well-trained but
also effective in the task of vulnerability detection
for large and complex codebases. This hybrid ap-
proach reduces the computational overhead yet re-
tains high accuracy, suitable for resource-con-
strained environments. Finally, fine-tuning and
MAML integration encourage robustness, ensuring
that the model is resilient to noisy or incomplete data,
which are common in real-world scenarios. The
framework further enhances the detection capabili-
ties through a number of architectural innovations,
including a multi-head attention mechanism, bi-di-
rectional LSTM layers, and an uncertainty quantifi-
cation module. This not only enables the model to
capture complex patterns and long-range dependen-
cies in source code but also provides robust support
for decisions.

The framework incorporates robust XAl practices to
explain the model outcomes from a holistic aspect.
XAl principles are integrated into the framework to
ensure interpretability and reliability of the detection
process by leveraging four dimensions: attention
mechanisms, layer-wise analysis, feature contribu-
tion, and model confidence scores using techniques
such as SHAP, LIME, and heatmap. Furthermore,
the confidence scores will empower the developers
to interpret and act upon the results with greater con-
fidence. XAl enhances the ability of this framework
to detect potential biases or anomalies in predictions
for a fairer and more reliable system. Further, the ex-
planations provided by XAI give confidence to
stakeholders, since the decision process is now un-
derstandable and compliant with the organizational
standards.

Finally, the framework is validated through an ex-
tensive experiment. The comprehensive testing
proves that the system can detect and classify vul-
nerabilities efficiently under dynamic and fast-
evolving threat landscapes. The result demonstrates
a steady decrease in meta loss from 0.45 in the first



epoch to 0.14 in the fifth, while the support accuracy
increases from 85.2% to 92.5% and query accuracy
from 88.1% to 95.7%. This showcases the model’s
ability to adapt, reduce the error, and predict cor-
rectly with a higher probability. Moreover, advanced
XAI techniques based on attention mechanisms,
layer-by-layer analysis, and feature contribution
evaluations are integrated into the framework to en-
sure trust and interpretability, further increasing its
reliability and trustworthiness for the stakeholders.
Key features identified with SHAP and LIME in-
clude tokens like "static," "int," "size t," and
"struct," which have a positive impact on predictions
for certain classes, while terms like "header len,"
"sockaddr x25," and "skb" have a negative impact,
which provides insight into the patterns the model
associates with each class.

2. Related works

2.1. Vulnerability detection using fine-tuned and few-
shot learning

In the fast-evolving domain of LLM, adapting mod-
els to diverse tasks with limited labelled data has be-
come a critical challenge. Techniques like fine-tuning
and Model-Agnostic Meta-Learning (MAML) have
emerged as strong solutions that allow pre-trained
models to generalize across tasks and domains effec-
tively. Recent research highlights the integration of
fine-tuning and MAML to enhance information ex-
traction (IE) tasks, such as Named Entity Recognition
(NER) and Relation Extraction (RE), particularly in
data-scarce scenarios [9]. Fine-tuning adapts pre-
trained models to specific tasks, improving perfor-
mance with minimal labelled data, while MAML op-
timizes model initialization for rapid adaptation
through few-shot learning. This combination enables
effective generalization across diverse datasets and
domains, dealing with problems such as few labelled
data and task diversity. The notable frameworks based
on these techniques are MsFNER, MICRE, and
MAML-en-LLM. MsFNER [5] uses MAML in train-
ing for the goal of optimization of initialization to-
wards the entity span detection and classification mod-
els for fast adaptation to new tasks and fine-tuning for
domain-specific refinement that has shown robust per-
formance on complex datasets. Similarly, MICRE in-
tegrates meta in-context learning and fine-tuning into
an approach to enhance relation extraction under zero-
shot and few-shot learning scenarios [6]. MAML
meta-trains LLMs for fast adaptation toward unseen

tasks, while fine-tuning of the model during inference
refines model performance and enhances the results in
both relation classification and relational triple extrac-
tion [7]. In addition, the MAML-en-LLM framework
further integrates MAML with fine-tuning to improve
the in-context learning of LLMs. In particular,
MAML-en-LLM employs a two-step optimization
process involving inner-loop task adaptation and
outer-loop meta-parameter updates, further comple-
mented by fine-tuning on diverse task exemplars. This
enables MAML-en-LLM to have the best adaptability,
efficiency, and accuracy across domains compared to
competing approaches such as MetalCL. Furthermore,
the paper by [9] considers ML models such as linear
regression, decision tree, and random forest to predict
the vulnerability exploitation using the base metrics of
the CVSS for secure healthcare supply chain service
delivery. The result from the experiment shows 63%
accuracy considering the CVE dataset. Also, the paper
by [10] adopts Natural Language Processing (NLP) to
extract useful threat information specific to assets
from text that contains security-related information.
Besides, these frameworks identify that high-quality
data plays a significant role in robust and reliable LLM
performance, specifically for applications like vulner-
ability detection [11]. Pretraining on large, high-qual-
ity datasets allows LLMs to learn patterns, semantics,
and contextual relationships effectively. This helps to
ensure adaptability and generalization of LLMs in
real-world applications, including those for critical do-
mains such as disaster response and medical diagnos-
tics [12].

2.2. Explainable Al in the context of LLM

The increasing presence of LLMs across diverse
domains makes the integration of XAl imperative for
reasons of transparency, trust, and usability. Recent
studies focus on Usable XAI, underlining that it is
about improving LLMs with explainability and taking
advantage of the human-like reasoning and synthesis
of knowledge from LLMs to improve XAl's usability
[13]. Various techniques, including attribution-based
explanations, knowledge-augmented prompting, and
training data augmentation, have been proposed to
bridge the gap between technical explainability and
practical usability. Advanced methods include causal
explainability with counterfactuals and feature extrac-
tion for decision explanation, which aim to provide se-
mantic fidelity and deeper insights into model behav-
ior, aligning Al systems with human expectations [14].
Complementing these developments, domain-specific



applications, such as "x-[plAIn]," a domain-specific
GPT-based LLM, make XAI accessible to wide clas-
ses of users by simplifying complex methods like
LIME, SHAP, and Grad-CAM [15]. Specific domain
applications, such as financial cybercrime detection
using Graph Neural Networks (GNNs) and LLMs, fur-
ther illustrate the practical value of XAl by integrating
narrative generation, anomaly detection, and embed-
ding-based insights to streamline investigative pro-
cesses [16]. Similarly, for cybersecurity, embedding
SHAP values with the LLMs in intrusion detection
systems allows one to understand exactly where fea-
ture contribution is coming from and aids in trust prob-
lems with users [17]. This and other similar advances
—an example being high accuracy with a BERT-
based model for source code vulnerabilities—empha-
size the very need for explainability as an ingredient
of trustworthy Al, something fully aligned with world-
wide regulations in this direction, such as the EU Al
Act [18]. Together, these efforts showcase the poten-
tial of XAI to enhance transparency, interpretability,
and usability across diverse Al applications.

In summary, fine-tuning and MAML have shown
promising integration in solving the challenges of
adapting LLMs to diverse tasks, especially for mini-
mal data. With high-quality data supporting such ap-
proaches, robust generalization and improved perfor-
mance can be achieved in critical domains such as cy-
bersecurity, disaster response, and medical diagnosis.
Besides, the adoption of XAI techniques like SHAP,
LIME, and counterfactuals allows the establishment of
transparency, trust, and usability in Al systems to meet
global regulatory standards. However, most of the
XAl practices are still limited to a few available tech-
niques, which require further innovation to bridge the
gap between model performance and explainability.

3. Proposed Framework

The proposed framework is detailed in this section,
including the hybrid LLM framework, system archi-
tecture, and Explainable Al, for effective vulnerability
detection and explaining decision-making. In the hy-
brid approach, CodeBERT is integrated with fine-tun-
ing and task-conditioned Model-Agnostic Meta-
Learning (MAML) in a novel way, allowing the model
to adapt dynamically to new vulnerability patterns
while still showing impressive performance on the
known cases. The methodology is thus embedded in
the Al life cycle, from data preprocessing and model
training to model evaluation. Each of these steps in the

life cycle is towards better accuracy, adaptability, and
efficiency consideration with challenges such as com-
putation resource constraints and unavailability of di-
verse and high-quality data. Finally, XAI techniques
are integrated into the approach to provide a detailed
understanding of the decision-making process with in-
sights on how vulnerabilities are identified.

3.1. Hybrid Approach

The proposed hybrid approach aims to address the
challenge of high-quality diverse training data con-
straints to reach an optimal level of performance in the
outcome model. We perform a hybrid-based approach
applying the CodeBERT LLM model together with
fine-tuning and Model-Agnostic Meta-Learning
(MAML). The reason for choosing CodeBERT is due
to its specialization in code representation. It is a trans-
former-based model designed to especially understand
natural language (NL) and programming language
(PL) representations. It takes its architecture from
BERT and is pre-trained over a large corpus of paired
NL-PL data, aiming to capture the relations between
code and its natural language description [20]. This
makes CodeBERT highly suitable for tasks such as
code summarization, code search, and code comple-
tion—bridging the gap between human-readable text
and machine code [21]. With this capability, it pro-
vides impressive performance in code-related tasks,
enabling the hybrid approach to support context-spe-
cific adaptation and understanding of the code with
low data requirements. To further improve adaptation
in low-data settings, we incorporate Model-Agnostic
Meta-Learning (MAML) into the approach. MAML is
a meta-learning algorithm that would optimize the
model's initial parameters to let it be applied under
new tasks using minimal datasets [7]. Combining the
strengths of fine-tuned CodeBERT and MAML, our
hybrid framework supports efficient and context-spe-
cific learning and processing of source code in re-
source-constrained environments. This collaboration
allows for excellent performance even with a small
amount of labeled data while taking advantage of the
specialized features of CodeBERT. This optimization
in MAML is based on a two-step process, leading to
an inner loop for task-specific updates and an outer
loop for meta-learning, shown mathematically in
Equation 1. Using the capabilities of meta-learning in
MAML, the model rapidly adapts to new tasks with
small-sized labeled data and significantly reduces the
dependence on large, diversified datasets [22]. Hybrid
integration maintains a strong balance between



generalization and task-specific performance, which is
effective in domains where code patterns show high
variability. In addition, fine-tuned CodeBERT gives
rise to improved accuracy and understanding of these
complex code-related tasks for a more accurate and
dependable result.

0 represents the initial model parameters,

Diii and D?i are the support and query datasets for task
T;

a is the learning rate for the inner loop task-specific
updates, and

@' are the task-adapted parameters.
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Fig. 1: Integration of MAML with CodeBERT

Figure 1 illustrates the hybrid approach of CodeBERT
that integrates fine-tuning and MAML with few-shot
learning. The process first begins with CodeBERT,
which captures the semantic relationship between nat-
ural language and code. It is quite effective for a series
of tasks, such as code summarization, code retrieval,
and vulnerability detection. This pre-trained model is
used as a basis for the hybrid to provide a good initial-
ization of parameters 6 that can be fine-tuned and
adapted to a specific task. During fine-tuning, the pre-
trained CodeBERT is adapted to task-specific require-
ments with the help of labelled datasets; hence, the
model generalizes its representations toward a partic-
ular context of the task. Now, the model gets exposed
to task-relevant data, for example, code summariza-
tion datasets or software vulnerability datasets, to spe-
cialize their understanding. Using standard gradient-
based optimization methods, the model's weights 0 are
iteratively updated to minimize the task-specific loss
function, ensuring that it better captures the nuance of
the application. The fine-tuned weights 0 jointly gen-
erated during this process play the role of a strong in-
itialization for the following few-shot learning phase,
which contains additional task adaptation. The few-
shot learning process can be further decomposed into
two critical loops, the inner loop and the outer loop.
In the inner loop, the model adapts its fine-tuned
parameters 6 to individual tasks using small, labeled
support datasets Dfi from new tasks. Task-specific

gradient updates are performed according to 6; =
0 — aVy L(6, D%i) , where o is the learning rate.
These updates allow the model to specialize its param-
eters (0;) for the current task while ensuring efficient
adaptation.

The outer loop, the meta-parameters 6 are opti-
mized across multiple tasks by evaluating the task-
specific updates (6; ) on query datasets Dgi using the
update rule 6 « 6 — BVy X7, L( 9{,D%), where B is
the meta-learning rate. This ensures that the initializa-
tion remains general enough to quickly adapt to a wide
range of tasks with minimal task-specific updates in
the inner loop. By combining these two loops, MAML
optimizes the meta-parameters (8) for efficient and
effective adaptation to new, unseen tasks, even in low-
data settings.

3.2. Explainability in LLM

Large Language Models (LLMs) including BERT,
and CodeBERT, are powerful tools capable of gener-
ating text, making predictions, and answering queries
using vast amounts of training data. However, these
models are black boxes in nature, making it difficult
to understand how they generate their outputs [23].
Lack of transparency may cause problems regarding
trust, especially in high-stakes domains such as
healthcare, finance, or legal, where decisions sup-
ported by the output of LLM might have grave conse-
quences. For example, an LLM-based system detects
cybersecurity threats like phishing emails or malware.




It could flag a legitimate financial email as phishing
and block it, or it might fail to recognize a spear-phish-
ing attempt and compromise the network. This implies
that, within this framework, XAl is necessary in help-
ing to make the inner mechanisms of LLMs transpar-
ent and interpretable. By offering insights into how the
model arrives at its conclusion, XAl builds up the trust
and confidence of its users. The application of XAl on
LLMs differs from its application on more conven-
tional models such as decision trees or neural net-
works [24]. Unlike structured data models, LLMs op-
erate on unstructured text, which makes their decision-
making processes inherently more complex. The bal-
anced approach that XAl advocates in LLMs goes be-
yond mere performance metrics [23]. This is para-
mount in a time when Al models are being deployed
to sensitive domains, where the implications of incor-
rect or biased outputs could be grave. The uniqueness
of XAI in LLMs is that it promotes a holistic view—
one where interpretability is valued just as much as the
model's capabilities to handle complex tasks. XAl in
LLMs focuses on understanding the inner workings of
how the LLM model works, providing insights into
how it processes input data to generate model outputs.
In this context, there are four distinct dimensions of
XAI generally considered in LLM models to holisti-
cally explain the model outcome, as presented in Fig-
ure 2.

Attention mechanism: It enables models to dynami-
cally concentrate on the most relevant parts of the in-
put sequence to generate an output. This attention
mechanism works by assigning different degrees of
importance to different elements of the input and
makes sure that complex dependencies, even in long
sequences, are captured by the model [25]. At a basic
level, the attention mechanism relies on three key
components: the query (Q), the key (K), and the value
(V). The query is what the model is paying attention
to, usually derived from some current state, such as a
hidden state in a sequence model. The key represents
the features or information provided by each input to-
ken, while the value contains the actual information
from these tokens. Collectively, they allow the mech-
anism to compute a context vector that captures what
aspects of the input sequence are most informative to
carry through a model with regard to some tasks at
hand. The computation begins with calculating a score
measuring how much the query is compatible with a
key. The score is scaled by the square root of the key's

dimension (dy), leading to equation 2:

scaled score(q, k;) = %:i ........................ 2)
k

The scaled scores are then passed through a SoftMax
function to normalize them into probabilities, known
as attention weights (a), as shown below:

Attention (Q,K,V) = X QiVi ceovevinininaann. 3)
Afterward, this attention weight can be used to explain
how the model has placed its focus during training on
various parts of the input. We can represent these at-
tention weights as heatmaps that intuitively illustrate
which part of the input the model is focusing on using
varied color intensities to represent focus strength [26].
In the heatmap, one axis represents each of the input
tokens, and the other axis represents the query tokens
or sequence positions. The attention weights deter-
mine the intensity of the colors in the heatmap; higher
weights are represented by brighter or more vivid col-
ors. By representing these weights in a heatmap, the
user can intuitively understand which tokens or ele-
ments the model considers most relevant to a given
query or task.

Layer-wise analysis: It refers to a detailed analysis of
how each layer in a model, like a transformer, plays a
role in processing and transforming input data into
valuable outputs [27]. For instance, for the LLMs, like
CodeBERT, contains several stacked transformer lay-
ers that have different contributions to extracting in-
formation and refining it. The layer-wise analysis
helps reveal the internal working mechanism of these
layers and provide insights about the hierarchy that the
model has in data representation. Attention mecha-
nisms are vital for layer-wise behavior in transformer-
based models. For the I -th layer, the attention mecha-
nism computes as shown in equation 4,
Attention(QW,K®,yV) =

Q(l)K(l)T)
softmax (——) V®
pimax (o

Where QO, KW, VO are the query, key, and value
matrices of the [-th layer, d is the dimensionality of
the keys, and SoftMax() converts raw scores to proba-
bilities.

Similar to attention mechanisms, layer-wise analysis
also utilizes heatmaps to visualize the internal working
of a model like CodeBERT. It provides insights into
how input data is processed across layers. The inten-
sity of each cell reflects the importance of each token
in each layer; a brighter color indicates higher weights
of attention. Early layers usually show broader atten-
tion, capturing syntactic structures, while later layers
focus on task-critical tokens, refining semantic under-
standing. By visualizing these shifts in focus,
heatmaps help uncover hierarchical data representa-
tion, highlight key dependencies, and provide a



transparent view of how layers contribute to the mod-
el's decision-making, enhancing interpretability and
trust.

Feature attribution: This dimension refers to the
technique of determining the importance of individual

features, like tokens or words, on a model's predictions.

In the context of machine learning, and especially with
LLMs, feature attribution helps explain how certain
elements of the input contribute to the model's output.
It assigns a numerical importance score to each feature
in the input, indicating its contribution to the output
prediction. These scores show which features are most
influential in shaping the model's decision. For this
purpose, techniques such as SHAP (Shapley Additive
Explanations) and LIME (Local Interpretable Model-
Agnostic Explanations) are being used [28]. These
methods provide robust frameworks for understanding
feature importance and interpreting the behavior of
complex models. SHAP is a game-theoretic approach,
and it estimates the contribution of each feature to the
output by considering all possible coalitions of input
features [29]. The importance of a feature i is repre-
sented by its Shapley value @;, computed as equation

(5):

[SII(INI=IS[=1)!
?; = ZSCN/{i}—

B £ U ) - £ )
where S is a subset of features excluding i, N is the set
of all features, |S| is the size of the subset S, f(S) is
the model’s output when only features in S are in-
cluded and f (S U {i}) is the model’s output when fea-
ture i is added to subset S.

LIME follows a similar approach and locally approxi-
mates the model around an instance of interest by add-
ing perturbations to the input and observing changes
in the output [18]. LIME then fits a simple interpreta-
ble model to these generated perturbed samples and
assigns weight to each feature based on its importance.
The weight of a feature can be computed by the equa-
tion (6):

w; = argmin,, Z}”zln(x,xj) [f(xj) — gw(x)]* +
Allwll
Where x represents the original input instance, x; is a
perturbed version of the input, f(x;) denotes the
model’s prediction x;, g, (x;) is the interpretable
model’s prediction for x;,7m(x,x;) is a proximity
measure between x and x; to ensure focus on local
perturbations, and All w || is a regularization term to
promote the simplicity of the interpretable model.

Model confidence scores: This final dimension refers
to a specific numerical value that indicates the cer-
tainty or confidence of a machine learning model in its
prediction for a given input [30]. It reflects the extent
to which the model believes its output is likely to be
correct and is typically derived from the probabilities
assigned to possible outcomes. In classification tasks,
confidence scores often correspond to the probabilities
assigned to each class by the model. For example, in a
sentiment analysis task with "positive" and "negative"
classes, a model might predict a confidence score of
0.85 for "positive" and 0.15 for "negative," indicating
85% confidence that the sentiment is positive. Confi-
dence scores are calculated using mathematical tech-
niques such as the SoftMax function in classification
models. For a given class ¢, the confidence score
P(c|(x)]) is computed as:

P(cIK]) = =

Ther e’k

where z, is the raw score (logit) for class ¢, K is the
total number of classes, and the output is normalized
into probabilities that sum to 1. The class with the
highest confidence score is often selected as the pre-
dicted output.

Model confidence scores can enhance explainability
as they provide insight into certainty, or the reliability
of predictions made by a model. The model not only
provides a raw output; rather, it quantifies how much
confidence the model places in its decision, therefore
helping users to understand and trust its behavior.



XAl Components in LLM
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Fig. 2: Various components of XAl in LLM model

3.3. System Architecture

The architecture of the framework consists of three
distinct phases in sequence, out of which Phase 2 and
Phase 3 include sub-phases, as depicted in Figure 3.
During Phase 2, the hybrid model is developed by
merging fine-tuning with MAML. Fine-tuning is a
sub-phase of Phase 2 that involves the training of a

pre-trained CodeBERT model on the prepared dataset
for the optimization of parameters with respect to the
task. This results in a hybrid model that combines the
strengths of BERT fine-tuning and MAML for robust
and task-adaptive performance. While the hybrid
model developed in Phase 2 provides the required ro-
bustness, integrating XAl techniques in Phase 3 en-
sures that the performance is not only effective but
also interpretable.
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Phase 1: Data pre-processing

Data pre-processing is the first phase of the pro-
posed architecture and consists of a number of activi-
ties. This step prepares the raw input data of the code
repository for effective use in the successive stages of
fine-tuning and meta-learning. This is to guarantee
that the data is consistent, balanced, and compatible
with the CodeBERT model, without which reliable
performance would not be achievable. It begins by
loading the dataset and extracting the required infor-
mation. Balancing is carried out after loading the data
to take care of class imbalance. This step ensures that
all categories or labels in the dataset are represented
well to avoid any biases. A balanced dataset facilitates
the model's generalizing ability across diverse tasks
and avoids the possibility of being biased toward dom-
inant classes during training. Following this is the
stratified splitting of data into training, validation, and
test sets without disrupting the class distribution of
any of these subsets, allowing the subsets to represent
the overall dataset. Lastly, tokenization was per-
formed as the final pre-processing activity using a
RoBERTa-based tokenizer. Tokenization involves ac-
tivities like truncation, padding, and the creation of at-
tention masks to ensure that the input data aligns with
the pre-trained architecture of CodeBERT. This struc-
tured pipeline lays a solid foundation for the fine-tun-
ing and meta-learning phases, enabling CodeBERT to
learn and adapt effectively to a variety of program-
ming tasks.
Phase 2: Fine-Tuning and MAML Integration in
CodeBERT

The next phase focuses on the adaptation of the
novel hybrid approach of CodeBERT that integrates
fine-tuning and MAML to enable it to effectively
adapt to the task at hand. The preprocessed data from
Phase 1 serves as the base for this phase, giving clean,
balanced, and tokenized inputs required for fine-tun-
ing and meta-learning. This integration further en-
hances the efficiency of the pre-trained model with
MAML by quickly adapting to new tasks with mini-
mal data, further making it an efficient and scalable
solution for few-shot learning in programming con-
texts. This phase will be structured into two sub-
phases to ensure a systematic and effective learning
process.
Phase 2.1: Fine-Tuning CodeBERT

The goal of this sub-phase is to use pre-trained
knowledge about source code of the CodeBERT and
allow for task-specific adaptation using fine-tuning.
First, it takes the pre-processed, tokenized data that re-
sults from Phase 1 and feeds it into the input of
CodeBERT to produce the rich embeddings, capturing

syntactic and semantic relationships in the source code.
This forms a basis for further task-specific optimiza-
tion, paving the way for highly adaptive and efficient
learning. CodeBERT acts as the base encoder and uti-
lizes its pre-trained functionalities to contextualize
source code embeddings. Moreover, MAML is added
to it by incorporating the adaptation mechanism that
enables a task-specific way, which leads to the hybrid
model combining the strength of pre-trained language
models and the flexibility of meta-learning. In this hy-
brid approach, the inner loop of MAML fine-tunes the
parameters of CodeBERT for a particular task with the
help of a small support set as discussed in Section 3.1.
Pre-processed and tokenized input is fed into
CodeBERT to get the embeddings, which are further
refined by multi-head self-attention in order to capture
contextual relationships among tokens. These embed-
dings are fed to a bi-directional LSTM to model se-
quence-level dependencies, further enhanced by high-
way and residual connections to ensure robust gradient
flow and effective representation learning. The task-
specific adaptation is completed with a prototypical
network that computes class prototypes in the embed-
ding space and classifies new samples based on their
distance to these prototypes. This fine-tuning on the
task at hand enables the model to learn the nuances of
the task quickly.
Phase 2.2: Model Agnostic Meta Learning

This sub-phase focuses on leveraging the outer loop
of MAML, where the fine-tuned parameters from the
inner loop are passed to perform few-shot learning,
evaluating, and refining the CodeBERT model. Build-
ing upon the task-specific fine-tuning performed in the
inner loop, the outer loop introduces a meta-learning
mechanism that assesses the effectiveness of these ad-
aptations and enhances the model's ability to learn. In
the outer loop of MAML, the adapted model from the
inner loop is evaluated on a query set to compute a
meta-loss. This meta-loss assesses how well the inner
loop adaptation performed and updates the global
meta-parameters of CodeBERT. These updates opti-
mize the initialization of CodeBERT’s parameters,
making the model more adaptable to future tasks with
minimal fine-tuning. This dual-loop mechanism of
task-specific adaptation and global optimization en-
sures the hybrid model generalizes effectively across
diverse programming environments. The integration
of MAML into CodeBERT also extends the model’s
explainability. The task-specific adaptations per-
formed during the inner loop highlight which features
(tokens, embeddings, or sequences) are critical for the
task, providing interpretability into the model’s deci-
sion-making process. This hybrid approach is novel



because of its ability to harness the power of pre-
trained models like CodeBERT with the flexibility of
meta-learning techniques like MAML. This leads to
the advancement of few-shot learning performance
and decreases computational burden, yielding a set of
scalable, interpretable frameworks for programming
tasks.

Phase 3: Model Performance and Explainability
with XAI

This final phase focuses on evaluating the hybrid
model developed in Phase 2 in terms of both perfor-
mance and explainability. By leveraging both tradi-
tional performance metrics and cutting-edge explaina-
ble Al (XAI) techniques, this phase provides a com-
prehensive analysis of the model's effectiveness and
trustworthiness. Performance metrics highlight how
far the model can achieve objectives for which it has
been fitted, and they give a normalized manner of ex-
amining the effectiveness of this model towards spot-
ting areas that could be refined. Moreover, robust XAl
techniques for ensuring model transparency and trust-
worthiness are also implemented. XAl helps under-
stand the model's decision process, uncovers hidden
bias, and validates that the model predictions align
with ethical considerations. This phase provides a
comprehensive analysis of the model's effectiveness
by leveraging both performance metrics and XAl tech-
niques, enhancing its interpretability and fostering
trust among users and stakeholders.

3.1 Model performance evaluation

It gives insight into the performance of the developed
hybrid model by determining the performance based
on different performance metrics: meta loss, support
accuracy, query accuracy, and task diversity. The meta
loss signifies the overall loss accrued through the en-
tire meta-learning process, hence defining the model's
optimization efficiency over different tasks [31]. Sup-
port accuracy reflects the model's ability to learn ef-
fectively from the few examples provided in the sup-
port set for each task [32]. Query accuracy reflects the
performance of the model on unseen data for the same
task after learning from the support set [33]. Finally,
task diversity quantifies the variability and complexity
of the tasks that the model is trained and evaluated on,
providing insight into its generalizability to diverse
scenarios [34]. These metrics together guarantee that
one will have a complete understanding of the
strengths and weaknesses of the model. The evalua-
tion is necessary to ensure that the hybrid model meets
the desired performance thresholds, robustness, relia-
bility, and adaptability in practical applications. By
systematically analyzing these metrics, the evaluation
underlines areas of strength and potential

improvement, contributing to the overall refinement
and validation of the model.

3.2 Explainability of model

Finally, explainability in the AI model focuses on ex-
plaining the factors that influence the decision-making
of the model. It ensures that the model predictions and
decision-making processes are transparent, interpreta-
ble, and aligned with user expectations. This sub-
phase tries to fill the gap between model performance
and interpretability using advanced explainability
techniques, so the entire system becomes more relia-
ble and trustworthy for any end user. The key tech-
niques implemented in this sub-phase, as mentioned in
Section 3.2, include:

*Attention mechanism helps a model to actively focus
on selective parts of the input sequence when generat-
ing an output. By assigning every input element with
a different importance level, the model learns complex
dependencies and relationships between them [35].
Attention mechanisms calculate attention weights us-
ing components such as queries, keys, and values,
which provide an emphasis on the input elements that
are crucial in determining the output. The weights are
displayed using heatmaps, an intuitive representation
of the model's areas of focus. Heatmaps make it easier
to understand the model's decision-making process,
putting emphasis on which tokens or features were
most impactful for a specific task or prediction [36].
*Layer-wise analysis is instrumental in systematically
studying how each layer of the model contributes to
processing and transforming the input into meaningful
output. In the transformer-based models, such as
CodeBERT, information gets progressively refined by
a number of layers. These are fitted with attention
mechanisms inside that make the model concentrates
on token interactions. Individually analyzing each
layer makes it possible to figure out what each layer
specifically contributes to the final prediction.
*Feature contribution is a way to determine the im-
portance or influence of certain input features, such as
words or tokens, on the model's predictions. This tech-
nique assigns numerical scores to features that sum-
marize their contribution to the output. SHAP and
LIME are the two most common feature attribution
methods. SHAP measures the contribution of each
feature by considering all possible subsets of input
features, yielding a more robust and global explana-
tion of feature importance [29]. LIME works by lo-
cally perturbing the input and fitting a simple, inter-
pretable model to approximate the predictions, provid-
ing local explanations around specific data instances
[29]. These techniques help identify the most influen-
tial features driving the model's predictions, ensuring



transparency and enabling users to validate the relia-
bility of the system.

*Model confidence scores quantify the certainty or re-
liability of predictions by assigning probabilities to
each possible outcome. These scores represent the
model's confidence in the correctness of its predictions,
which is derived from the SoftMax function applied to
the model's raw outputs. High confidence scores re-
flect high certainty in the prediction, whereas lower
scores indicate ambiguity or uncertainty [37]. Confi-
dence scores improve the explainability of the model
as they provide insight into the reliability of each de-
cision and allow users to determine whether a predic-
tion can be trusted. Further integration of the confi-
dence scores with other techniques, such as attention
visualization and feature attribution, will make the
model even more interpretable and user-friendly.

4. Experiment

This section outlines the experiment and results ob-
tained from the experiment by implementing the pro-
posed system architecture. The focus is on demon-
strating the applicability of the proposed hybrid ap-
proach and robust XAl practice. The objective of this
experiment is to:

e To assess the model's performance for the pro-
posed hybrid approach that integrates the
CodeBERT model with fine-tuning and MAML.

e To demonstrate and explain the model's decision-
making process using robust XAl practice from a
holistic aspect.

4.1. Dataset Description

For this experiment, we have used the dataset, Di-
verseVul [38], which is a diverse source code dataset
meant for vulnerability detection with the support of
machine learning models. This collection contains raw
source code snippets (source code), labeled (anno-
tated) as 'vulnerable' or otherwise, and in representa-
tions necessary for machine learning, using represen-
tations such as Abstract Syntax Trees (ASTs) and
Control Flow Graphs (CFGs). Sourced from real-
world and simulated scenarios, DiverseVul allows the
training and benchmarking of models aimed at detect-
ing vulnerabilities and studying explainability, thus
helping researchers evaluate performance and inter-
pretability. Some of the key features of Diversevul are:

e 18,945 vulnerable functions and 330,492 non-
vulnerable functions extracted from 7,514 com-
mits.

e Coverage of 150 Common Weakness Enumera-
tions (CWEs), making it the most diverse dataset
compared to prior collections.

e  Vulnerabilities focuses on websites and extracts
vulnerability-fixing commits from 797 projects,
including 295 new projects not covered by previ-
ous datasets.

e  The dataset puts much emphasis on real-world ap-
plicability and solves several challenges such as
label noise and generalization to unseen projects.

4.2. System Implementation

Phase 1: Data pre-processing: We implemented a
structured data pre-processing pipeline to prepare raw
input data for fine-tuning and meta-learning with the
CodeBERT model. Starting with loading the dataset,
we extracted and organized relevant information. Bi-
ases in our models were further reduced by balancing
the dataset for the right representation of all classes.
Further preprocessing was performed to split data into
training, validation, and test sets with stratified data
division, hence maintaining the distribution across
subsets. Finally, tokenization was done with the RoB-
ERTa-based tokenizer. Preprocessing also includes
truncation, padding, and attention mask creation to fit
with CodeBERT's architecture. In this pipeline, we
achieved consistent and strong preparation for down-
stream tasks.

Phase 2: Fine-Tuning and MAML Integration in
CodeBERT: In the second phase of our experiment, we
implemented a hybrid approach by combining
CodeBERT with fine-tuning and MAML, using an op-
timized configuration to enable efficient task-specific
adaptations. The pre-processed data from the previous
phase was used for fine-tuning CodeBERT to generate
rich embeddings, refined with multi-head self-atten-
tion and a bi-directional LSTM for enhanced contex-
tual understanding and sequence-level dependencies.
CodeBERT is a pre-trained model with 6 transformer
layers, including multi-head attention and feed-for-
ward mechanisms. For configuration parameters, an
inner learning rate was set to 0.01, while the outer one
was 0.0001 and there were five task adaptation inner
steps, while the number of outer steps was reduced to
100 to avoid overfitting. Enhanced settings, such as a
task embedding dimension of 128, a dropout rate of
0.1, and prototype-based adaptation with three sam-
ples, ensured robust and adaptable task representations.



The outer loop of MAML optimized global meta-pa-
rameters, leveraging regularization weights like task
diversity of 0.1 and prototype margin of 0.5, whereas
early stopping further enhanced the stability of train-
ing. This architecture, combined with the transformer
design in a layered manner, allowed the hybrid model
to achieve impressive performance regarding few-shot
learning, scalability, and interpretability on tasks re-
lated to programming.

Phase 3: Model performance and Explainability with
XAI: In this last phase of the framework, the system is
intended to assess hybrid model performance along
with robust XAl practice. The data was split into 80%
for training and 20% for testing in order to ensure an
unbiased assessment on unseen data. Results of the ex-
periments conducted during the two sub-phases are
discussed below.

4.2.1 Model Performance Evaluation

In this sub-phase, we evaluate the performance of the
fine-tuned CodeBERT model, which is integrated with
MAML. The evaluation focuses on key metrics such
as meta loss, support accuracy, query accuracy, and
task diversity. Each of these metrics gives insight into
the model's learning efficiency, adaptation to a spe-
cific task, and generalization capability. To show the
model's performance in the training phase, Table 1
presents these metrics across five epochs, providing a
comprehensive view of its progression and improve-
ment. The key insights from this table are:

*Meta loss decreases steadily, showing improved task
generalization. This consistent drop in meta loss sug-
gests that the model can better optimize its parameters
for various tasks during meta-learning.

*Support accuracy grows from 85.2% to 92.5%, indi-
cating better task-specific learning. Improvement re-
flects the model's enhanced capability to adapt its fine-
tuned weights to individual tasks within the support
set.

*Query accuracy improves from 88.1% to 95.7%,
showing better generalization to unseen data. This sig-
nificant gain showcases the strength of the hybrid
model in transferring learned knowledge to unseen
query samples during meta-testing.

*Task diversity increases from 0.72 to 0.89, highlight-
ing exposure to the varied tasks. This increase in task
diversity shows that the model has been exposed to a
wider range of tasks, ensuring robust learning across
different programming contexts.

1 { - — 41
0.75 ‘ 75
- Meta Loss
0.5+ 50
0.254 -25
0 T T 1 o
1 2 3 4 5
Epochs
Fig. 4: Model Performance Visualization
Table 1: Performance Evaluation of the Model
Phase | Epoch Meta Support Query Task
Loss Accuracy | Accuracy | Diversity
(%) (%)
1 0.45 85.2 88.1 0.72
2 0.38 87.6 90.5 0.77
Train— 3 0.32 89.3 92.4 0.78
ng 4 0.28 91.0 94.1 0.81
5 0.14 92.5 95.7 0.89

Explainability of Model: This sub-phase explains the
decision-making of the model to ensure that its predic-
tions are interpretable and transparent. In other words,
by providing insights into how the model processes in-
formation and arrives at conclusions, we enhance its
interpretability. These explanations also help identify
potential weaknesses in the model. We consider vari-
ous techniques from the four dimensions of XAl as
discussed in Section 3.2. The results from each of
these dimensions are discussed below.

*Attention Mechanism: The attention heat map
shows how fine-tuned CodeBERT combined with
MAML pays attention to tokens in an input sequence.
Key tokens such as 'tflitenode,' 'tflitecontext,' and 'con-
text' have higher attention weights, which means these
tokens are especially important for the model to inter-
pret the input, as shown in Figure 4. Such tokens prob-
ably represent the most important parts of the function
analyzed and give a great contribution to the model's
understanding of the relationships inside the sequence.
The classification token '[CLS]' and the structural
symbols like '(" and ')’ get moderate attention to help
the model understand the overall structure. The
spreading of attention over several tokens is an indica-
tion that the transformer model may look at contextual



relationships rather than only focus on individual
words. It gives a clear overview of how the model puts
the main priority on tokens function-related and struc-
tural aspects to obtain meaning from the input.
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*Layer-Wise Analysis: This dimension provides
detailed information about how the model processes
and represents input sequences at distinct levels of ab-
straction. Similar to attention mechanisms, layer-wise
analysis can also be implemented using heatmaps. For
layer-wise, the visualization offers a detailed view of
the activations at each layer, thus allowing for insight
into how the model builds up from low-level token-
specific features to higher-level contextual representa-
tions.

data

Figure 5 shows a seven-layer abstraction of the
CodeBERT model. Each row here represents a layer,
while columns represent tokens from the input se-
quence. The color intensity is determined by the mag-
nitude of activations. Lighter areas (yellow) corre-
spond to large activation values, while darker colors
(blue or purple) correspond to smaller or negative ac-
tivations. In Layer 0, the activations are far stronger
for some tokens, like 'eval' and 'context.' This indicates
that the early layer is actively capturing lower-level
token-specific features, such as syntax or word struc-
ture. In this layer, the activations are dominated by
subword tokens like 't,' '"##{1,' '##ite,' which the model
processes collectively to arrive at meaningful word-
level representations. As we go deeper into the inter-
mediate layers, Layers 1 to 5, the activations become
more uniform and subdued. This reflects the model's
development from low-level token representations to-
wards more abstract contextual relations. These layers
are not very token-focused but aim at building seman-
tic understanding of the overall sequence. In the last
layer, Layer 6, the activations are quite similar and
consolidated, especially regarding special tokens like
'[CLS] and '[SEP]". First, the '[CLS]' token, represent-
ing the overall sequence embedding for classification,
has a strong activation across layers, hence critical.
Similarly, tokens like context, select, and node retain
relatively higher activation to represent their im-
portance in the semantic understanding of the input.
Feature Contribution: The SHAP and LIME tech-
niques were used to quantify and visualize feature im-
portance of the hybrid CodeBERT model, ensuring
clarity in model behavior. Figure 6 shows the SHAP
force plot, a visualization that gives an in-depth expla-
nation of how individual tokens (inputs) contribute to-
ward a model's prediction for two classes: Output 0
and Output 1. The base value, approximately -0.0273,
represents the average model output before consider-
ing token contributions.
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[SEP]

Fig. 5: Layer-Wise Representation Analysis of Input Tokens

For Output 0, the predicted value f(inputs) is approxi-
mately 0.0114, which reflects the cumulative effect of
all token contributions relative to the base value. Red-
colored tokens, including those that contribute posi-
tively to Output 0, drive the prediction upwards from
the base value. These are likely features that the model
has learned for predicting this class. On the other hand,
blue tokens contribute negatively, pulling the predic-
tion downward, although their presence in this exam-
ple is minimal. Neutral tokens are much closer to the

base value
0.0273

base value and have little to no contribution. The sum
of all these contributions is a shift from the base value
to the final value of the model's output and provides
an interpretable view of the model's decision-making
process. This explanation helps developers understand
why the model predicted a certain class by highlight-
ing which features in the input text were influential
and provides insights for debugging or improving the
model.
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Figure 7 represents the LIME visualization for the
fine-tuned CodeBERT model that is integrated with
MAML. The model predicted a 52% probability for
the positive class and a 48% probability for the nega-
tive class. The close probabilities suggest that the
model found the sample somewhat ambiguous, as it is
near the decision boundary. The visualization high-
lights specific words in the input text that influenced
the prediction. Orange-colored tokens contributed to
the positive class prediction, including such keywords
as 'static,’ 'int,' 'size_t,' and 'struct’. Their presence in
the code seems to be related to the patterns the model
learned to correlate with the positive label. On the

Prediction probabilities

Negative
Positive

other hand, tokens in blue contributed negatively,
pushing the model toward the negative class. Exam-
ples include 'header len,' 'sockaddr x25.' and 'skb'.
These terms may be associated with patterns the
model found indicative of the negative class during
training. By analyzing which tokens had the most in-
fluence, you can gain deeper insights into how the
model interprets input text and refine the training or
preprocessing process as needed.

Text with highlighted words

static lll x25 recvmsg(struct kioch *ioch, struct socket *sock,
struct msghdr *msg, SIZEHt size,
il flags)

struct sock *sk = sock-[sk;
struct X25_sock *x25 =x25 sk(sk);

struct sk_buff *skb;

struct EGCIAHGIIRDS *sx25 - (struct SHCKNGGMNDS *)msg-jmsg_name:;

-

unsigned char *asmptr;

il rc

-ENOTCONN;

lock sock(sk);

Fig. 7: LIME Analysis

*Model Confidence Score: Model confidence scope
further enhances the explainability of the model out-
come by providing insights into the certainty of pre-
dictions, allowing users to assess the reliability of the
model's decisions. Confidence scores help identify ar-
eas where the model may be uncertain, guiding efforts
to improve robustness and ensuring informed trust in
its outputs. In this regard, in table 2, the model predicts
Class 0 with a confidence score of 0.91, signifying
high certainty that the input aligns with the features as-
sociated with this class. Conversely, the score for
Class 1 is 0.09, suggesting minimal likelihood of the
input belonging to this category. This significant dif-
ference between the two scores shows the high ability
of the model in distinguishing between the classes be-
cause it clearly favors Class 0. These are the kind of
results that highlight the effectiveness of making con-
fident and well-calibrated predictions from a model.

5. Discussion

This paper aims to contribute to an effective source
code-based vulnerability detection and comprehen-
sively explain the model decision-making. Our ap-
proach balances computational efficiency and model
interpretability, providing a practical solution to im-
prove cybersecurity.

5.1. Adoption of Hybrid LLM Model in Vulnerability
Detection

The proposed hybrid framework, based on a
CodeBERT-powered LLM, integrates fine-tuning
with Model-Agnostic Meta-Learning, providing an
adaptable and efficient solution for software vulnera-
bility detection. One of the key benefits of MAML is
its potential for enabling quick adaptation, with very
few data points, to diverse and evolving vulnerability



patterns. Unlike in the case of traditional Al methods,
which have a high dependency on extensive datasets
for fine-tuning using huge computational resources,
MAML trains models with only a small number of in-
stances by leveraging few-shot learning capabilities.
This makes the framework especially useful in dy-
namic environments, where new vulnerabilities
emerge often, and labeled data is scarce [39]. MAML
efficiently optimizes the initialization of model param-
eters to allow for faster and robust adaptation to com-
plex tasks without further training of the model, reduc-
ing computational overhead and thus enabling quick
deployment in real-world scenarios.

Another strength of this framework involves the
higher detection of vulnerability with improved accu-
racy and robustness regarding complex vulnerabilities.
It enables architectural innovations in state-of-the-art
techniques of deep learning, including multi-head at-
tention, bi-directional LSTMs, and residual connec-
tions, allowing for complex pattern capture with long-
term source code dependencies. With such architec-
ture, it has been shown that the model identifies inter-
syntax and semantic knowledge besides picking out
vulnerabilities emerging between various dependent
components of code [40]. These are further validated
by the experimental results, which turn out to be sig-
nificantly improved on major metrics. The meta-loss
decreased from 0.45 in the first epoch to 0.14 in the
fifth epoch, showing that the framework has the ability
to minimize the error in training. Likewise, query ac-
curacy improved from 88.1% to 95.7%, and support
accuracy increased from 85.2% to 92.5%, showing the
model is able to adapt efficiently and achieve high per-
formance with limited data. These results highlight the
framework's practical applicability and scalability. By
leveraging the pre-trained capabilities of CodeBERT
and mixing them with MAML's generalization power,
the framework has achieved superior performance
while reducing reliance on extensive labelled datasets.
The consistent improvement in accuracy and reduction
in meta-loss shows that the framework can be learned
effectively even under challenging conditions, such as
imbalanced or incomplete datasets. These, combined
with generalization to new vulnerabilities, position the
framework as highly efficient and reliable in solving
modern challenges of software vulnerability detection.

5.2. Integration of XAl to the Hybrid Framework

The integration of Explainable Al techniques into the
proposed CodeBERT-based hybrid framework aims to

enhance trust, interpretability, and usability for the
model decision-making process. It also leverages ad-
vanced XAl techniques such as SHAP, LIME, and
heatmaps to offer a comprehensive explanation of the
model predictions for insights into the decision-mak-
ing process. These techniques help in visualizing at-
tention mechanisms, layer-wise analysis, and feature
attribution to understand which parts of the input have
contributed most from a holistic point of view to the
model's predictions. For instance, heatmaps provide a
per-layer, in-depth look at token activations, thereby
helping developers to identify crucial patterns the
model used to detect vulnerabilities. The use of confi-
dence scores adds another dimension to interpretabil-
ity, enabling developers and security analysts to have
an idea of the degree of certainty of the model's pre-
dictions. The result from our experiment shows an al-
most 91% confidence score in predicting a non-vulner-
able point in the code. A confidence score so high tes-
tifies to the strength of this framework and instills
higher levels of trust in both the developer and security
analysts. This also serves to underscore those areas
that would still require further refinement or increased
data for edge cases and complex vulnerabilities. With
such identification of areas of high and low confidence,
this framework enables the detection of biases or
anomalies in predictions, making sure of fairness in a
more reliable manner.

Furthermore, XAl practices not only build trust among
stakeholders but also align the framework with organ-
izational and regulatory standards that demand trans-
parency in Al systems. The explanations provided by
SHAP and LIME, along with visual insights from
heatmaps, help bridge the gap between complex model
architectures and user understanding. This transpar-
ency is especially critical in cybersecurity, where
stakeholders need to trust the tools they rely on for
identifying vulnerabilities. Overall, the seamless inte-
gration of XAl techniques into the framework ensures
that it is not only effective in detecting vulnerabilities
but also interpretable and reliable, fostering wider
adoption and trust in the system. The proposed re-
search has immense practical value in the field of soft-
ware vulnerability detection, as it tries to solve some
of the challenges faced by developers, security ana-
lysts, and organizations.

5.3. Practical Implication
By incorporating CodeBERT with MAML, this

framework provides an effective and efficient solution
to identify vulnerabilities within dynamic and



complex software systems. The capability to learn new
vulnerability patterns with less labelled data makes
sure organizations can quickly respond to emerging
threats by reducing the time and resources required for
model retraining. This is especially valuable in real-
world scenarios where new vulnerabilities frequently
arise, and annotated datasets are at a premium. It pro-
vides an architecture with innovations such as multi-
head attention and bi-directional LSTMs that enable it
to detect vulnerabilities resulting from complex inter-
actions within codebases, such as flawed uses of func-
tions or variables across multiple files. This level of
precision is critical for assuring software security in
such sensitive domains as finance, health care, and de-
fense. Moreover, the integration of Explainable Al
techniques ensures that the framework performs well
and is interpretable and trustworthy. The possibility of
explaining predictions with methods such as SHAP,
LIME, and heatmaps enhances stakeholder confidence
and facilitates compliance with organizational and
regulatory requirements for transparency in Al sys-
tems. These explanations will help developers and an-
alysts to understand, as well as refine the model's pre-
dictions with the aim of enhancing security processes
within an organization. Another very practical impli-
cation is the efficiency of the framework. Because of
the limited computational overhead and few-shot
learning dependence, it should be quite feasible for im-
plementation in resource-constrained environments,
such as startups or smaller organizations, without per-
formance degradation. Furthermore, its capability to
work across diverse programming languages and
styles ensures wide applicability, making it a versatile
tool for securing software-intensive systems across
various domains.

6. Conclusion

Exploitation of source code vulnerabilities may
pose potential risk to the organizations that heavily de-
pend on software systems to support their operations.
While Al-based techniques for vulnerability detection
are getting wider adoption, the fact remains that Al
models require high-quality data with context-specific
information to return reliable and accurate results. Al
models often struggle to capture the intricate relation-
ships and patterns in source code. Moreover, the lack
of explainability of such models further makes it diffi-
cult for developers and security analysts to understand
and trust the predictions made by the model. This pa-
per proposes a novel hybrid framework based on a

CodeBERT-powered LLM for vulnerability detection
in source code, which integrates fine-tuning with
Model-Agnostic Meta-Learning to handle some key
challenges in this domain. The framework effectively
fuses the pre-trained capabilities of CodeBERT with
MAML's few-shot learning mechanism for rapid ad-
aptation to new vulnerability patterns using a minimal
amount of labelled data. This hybrid approach reduces
computational overhead, thus making it especially
suitable for resource-constrained environments while
keeping the accuracy and robustness high, even for
noisy or incomplete datasets. This framework also in-
tegrates robust XAl practices to ensure interpretability
and reliability in the detection process. It is based on
four key dimensions, including attention mechanisms,
layer-wise analysis, feature contribution, and model
confidence scores. These XAI techniques present
comprehensive explanations of model predictions to
enhance transparency, interpretability, and trustwor-
thiness. By making the decision-making process un-
derstandable, the framework aligns with organiza-
tional and regulatory standards while empowering de-
velopers and stakeholders to confidently act upon the
model's outputs. Additionally, this framework was im-
plemented and validated through experiments to prove
its effectiveness. The results demonstrate its ability to
perform the identification and classification tasks of
vulnerabilities in fast-evolving threat landscapes. The
experimental results show a continuously decreasing
meta-loss while increasing the accuracy, which
demonstrates that the proposed framework is more vi-
able and applicable in real-world scenarios. However,
this work only focuses on a specific programming lan-
guage; therefore, future directions will focus on cov-
ering the diverse programming languages within the
complex software ecosystem. Moreover, the future di-
rection will also focus on the viability of zero-shot
learning and its adoption into the hybrid framework.
The integration of automated feedback loops for con-
tinuous learning from the ever-occurring real-world
vulnerabilities will also be one key area of exploration.
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