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The operation of blockchain is governed by consensus algorithms (CA). Several consensus mechanisms require
significant computational power, while others necessitate high amounts of stakes to select the participant to
validate and verify the transactions in the block, leading to centralisation of power and participant exclusion.
This paper proposes a novel methodology to address these issues in reputation-based consensus algorithms by
studying the reputation behaviour of the validator using intuitionistic fuzzy sets (IFSs) and uninorm aggregation
operations (UAOs). Our approach uses IFSs to express the “reputation” because the reputation values in a consen-
sus algorithm eventually imply uncertainty, and IFSs facilitate the representation of a lack of precise knowledge
about reputation. Moreover, this methodology utilises uninorm aggregation operations to monitor reputation
over time and reinforces the importance of negative and positive reputation. Consequently, this solution allows
validators to rectify past failures in subsequent verification processes and foster an equitable consensus algorithm
design. The proposed framework maintains linear computational complexity and does not introduce additional
communication overhead beyond the underlying consensus protocol. Supported by experimental results, our
methodology demonstrates improved performance and evaluation, promising advancements in blockchain net-
work fairness and inclusivity.

1. Introduction

Blockchain technology has significantly transformed diverse indus-
tries and institutions, offering decentralised and transparent systems for
transactions and data management [1]. However, despite its potential,
some challenges persist within blockchain networks, particularly in the
realm of consensus algorithms [2,3]. These algorithms define rules for
nodes on a distributed network, which ensures the validity and security
of transactions, as well as maintaining trust and suitable network func-
tioning. Consensus algorithms such as Proof of Work (PoW) [4,5], Proof
of Stake (PoS) [6], and Delegated Proof of Stake (DPoS) [7], among
others, face hurdles related to the selection of nodes to carry out the
block validation and verification process. For instance, PoW demands
substantial computational power, PoS operates on a stake-based incen-
tive model in which the nodes with the highest stake have a higher
probability of being chosen, and DPoS allows network users vote for
delegates to validate blocks, affecting decentralisation. Furthermore, for
reputation-based consensus algorithms [6,7], if a node loses its reputa-
tion, it can never again participate in the validation process. These chal-
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lenges often lead to the concentration of power among a specific group
of participants, consequently resulting in centralisation and the exclu-
sion of smaller stakeholders, posing risks to the integrity and security of
the network.

Considering the challenges, this contribution focusses on studying
the behaviour of the nodes involved in the block validation and verifica-
tion process. To do so, a novel methodology is presented to monitor the
reputation behaviour of the nodes in the consensus algorithm, integrat-
ing Intuitionistic Fuzzy Sets (IFSs) and Uninorm Aggregation Operations
(UAOs) into blockchain networks.

When discussing reputation in a consensus algorithm, the reputa-
tion values eventually imply uncertainty, and this proposal advocates
the use of IFSs because the knowledge about reputation in a blockchain
network cannot be complete. There is a relative uncertainty of the in-
formation about it; for this reason, IFSs facilitate the representation of a
lack of knowledge about a concept that, in this case, will be reputation.
Moreover, in consensus algorithms where the reputation fluctuates, in-
creasing and decreasing [8], classical algorithms typically reduce the
reputation without providing a mechanism for recovery. In contrast,
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Table 1
This table shows the nomenclature used in this
article.

Nomenclature

14 Set of validators

V. Set of validators > ¢

v; ith Validator

t Current round

SuccV R(v;, 1) Successful Validation Rate

RepD(v;,1) Reputation Degree

w(v;, 1) Reputation Weight
SV(v;,1) Successful Validation

A Intuitionistic fuzzy set
pa(x) Membership Function
Va(x) Non-Membership Function
74(x) Intuitionistic Index

e Neutral element

U(x,y) Uninorm aggregated operator
T(a,b) Triangular norm

S(a, b) Triangular conorm

this methodology introduces a reputation recovery mechanism based
on UAOs, reinforcing nodes that demonstrate positive behaviour while
penalising those exhibiting negative behaviour within the network.

UAO are mathematical functions used in fuzzy logic to combine mul-
tiple input values into a single output value. These operators present
very interesting properties and play a crucial role in synthesising infor-
mation from various sources. They are particularly useful for handling
uncertain or imprecise data. The proposed methodology uses UAO to
reinforce both the evolution of positive and negative reputations over
time, computing a reputation weight for each node in the consensus
algorithm that takes into account current and previous results in the
validation process. Additionally, using UAO, validators’ reputation is
monitored over time. This dynamic approach allows participants to rec-
tify past mistakes, regain reputation, and promote a more equitable and
inclusive consensus algorithm design.

The main novelties of this paper are:

¢ An innovative methodology for reputation aware uninorm-driven
consensus algorithms for blockchain.

¢ An intuitionistic framework for managing reputation uncertainty.

e A reputation recovery mechanism that reinforces both positive and
negative reputation evolution over time.

e An analysis to define the suitable functions used in both IFSs and
UOAs for the consensus algorithm in blockchain.

Moreover, through empirical validation, an illustrative example is
presented to show the performance of the proposed approach, show-
casing its potential to offer a new paradigm for enhancing resilience,
security, and diversification on the blockchain.

The paper is structured as follows: Section 2 provides background
on blockchain, intuitionistic fuzzy sets, and uninorm aggregation oper-
ations. Section 3 reviews related work. Section 4 details the methodol-
ogy. Section 5 defines implementation features and presents key results.
Finally, Sections 6 and 7 discuss the future work and the conclusions,
respectively.

2. Background

This methodology is proposed to study the reputation behaviour in
consensus algorithms for blockchain networks, and it is based on intu-
itionistic fuzzy sets and uniform aggregation operations. Then, this sec-
tion briefly describes blockchain, intuitionistic fuzzy sets, and uninorm
aggregation operations. Before defining the main concepts, the nomen-
clature used in this work is presented in Table 1. This table provides
definitions for key terms to ensure clarity and consistency throughout
the text.
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2.1. Blockchain

Blockchain technology was introduced by the pseudonymous
Satoshi-Nakamoto in the context of Bitcoin [5]. A blockchain is a decen-
tralised, immutable, and distributed ledger technology that enables a se-
cure and transparent way to record transactions and verify data through
a public, private, or hybrid network of interconnected nodes or comput-
ers [9]. Blockchains can be seen as distributed databases consisting of a
continuously growing list of records, stored in a chain of blocks, which,
through cryptographic algorithms, are linked and timestamped to en-
sure the integrity of the information. The decentralised design ensures
that no single entity has control over the entire network, providing re-
sistance to tampering and fault tolerance, preventing the centralisation
of power and mitigating the risks of single points of failure.

A crucial concept within the blockchain is the consensus algorithms
[10]. The decentralised nature of this technology requires a consen-
sus mechanism to maintain trust and appropriate network functioning.
These algorithms also enable distributed networks of stakeholders to
achieve consensus or agreement on the state of the blockchain despite
the lack of trust between participants. Moreover, this consensus ensures
that only valid and verified transactions are added to the blockchain
while preventing malicious actions, such as double-spending [11].

There are several types of consensus algorithms, each suited to dif-
ferent use cases and environments. The two most well-known consen-
sus algorithms are PoW [5] and PoS [6]. The former was popularised
by Bitcoin and requires participants, known as miners, to solve complex
mathematical puzzles to validate transactions and create new blocks [5].
The latter was popularised by Ethereum, where the validators are cho-
sen to create new blocks based on the number of ethers they hold and
are willing to “stake” as collateral [6]. PoW is known for its security but
is criticised for its energy consumption and scalability limitations, as
the computational effort required increases with network growth [12].
PoS is more energy-efficient than PoW, and both lack diversification, so
only a selected group of participants with higher computational power
or higher stake is chosen to validate and verify the block transaction [3].
In addition to PoW and PoS, other consensus mechanisms have emerged,
such as Delegated Proof of Stake (DPoS) [13] and Byzantine Fault Toler-
ance (BFT) [14], each designed to address specific scalability, security,
or decentralisation challenges.

Consensus algorithms are the backbone of blockchain technology,
ensuring the trustworthiness and reliability of distributed ledger sys-
tems, and their continued development and innovation are key to the
evolution of blockchain ecosystems. The development and optimisation
of these consensus algorithms remains critical to the widespread adop-
tion and future growth of blockchain applications across various indus-
tries, from finance and supply chain management to healthcare and gov-
ernance [15].

2.2. Intuitionistic fuzzy sets

Fuzzy logic offers a powerful framework for dealing with uncertainty
and imprecision [16] by allowing for the representation of vague or
ambiguous information using linguistic variables and fuzzy sets. Intu-
itionistic fuzzy sets are introduced by Atanassov [17] as an extension
of Zadeh fuzzy sets [16], where in addition to the membership func-
tion u, defined for fuzzy set A, there exists a non-membership function
vy, such that yy + v, € [0, 1]. When 4 + v, = 1, the intuitionistic fuzzy
set behaves like a classical fuzzy set, as the degree of membership is the
complement of the degree of non-membership. The quantity 1 — u, — vy,
known as the intuitionistic index, degree of non-determinacy or degree
of uncertainty, is also relevant. A formal definition for the IFS is given
in Definition 1.

Definition 1 ([17]). Let X be a fixed set. An intuitionistic fuzzy set
(IFS) A over a set X is defined as

A= {0, ps(x),v4(x) 1 x € X}, (€8]
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where the functions

Hax): X = [0,1] ®))
and
vax): X = [0,1] 3)

define the degree of membership and the degree of non-membership of
the element x € X, respectively, and for every x € X:

0 < ps(x)+vyx) <1 )]
The value of
wa(x) = I—MA(X)—VA(X) 5)

is called the intuitionistic index, degree of non-determinacy or degree
of uncertainty of the element x € X to the intuitionistic fuzzy set A.

This methodology uses IFSs to express variable reputation and com-
putes a reputation degree for the nodes, indicating their honesty and
providing insights into their reliability. IFSs allow us to separately con-
sider evidence that a node is honest against evidence that is dishonest.
For example, consider the case where p4 = 0.8 and v, = 0.1, represent-
ing an individual for whom substantial evidence indicates honest be-
haviour, in contrast to u, = 0.08 and v, = 0.01, which correspond to an
individual about whom little evidence is available, despite most of it
suggesting honesty.

IFSs offer a valuable framework for handling uncertain and vague
information with a more semantic approach compared to traditional
fuzzy sets [18]. IFSs introduce a function that takes into account the
degree of non-membership and the intuitionistic index.

2.3. Uninorm aggregation operations

Uninorm aggregation operators are a generalisation of the t-norm
and t-conorm. Yager [19,20] states that the t-norm and t-conorm can
characterise the and and or operators used in fuzzy logic, and they were
defined as follows.

Definition 2 ([19,20]). A triangular norm or t-norm 7 is a mapping
T :[0,1]1x[0,1] = [0,1] (6)
having the following properties for all a,b,¢c,d € [0, 1]

. Commutativity: T'(a, b) = T'(b, a)

. Associativity: T(T (a, b),c) = T(a,T(b,c))

. Monotonicity: T(a,b) < T(c,d)ifa<cand b<d
. Neutral element: T(a, 1) = a.

HWN -

Definition 3 ([19,20]). A triangular conorm or t-conorm .S is a mapping
S [0,1]1%x1[0,1] = [0,1] )
having the properties 1-3 in Definition 2 plus

S(a,0) =a.

The uninorm aggregation operations share the initial three proper-
ties with both the t-norm and t-conorm but offer greater flexibility con-
cerning the fourth property. t-norms and t-conorms have 1 and 0, respec-
tively, as the neutral element. Uninorms may have any element e in the

unit interval as the neutral element. The following definition captures
the concept of uninorm.

Definition 4 ([20]). An uninorm U is a mapping
U :[0,1]x[0,1] — [0,1] ®

having the following properties for all a, b,c,d € [0, 1]

. Commutativity: U(a, b) = U(b, a)

. Associativity: U(U(a, b),c) = U(a,U(b,c))

. Monotonicity: U(a,b) < U(c,d)ifa<cand b<d

. Neutral element: e € [0,1] : Va € [0,1] : U(a,e) = a.

HWN -
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Notice that, in Definition 4, when e = 1 appears, the specific case for
the t-norm and when e = 0 becomes the t-conorm.

Uninorm aggregation operators are essential in fuzzy logic systems
for combining and synthesising uncertain or imprecise information from
multiple sources. Moreover, they provide a flexible framework for mod-
elling complex relationships and uncertainties.

3. Related work

Consensus algorithms in the blockchain are crucial mechanisms re-
sponsible for establishing trust between the participants in the network
and, at the same time, providing security services such as integrity and
privacy data. For this reason, some studies have contributed to under-
standing the behaviour of the participants involved in the consensus
algorithms. In particular, reputation-based consensus algorithms have
gained attention for their ability to evaluate and integrate the behaviour
of network participants into the consensus process, where the trust-
worthiness of validators is reflected through assigned reputation scores.
These algorithms introduce an adaptive approach to validator selection,
where reputation can influence which nodes participate in block vali-
dation, making the consensus process more secure and efficient. For in-
stance, Bugday et al. [21] focused on forming a consensus group using an
online learning-based reputation model, which selects nodes with high
reputation values. Oliveira [22] presented the Blockchain Reputation-
Based Consensus (BRBC) mechanism, which requires a node to have a
reputation score above a network trust threshold to insert a new block
and uses a set of judges to monitor and update node reputation. Abdo
et al. [23] introduced a permissionless pure reputation-based consensus
algorithm. In contrast, Aluko et al. [24] proposed a Proof-of-Reputation
(PoR) mechanism that uses a liquid rank algorithm to calculate node rep-
utation. These studies collectively highlight the potential of reputation-
based consensus algorithms, nevertheless, each of these works is focused
on studying the problem in a specific consensus algorithm primarily fo-
cused on threshold-based approaches to reputation management, where
reputation scores are often adjusted by external monitoring mechanisms
(such as judges or predefined algorithms).

In this paper, the proposal focuses on a reputation-based consen-
sus algorithm, where a validator’s reputation fluctuates according to its
behaviour over time. Validators can experience increases or decreases
in their reputation based on the quality of their participation in the
network, allowing for a more responsive and adaptive system. This ap-
proach ensures that validators who demonstrate consistently trustwor-
thy behaviour are rewarded, while those who act maliciously or ineffi-
ciently see their reputation decrease, eventually leading to their exclu-
sion from the consensus process if necessary.

To manage this reputation fluctuation effectively, the proposed al-
gorithm integrates fuzzy logic principles, which are well-suited for han-
dling uncertainty and imprecise information in dynamic environments.
Prior studies on fuzzy logic in trust management provide a useful foun-
dation. Carbd et al. [25] presented a trust management mechanism that
uses fuzzy sets to handle uncertain information about others in elec-
tronic commerce. Quesada et al. [26] proposed a methodology to man-
age the behaviour of experts in large-scale consensus reaching for group
decision-making problems, using fuzzy sets and uninorm aggregation
operations. However, within the blockchain area, few works integrate
these tools into consensus algorithms. Recently, Ramos et al. [8] utilised
fuzzy sets theory and computing with words in the PoS consensus algo-
rithm to manage the uncertainty that exists in the stake for each val-
idator. As a consequence, the authors designed an equitable consen-
sus mechanism and provided diversification in the selection process to
choose the validators. Following the field of fuzzy logic, the author in
[27] proposed a fuzzy-based miner selection algorithm applied to the
Internet of Medical Things (IoMT). The algorithm considers parameters
such as node status, coin (token) stake, voting, reputation, randomness,
and neighbour density.
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Fig. 1. The figure illustrates three sequential stages of the structured framework
for reputation models.

These studies collectively highlight the growing interest in modelling
reputation behaviour in blockchain networks. By allowing reputation to
fluctuate based on validator behaviour, the proposed approach enhances
network adaptability, fairness, and security, while ensuring and incen-
tivising positive participation. Furthermore, integrating novel tools into
blockchain systems, such as intuitionistic fuzzy sets and uninorm ag-
gregation operations, to model reputation, may contribute to the devel-
opment of more adaptive, efficient, and secure decentralised systems
capable of managing uncertain and dynamic environments.

3.1. Reputation model

In the literature, there are various reputation-based consensus algo-
rithms, such as [8,22,23,28-41] that follow a general structured frame-
work of reputation models. Such a framework consists of three sequen-
tial stages: reputation settings, reputation scoring, and reputation-based
selection (see Fig. 1). In the reputation settings stage, the system param-
eters are configured. For instance, every node in the network is assigned
a reputation value Rep € [0, 1], with an initial reputation value Rep,
that is the same for every node. The reputation scoring stage involves the
algorithms used to compute each node’s reputation score. The algorithm
applied to calculate the reputation score depends on the reputation-
based consensus algorithm; for example, in [41] the reputation algo-
rithm computes the score using the transaction data in the transaction
block and the behaviour of nodes. Finally, the reputation-based selec-
tion process leverages these scores to prioritise or select nodes for the
validation and verification process.

In the following section, we present our methodology for manag-
ing reputation behaviour in reputation-based consensus algorithms for
blockchain systems.

4. Uninorm-based methodology to manage the reputation
behaviour in blockchain

This section presents our novel proposal, a reputation aware
uninorm-driven approach for managing the reputation of each node in
the blockchain network. Fig. 2 illustrates how our novel proposal, the
reputation aware uninorm-driven approach, is integrated into the rep-
utation model for reputation-based consensus algorithms. In the clas-
sic reputation model, the reputation selection process typically priori-
tises the node with the highest reputation in the current round (where
a round refers to each time a block is validated). However, our pro-
posed method extends this approach by incorporating not only the rep-
utation from the current round but also the reputation from the previ-
ous round. By doing so, our proposal enhances the selection process,
enabling more informed and effective decision-making. Therefore, our
proposal is structured into two phases, which are depicted in Fig. 3:

¢ Reputation degree. In this phase, the validation process is anal-
ysed, and each validator v; € V' obtains a Successful Validation Rate
SuccV R(v;, 1) for the current round z. This rate is then used in the
Intuitionistic Fuzzy Set (IFS) to compute the Reputation Degree
RepD(v;,1). The RepD(v;,t) shows short-term behaviour, which can
be used in the algorithm, nevertheless, calculating only the reputa-
tion degree can lead to errors.
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Fig. 2. Figure illustrates the framework for the integration of our proposal rep-
utation aware uninorm driven into the reputation model in reputation-based
consensus algorithms.
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Fig. 3. Figure illustrates the methodology phases based on IFS and UAO for
managing reputation behaviour in the consensus algorithms to the blockchain
networks.

e Reputation weight. For the next phase, the UAO utilises the
RepD(v;,1) to calculate the Reputation Weight w(v;, 1), taking into
account the reputation weight from the previous round w(v;,7 — 1).
The reputation weight w(v;, t) shows long-term behaviour, providing
greater security. Therefore, the w(v;,t) is analysed and monitored to
study the validator’s behaviour during the validation and verifica-
tion process.

Once the reputation weight w(v;,r) has been computed for all val-
idators, the selection process is performed. First, a predefined threshold
7 € [0, 1] is established to filter eligible validators. Only those valida-
tors whose reputation weight satisfies w(v;,t) > r are included in the
candidate set V, = {v; | w(v;,1) > 7}. This threshold mechanism ensures
that only validators demonstrating sufficient long-term trustworthy be-
haviour are considered for participation in the current validation round.

Subsequently, rather than deterministically selecting the validator
with the highest reputation weight, a randomised selection algorithm is
applied over the candidate set V,. The random selection may follow a
uniform or weight-proportional distribution based on w(v;, 1), depending
on the desired balance between fairness and performance. This two-
stage mechanism enhances security and decentralisation by ensuring
that only validators with acceptable reputation levels participate in the
block validation and transaction verification process (see Algorithm 1).

Proposition 1 (Liveness and Safety). If at least one validator satisfies
w(v;, 1) > 7, the selection step guarantees liveness by selecting a validator in
finite time. Furthermore, since w(v;, t) encodes long-term behaviour, the prob-
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Algorithm 1 Reputation aware uninorm-driven.

Input : V ={v,v,,...,0,}, Current round ¢, Threshold =
Output : Selected validator v
V, <@
: for each v; € V do
Calculate SuccV R(v;, 1)
Calculate RepD(v;,1) using IFS
Calculate w(v;,t) using UAO and w(v;,t — 1)
if w(v;,1) > 7 then

V., <V, u{v}
end if
: end for
: if V, = ¢ then
Select vy, such that w(v,e.. 1) = max w(v;, 1)

selec

—_
[ S U AR U - vy

12: else
13: Randomly select v,,;,. from V,
14: end if

15: return v,

ability of selecting a faulty validator decreases exponentially with consecutive
failures.

It is important to note that the proposed selection step is modular
and can be incorporated into various reputation-based consensus pro-
tocols. In particular, it can replace stake-based probability mechanisms
similar to PoS schemes, while the reputation update procedure remains
as defined in Section 4.1: Reputation degree and Section 4.2: Reputation
weight.

4.1. Reputation degree

The first step in computing the reputation degree is to calculate the
successful validation rate. During the validation process, each partici-
pant has a successful validation rate, as presented in Definition 5. This
rate is the number of successful validations divided by the total number
of validation attempts.

Definition 5. Let #SV be the number of successful validations. Then
the successful validation rate, SuccV R(v;,t) by each validator v; in the
current round ¢ is defined by the function:

#SV (v;,t
SuceV R(v;,1) = % ©)
Remark 1. The number of validation attempts corresponds to the num-
ber of rounds. In each round, the validator has only one attempt.

The successful validation rate will be used to compute the reputation
degree through an intuitionistic fuzzy set A that expresses the linguistic
variable “reputation”.

According to Definition 4, an intuitionistic fuzzy set A assigns to each
element x of the universe X a membership degree u,(x) € [0,1] and a
non-membership degree v,(x) € [0, 1] such that: 0 < p4(x) + v4(x) < 1.
Moreover, for all x € X recall that 74(x) =1 — p4(x) — v4(x). This pa-
per focuses on studying the reputation of validators in the consensus
algorithm in the blockchain. Therefore, as the universe of discourse rep-
resents the successful validation rate SuccV R(v;,t) defined on the real
interval X = [0, 1], following the Definition 5.

The membership function p4(x) for x = SuccV R(v;,t) € A is defined
as:

0 ifx=0
Hax) =3 ux) ifo<x<l1 (10)
1 ifx=1

where y4(x) : X — [0, 1] defines the rate at which a node’s reputation
increases based on its behaviour over time (see Fig. 4). The design of
u(x) is guided by the principle of determining how quickly a validator
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Fig. 4. Figure shows the intuitionistic fuzzy set A with the membership function
4, (x) and the non-membership function v ,(x).
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Fig. 5. Figure illustrates a set of functions that could be used to define the
function u(x).

can regain its reputation after exhibiting undesirable behaviour, such
as failing to validate a block correctly. For example, a minor failure
might allow for quicker recovery, while repeated or severe infractions
could result in a slower pace. Different options for defining function u(x)
include:

1. Constant increase in reputation: In this case, a linear function is suit-
able.

2. Slow increase in reputation: Logarithmic and square root functions
may be useful.

3. Rapid increase in reputation: Exponential and polynomial functions
can be applied.

4. Initial rapid increase in reputation followed by gradual slowing: For
instance, logistic and hyperbolic functions.

5. Slow initial increase in reputation followed by a rapid growth: In this
scenario, a sigmoid function could be an option.

The list provided above illustrates several examples of how the func-
tion p(x) can be defined to reflect the enhancement of a validator’s rep-
utation after encountering failures as shown in Fig. 5. However, it is
important to note that these are merely illustrative examples, and other
functions can be utilised to define u(x). The choice of function depends
on specific factors, such as the desired rate of reputation increase.

With regard to the non-membership function v,(x) for x € A is de-
fined as follows:

1 ifx=0
vax)=19v(x) if0<x<l1 an
0 ifx=1



B. Ramos-Cruz et al.

— Linear
Quadratic
—— Exponential
—— Logarithmic
— Ssigmoid

0.8

0.6

0.2

0.0

X

Fig. 6. Figure illustrates a set of functions that could be used to define the
function v(x).

H(x) Honest v(x) Not-honest n(x) Intuitionistic Index
10 r\.nn n'nn
0.13 0.14
0.23 0.25
0.01
031 935 037 036 032
0.8 A
0.04
0.09
0.6
0.16
1.00 Qe . 0.25 1.00
- 0.64 0.49 0.85
0.4 -
0.71
0.59
0.48
0.2 A 0.38
0.29
0.20
0.13
0.06
0.0 T T T T T T T

.O 01 02 03 04 05 06 07 08 09 1

Fig. 7. Figure displays u,(x), v,(x), and 7 ,(x).

where v4(x) : X — [0, 1] is a function defined considering a similar phi-
losophy that was used to define p(x) in Eq. (10); however, in this case,
the desired rate of decrease is analysed. For instance, if a consistent
penalisation is required, a linear function may be employed. Alterna-
tively, opting for a negative logarithmic function results in a rapid initial
decrease followed by a slower decline, which may be suitable for sce-
narios requiring swift but controlled reputation adjustment (see Fig. 6).

Reputation is intrinsically a concept filled with uncertainty. It does
not constitute an absolute measure but rather emerges from varying per-
ceptions of an entity’s behaviour. When new validators join the pool, the
available information about their behaviour is incomplete, resulting in
inherent indeterminacy, or epistemic uncertainty, regarding the extent
to which they are reputable (true) or non-reputable (false). This initial
state of indeterminacy evolves dynamically as the blockchain network
expands and validators process more transactions. Consequently, an in-
tuitionistic framework for managing uncertainty, one that not only cap-
tures degrees of truth (membership) and falsity (non-membership) but
also incorporates the dimension of indeterminacy, offers a particularly
apt methodology for addressing this context. We employ an intuitionis-
tic index 7 ,(x) to indicate the degree of indeterminacy of the element
x to the intuitionistic fuzzy set A. Fig. 7 shows how z4(x) varies with
respect to u,(x) and v, (x).

Once the reputation is modelled through the IFS, as shown in Fig. 4,
the next step is to compute the reputation degree for each validator. A
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natural first candidate for a reputation degree would be the ratio

Ha(x)
X)) = ———————,
HA(X) +vy(x)

which represents the balance between positive and negative evidence
and can be interpreted as a basic reputation rating in the interval [0, 1].
However, this ratio alone presents a limitation, different combinations
of p4(x) and v, (x) may produce the same value of r, even though the
amount of available information differs. Therefore, this expression does
not capture the degree of certainty associated with the evaluation. To
address this issue, we incorporate the intuitionistic index z 4(x), which
quantifies the level of indeterminacy reflecting how much uncertainty
remains in the assessment. When 7 4(x) is small, the evaluation is sup-
ported by more information, whereas larger values indicate greater in-
determinacy.

Instead of directly adopting r as the reputation degree, we scale it
between a lower bound r, and r, where 0 < ry < r. The parameter r,
prevents unreliable extreme values when the certainty level is low. The
scaling depends on a function

s 1 [0,1] = [0, 1],

such that s(0) = 0 and s(1) = 1. Consequently, when the certainty level
is minimal, the reputation degree approaches r,, and when certainty is
maximal, it converges to r. In this work, s(z4(x)) = 7,(x)* with a > 0,
which allows us to regulate the sensitivity of the transition. If 0 < a < 1,
the model moves rapidly toward r even under moderate certainty; if
a > 1, it remains close to r, until high certainty is achieved.

These observations are summarised in Definition 6, which formally
introduces the reputation degree RepD(v;,t) within the proposed intu-
itionistic fuzzy framework.

Definition 6. Let A be an intuitionistic fuzzy set, u,(x) the membership
degree, v,(x) the non-membership degree, and z4(x) the intuitionistic
index, then the reputation degree, RepD(v;,t), by each validator v; in
the current round ¢ is defined as:

[EEN
= A 12
RepD(v;, 1) ’0( ro(uA<x>+vA(x)>> ’ (12)
where 0 < ry < —4%__ and ¢ > 0.
HAGO)FV4(x)

Eq. (12) given in Definition 6 introduces the reputation degree as
a certainty-adjusted of the basic reputation rating derived from the IFS
components. To validate that this formulation behaves consistently with
its intended interpretation, it is necessary to examine its fundamental
mathematical properties. In particular, the reputation degree should re-
main bounded, respond positively to increasing membership, negatively
to increasing non-membership, and exhibit regular behaviour. These
properties are formalised in the following proposition.

Proposition 2. Let p4(x), v4(x) and =,(x) be the membership, non-
membership and intuitionistic index of the IFS, and let RepD(v;, 1) be given
by Eq. (12). Then:

. RepD(v;,1) € (0,1).

. RepD(v;, 1) is monotonically increasing in p 4(x).
. RepD(v;, 1) is monotonically decreasing in v 4(x).
. RepD(v;, 1) is continuous on [0, 1].

A WN =

For a better understanding of Definition 6, a numerical illustration
is presented in the next paragraph.

Suppose a validator has successful validation SuccV R = 0.75 and the
membership and non-membership functions are defined by the follow-
ing linear IFS functions:

Ha(x) =x—=0.05, vy(x) =090 —x = m4(x) =1—=(uu(x)+ vu(x))

Let u4(0.75) = 0.70, v4(0.75) = 0.15, then ,4(0.75) = 0.15. Moreover, for
this example r, = 0.30.
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Then

pa(x) _ 0.70 _ 070
ro(ia(X) + v4(x))  030(0.70+0.15) _ 0.26

~ 2.6923
Now compute the reputation degree for different a:

o Ifa=2:

RepD = 0.30 x (2.6923)*15° = 0.30 x 1.0225 ~ 0.3068
o Ifa=1:

RepD = 0.30 x (2.6923)%'5" = 0.30 x 1.1602 ~ 0.3480
e Ifa=05:

RepD = 0.30 x (2.6923)%15%° = 0.30 x 1.4675 ~ 0.4402

This example shows that when « is higher the reputation degree de-
crease, while lower a the reputation degree increases. This observation
is formalised in Remark 2.

Remark 2. The function given in Definition 6 can be expressed as

- s(r)
RepD =r, < —) ,
o

Ha(x)
pA)+V4(x)°
chosen as a function of r in order to encode how strict the system behaves

under uncertainty. For instance, one may define r, = fr with0 < f < 1,
so that the reputation degree is proportionally reduced when indetermi-
nacy is high. This choice directly relates the baseline value r( to the un-
derlying membership/non-membership pair (u4(x), v4(x)), since r itself
is determined by their balance. Consequently, r, controls how severely
the system penalises uncertain evaluations while preserving consistency
with the original fuzzy evidence.

where r(x) = 0 < ry < r. Additionally, the parameter r, is

A particular case from Eq. (12), when p4(x) = ¢ - v4(x) with ¢ = 1:

o (x) >7!A(X)u
ro(pa(x) + ps(x))
Ha(x)

ﬂA(X)a
()
roua(x)

_, L 7 (0)%
-0 2r,

That is semantically appealing, as it suggests “There is some evidence
that you are honest, but also some evidence that you are dishonest,
which makes me less sure of your honesty”.

In the general case, if p14(x) = ¢ - v4(x) with 0 < ¢ < 1, then

RepD(v;, 1) =1 (

ﬂA(X)a
Ha(x)
RepD(v;,1) =1 A e (13)
Folpa () + 412
= < pa(x) - e )”"(x)a 14
O\ ro(uaA(x) - € + (%)
e\ as)
N\ rple+1)

Observe that if 7 4(x) — 0, then RepD(v;,) rapidly converges to ry,
even under high uncertainty. Conversely, when z,(x) — 1, RepD(v;,1)
remains close to CL until a high level of certainty is achieved. The pa-
rameter « allows the behaviour of the function to be tuned: values of
a close to zero imply that RepD(v;,t) depends primarily on the relative
magnitudes of u,(x) and v,(x), leading to an increase in the reputa-
tion degree, whereas larger values of @« make it more dependent on the
absolute magnitude of u,(x), resulting in a decrease in the reputation
degree.
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4.2. Reputation weight

In this section, we employ the reputation degree computed in the
preceding section to determine the corresponding reputation weight.
This methodology proposes using an uninorm aggregation operation to
model reputation behaviour; through these operators, the reputation de-
gree is aggregated to obtain a reputation weight. The reputation degree
and reputation weight are used to monitor and demonstrate the impor-
tance of reinforcement. For instance, if the validator r; exhibits both a
high reputation degree and a high reputation weight, it receives positive
reinforcement. Conversely, if the validator has both a low reputation
degree and a low reputation weight, it receives negative reinforcement.
Otherwise, the validator may receive average reinforcement, as shown
in Fig. 8.

The following definition is provided for computing the reputation
weight:

Definition 7. Let U be the uninorm aggregation operator with the as-
sociated neutral element e. Then, the reputation weight w(v;, 1), by each
validator v; at the round 7 is computed as follows:

ifr=1

16
ifr>1 e

w(v;, 1) = {
U(RepD(v;, 1), w(v;, t — 1))

Note that U in Definition 7 can be defined considering the structure
of an uninorm shown in Fig. 8. For instance, the operator U can be
defined as a piecewise function where a t-norm operator is used if both
the reputation degree and the reputation weight are less than the neutral
element e, a t-conorm is utilised if both the reputation degree and the
reputation weight are greater than the neutral element ¢ and less than
1. In other cases, the arithmetic mean between the reputation degree
and the reputation weight can be applied. As a particular example, the
following Fodor’s uninorm [42] is shown:

2xy if0<x,y<e

20x+y—2xy—e) ife<x,y<l1
xty

2

Ux,y) = a7

if min(x,y) <e <

max(x, y)

Fig. 9 describes the graphic behaviour of Fodor’s uninorm with a
neutral element set to e = 0.5. In all experiments, we adopt the following
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Fig. 9. Fodor’s uninorm with e = 0.5.
uninorm with neutral element e:
T(a,b)/e,

1_S(l—a,l—b)
1—e

ifa,b<e,
U(a,b) =
, ifa,b>e,

where T is the minimum t-norm and S is the maximum t-conorm.

By following this methodology, blockchain networks can leverage
uninorm aggregation operators to incorporate information about
validator behaviour. The proposed approach can be integrated into
consensus algorithms in which participant selection relies on fluctuating
reputation as a key parameter. To demonstrate the use of intuitionistic
fuzzy sets and uninorm aggregation operators, the next section presents
experimental results and discusses the performance of the proposed
methodology.

5. Experiments and results

This section performs and discusses a set of experiments designed to
assess the performance of the proposed methodology. The experiments
were developed using the following software and computer specifica-
tions. It includes a CPU and an Intel® Core™ i7-7500U processor, fea-
turing a clock speed of 2.70GHz and four cores. The operating system
used is Ubuntu 22.04.3. For compiling, A C+ + compiler, GCC version
7.4.0 is utilised. The programming language employed is Python, specif-
ically version 3.10.12.

5.1. Experimental results: General evaluation

The objective of this experiment is to depict the performance of the
methodology through the illustrative example of defining and apply-
ing specific functions for each phase. According to this methodology,
the first phase consists of computing the reputation degree. To do so,
simulations have been developed, and the successful validation rate is
computed in each round using the function defined in Eq. (9). Table 2
shows the successful validation rate for the validators v; and v, in the
rows SucV R(v,,t) and SucV R(v,,t) over seven rounds. Notice that the
validator v; makes a mistake in rounds 2 and 5, while the validator v,
was wrong in rounds 2 and 3.

The next step is to compute the reputation degree for v, and v,,
considering the successful validation rate SuccV R, respectively. For this
example, the membership function y 4 (x) presented in Eq. (10) is defined
as:

0 ifx<0
_ ) exp(x)-1 .
Hplx) = iy ifo<x<1 18)
1 if x>1
exp(x)—1

where the function pu(x) = (T
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Table 2

Table shows the successful validation rate SucV r(), the reputation de-
gree RepD(), and the reputation weight w() for the validator v, and v,
at seven rounds.

Round(t) 1 2 3 4 5 6 7

SuccV R(vy,1) 1.00 0.50 0.67 0.75 0.60 0.67 0.71
RepD(v,,1) 0.62 0.40 0.55 0.59 0.50 0.55 0.58
w(vy, 1) 0.50 0.40 0.48 0.53 0.52 0.56 0.63
SuccV R(v,,1) 1.00 0.50 0.33 0.50 0.60 0.67 0.71
RepD(v,,1) 0.62 0.40 0.22 0.40 0.50 0.55 0.58
w(v,,1) 0.50 0.40 0.18 0.14 0.14 0.35 0.46

1.01 X —== SuccVR(vy, t)

RepD(v1, t)

\
\
0.9 1 v —— w(vy, t)
\

Reputation

1 2 3 4 5 6 7 8 9 10
Rounds(t)

Fig. 10. Figure plots the results obtained in Table 2 for the validator v,.

The non-membership function v4(x) in Eq. (11) is defined by:

1 ifx<0
Vi) =4(x-1? ifo<x<l1 (19)
0 ifx>1

where the function v(x) = (x — 1)%.

Then, the functions in Eqgs. (18) and (19) are used together with the
function in Eq. (12) to compute the reputation degree for the validator
v, and v, where the parameterissettoa =2andr, =5/8 - #(X(x)
this example. Table 2 depicts the outcomes at the row named RepD(vy, 1)
and RepD(v,,1) for v; and v,, respectively.

At this moment, the first phase is finished. To start with, the second
phase is necessary to define the uninorm aggregation operation U. For
this example, we will use Fodor’s uninorm defined in Eq. (17). After ap-
plying the function presented in Eq. (16), the reputation weight w(v;, 1)
is calculated for the validators v, and v,. The results are presented in
the rows w(v;, 1) and w(v,, 1) in Table 2.

The outcomes of Table 2 for the validator v, are displayed in Fig. 10.
This figure illustrates the reputation behaviour for the validator v, in ten
rounds. The blue graph (dashed line) represents the successful validation
rate SuccV R(v,, 1), the orange graph (dotted line) indicates the reputa-
tion degree RepD(vy,t), and the green graph (continuous line) shows the
reputation weight w(v,, t). From Fig. 10, it is observed that the validator
v; has a mistake in rounds 2 and 5; thus, the SuccV R(v,,1), RepD(v;, 1),
and w(v,,7) decrease. For round 3, the validator starts to perform the
process correctly, then SuccV R(v,,1), RepD(v,,1), and w(v;,?) increase
until round 4, where they decrease again. After round 6, SuccV R(v,,1),
RepD(v,,1), and w(v,, ) start to increase again.

For the validator v,, the outcomes of Table 2 are depicted in Fig. 11.
The purple graph (dashed line) represents the successful validation rate
SuccV R(v,, 1), the blue graph (dotted line) indicates the reputation de-
gree RepD(v,,1), and the red graph (continuous line) shows the reputa-
tion weight w(v,, ). These graphs illustrate the reputation behaviour for
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Fig. 11. Figure plots the results obtained in Table 2 for the validator v,.

the validator v,, note that in rounds 2 and 3, the validator was incorrect,
therefore, the SuccV R(v,, 1), the RepD(v,,1), and the w(v,,t) decrease.
For the next rounds, the SuccV R(v,,t) and the RepD(v,, t) increase, nev-
ertheless, w(v,, 1) starts to increase until round 5.

This experiment shows that the validator v; made a mistake in the
previous round and has the opportunity to correct the mistake in the
next round and increase its reputation, as shown in Fig. 10. Neverthe-
less, if the validators were wrong two or more times consecutively, as
depicted in Fig. 11 for the validator v,, the process of increasing and
recovering the reputation is slower. This is because repeated mistakes
can significantly impact the validator’s reputation, leading to a more
gradual recovery process. The reputation recovery model is designed to
penalise errors more severely, thereby encouraging validators to main-
tain consistent accuracy and reliability over time. By incorporating such
mechanisms, the system ensures that validators who frequently make
mistakes face a more challenging path to regain their status, thus pro-
moting higher standards of performance across the network. In the next
section, we have analysed the performance of the proposed methodol-
ogy considering different values for the a parameter.

5.2. « parameter

With respect to the parameter « introduced in Definition 12, we con-
ducted experiments to analyse its behaviour. These experiments aim to
evaluate the performance of the proposed methodology by examining
variations in « across ten different values. To this end, we computed
the reputation degree RepD(v,,t) and the reputation weight w(v,, r) for
validator v;, as well as RepD(v,,t) and w(v,,t) for validator v,. Tables 3
and 4 present the results for v; and v,, respectively. The first column
reports the values of «, followed by the corresponding results obtained
over twenty rounds.

The results presented in Table 3 are illustrated in Figs. 12 and 13.
Fig. 12 displays multiple graphs corresponding to the reputation degree
RepD(v,,1) for different values of a. It can be observed that when «
is close to zero, the reputation degree assumes higher values. As « in-
creases, the reputation degree decreases accordingly. Fig. 13 presents
the corresponding plots of the reputation weight w(v,, 1), computed us-
ing the same values of a. These results indicate that the reputation
weight is more lenient for small values of a, whereas larger values of
a lead to more stringent weighting.

Similarly, the results in Table 4 are illustrated in Figs. 14 and 15.
Fig. 14 shows the reputation degree RepD(v,,t) for various a values.
When « is close to zero, the reputation degree is higher, and it de-
creases as a increases. Fig. 15 displays the reputation weight w(v,,1)
using the same « values. The plots indicate that the reputation weight
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is more lenient for low a values and becomes more stringent as a
increases.

The results of this experiment reveal a consistent relationship be-
tween the parameter a and both the reputation degree RepD(v;,t) and
the reputation weight w(v;, 1) for the validators. When « is close to zero,
both the reputation degree and reputation weight are higher, indicat-
ing a more lenient evaluation of validator reputation. Conversely, as «
increases, both the reputation degree and reputation weight decrease,
reflecting a more stringent assessment. This trend is consistent across
different validators, as shown in Tables 3 and 4. Therefore, the choice
of a is important in determining the strictness of reputation evaluation,
directly influencing how reputation is managed and assessed within the
blockchain consensus algorithm.

All source files generated during the development and im-
plementation of the reputation methodology are available at
the following GitHub repository: https://github.com/RCBruno/
ReputationAwareUninormDriven.

5.3. Computational complexity analysis

This section analyses both the computational and communication
complexity associated with the computation of the reputation degree
and the reputation weight. Regarding the reputation degree, for each
validator v; at round 7, the successful validation rate SuccV R(v;, 1) re-
quires one division operation, resulting in constant time complexity
O(1). The evaluation of the membership function u,(x) and the non-
membership function v,(x) involves a direct function evaluation (e.g.,
linear, logarithmic, polynomial, or sigmoid), which also requires O(1)
time. The computation of the intuitionistic index z,4(x) =1 — py(x) —
v4(x) and the calculation of RepD(v;, 1) involve a fixed number of arith-
metic operations and one exponentiation. Therefore, the computation
of the reputation degree for a single validator has constant complexity
O(1). For a network with n validators, computing the reputation degree
for all validators in a round requires O(n) time.

The reputation weight w(v;,7) is obtained by applying the uni-
norm operator U(RepD(v;,t), w(v;,t — 1)). Since the uninorm (including
Fodor’s uninorm) is defined as a piecewise function involving a con-
stant number of comparisons and arithmetic operations, its evaluation
also has constant time complexity O(1) per validator. Consequently, up-
dating the reputation weight for all validators requires O(n) time per
round. Combining both phases, the total computational complexity per
round remains linear, O(n).

The proposed framework does not require additional peer-to-peer
message exchanges beyond those already inherent to the underlying
consensus protocol. The successful validation rate SuccV R(v;, 1) is com-
puted locally from validation outcomes that are already broadcast as
part of the standard block validation process. Specifically, during each
round, validators exchange consensus messages (e.g., block proposals,
votes, or confirmations) according to the base consensus algorithm. The
reputation mechanism passively observes these outcomes and updates
local reputation values. Therefore, the reputation degree and reputation
weight calculations introduce no additional all-to-all communication.

Assuming the underlying consensus protocol has communication
complexity O(C(n)), the integration of the proposed reputation frame-
work preserves this complexity:

O(C(n) + O(n),

where the additional O(n) term corresponds only to local updates with-
out extra network-wide broadcasts.

Hence, the proposed intuitionistic fuzzy and uninorm-based method-
ology introduces negligible communication overhead and maintains
scalability even in large-scale blockchain networks.

6. Discussion and future directions

This work introduces a novel methodology for managing reputation
behaviour in consensus algorithms for blockchain, utilising intuitionistic
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Fig. 12. Figure shows the plots related to the reputation degree RepD(v,,?) for the validator v, as the parameter « varies.
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Fig. 13. Figure shows the plots related to the reputation weight w(v,,7) for the validator v, as the parameter a varies. This reputation weight corresponds to the
reputation degree illustrated in Fig. 12.
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Fig. 14. Figure shows the plots related to the reputation degree RepD(v,, ) for the validator v, as the parameter « varies.
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Table 3
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Table shows the successful validation rate SucV r(v,,1), the reputation degree RepD(v,,1), and the reputation weight w(v,, 1) for the validator v,

at 20 rounds and multiples « values.

Parameter « Round(t) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
SuccVR(v,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=0.1 RepD(vy,1) 0.62 0.58 0.79 0.86 0.72 0.79 0.84 0.86 0.88 0.89 0.85 0.79 0.82 0.84 0.85 0.86 0.83 0.79 0.75 0.78
w(v,,1) 0.50 0.58 0.82 0.95 0.97 0.99 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
SuccVR(v,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=0.5 RepD(vy,1) 0.62 0.50 0.68 0.73 0.62 0.68 0.72 0.73 0.74 0.75 0.72 0.68 0.70 0.72 0.73 0.73 0.71 0.68 0.65 0.67
w(v,,1) 0.50 0.50 0.68 0.83 0.87 0.92 0.95 0.98 0.99 0.99 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
SuccVR(v,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=10 RepD(v,,1) 0.62 0.45 0.61 0.65 0.56 0.61 0.64 0.65 0.66 0.66 0.64 0.61 0.63 0.64 0.65 0.65 0.63 0.61 0.58 0.60
w(v,,1) 0.50 0.45 0.53 0.67 0.71 0.77 0.84 0.89 0.92 095 096 0.97 0.98 0.98 0.99 0.99 0.99 1.00 1.00 1.00
SuccVR(v,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=15 RepD(vy,1) 0.62 0.42 0.57 0.61 0.52 0.57 0.60 0.61 0.62 0.63 0.60 0.57 0.59 0.60 0.61 0.61 0.59 0.57 0.55 0.56
w(vy,1) 0.50 0.42 0.49 0.55 0.57 0.63 0.70 0.77 0.83 0.87 0.90 091 0.93 0.94 0.95 0.96 0.97 0.97 0.98 0.98
SuccVR(v;,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=20 RepD(v,,1) 0.62 0.40 0.55 0.59 0.50 0.55 0.58 0.59 0.6 0.61 0.58 0.55 0.56 0.58 0.59 0.59 0.57 0.55 0.52 0.54
w(vy,1) 0.50 0.40 0.48 0.53 0.52 0.56 0.63 0.70 0.76 0.81 0.84 0.86 0.88 0.90 0.91 0.93 0.94 0.95 0.95 0.95
SuccVR(v;,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=25 RepD(v,,1) 0.62 0.39 0.54 0.58 0.49 0.54 0.57 0.58 0.59 0.60 0.57 0.54 0.55 0.57 0.57 0.58 0.56 0.54 0.51 0.53
w(vy,1) 0.50 0.39 0.46 0.52 0.50 0.54 0.60 0.67 0.73 0.78 0.81 0.83 0.85 0.87 0.89 0.90 0.92 0.92 0.92 0.93
SuccVR(v;,t) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=30 RepD(v;,1) 0.62 0.39 0.53 0.58 0.48 0.53 0.56 0.58 0.59 0.60 0.57 0.53 0.55 0.56 0.57 0.58 0.55 0.53 0.5 0.52
w(vy,1) 0.50 0.39 0.46 0.52 0.50 0.51 0.57 0.64 0.7 0.76 0.79 0.8 0.82 0.84 0.86 0.88 0.90 0.90 0.90 0.91
SuccVR(v,,1) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=35 RepD(v,,1) 0.62 0.38 0.53 0.57 0.47 0.53 0.56 0.57 0.59 0.59 0.56 0.53 0.54 0.56 0.57 0.57 0.55 0.53 0.5 0.51
w(vy,1) 0.50 0.38 0.45 0.51 0.49 0.51 0.56 0.63 0.69 0.75 0.78 0.79 0.81 0.83 0.85 0.87 0.89 0.89 0.89 0.90
SuccVR(v;,1) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=40 RepD(vy,1) 0.62 0.38 0.52 0.57 0.47 0.52 0.55 0.57 0.58 0.59 0.56 0.52 0.54 0.55 0.56 0.57 0.55 0.52 0.50 0.50
w(vy,1) 0.50 0.38 0.45 0.51 0.49 0.51 0.56 0.62 0.69 0.75 0.78 0.79 0.80 0.82 0.85 0.87 0.88 0.89 0.69 0.70
SuccVR(v,,1) 1.00 0.50 0.67 0.75 0.60 0.67 0.71 0.75 0.78 0.80 0.73 0.67 0.69 0.71 0.73 0.75 0.71 0.67 0.63 0.65
a=45 RepD(vy,1) 0.62 0.38 0.52 0.57 0.47 0.52 0.55 0.57 0.58 0.59 0.56 0.52 0.54 0.55 0.56 0.57 0.55 0.52 0.5 0.51
w(vy,1) 0.50 0.38 0.45 0.51 0.49 0.51 0.56 0.62 0.68 0.74 0.77 0.78 0.8 0.82 0.84 0.87 0.88 0.88 0.69 0.70
1.0 A
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Fig. 15. Figure shows the plots related to the reputation weight w(v,, 1) for the validator v, as the parameter « varies. This reputation weight corresponds to the

reputation degree illustrated in Fig. 14.

fuzzy sets and uninorm aggregation operations. Fig. 16 depicts a sum-
mary of the main aspects discussed in the critical analysis and future
directions sections.

6.1. Critical analysis

The integration of intuitionistic fuzzy sets and uninorm aggregation
operations offers an innovative solution for managing reputation be-
haviour in blockchain consensus algorithms, addressing key challenges

11

such as uncertain reputation values and the absence of reputation re-
covery mechanisms.

The methodological advantage is its ability to handle uncertainty
and imprecision in reputation values, enabling validators to recover and
improve their reputation even after making errors. This flexibility is
demonstrated by the results in Section 5, which show that validators
can regain their standing, promoting a resilient and adaptive network.

Our work serves as a valuable reference for the scientific community,
illustrating the potential of integrating IFS and UAO into consensus algo-
rithms where reputation plays a crucial role. In addition, this approach
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Table 4
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Table shows the successful validation rate SucV r(v,, 1), the reputation degree RepD(v,,1), and the reputation weight w(v,, 1) for the validator v,

at 20 rounds and multiples « values.

Parameter « Round(t) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
SuccV R(v,,t) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=0.1 RepD(v,,1)  0.62 0.58 0.32 0.58 0.72 0.58 0.68 0.75 0.79 0.82 0.85 0.86 0.88 0.84 0.79 0.81 0.83 0.79 0.81 0.82
w(v,,1) 0.50 0.58 0.45 0.51 0.72 0.77 0.85 0.92 0.97 0.99 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
SuccV R(v,,t) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=05 RepD(v,,r)  0.62 0.50 0.28 0.50 0.62 0.50 0.59 0.65 0.68 0.71 0.72 0.73 0.74 0.72 0.68 0.70 0.71 0.68 0.70 0.71
w(v,,1) 0.50 0.50 0.39 0.45 0.53 0.53 0.62 0.73 0.83 0.90 0.94 0.97 0.98 0.99 0.99 1.00 1.00 1.00 1.00 1.00
SuccVR(v,t) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=10 RepD(v,,1) 0.62 0.45 0.25 0.45 0.56 0.45 0.53 0.58 0.61 0.63 0.64 0.65 0.66 0.64 0.61 0.62 0.63 0.61 0.62 0.63
w(v,,1) 0.50 0.45 0.22 0.20 0.38 0.34 0.43 0.51 0.61 0.71 0.80 0.86 0.90 0.93 0.95 0.96 0.97 0.98 0.98 0.99
SuceV R(v,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=15 RepD(vy,1) 0.62 0.42 0.23 0.42 0.52 0.42 0.49 0.54 0.57 0.59 0.60 0.61 0.62 0.60 0.57 0.58 0.59 0.57 0.58 0.59
w(vy,1) 0.50 0.42 0.19 0.16 0.34 0.29 0.28 0.41 0.49 0.54 0.64 0.72 0.79 0.83 0.85 0.88 0.90 091 0.93 0.94
SuceVR(,,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=20 RepD(v,,1) 0.62 0.40 0.22 0.40 0.50 0.40 0.47 0.52 0.55 0.57 0.58 0.59 0.60 0.58 0.55 0.56 0.57 0.55 0.56 0.57
w(vy,1) 0.50 0.40 0.18 0.14 0.14 0.12 0.11 0.31 0.43 0.50 0.58 0.66 0.73 0.77 0.79 0.82 0.84 0.86 0.88 0.89
SuceVR(v,,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=25 RepD(v,,1) 0.62 0.39 0.22 0.39 049 0.39 046 0.51 0.54 0.56 0.57 0.58 0.59 0.57 0.54 0.55 0.56 0.54 0.55 0.56
w(vy,1) 0.50 0.39 0.17 0.13 0.13 0.10 0.09 0.30 0.42 0.49 0.53 0.61 0.68 0.72 0.74 0.77 0.79 0.81 0.83 0.85
SuceVR(v,,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=3.0 RepD(v;,1) 0.62 0.39 0.22 0.39 048 0.39 045 0.5 0.53 0.55 0.57 0.58 0.58 0.56 0.53 0.54 0.55 0.53 0.54 0.55
w(vy,1) 0.50 0.39 0.17 0.13 0.12 0.09 0.09 0.09 0.31 0.43 0.5 0.54 0.62 0.66 0.68 0.71 0.74 0.76 0.78 0.80
SuccVR(v;,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=35 RepD(v,,1) 0.62 0.38 0.22 0.38 0.47 0.38 0.45 0.50 0.53 0.55 0.56 0.57 0.58 0.56 0.53 0.54 0.55 0.53 0.54 0.55
w(vy,1) 0.50 0.38 0.16 0.13 0.12 0.09 0.08 0.08 0.3 0.43 0.49 0.53 0.61 0.65 0.67 0.7 0.73 0.74 0.76 0.78
SuccVR(v;,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=4.0 RepD(vy,1) 0.62 0.38 0.21 0.38 0.47 0.38 0.45 0.49 0.52 0.54 0.56 0.57 0.58 0.55 0.52 0.54 0.55 0.52 0.54 0.54
w(vy,1) 0.50 0.38 0.16 0.12 0.12 0.09 0.08 0.08 0.30 0.42 0.49 0.53 0.61 0.65 0.67 0.69 0.72 0.73 0.75 0.77
SuccVR(v,,1) 1.00 0.50 0.33 0.50 0.60 0.50 0.57 0.62 0.67 0.70 0.73 0.75 0.77 0.71 0.67 0.69 0.71 0.67 0.68 0.70
a=45 RepD(vy,1) 0.62 0.38 0.21 0.38 0.47 0.38 0.45 0.49 0.52 0.54 0.56 0.57 0.58 0.55 0.52 0.54 0.55 0.52 0.53 0.54
w(vy,1) 0.50 0.38 0.16 0.12 0.12 0.09 0.08 0.08 0.30 0.42 0.49 0.53 0.61 0.65 0.66 0.69 0.72 0.73 0.75 0.77
Innovative integration Computational overhead 6.2. Future directions
s ]— Strengths — — Optimization -I:
Reputation management Gt Enhancing performance
Computational overhead analysis . Sonart contracts ]?ulldmg on the insights from the critical analysis, vye.outllne po-
- } Limitations — —GTRLEatns { : tential avenues for future research and development. This includes ex-
Efficiency Governance mechanism . . . .
Hondling | > ploring the scalability of the proposed approach and enhancing its
t b i . . . . .
an mg_ o W_ors} Sealability —| | Validations _I:Re“l W"”_dsce“"‘f“’s efficiency to ensure optimal performance in large-scale blockchain net-
High transactions dli:;t:t'izn— Comparative studies works. Extending the application of this methodology beyond consensus
Reliability Federated learning algorithms to other areas of blockchain technology, such as smart con-

Securi L— Technologies -I:
Uncertainty } Yy G

Machine learning
Fig. 16. Figure summarises the main aspects related to the critical analysis and
future directions.

contributes to designing more equitable consensus mechanisms, ensur-
ing diverse and inclusive validator selection processes, thereby mitigat-
ing centralisation risks and enhancing network security and fairness.

While the previous paragraphs highlight several strengths of the pro-
posed methodology, we should also consider potential limitations or
challenges that have not been addressed. For instance, scalability, fur-
ther empirical studies and optimisations may be required to ensure that
the methodology can handle the exponential growth in transaction vol-
umes and network size typical of large-scale blockchain deployments.
For this framework, the overall computational complexity per round is
On)

Furthermore, integrating IFS and UAO into blockchain consensus al-
gorithms could add computational overhead, which may potentially im-
pact the efficiency and performance of the blockchain. Specifically, the
fuzzy set operations and aggregation processes require more sophisti-
cated algorithms and data handling techniques, which might slow down
transaction validation processes, particularly in large-scale blockchains.
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tract execution and governance mechanisms, could further enhance the
system’s robustness and adaptability. While the proposed methodology
shows promise in addressing key challenges related to reputation man-
agement in blockchain consensus algorithms, further exploration and
validation are necessary to fully assess its practical implications and
scalability in real-world blockchain deployments.

7. Conclusion

In this work, we have explored the areas of intuitionistic fuzzy sets
and uninorm aggregation operations to introduce our novel method-
ology for managing reputation behaviour in consensus algorithms for
blockchain. This methodology addresses the challenges associated with
uncertain reputation values and a lack of mechanisms for reputation re-
covery. The results presented in Section 5 support the proposed method-
ology, showing that the validator has the opportunity to increase its rep-
utation even when it was wrong in the previous round, which is not pos-
sible concerning other consensus algorithms. Moreover, as Section 5.3
discussed the framework preserves linear computational complexity per
round and does not introduce additional communication overhead be-
yond that required by the underlying consensus protocol, thereby main-
taining scalability for large blockchain networks. This paper provides
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a reference for the scientific community and could be used in different
consensus algorithms where reputation is considered a key parameter.
Furthermore, this methodology can be utilised to design equitable con-
sensus algorithms and provide diversification in the selection process
to choose the validator node. Integrating intuitionistic fuzzy sets and
uninorm aggregation operators into blockchain offers a flexible frame-
work for synthesising uncertain or imprecise information from multiple
sources within blockchain networks. Future research directions include
large-scale empirical validation, optimisation of the uninorm parame-
ters, and integration with hybrid consensus architectures to further en-
hance robustness and practical deployment.
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