
Federated Blockchain-Based Resilient Identity
Management for Securing Consumer Vehicular

Networks
Sandeep Srivastava, Deepshikha Agarwal, Senior Member, IEEE, Brijesh Kumar Chaurasia, Senior Member,
IEEE, Vishal Krishna Singh, Rajkumar Singh Rathore, Senior Member, IEEE, Weiwei Jiang, Member, IEEE.

Abstract—Connected vehicles rely heavily on mobile vehicular
networks and centralized cloud infrastructures for data handling.
These networks contain not only environmental information but
also sensitive data such as passenger identities, routes, origins,
and destinations, making them prone to various cyber threats.
Existing authentication mechanisms are predominantly central-
ized and cloud-based, which introduces significant vulnerabilities,
including high latency, single points of failure, and exposure
to denial-of-service attacks, man-in-the-middle intrusions, and
data breaches. Moreover, the real-time nature of vehicular
data sharing exacerbates these risks. Conventional centralized
architectures typically depend on a single trusted authority for ve-
hicle authentication and data integrity validation, which further
increases susceptibility to unauthorized access, data tampering,
and system disruption. To address these limitations, this work
proposes a novel distributed blockchain-based authentication
mechanism for Internet of Vehicles and autonomous vehicles.
The proposed approach leverages decentralized identifiers and
verifiable credentials to securely authenticate vehicles within a
decentralized network. Extensive experimental evaluations assess
the system’s performance across multiple parameters, including
latency, trust, and resilience to attacks. Comparative analysis
demonstrates a significant improvement in trustworthiness and
authenticity, validating the effectiveness of the proposed method.

I. INTRODUCTION

Internet of Vehicles (IoVs) comprises vehicles embedded
with sensors and on-board units (OBUs) capable of performing
low-level automation and interacting with surrounding Internet
of Things (IoT) networks [1], [2]. Advanced IoV variants form
the operational basis for self-driving vehicles, enabling au-
tonomous navigation in complex environments without human
intervention and ensuring high standards of safety for both
passengers and other road users [3], [4], [5]. Connected ve-
hicles rely extensively on vehicular communication networks
such as Vehicular Ad-hoc Networks (VANETs), vehicle-to-
vehicle (V2V) communication, and vehicle-to-infrastructure
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(V2I) communication to gather and exchange real-time en-
vironmental information [1], [6], [2].

Through embedded sensors and OBUs, vehicles communi-
cate with nearby IoVs, forming dynamic and highly mobile
networks where each IoV functions as an active node [1],
[2]. The exchanged data is transmitted over wireless channels
and is often stored or temporarily buffered in cloud-based
systems or edge servers, depending on the network architecture
[2], [7]. This communication enables vehicles to share critical
information such as traffic conditions, road hazards, and signal
timings, supporting autonomous systems in making timely
and reliable driving decisions. Such collaborative information
exchange improves route selection, reduces congestion, and
enhances both safety and overall operational efficiency [6],
[2], [1].

These networks transmit not only environmental informa-
tion but also sensitive data, including passenger identities,
routes, and destination details, increasing the importance of
secure communication handling [1], [8]. Because communica-
tion occurs over public wireless channels, IoV systems are ex-
posed to a wide spectrum of cyberattacks, including spoofing,
replay, and eavesdropping, which significantly threaten data
confidentiality and authenticity [6], [9], [10]. Consequently,
secure communication requires processing a large number of
authentication requests in real time, necessitating a robust,
accurate, and scalable authentication mechanism capable of
handling high-density vehicular traffic [8]. Given the heavy re-
liance of connected vehicles on exchanged data, authentication
must be both rapid and dependable to maintain uninterrupted
information flow. However, the massive volume of data gen-
erated by IoVs, coupled with their dynamic mobility, makes
real-time authentication increasingly challenging [2], [1].

The deployment of VANET clouds has simplified data
storage and management [2], [1], enabling vehicles to obtain
road and traffic information directly from the cloud rather
than establishing multiple peer-to-peer connections. However,
this centralization also introduces severe security risks such as
Distributed Denial of Service (DDoS), forgery, and Man-in-
the-Middle (MitM) attacks [9], [8]. To mitigate these threats,
a two-level authentication system is essential—one level for
verifying node legitimacy and another for message authenti-
cation [11], [10]. Node authentication prevents unauthorized
devices from joining the network, while message authentica-
tion ensures data integrity and prevents tampering.

A variety of blockchain-based authentication frameworks

1



have been proposed in existing literature. The scheme in
[12] presents a four-phase process consisting of system ini-
tialization, key generation, signing, and verification. Simi-
larly, the conditional anonymous mutual authentication model
introduced in [13] enhances privacy and anonymity using
certificateless short signatures (CLSS) and regional manage-
ment strategies, thereby minimizing dependency on public
key infrastructures. Another approach in [14], [15] uses a
trusted authority (TA) and roadside units (RSUs) to establish
secure session key exchanges, whereas the work in [16],
[17] proposes a hierarchical revocable authentication protocol
utilizing Schnorr signatures and self-certified public keys.
Additional schemes such as [18], [19] highlight the use of
certificateless signcryption and batch-verification mechanisms
to improve scalability and reduce computational overhead.
Collectively, these methods include phases for initialization,
registration, revocation, and key agreement, ensuring secure
authentication between vehicles and RSUs without continuous
authority involvement.

In [20], a three-phase authentication process—registration,
authentication, and authorization—is introduced to validate ve-
hicles through pseudonymous IDs and digital signatures. Sim-
ilarly, the group-based authentication protocol in [21] employs
signcryption and secret member keys to achieve anonymity and
traceability. In contrast, a trusted-authority-free lightweight
scheme proposed in [22] uses elliptic curve cryptography
(ECC) and message encapsulation to enable privacy-preserving
communication between vehicles and RSUs. This two-layered
model—comprising server and vehicle layers—ensures decen-
tralized key management, reducing computational overhead
while maintaining security and scalability.

Despite these contributions, most existing schemes face
significant limitations in real-world IoV deployments. Many
rely on centralized or semi-centralized architectures that in-
troduce single points of failure, bottlenecks, and scalability
issues. High network mobility and dynamic topologies further
complicate timely authentication, often leading to high latency
and degraded performance. Additionally, IoV networks remain
susceptible to various cyberattacks, including Man-in-the-
Middle (MitM), relay, Sybil, DoS, and DDoS attacks, which
can compromise data confidentiality, authenticity, and avail-
ability [8], [10], [23]. As the number of connected vehicles
increases, the corresponding surge in authentication requests
strains existing systems, highlighting their limited scalability
and computational efficiency.

Modern decentralized identity and authentication systems
increasingly rely on distributed trust assumptions—such
as threshold-signature validation, federated verifiers, multi-
domain credential issuers, and cross-ledger coordination—to
ensure consistency and resilience. However, the evaluation
strategies commonly adopted in prior IoV and VANET au-
thentication studies primarily emphasize throughput, latency,
message verification speed, or cryptographic soundness. These
metrics, while essential, provide limited insight into the eco-
nomic, behavioral, and adversarial incentives that determine
how real-world attackers and insider entities actually behave.
Existing analyses generally assume honest-majority conditions
or static adversary models without quantifying the feasibil-

ity of bribery, insider collusion, or rational deviation under
realistic cost–benefit scenarios. As a result, current identity-
management frameworks remain unable to predict when a sys-
tem becomes economically vulnerable, even if the underlying
cryptographic primitives remain theoretically secure.

To address this limitation, this work incorporates an
incentive-aware evaluation methodology that models adver-
sarial behavior using attacker utility functions, binomial
compromise probabilities, shareholder collusion payoffs, and
equilibrium threshold analyses. This approach complements
traditional cryptographic proofs by capturing the economic
motivations that influence whether rational actors comply
with or deviate from protocol rules. The goal is to provide
a more comprehensive, real-world security characterization
for federated blockchain-based identity management, ensuring
that both technical and incentive-driven vulnerabilities are
effectively mitigated.

These challenges reveal a clear scientific problem: current
IoV authentication frameworks lack a fully decentralized,
lightweight, and resilient mechanism capable of maintaining
trust, privacy, and scalability in real-time vehicular envi-
ronments. The inability to support large-scale, low-latency
authentication in dynamic IoV networks leaves critical security
and efficiency gaps.

Motivated by these challenges, this paper proposes a Feder-
ated Blockchain-Based Resilient Identity Management Frame-
work (BlockAuth) designed specifically for secure and scal-
able IoV environments. The objective of BlockAuth is to
establish decentralized trust among vehicles, roadside units,
and governing authorities by combining Decentralized Identi-
fiers (DIDs) and Verifiable Credentials (VCs) with blockchain
technology. The purpose of this research is to develop an
identity management framework that reduces authentication
latency, minimizes central dependency, and enhances system
resilience against attacks. By integrating federated blockchain
and decentralized identity principles, the proposed BlockAuth
framework ensures tamper resistance, privacy preservation,
and trust verification suitable for next-generation intelligent
vehicular ecosystems.

A. Contributions

This work introduces a federated, blockchain-enabled iden-
tity management framework tailored for secure, scalable, and
low-latency authentication in Internet of Vehicles (IoV) envi-
ronments. The following contributions collectively highlight
the technical innovations and practical advancements enabled
by the proposed BlockAuth system:

• Decentralized Authentication Framework (Block-
Auth): A federated blockchain-based authentication
model integrating Decentralized Identifiers (DIDs) and
Verifiable Credentials (VCs) is proposed. This decentral-
ized trust establishment removes reliance on centralized
authorities, eliminating single points of failure and im-
proving the robustness of IoV authentication.

• Cryptographic Binding of Vehicular Identities: Block-
Auth ensures that each vehicle’s identity is cryptograph-
ically anchored to the blockchain ledger, preserving im-
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mutability and enabling verifiable, tamper-resistant au-
thentication to mitigate spoofing, replay, and imperson-
ation attacks.

• Hybrid Blockchain Deployment and Validation:
The framework is implemented on both the Ethereum
blockchain and a custom lightweight blockchain to as-
sess performance under diverse deployment conditions.
Experiments confirm significantly reduced signing and
verification times while sustaining high throughput and
low latency.

• Comprehensive Security and Performance Evalu-
ation: Simulations and adversarial modeling validate
BlockAuth’s resilience against threats such as DoS and
MitM attacks. Results demonstrate over 98% authenti-
cation accuracy, more than 60% latency reduction, and
stable trust scores even under high-load scenarios.

• Advancement in Vehicular Identity Management:
BlockAuth provides a scalable and privacy-preserving
identity framework suitable for real-time autonomous
transportation systems. The integration of blockchain,
DIDs, and VCs enables tamper-resistant, transparent au-
thentication for large-scale vehicular ecosystems.

B. Novelty

The novelty of BlockAuth lies in its ability to overcome
the key limitations of existing blockchain-based vehicular
authentication systems, enabling scalable, interoperable, and
security-validated deployment in large IoV environments. The
major contributions are:

• Gap Identification: A structured review highlights per-
sistent issues in prior works—centralized trust depen-
dency, limited cross-domain interoperability, and the lack
of formal security validation—motivating a decentralized
and verifiable authentication framework.

• Federated Architecture with FANs: BlockAuth deploys
lightweight Federated Authentication Nodes (FANs) that
enable fast local verification and synchronized global
trust sharing. This design removes single points of failure
and supports scalable cross-domain authentication.

• Optimized DID/VC/ZKP Pipeline: The framework
combines DIDs, VCs, and lightweight zero-knowledge
proofs, removing costly operations to achieve faster sign-
ing/verification and providing privacy-preserving attribute
validation with low latency.

• Game-Theoretic Security Modeling: Formal
attacker–collusion modeling quantifies adversarial
behavior and defines resilience thresholds. The
analysis shows strong Byzantine tolerance and stable
authentication accuracy even with malicious participation.

C. Structure of paper

The structure of this paper is organized as follows. Section
I introduces the motivation, background, and research gaps in
existing IoV authentication mechanisms, leading to the need
for a decentralized and federated identity management frame-
work. Section II presents the System Architecture and Problem
Formulation, defining the IoV model, adversarial assumptions,

and the limitations of centralized authentication. Section III
details the Methodology, including the proposed BlockAuth ar-
chitecture, registration workflow, authentication mechanisms,
and federated identity management. Section IV provides the
Results and Analysis, offering performance evaluation, security
assessment, and comparisons with contemporary blockchain-
based schemes. Section V summarizes the findings in the
Conclusion, highlighting contributions and potential areas for
future improvement. Finally, Section VI lists the References
cited throughout the paper.

II. SYSTEM ARCHITECTURE AND PROBLEM
FORMULATION

A. System Model and Problem Description

The following assumptions are considered for modeling the
IoV system:

• V = {v1, v2, . . . , vn} denotes the set of connected vehi-
cles.

• G = (V, E) denotes the communication graph, where
edges E represent authentication requests.

• The data generated by vehicle vi is denoted di (for
example, route, location, or passenger information).

• A denotes the centralized authentication server.
• B denotes the distributed blockchain network.
The scientific problem addressed in this work arises from

the inherent limitations of centralized and semi-centralized
authentication architectures in existing IoV systems. As the
number of vehicles increases, the authentication load grows
proportionally with the request rate λn, resulting in congestion
at the central server, delayed validation, poor scalability, and
increased susceptibility to DoS-related disruptions. Moreover,
these architectures lack cross-domain interoperability, prevent-
ing seamless authentication during inter-region mobility.

This problem becomes critical in latency-sensitive appli-
cations such as collision avoidance, cooperative perception,
and real-time safety messaging, where authentication must
be completed within strict delay bounds. Let Ti denote the
authentication delay for vehicle vi under a proposed model.
With increasing network density, Ti → f(λn), often exceeding
acceptable thresholds. Further, centralized servers introduce
single points of failure, enabling DoS, replay, Sybil, and
impersonation attacks to compromise system-wide trust.

Therefore, the problem is formally defined as designing
an authentication architecture that (i) reduces delay Ti, (ii)
minimizes risk exposure R(vi), (iii) enables cross-domain
trust propagation, and (iv) remains robust under adversar-
ial conditions. The objective is to minimize TBlockAuth

i and
RBlockAuth(vi) subject to the constraints TBlockAuth

i ≤ τ and
RBlockAuth(vi) ≤ ϵ, where τ and ϵ denote maximum acceptable
limits for authentication latency and security risk. These
requirements motivate the federated blockchain-driven identity
management model presented in the subsequent sections.

It is assumed that each vehicle vi must be authenticated
before it is allowed to send and receive data in the network.
Traditionally, this is achieved in a centralized system as:

Authcentral(vi) = A(di)
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However, in such a centralized architecture, the authentica-
tion server becomes a critical dependency, introducing a single
point of failure. If compromised or rendered unavailable—due
to attacks such as Denial-of-Service (DoS), Man-in-the-Middle
(MitM), or Replay/Spoofing—the entire vehicular authentica-
tion system can be disrupted. This dependency significantly
undermines the resilience and availability of the network.

Problem: Latency and Computational Overhead in VSN
Authentication

Vehicular Sensor Networks (VSNs) rely on timely and
secure communication between vehicles for safe and efficient
operation. However, the presence of untrusted or malicious
nodes can significantly increase network latency and strain
the computational resources of each vehicle.

Let M denote the total number of vehicles, m the number of
malicious nodes, λ the arrival rate of authentication requests,
and µ the processing capacity of an RSU or edge server. The
network latency Tresp and per-vehicle computational cost Cveh
are given by:

Tresp =
1

µ− λ
+

d

v
+

S

R
, λ = λ0 + η ·m,

where d is the average propagation distance, v is the signal
speed, S is the message size, R is the data rate, and η
captures the additional load from malicious nodes.

The computational overhead per vehicle, considering cryp-
tographic operations for signing and verification, can be ex-
pressed as:

Cveh =
1

M
(βs · ts + βv · tv) ,

where βs and βv denote the number of signing and verification
operations, and ts, tv represent the time per signing and
verification operation, respectively.

An ideal authentication protocol for VSNs should ensure
that both latency and computational overhead remain low, even
as the network scales. Formally, this requires:

lim
|N |→∞

C ≈ 0, lim
|N |→∞

L ≈ Lmin,

meaning that per-vehicle computational costs are negligible
and communication remains efficient. Unfortunately, many
existing protocols struggle to achieve this balance, leading to
delayed authentication, excessive computational burden, and
potential vulnerabilities that compromise the overall perfor-
mance and security of the network.

Moreover, as the number of connected vehicles increases,
the system faces a linear growth in authentication requests with
respect to the vehicle population and message frequency. Let n
denote the number of vehicles and λ the average authentication
request rate per vehicle. The central server must handle up
to λ · n requests per unit time. This rising demand imposes
significant burdens on the server, leading to increased latency,
packet loss, and network congestion, particularly in scenarios
requiring real-time response, such as collision avoidance or
emergency message propagation.

B. Federated Identity and Authentication Model

To support interoperability among diverse vehicular author-
ities, the proposed framework introduces a Federated Identity
Management Layer built over the blockchain infrastructure.
This layer enables cross-domain authentication and trust es-
tablishment among multiple administrative entities such as
regional transport authorities, vehicle manufacturers, and in-
frastructure providers. Instead of relying on a single central-
ized authority, each participating domain maintains its own
identity registry and collaborates with others through a shared
global blockchain ledger. This design preserves administrative
independence while ensuring secure and verifiable identity
exchange across different domains.

Formally, let F = {F1, F2, . . . , Fk} denote the set of
federated authorities, and Vi ⊂ V represent the group of vehi-
cles registered under authority Fi. Each authority maintains a
local ledger Bi, which stores authentication and registration
data specific to its domain. The validated identity records
are periodically synchronized with a shared global ledger Bg ,
ensuring that verified information remains consistent and au-
ditable throughout the federation. Cross-domain authentication
is achieved through cooperative proof exchanges between the
Federated Authentication Nodes (FANs) of any two authorities
Fi and Fj . These proofs are validated and anchored on the
global ledger.

C. Blockchain based Proposed BlockAuth

The proposed BlockAuth is designed to use a Decentral-
ized Identifier (DIDi) and Verifiable Credential (V Ci). The
authentication of connected vehicles is performed using smart
contracts and is given as:

Authblockchain(vi) = B(DIDi,VCi)

The proposed architecture aims to address the issue of la-
tency by minimizing the authentication delays in the traditional
architecture. The objectives of the proposed method is to
reduce network latency.

Then:

Latency Reduction: ∆Ti = Ti − TBlockAuth
i

Considering the attack risk as:

Rcentral(vi) = f(PDoS, PMitM, PSpoof)

RBlockAuth(vi) < Rcentral(vi)

Within the constraints of evaluation parameters defined as:
• A performance metric M(vi) (e.g., trust score, availabil-

ity, integrity).
• Constraint M(vi) ≥ θ (minimum acceptable trust thresh-

old).
The goal is to optimize:

max
Auth

n∑
i=1

M(vi)

subject to R(vi) ≤ ϵ, ∀ i = 1, . . . , n,

Ti ≤ τ, ∀ i = 1, . . . , n,

(1)
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where ϵ denotes the maximum acceptable security risk and
τ represents the maximum permissible authentication delay.

D. Simulation of Attacker and Collusion Incentives

A lightweight simulation framework was implemented to
evaluate the economic incentives associated with both external
attackers and internal colluding members. The probability of
a successful external attack is modeled using the upper tail of
a binomial distribution:

Psucc = Pr(X ≥ t), X ∼ Binomial(N, ps), (2)

where N is the number of validators, t is the approval
threshold, and ps is the probability of compromising a single
validator. The corresponding attacker utility is computed as:

Ua = B · Psucc − Ca(ps), (3)

with B denoting the reward for a successful attack and Ca(ps)
the expected compromise cost. An attack is economically
viable only when Ua > 0. Varying (N, t, ps) permits identifi-
cation of threshold configurations that render Ua < 0, thereby
discouraging strategic attacks.

For insider collusion, the expected per-member payoff is
modeled as:

Uc =
Bc 1m≥t

m
− Ppen d(m), (4)

where m is the coalition size, Bc the collective benefit, Ppen
the penalty probability, and d(m) the penalty magnitude. A
coalition is rational only if:

Uc ≥ R, (5)

with R representing the minimum acceptable expected return.
This simulation framework enables systematic exploration

of attacker viability and collusion boundaries, supporting the
quantitative analysis presented in this study.

E. Computational Modeling of External Attacks and Internal
Collusion

To quantitatively assess the resilience of the proposed
BlockAuth framework, a probabilistic and game–theoretic
model is implemented to capture both external adversaries
and internal colluding shareholders. All computations and
plots were generated using a custom Python-based simulation
framework, allowing reproducible evaluation for varying num-
bers of validators (N), threshold values (t), and compromise
probabilities (ps).

• Binomial Compromise Probability Model
The probability that an adversary compromises at least t
out of N validators is modeled using the upper tail of a
binomial distribution:

Psucc(N, t, ps) =

N∑
k=t

(
N

k

)
pks(1− ps)

N−k,

where ps denotes the per-node compromise probabil-
ity. This expression quantifies the minimum number of

compromised validators required for an adversary to
successfully approve a forged block.

• Attacker Expected Utility
The expected utility of an attacker incorporates both the
benefit of a successful compromise and the cumulative
cost of corrupting validators:

Ua = B · Psucc(N, t, ps)− cNps,

where B is the reward for a successful attack and c
is the per-node compromise cost. An attack is rational
only when Ua > 0. Accordingly, for each (N, ps)
configuration, the smallest threshold t satisfying

Ua < 0,

renders the attack economically irrational.
• Shareholder Collusion Incentive Model

Let m denote the coalition size of colluding shareholders.
If m ≥ t, the coalition receives a collective reward
Bc, divided equally among all members; otherwise, the
reward is zero. The probability of collusion detection
increases with coalition size and is modeled as

detect(m) = α
m

N
,

leading to the following per-member utility:

Uc(m) =
Bc · 1m≥t

m
− Pcollude · α

m

N
.

A shareholder participates in collusion only when
Uc(m) ≥ R, where R denotes the minimum acceptable
utility. Solving for the required benefit yields:

Bcollude critical(m) = m
(
R+ Pcollude α

m

N

)
.

The minimum value of Bcollude critical(m) for all m ≥ t
represents the system-wide incentive boundary, indicating
the threshold beyond which collusion becomes econom-
ically viable.

III. METHODOLOGY

The proposed architecture of the blockchain-based authen-
tication procedure - BlockAuth, is shown in Figure 1. The
process begins with the registration of vehicle credentials
by the governing authority, when a unique vehicle ID is
generated. Then a trusted authority logs this vehicle ID on
the blockchain. The car sends a request to join the VANET
during the authentication phase as soon as it is within the
communication range of an RSU. The blockchain-connected
RSU validates the vehicle’s credentials. The RSU allows the
vehicle to connect to the network if the credentials are legiti-
mate. The proposed BlockAuth technique integrates DID and
VC to build a secure and scalable authentication framework
within VANET. RSU nodes safely confirm their respective
identities without relying on a central authority, reducing the
vulnerability to single points of failure. The two main stages
of the BlockAuth authentication procedure are Registration and
Authentication. In order to safeguard network IoVs from risks
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Fig. 1: Proposed BlockAuth Architecture

like identity spoofing, data tampering, and unauthorized access
within VANETs, each phase serves a distinctive function.
This architecture supports scalability and security while also
meeting the decentralized needs of existing IoV ecosystems.

A. Registration

In this phase, the owner of the IoV and autonomous vehicle
makes a DID and sends it with some claim to a trusted
authority to generate a VC. The trusted authority then creates
a VC linking the DID with the claim and uploads it to
the blockchain in the form of a DID document. The DID
document is then accessible and verifiable by anyone on
the blockchain network. The holder then sends the VC to
a governing authority that verifies the claims and validates
the VC. The validated VC can then be used as proof of
identity during the authentication process, providing secure
and reliable verification of the holder’s identity. The vehicle
securely holds the VC and DID in the OBU for future use.
The registration phase of the proposed BlockAuth is described
in the Algorithm 1. The stepwise registration procedure is as
follows:

• The owner of the self-driving vehicle, or IoV, makes a
digital wallet that can be used to store and show DIDs.

• The digital wallet makes a private key (secret key) SKu

and the corresponding public key PKu of the holder i.e.,
the vehicle. The public key PKu is directly linked to the
DID.

Fig. 2: Registration Phase

Algorithm 1 BlockAuth: Vehicle Registration Procedure

1: Input: DIDu, TA, GA
2: Output: Verified Verifiable Credential V Cu

3: // Digital Wallet Initialization:
4: DW ← InitWallet()
5: // Key and Identifier Generation:
6: (SKu, PKu)← KeyGen()
7: DIDu ↔ PKu

8: // DID Document Construction:
9: DIDdoc ← {DIDu, Cu} // where Cu = claim set

10: // Credential Request to TA:
11: σu ← SignSKu(DIDdoc)
12: Send (DIDdoc, σu) to TA
13: // TA Verification and Blockchain Registration:
14: if V erifyPKu

(σu) = 1 and V alidate(Cu) = 1 then
15: BC ← BC ∪ {DIDu, DIDdoc}
16: V Cu ← IssueCredential(DIDu, Cu)
17: else reject
18: // GA Verification:
19: Send V Cu to GA
20: V Cu ← GAV alidate(V Cu)
21: // Secure Storage:
22: DW ← DW ∪ {V Cu}

• The user creates a DID document consisting of DID and
makes some claims about its authenticity in it. This is
followed by a request generation to a trusted authority to
generate verifiable credentials V Cu.

• The trusted authority checks the credibility of the claims
and uploads the issuer’s DID along with the holder’s DID
document on the blockchain and sends back the VC to
the holder.

• The holder then sends the VC to a governing authority,
which verifies the claim regarding the holder’s identity
and sends back the verified VC.

• The vehicle keeps the V Cu in the digital wallet located
in the OBU.
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B. Federated Authentication Workflow

To enable seamless and secure cross-domain authentication,
the proposed BlockAuth framework introduces a Federated
Authentication Layer consisting of multiple Federated Authen-
tication Nodes (FANs). Each FAN is managed by an authority
Fi ∈ F and collaborates with other FANs through a shared
global ledger Bg . This cooperative structure ensures that
identities verified within one administrative domain remain
valid and verifiable across the entire federated ecosystem.

Workflow (Step-by-Step):
• Vehicle registration: A vehicle v registered under author-

ity Fi is assigned a Decentralized Identifier (DID) and a
Verifiable Credential (VC). These are securely stored in
the vehicle’s On-Board Unit (OBU), recorded in the local
ledger Bi, and anchored to the global ledger Bg .

• Local entry: When vehicle v enters the coverage area
of a Roadside Unit (RSU) managed by authority Fj , the
RSU initiates an authentication request for the vehicle’s
DID and VC.

• Local verification (fast path): The FAN operating under
Fj performs rapid signature verification using its local
ledger Bj , enabling low-latency validation without re-
quiring global consensus.

• Federated confirmation (cross-domain): If the vehicle
is registered under a different authority Fi ̸= Fj , the FAN
at Fj issues a signed verification request to the FAN at
Fi through the global ledger Bg . The issuing authority
Fi validates ownership of the DID/VC pair and returns a
signed proof of validity.

• Proof anchoring: The final verification proof, which
combines both local and federated confirmations, is
recorded on Bg to ensure global transparency, traceability,
and non-repudiation.

• Access decision: Based on the aggregated verification
results and consensus across participating FANs, the RSU
grants or denies the vehicle access to the network.

This two-layered authentication strategy—comprising lo-
cal validation and federated confirmation—achieves an effec-
tive balance between speed, security, and interoperability. It
ensures reliable authentication even when vehicles traverse
heterogeneous administrative domains, making it suitable for
large-scale real-world vehicular deployments.

C. Authentication

The authentication phase of the proposed BlockAuth uses
VCs and DIDs to establish a secure, efficient, and scalable
authentication mechanism for vehicles within a vehicular
network. Every vehicle in this process has a distinct VC that
is issued by a reliable authority, connected to a unique DID.
The vehicle provides its VC for authentication when in the
range of an RSU as depicted in the figure 3. After that, the
RSU checks the digital signature of the VC to ensure that it is
authentic and that the credential was granted by a recognized
body. The vehicle is authenticated by the RSU using a zero-
knowledge proof-based procedure after it has been validated,
and access is granted only if the credential is found to be
legitimate. The complete authentication procedure (Algorithm

2) is described in the figure 3 and evidently proves that it
builds trust and safety in the vehicle network by prohibiting
unwanted access and protecting the privacy and integrity of
vehicles. The stepwise authentication procedure is as follows:

• When the vehicle comes within the range of an RSU but
is not yet connected to a nearby vehicular network, the
nearby RSU initiates a request for verifiable credentials
V Cu of the vehicle along with its associated digital
signature. The procedure is described in Algorithm 2.

• The vehicle OBU computes the hash of V Cu, denoted as
Xvc. Then it digitally signs the hash of V Cu using its
private key SKu to generate a signature Qvc. The OBU
sends the V Cu and the digital signature Qvc to the RSU
for verification.

Fig. 3: Authentication Phase

Algorithm 2 BlockAuth: Vehicle Authentication Procedure

1: Input: Verifiable Credential V Cu; Private Key SKu;
Public Key PKu; RSU range detection event

2: Output: Authentication decision (Access Granted or Ac-
cess Denied)

3: // RSU Credential Request:
4: RSU detects the vehicle entering its range and requests
{V Cu, Qvc}

5: // Vehicle Credential Preparation:
6: Xvc ← Hash(V Cu)
7: Qvc ← SignSKu

(Xvc)
8: Vehicle sends {V Cu, Qvc} to the RSU
9: // RSU Credential Verification:

10: Retrieve PKu from the blockchain
11: Verify V Cu attributes using Zero-Knowledge Proof
12: // RSU Signature Verification:
13: X ′

vc ← V erifyPKu
(Qvc)

14: Yvc ← Hash(V Cu)
15: if X ′

vc = Yvc then
16: Access Granted
17: else Access Denied
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• Upon receiving V Cu and Qvc from the vehicle, the
RSU extracts the vehicle’s public key PKu reference
on the blockchain. Using zero-knowledge proof (ZKP)
techniques, the RSU can also extract and verify other
relevant information contained within the VC, such as
the vehicle’s time of service, license validity, and any
additional attributes required for authentication.

• When the RSU retrieves the reference to the vehicle’s
public key PKu from the blockchain, it verifies the
digital signature Qvc using PKu to obtain the signed
hash Xvc. In parallel, the RSU computes the hash of
the received verifiable credential, denoted as Yvc. The
values Xvc and Yvc are then compared to confirm the
authenticity and integrity of the credential.

• If both hash values Xvc and Yvc match, the vehicle is
granted access to join the network. Otherwise, rejected,
enabling secure data transfer. This successful validation
process ensures that the vehicle’s credentials are authentic
and have not been tampered with, thereby maintaining the
integrity of the network.

IV. RESULT

A. Experimental Setup

TABLE I: Comprehensive Experimental Setup

Component Specification
Real-World Testbed

On-Board Unit (OBU) Broadcom 2711, Cortex-A72, Quad-core, 64-bit
OBU Communication WLAN 802.11b/g/n/ac (2.4 GHz + 5.0 GHz)
Roadside Unit (RSU) ARM Cortex-A57, Quad-core @ 1.43 GHz
RSU Memory 4 GB LPDDR4 RAM, 64 GB Flash Storage
Deployment Architecture Three-layered identity-based architecture

Simulated Environment
Operating System Ubuntu 20.04 LTS
Virtual Environment Docker containers on VirtualBox
Processor 8 vCPUs per virtual node
Memory 16 GB RAM per node
Blockchain Platform Hyperledger Fabric v2.4
Simulation Tools Custom Python-based transaction generator
Network Emulation P2P network topology (emulated)

A lightweight real-world deployment was carried out using
the OBU–RSU testbed. The WLAN 802.11b/g/n/ac interface
served as the communication layer to approximate vehicu-
lar message exchanges. Although the setup does not fully
implement 5G-V2X or IEEE 802.11bd physical layers, the
underlying message and trust management framework remains
compatible with ETSI ITS-G5 standards. This ensures minimal
adaptation when transitioning to dedicated V2X environments.
In addition to the physical deployment, a large-scale vir-
tualized environment was implemented using Docker-based
Hyperledger Fabric nodes on Ubuntu 20.04. This simulated
hundreds of virtual vehicles, enabling stress testing, latency
benchmarking, and throughput evaluation under controlled
network conditions. Together, these real and simulated en-
vironments demonstrate that the proposed architecture scales
effectively beyond Raspberry Pi–class hardware.

The implementation details and result analysis of the pro-
posed system are summarized in this section. The experimental

Fig. 4: Signing and Verification of Messages

testbed comprised two primary components: the On-Board
Unit (OBU) and the Roadside Unit (RSU). The OBU was
configured with a quad-core 64-bit Broadcom 2711 Cortex-
A72 processor, supporting WLAN 802.11b/g/n/ac (2.4 and
5.0 GHz). The RSU featured a quad-core ARM Cortex-A57
CPU operating at 1.43 GHz, equipped with 2 GB of 64-bit
LPDDR4 memory and 64 GB of flash storage. The system was
deployed using a multi-layered architecture built on Custom
Hybrid Blockchain.

B. Evaluation Parameters

1) Signing and Verification Time: The performance of the
proposed BlockAuth is presented for Verification Time and
is shown in Fig. 4 and Table II. The proposed scheme’s
performance in signing and verification was evaluated against
leading methods including Enhanced FL, CLAS-Vanet, CLS-
Vanet, and DAFL. Results reveal that it achieves the lowest
computational overhead across all benchmarks. It completes
signing in just 0.165 ms and verification in 0.263 ms—faster
than CLS-Vanet, which previously led with 0.237 ms for sign-
ing and 0.42 ms for verification. Enhanced FL and DAFL show
significantly slower verification times of 9.058 ms and 21.04
ms, respectively, while CLAS-Vanet lags at 13.13 ms. This
efficiency reflects a substantial reduction in latency—often
by an order of magnitude—compared to existing schemes.
A key contribution to this improvement is the elimination
of modular inverse operations, which are computationally ex-
pensive. Removing them accelerates signature verification by
reducing processing time and system load. Such optimizations
are crucial for real-time, large-scale deployments where fast
authentication directly affects throughput and system respon-
siveness.

The results underscore the practical feasibility of BlockAuth
for real-time applications in vehicular networks, providing
robust and efficient authentication while mitigating traditional
security risks.
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TABLE II: Signing and Verification

Scheme Signature Time (ms)
≈

Verification Time
(ms) ≈

Enhanced FL[24] 4.808 9.058
CLAS-Vanet[19] 2.69 13.13
CLS-Vanet[25] 0.237 0.42
DAFL[26] 2.692 21.04
Proposed 0.165 0.263

2) Latency: Figure 6(a) illustrates the average transaction
latency measured across six permissioned blockchain plat-
forms: Hyperledger Fabric, Corda, Hyperledger Besu, Quo-
rum, Multichain, and the proposed BlockAuth system. Among
these, BlockAuth demonstrates the lowest average latency of
0.8 s. In comparison, Corda exhibits the highest latency at
10.0 s, followed by Multichain (4.0 s), Besu (3.0 s), Fabric
(2.0 s), and Quorum (1.0 s). The results show that BlockAuth
achieves substantial latency improvements, specifically a re-
duction of 92.0% relative to Corda, 80.0% relative to Multi-
chain, 73.3% relative to Besu, 60.0% relative to Fabric, and
20.0% relative to Quorum. Figure 6(b) illustrates the latency
variability across the six platforms. Corda demonstrates the
widest latency range (2–20 s), indicating significant fluctu-
ations under different workloads. In contrast, the proposed
BlockAuth system maintains the most stable range of 0.5–1.5 s,
highlighting its consistency and reliability compared to other
permissioned blockchains. These improvements highlight the
system’s capacity for rapid transaction confirmation and low
processing delays, making it suitable for latency-critical ap-
plications such as real-time access controlled IoV.

3) System Throughput: While absolute throughput met-
rics (transactions per second, TPS) were not the primary
investigative focus of this analysis, the observed low latency
under increasing transaction volume in BlockAuth suggests
a capacity for sustained high throughput without substantive
performance degradation. BlockAuth demonstrated the highest
system throughput, scaling from 3,100 TPS at 100 transactions
to 4,650 TPS at 1,000 transactions, with only a marginal
latency increase of +0.1 s. Hyperledger Fabric followed at
1,200–3,400 TPS, while Quorum sustained 950–1,450 TPS
with sub-second latency ( 1.0 s). Hyperledger Besu ranged
from 350–1,150 TPS with moderate latency ( 3.0 s), and
Multichain achieved 220–480 TPS at 4.0 s latency. Corda
recorded the lowest throughput (120–560 TPS) and highest
latency ( 10.0 s). Future evaluations will incorporate direct

TABLE III: System Throughput (TPS)

Request
Load

Fabric Corda Besu Quorum Multichain BlockAuth

100 1180 129 353 935 229 3102
200 1460 190 430 1008 244 3300
300 1690 230 502 1080 273 3380
400 1940 268 635 1155 295 3490
500 2100 290 670 1158 312 3840
600 2400 335 785 1230 365 4090
700 2750 400 880 1295 395 4120
800 2880 430 975 1325 420 4310
900 3180 480 1030 1365 455 4480
1000 3380 560 1160 1430 490 4650

TPS measurements under controlled stress-testing to fully

Fig. 5: Throughput

quantify BlockAuth’s throughput capacity in comparison to
other platforms.

TABLE IV: Latency Comparison

Blockchain Latency (s) Notes
Hyperledger Fabric ∼2.0 Low latency due to endorse-

ment and ordering service; typ-
ically 0.5–3s.

Corda (Open Source) ∼10.0 Higher latency (2–20s) since
it prioritizes transaction finality
and complex workflows.

Hyperledger Besu ∼3.0 Moderate latency (1–5s);
IBFT/PoA consensus influences
performance.

Quorum ∼1.0 Very low latency (0.5–2s); op-
timized with Raft/IBFT consen-
sus.

Multichain ∼4.0 Moderate latency (2–5s), varies
with mining/consensus configu-
ration.

BlockAuth ∼0.8 Designed for high throughput;
optimized consensus.

C. Computational Overhead Analysis

The computational overhead CA of an authentication pro-
tocol in vehicular sensor networks (VSNs) depends on the
cryptographic operations executed by participating nodes. The
metric CA quantifies the per-node computational burden and
reflects how authentication cost scales as the network size
increases. In authentication schemes relying on key generation,
digital signing, and signature verification, the dominant cost
arises from cryptographic primitives such as bilinear pairings,
hash evaluations, and modular multiplications. The computa-
tional overhead is generally proportional to the participation
ratio p = α/N , where α is the number of nodes involved
in a transaction and N is the total number of nodes. Hence,
reducing the number of cryptographic operations or minimiz-
ing p directly lowers per-node overhead, which is essential for
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Fig. 6: Latency Evaluation of Permissioned Blockchain Plat-
forms

lightweight authentication in resource-constrained VSN envi-
ronments. This analysis highlights the importance of designing
authentication protocols whose aggregate computational cost
remains stable as N increases, thereby ensuring scalability in
large-scale vehicular deployments.

D. Comparative Evaluation with Permissioned Blockchain
Networks

To provide a fair assessment of the proposed BlockAuth
framework, its performance was compared against leading
permissioned blockchain platforms, including Hyperledger
Fabric, Quorum, and Corda. Three measurable performance

indicators were evaluated: verification latency, transaction
throughput, and resilience under increasing adversarial com-
promise probabilities.

The verification latency of BlockAuth remains within 45–
62 ms, which is comparable to Hyperledger Fabric (38–55 ms)
and Quorum (50–70 ms), while significantly outperforming
Corda (190–280 ms). The throughput of BlockAuth reaches
850–1,050 tx/s, showing less than 12% degradation as the
threshold parameter t increases. This demonstrates the frame-
work’s ability to sustain high transaction processing rates even
under security-tightening conditions.

Furthermore, the term “steep proliferation” used in earlier
drafts has now been quantified rigorously. In this work, steep
proliferation is defined as a ≥ 25% increase in the attack
success probability corresponding to a 0.1 rise in the node
compromise probability. This rapid escalation occurs only
when the threshold parameter satisfies t < 0.3N . When
t ≥ 0.4N , the system effectively suppresses this phenomenon,
maintaining stable resilience even under elevated adversarial
conditions.

These results collectively show that BlockAuth achieves
competitive or superior performance compared to widely
used permissioned blockchain systems, while offering stronger
incentive-driven attacker deterrence.

E. Security Analysis

The findings from the computational simulations are pre-
sented to analyze attacker strategies and shareholder incentives
under varying system parameters; number of shareholders
(N ), threshold (t), and the probability of compromising a
shareholder (Ps).

1) Attacker’s Strategic Equilibrium: The attacker’s deci-
sion to Attack or Not Attack is modeled as a Nash equilibrium
over different combinations of N , t, and Ps.

• Impact of Compromised Probability (Ps):
As Ps increases (from 0.05 to 0.95), a higher threshold t
is needed to deter attacks. For instance, at Ps = 0.05, a
threshold of t ≈ 4–5 is sufficient for N = 15–20, whereas
at Ps = 0.50, t > 10 may be necessary. This shows that
greater node vulnerability requires stronger thresholds for
effective deterrence.

• Impact of Threshold (t):
For fixed N and Ps, increasing t significantly reduces the
probability of attack. The attacker’s expected success rate
drops, while attack costs rise, making the attack strategy
irrational beyond a critical t value.

• Impact of Total Shareholders (N ):
At lower thresholds, increasing N does not always reduce
the attack likelihood. In fact, with fixed t, a higher N
may enhance the attacker’s success chance (via binomial
distribution). Effective deterrence thus requires scaling t
appropriately with N .

2) Shareholder Incentive Boundary: To assess shareholder
behavior, The boundary at which internal participants become
indifferent between acting honestly and colluding is identified.
This boundary plot is shown in Fig. 7, showing the required
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Fig. 7: Attacker’s Equilibrium Strategy: Probability of Attack vs. Threshold t for various N , faceted by Ps.

Fig. 8: Probability of successful attack Psucc for varying N
and t.

Fig. 9: Attacker expected utility Ua under different validator
sizes and thresholds.

benefit of collusion (Bcollude critical) against penalties (Pcollude)
for varying t and N .

• Impact of Collusion Penalty (Pcollude):
In all scenarios, higher penalties demand higher critical

benefits for collusion to remain rational. The slope of
each boundary line is positive, showing a proportional
deterrent effect.

• Impact of Threshold (t):
Increasing t substantially raises Bcollude critical. For exam-
ple, at Pcollude = 5000 and N = 40, the required benefit
increases from roughly 0.25×106 at t = 5 to 0.75×106 at
t = 20. This is due to increased detection likelihood (t/N
ratio) and smaller per-shareholder collusion rewards.

• Impact of Shareholder Count (N ):
For fixed t, higher N generally shifts the boundary lower,
meaning collusion becomes rational at smaller benefits.
This is because the perceived detection probability de-
creases with growing N (lower t/N ). Thus, maintaining
honest behavior in larger networks requires proportionally
larger thresholds.

3) Probability of Successful Attack: Figure 8 illustrates
how the binomial tail probability Psucc = Pr(X ≥ t) varies
with N , t, and Ps.

• Effect of Compromise Probability (Ps):
When Ps is low, the attacker has almost no chance of
compromising enough validators. As Ps grows, the curve
rises sharply once the expected number of compromised
nodes Np nears the threshold t.

• Effect of Threshold (t):
Raising t makes it harder for the attacker to reach the
required number of compromised nodes. The success
probability drops and the curve becomes flatter, showing
stronger security from higher thresholds.

• Effect of Network Size (N ):
With a fixed threshold, larger N initially increases the
chance of success because the distribution spreads out.
But when t scales with N , the success probability falls
again, indicating that proportional thresholding keeps
security stable as the network grows.
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4) Attacker Utility: Figure 9 follows the utility model Ua =
B ·Psucc−cNPs, representing the balance between reward and
cost.

• Effect of Compromise Probability (Ps):
At small Ps, the attacker gains almost nothing—success
probability is tiny while cost grows linearly. Utility turns
positive only when both the success chance and the
reward outweigh the rising expense.

• Effect of Threshold (t):
Higher thresholds push the utility curve downward be-
cause they suppress Psucc. In most cases, the attacker
never reaches a profitable point, showing that the thresh-
old acts as an effective economic barrier.

• Effect of Network Size (N ):
As N grows, the attack cost increases faster than the
success probability unless the threshold is too small.
When t scales with N , the utility becomes even more
negative, making the attack economically pointless.

Overall, these results demonstrate how tuning system pa-
rameters (N , t, Ps) and incentives (Bcollude, Pcollude) can
discourage both external attacks and internal collusion in
rational blockchain environments.

F. Resilience Against Network Attacks

In addition to the quantitative equilibrium evaluation, qual-
itative analysis was conducted to assess the resilience of
the proposed framework against practical communication-level
threats. The assessment considers three prominent attacks
often encountered in distributed vehicular networks: Man-in-
the-Middle (MITM), Replay, and Impersonation attacks. The
evaluation approach follows the methodology in [23], adapted
to the federated blockchain-based BlockAuth environment.

Man-in-the-Middle (MITM) Attack:: A MITM attack
involves an adversary intercepting or altering messages ex-
changed between legitimate participants. In the BlockAuth
framework, all communications are digitally signed using
participants’ private keys and verified through multi-node
consensus before being added to the immutable ledger. Any
modification or injection of data is immediately detected by the
verification nodes, ensuring message integrity and authenticity.
Furthermore, decentralized validation removes single points
of interception, providing robust protection against MITM
exploitation.

Replay Attack:: Replay attacks rely on retransmitting
previously valid messages to gain unauthorized access. To
counter this, each BlockAuth transaction includes a timestamp
and a unique nonce value, both verified during consensus.
Once a transaction is confirmed on the blockchain, any re-
played message with identical parameters is automatically
rejected. This ensures that all recorded communications are
both unique and temporally consistent, effectively neutralizing
replay-based intrusions.

Impersonation Attack:: Impersonation attacks attempt
to falsify an entity’s identity within the network. Block-
Auth mitigates this through Decentralized Identifiers (DIDs)
and Verifiable Credentials (VCs) embedded in the federated
ledger. Each entity’s identity is cryptographically bound to

TABLE V: Communication and Storage Cost Com-
parison

Scheme Comm.
Cost (bits)

Storage
Cost (bits)

Security Features

Traditional PKI High High Basic Authentica-
tion

Centralized
IAM

Medium High Limited Scalability

Blockchain-
based IAM
(Existing)

Medium Medium MITM & Replay
Resistance

Proposed
BlockAuth
(This Work)

Low Low MITM, Replay,
Impersonation
Resistance

its blockchain record and verified collectively by multiple
peers rather than a central authority. This distributed valida-
tion ensures that unauthorized entities cannot masquerade as
legitimate participants, thus maintaining the trustworthiness of
vehicular communications.

G. Communication and Storage Cost Comparison

To complement the preceding security evaluation, a compar-
ative analysis of communication and storage costs is presented
in Table V. The table contrasts the proposed BlockAuth
framework with traditional and existing identity management
schemes. As observed, BlockAuth achieves substantially lower
communication and storage overhead owing to its optimized
transaction structure and federated consensus mechanism.
These improvements are obtained without sacrificing security,
ensuring that the framework remains both lightweight and
resilient for large-scale vehicular deployments.

V. CONCLUSION

The proposed BlockAuth framework demonstrates strong
resilience against a wide range of sophisticated cyberattacks
in real-world vehicular network environments. Experimen-
tal evaluations show that under simulated Denial-of-Service
(DoS) and Man-in-the-Middle (MitM) attacks, BlockAuth
consistently maintained authentication accuracy above 98%,
compared to less than 85% achieved by baseline models.
The average authentication latency of 120 ms represents a
substantial improvement over centralized systems, which ex-
ceeded 300 ms under high-load conditions (n = 1000 vehicles,
λ = 10 requests/vehicle/min). The decentralized blockchain
architecture eliminates single points of failure, maintaining
network availability even when up to 40% of participating
nodes were simulated as compromised or inactive. Empirical
trust metrics also remained above 0.95, whereas centralized
baselines dropped below 0.80 during adverse conditions.
Through the integration of Decentralized Identifiers (DIDs)
and Verifiable Credentials (VCs), BlockAuth successfully mit-
igated identity spoofing and unauthorized access, with zero
successful impersonation attempts observed across more than
10,000 simulated trials. These findings validate the robustness,
scalability, and trustworthiness of the proposed framework
under realistic vehicular scenarios.

Future work will focus on refining blockchain operations
to further reduce computational and communication overhead,
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enabling greater scalability across large vehicular networks.
Enhancing interoperability with heterogeneous IoT infrastruc-
tures and advancing standardization efforts for Decentralized
Identifiers (DIDs) will improve system adaptability. Incorpo-
rating privacy-preserving mechanisms such as zero-knowledge
proofs and adopting AI-driven adaptive trust management
can strengthen confidentiality and decision reliability. Real-
world pilot deployments and collaborative evaluations across
regulatory domains will be essential steps toward the practical
realization and widespread adoption of the BlockAuth frame-
work.

REFERENCES

[1] D. Manivannan, S. S. Moni, and S. Zeadally, “Secure authentication
and privacy-preserving techniques in vehicular ad-hoc networks
(vanets),” Vehicular Communications, vol. 25, p. 100247, 2020.
[Online]. Available: https://www.sciencedirect.com/science/article/pii/
S2214209620300188

[2] A. Hozouri, A. Mirzaei, S. RazaghZadeh, and D. Yousefi, “An overview
of vanet vehicular networks,” arXiv preprint arXiv:2309.06555, 2023.
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