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Abstract

Cybersecurity is a growing concern for the software development sector, as insecure code and insecure software development
practices lead to dangerous vulnerabilities in the released products. We propose CONSOLE, designed to boost cybersecurity
for software development with an automated, unified platform of tools and services. The proposed framework integrates static
and dynamic code analysis tools, real-time protection mechanisms, and adaptive training services. Multiple open-source tools
for Static Application Security Testing offer a wide coverage of supported programming languages and types of vulnerabilities
that can be detected. The code analysis features of the proposed platform were used in a large scale analysis on 10,855 public
repositories. More than 60% of the analyzed repositories contained verified security issues, which highlights the need for
automatic code evaluation as a standard practice in the software development pipeline. While popular software projects are
usually more secure, having less defects per Megabyte of code, they are not shielded from security issues. The vulnerabilities
present in popular projects are likely to have a greater impact in production environments. The large scale analysis results
can be used to improve CONSOLE. The paper proposes a strategy for mitigating the False Positives, focusing on prevalent
types of alerts and prioritizing them so the developers will be able to examine the most serious issues first. This paper brings
awareness on the security defects found in common software projects and proposes the CONSOLE platform as a solution to
automatically detect and correct these defects during the software development lifecycle.
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In recent years, the increasing reliance on open-source com-
ponents and accelerated software development cycles has
made software security a growing concern. Security vul-
nerabilities [19] embedded in source code, often introduced
unintentionally, can lead to critical failures, data breaches,
and supply chain compromises. The early identification and
mitigation of such vulnerabilities are therefore of paramount
importance.

Automated code security evaluation, particularly at scale,
plays a vital role in addressing this challenge. Manual code
reviews and ad hoc use of static analysis tools have proven
insufficient for the complexity and velocity of modern soft-
ware development. Prior research highlights both the utility
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and limitations of mining GitHub data to assess software
security practices, especially with regard to dataset cover-
age, labelling quality, and reproducibility challenges [6].
Developers and DevOps teams require comprehensive and
integrated approaches that not only scan for security issues
but also contextualise, prioritise, and help address them
across the full lifecycle of a project.

This need is particularly urgent in the context of inci-
dent response and crisis management [14]. The ability to
detect flaws early, before they become entry points for attack-
ers, is critical for increasing resilience. When incidents do
occur, having accurate, structured vulnerability data enables
faster triage and root-cause analysis. Furthermore, in critical
infrastructure environments, such as healthcare, transporta-
tion, and energy, the impact of insecure code can be systemic
and cascading [24]. Therefore, proactive, large-scale evalu-
ation mechanisms are essential to ensuring continuity and
minimising exposure. Additionally, by integrating contex-
tual training based on real-world analysis, platforms like
CONSOLE can also support cyber range environments and
readiness exercises.

CONSOLE (Cybersecurity for Resilient Software Devel-
opment) was designed to meet these demands. It is a
unified cybersecurity framework that integrates static and
dynamic code analysis tools, real-time protection mecha-
nisms, and adaptive training services for developers. Rather
than creating yet another tool, CONSOLE orchestrates 17
state-of-the-art open-source security scanners in a cohesive
platform that simplifies usage while maximising coverage.
11 out of the 17 tools were used for the current study. Many
of these tools, such as Bandit [33], clj-holmes [17], and
Cppcheck [26] [21], have been used independently in the
past[32], but CONSOLE enables their combined use in a
scalable and actionable framework. The platform also lever-
ages standardised vulnerability classifications such as CWE
and CVE to improve the traceability and relevance of its
findings [27] [29]. It supports 24 programming languages
and technologies, with both cloud-based and on-premises
deployment options.

Notably, CONSOLE integrates directly with GitHub
repositories, enabling fully automated scanning on each com-
mit or pull request, thus embedding security deeply into
CI/CD pipelines. This functionality is now live and in use
within pilot projects. Developers can trigger scans either by
uploading their code manually or by enabling GitHub mon-
itoring via token-based authentication. Each new commit to
a monitored branch results in a new security analysis job,
with configurable tool-specific settings such as rule exclu-
sions to reduce false positives (e.g., skipping low-severity
Bandit tests for Python).

Beyond scanning source code, CONSOLE also monitors
development, build, and deployment environments through
its integration with Bitdefender GravityZone. This integra-
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tion is now active in the pilot deployments and enables
real-time threat detection on developer machines by linking
local working directories to centralised policy enforcement.
Alerts generated by GravityZone are directly forwarded to
the CONSOLE dashboard, providing project managers with
visibility over infrastructure level risks that may impact the
integrity of the development process. These recent devel-
opments bring CONSOLE closer to becoming a turn-key
DevSecOps solution, ready for deployment in real-world
software production environments.

In this paper, we present the architecture and implemen-
tation of the CONSOLE platform, along with insights from
its application on 10,855 public GitHub projects. Our large-
scale evaluation shows the prevalence of security flaws even
in widely adopted projects and demonstrates the effective-
ness of CONSOLE in identifying and organising security-
relevant issues through its clue-based reporting framework.
We also analyse false positive trends, tool complementarities,
and performance characteristics. These findings underline
the importance of automation in ensuring secure-by-design
principles and provide practical guidance for incident pre-
paredness in critical infrastructure environments.

The next section presents the related work, with similar
code analysis tools and frameworks and with similar stud-
ies of the code security in public repositories. Section 3
presents the architecture of the CONSOLE platform, includ-
ing the requirements analysis and describing the Security
Clue concept, a unified format for reporting code security
issues. The code analysis module, including the open-source
tools used in this study is detailed in Section 4. Our research
methodology, presented in Section 5, focuses on evaluat-
ing the CONSOLE tools capabilities, mitigating the False
Positives and assessing the overall security of the analyzed
repositories, including a comparative study between popular
and obscure software projects. The experimental results are
detailed in Section 6, followed by the conclusions and future
work in the last section.

2 Related work

This paper is based on our research dedicated to understand-
ing and mitigating security risks in software development
through code analysis. This section reviews key studies that
have explored various aspects of code security, from the reli-
ability of patches to vulnerabilities in modern development
and deployment practices, all seen from the point of view of
how software analysis tools can mitigate code vulnerabilities.

A critical problem, investigated by Meli et al. (2019) [28],
is secret leaks in the code. Their analysis showed that exposed
credentials were found in more than 100,000 GitHub repos-
itories. It is alarming that 81% of these secrets, such as API
keys or private keys, remain accessible for long periods of
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time, due to the immutable property of Git history, while
detection tools have been shown to be only partially effi-
cient. This represents a direct and persistent vulnerability,
often added unintentionally by developers.

In addition to the actual code, modern development prac-
tices added new attack vectors. Infrastructure analysis (losif
et al., 2021) [20] showed hundreds of thousands of secu-
rity violations in configuration files, such as weak access
controls or a lack of encryption. A key aspect is that no
static analysis tool can fully cover the software develop-
ment life cycle, leaving exposed infrastructure. Similarly,
pipeline security CI/CD is weak. Koishybayev et al. (2022)
[22] discovered that 99,8% of workflows are overprivi-
leged, allowing for extra permissions, while 99,7% are using
external built GitHub actions with high security risk, from
unverified creators or even using mutable references, opening
for supply-chain attacks. Even established practices, such as
code review (Thompson & Wagner, 2017) [43], have limited
impact, showing a minor correlation with lowering security
issues.

In general, even if vulnerability security patch studies (Li
& Paxson, 2017; Woo et al., 2005) [25][48] are essential,
the specialized literature proves that the biggest and sys-
temic risks are found in exposed credentials, infrastructure
configuration, and CI/CD pipelines. The current approach is
fragmented, focusing on isolated issues. This lack of holis-
tic vision underscores the urgent need for an integrated and
complete analysis tool capable of evaluating multiple sides
of code security. Our research paper proposes to fill this gap
by developing and validating such a solution.

In [5] the authors propose a pipeline designed to automate
several security checks that are required by the DevSec-
Ops procedure as part of the CI/CD flow. Their framework
evaluates dependency scanning, container scanning (open
ports scanning via nmap) and SSL/TLS. Additionally, a set
of static tools were also inserted into the CI/CD flow. The
entire automation was performed based on GitHub action.
While this hybrid approach (static and dynamic) is good for
identifying various types of errors, the paper lacks a large
set of repositories where the proposed framework could be
tested. A similar approach was performed in [23], where
the authors integrate Static Application Security Testing
(SAST), Dynamic Application Security Testing (DAST), and
Software Composition Analysis (SCA) into CI/CD pipeline.
Similarly to the previously cited paper, this lacks a convinc-
ing dataset used to validate how effective this framework is
and it is more oriented on some specific uses-cases such as
retail and e-commerce.

In terms of larger datasets, a notable mention is [8] where
more than 900,000 GitHub repositories (and approximatively
4.7 millions files) were crawled in order to identify potential
SQL injection attacks. While the paper focuses on only one
type of vulnerability it does this by analyzing files of different

types (such as PHP, Java and C#) and provide some mea-
surements that highlight the importance of security in CI/CD
pipeline (e.g., according to their finding: 63% of the analyzed
web application contain SQL string concatenations and 38%
of the PHP application were potentially exploitable).

In [4] the authors propose a model-based secure devel-
opment/testing approach that integrates threat modelling,
SAST, DAST, with different MITRE tags into CI/CD
pipelines designed for DevSecOps lifecycles. While the pro-
posed model is sound and take into consideration various
tools and different types of attacks (such as brute force, spear
phishing, credential theft, container escape, etc.), it only val-
idates the methodology with one tool (Juice Shop) and a
limited number of security tests (148).

A more comprehensive tests were performed in [12] where
the authors evaluated more than 40,000 GitHub repositories
from different perspectives including time series to analyze
how commits that alter a repository security vary, security
alerts analysis as well as static analysis of close to 500,000
repository snapshots written in JavaScript and Python. The
study highlights that identifying a potential vulnerability is
just part of the process, one also need to act on it and as such
the need for an automated workflow that takes all of this into
account.

In [3] the author evaluates the efficiency of multiple
vulnerability scanners in CI/CD (including container/image
scanners and dependency auditing) and discusses what such
an implementation implies (including advantages such as
cost, proactive security as well as different challenges related
to performance, tools compatibility, and false positive and/or
negative mitigation). While the paper lacks a solid database
where the ideas could be tested, it does come up with an
automated flow for different aspects related to the security of
CI/CD pipelines.

Another relevant report is [9] where the authors present
a comprehensive study that includes best practices for using
various security controls as part of a CI/CD pipeline. The
report covers various cloud infrastructures, different testing
methodologies and standards and provides several ideas on
how adding SAST and DAST to DevOps pipelines changes
both process and governance. This is meant as technical
report, and as such, it does not have a solid dataset to test,
however, it highlight how relevant the security for CI/CD
pipelines is from both a government and industry point of
view.

In [45] the authors conduct a study of the usage of Static
Application Security Testing (SAST) tools and identifiy the
main concerns associated with them: high false-positive
rates, unclear prioritization, and alert fatigue. The study relies
on various academic papers and present a survey based on
them. The results show that False Positives and a poor/unclear
output are the main detractors when using a SAST tool.

@ Springer
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While a substantial body of research has been devoted
to the identification of vulnerabilities in smart contracts, the
majority of these efforts focus predominantly on blockchain-
specific code. Representative examples include Mythril
[40], Oyentel, Slither [11], Echidna [13], and Manticore
[30], which employ static analysis, symbolic execution, and
property-based testing for Ethereum smart contracts. More
recent work has explored formal verification methods, such
as Solc-verify [16], and Al-assisted analysis tools, such as
GPTScan [42], to detect complex logic vulnerabilities. In
contrast, CONSOLE constitutes a generic security analysis
platform capable of evaluating smart contracts in conjunc-
tion with traditional software projects implemented across
multiple programming languages. This comprehensive scope
enables CONSOLE to provide unified coverage over hetero-
geneous codebases, integrating multiple static and dynamic
analysis tools to detect a wide range of vulnerabilities, includ-
ing but not limited to those inherent to smart contracts,
thereby underscoring the novelty of our approach relative
to prior work that generally focuses on a single language
or execution environment. Yet, smart contracts verification
design patterns, such as AdapT [15] can improve the pre-
dictability of the verification logic for the CONSOLE tools,
reducing the redundancy and improving the consistency.

3 The CONSOLE architecture
3.1 CONSOLE requirements

CONSOLE followed a Systems Engineering approach to
capture and manage stakeholder requirements and needs,
ensuring that they are implemented and validated effectively.
The process had two main activities designed to ensure a
stakeholder-focused approach. During the first activity, an
online questionnaire was developed and distributed to ensure
engagement and input from stakeholders that were external
to the project, while as part of the second activity, an internal
to the project process was followed to understand the needs
and requirements of the CONSOLE pilot partners. As part
of the first activity, a stakeholders’ needs questionnaire was
developed (and hosted at the EUSurvey platform), consisting
of two sections and 17 questions aiming to capture the main
needs of the stakeholders with regards to the CONSOLE
objectives. We received 65 response, which confirmed that
resilient software development is extremely important for
organisations, while at the same time most of them do not
have in place staff with relevant expertise, or they do not pro-
vide relevant training. The survey also confirmed that most
organisations do not use any tools to support resilience as

! https://github.com/enzymefinance/oyente
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part of their software engineering processes. These are gaps
that CONSOLE platform aims to fulfil.

The second activity focused on eliciting the needs and
requirements of the internal partners, and in particular the
pilot partners who are potential users of the CONSOLE
platform. An initial list of 40 requirements was considered,
refined, and checked for duplicates. The process resulted
in 33 requirements, which were prioritised following the
MOSCOW method. Out of the 33 requirements, 10 were pri-
oritised as Must Have, 13 as Should Have and 10 as Could
Have.

3.2 The high-level architecture of CONSOLE
Definition methodology

The architectural definition of the CONSOLE platform
followed a comprehensive methodology that integrated
research, innovation, and validation activities. This process
combined the specification of cybersecurity tools and ser-
vices, their development by SMEs, and their subsequent
validation within pilot scenarios. The approach was user-
centric and stakeholder-oriented, ensuring the continuous
participation of all relevant actors during design, deployment,
and evaluation. Furthermore, the project adopted an iterative
and phased development strategy, allowing for incremental
refinement based on the feedback of the stakeholders. An
agile and market-oriented perspective was also embedded,
aligning technical outputs with real operational needs.

Defining the platform architecture required establishing a
solid foundation early in the project. This process began with
the derivation of a unified set of requirements that captured
the full spectrum of functionalities and methodologies that
the platform would comprise (see Section 3.1). To ensure
completeness, this process incorporated results from state-of-
the-art analysis, user and pilot requirements, and qualitative,
legal, ethical, and privacy considerations. This knowledge
base guided the specification of key architectural aspects,
including communication topologies, module interactions,
deployment criteria, and user interaction mechanisms.

Each partner contributed to the architectural design by
describing their respective components, functional and non-
functional requirements, and dependencies, as well as the
necessary integration interfaces. The resulting reference
architecture serves as a blueprint for implementation, integra-
tion, and evaluation across the project. Once established, the
architecture guided the specification and development of the
components, in close coordination with end-users to ensure
alignment with the initial concept and practical validation
objectives.
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Platform architecture

The reference architecture of the CONSOLE platform pro-
vides a structured view of the core components and their
interactions, supporting a unified cybersecurity ecosystem.
It defines both functional and communication relationships
across modules while enabling secure and scalable opera-
tions. Figure 1 presents the reference organization of the
platform.

To complement the high-level reference architecture and
provide a more formal specification of the solution, a Uni-
fied Modeling Language (UML) diagram is also introduced.
While Figure 1 offers a holistic conceptual view of the CON-
SOLE platform, the UML model focuses specifically on
the Code Analysis subsystem. This focused representation
enables a clearer and more rigorous depiction of the inter-
nal service interactions, tool integrations, and data flows that
underpin the analysis pipeline, without introducing complex-
ity from unrelated platform modules.

Figure 2 presents the corresponding UML component dia-
gram. It models the structural relationships among the key
elements of the Code Analysis module and the interfaces
through which findings are communicated to the broader plat-
form. Components related to Endpoint Security and Training
are intentionally omitted, as they fall outside the scope of the
present work.

The architecture organizes the system into four conceptual
blocks, each encapsulating related functionalities:

(i) Management Services (MS): This core block provides
the backbone of the platform. It includes Identity Manage-
ment, CONSOLE Database, API Gateway, and Orchestration
services. Together, these ensure coordinated process execu-
tion, data management, and secure communication among
all platform components. The Identity Management Service
enforces Role-Based Access Control (RBAC) across user
types; the Database serves as a unified data repository; the
API Gateway provides a consistent communication interface;
and the Orchestration Service governs workflow execution
across modules.

(ii) Incident Central System (ICS): This block encom-
passes the components responsible for monitoring, detecting,
and managing security incidents within the software prod-
uct ecosystem. It integrates two major subsystems: Endpoint
Security and Code Analysis. The Endpoint Security sub-
system monitors developer workstations, build servers, and
deployment environments via local agents, producing alerts
and feeding them to the dashboard. The Code Analysis sub-
system comprises static and dynamic analysis tools, detecting
vulnerabilities both at source and runtime levels. A multi-tool
approach was adopted to maximise coverage and cross-
validate findings, leveraging complementary techniques such
as signature-based analysis and fuzzing. The experimental
results presented in this research paper were obtained solely

by the Code Analysis module, using a subset of 11 static
analysis tools. While this setup was performed for research
purposes, using all CONSOLE modules will increase the
security and usability.

(iii) Graphical User Interface (GUI): The GUI block
represents the user-facing layer of the platform. It includes
the CONSOLE Dashboard, which provides real-time visi-
bility into security events, vulnerabilities, and code quality
metrics, and the Training Platform, which delivers person-
alised learning content. The dashboard also allows redirec-
tions to specialised tools for advanced forensics and response
actions, extending the platform’s analytical capabilities.

(iv) User Environment (UE): This block encapsu-
lates the various user roles interacting with the platform—
developers, DevOps engineers, and administrators—whose
feedback informed both the architecture and interaction
design. The architecture thus ensures usability and relevance
across diverse user workflows.

The integration of these conceptual blocks enables a
comprehensive view of software security throughout its life-
cycle, from code authoring and testing to deployment and
maintenance. The reference architecture also supports inter-
operability with external tools, scalability across different
deployment contexts, and adaptability to evolving threat
landscapes. In this way, the CONSOLE platform aims to
serve as a practical, modular, and user-oriented cybersecu-
rity ecosystem for SMEs and DevSecOps environments.

3.3 The security clues

One of the main strenghts of CONSOLE is the ability to
orchestrate many security tools (that will be described in Sec-
tion 4) to cover a wide range of security flaws and to support
the most common programming languages and technologies.
Yet, each tool is unique, having a different output format, dif-
ferent configuration options, and different ways of reporting
the flaws. To overcome this issue, CONSOLE uses a com-
mon representation for the security reports, called security
clue. A security clue is a JSON encapsulating the informa-
tion about a security flaw, such as the file and line number
where the flaw was detected, the type of the flaw, a descrip-
tion of the flaw, and other relevant information. The security
clues are generated by the code analysis module and are used
to populate the CONSOLE database.

The first 5 fields from Table 1 are for bookkeeping and
are added automatically from the code analysis module. By
saving the project ID, GitHub commit ID, job ID and the
timestamp of the analysis, one can retrieve specific informa-
tion from the clues database in the future. The clue name and
category provide a quick overview of the nature of the dis-
covered security flaw. Some tools like Insider use MITRE
Common Weakness Enumeration [27] to name the clues.
For instance, a clue named CWE-327 identifies the usage

@ Springer
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Table 1 Security clues fields

Field name Mandatory Description

project_id YES The ID of the project being analyzed
project_version YES The GitHub commit ID of the code being analyzed
job_id YES Identifier of the analysis job

timestamp YES Analysis time

tool YES Name of the tool

category YES Flaw category

name YES Name of the identified security flaw
description YES Detailed description of the identified flaw
source_name NO Relative path to the source file containing the flaw
source_line NO Line number from the source file containing the flaw
severity YES An integer from 0 to 10 indicating how serious the flaw is

of a broken or risky cryptographic algorithm [29]. Other
tools like Bandit use more descriptive names, such as hard-
coded_sql_expressions. The clue description is provided by
the analysis tool and should provide actionable intelligence
to the user, so he can decide if the clue is indeed a security
flaw and if it is, then how to fix it. Most clues will be related
to some source file and one or more source lines, pinpoint-
ing the origin of the security flaw. These fields are however
optional, as not all security flaws can be localized to a specific
point in the source code. The severity field tells us how
critical is the discovered security flaw. Since each analysis
tool has its own notion of severity, one of the challenges of
CONSOLE is to harmonize these severities, such that clues
with the same severity should be given the same importance,
regardless of the tool that generated the clue. The approach,
that will be detailed in Section 5 is based on manual rating
for a subset of randomly selected prevalent clues.

4 The code analysis module

The role of the “code analysis module” is to inspect the source
code of a software project, find security defects, and report
them as semi-structured data, following the Security Clues
format. Since CONSOLE must support multiple languages
and technologies, this module was designed to be extensi-
ble, supporting both open-source and proprietary tools. The
current version of CONSOLE supports 17 tools, but for this
analysis only 11 open-source tools were used. The tools are
detailed in this section, and for each tool, we briefly mention
what kind of analysis it does, the supported languages and
technologies, the vulnerabilities that can be detected by it
and whether the tool is actively maintained or not. While we
aim for actively supported tools, even older tools can bring
added value to CONSOLE, being able to detect timeless vul-
nerabilities such as buffer overflows.

python3 analyze.py $(PROJECT)
$ (SETTINGS)
$ (0OUTPUT)

Fig.3 Example of tool adapter calling.

Each of the analysis tools will run in a separate Docker
container, from an image that was tailored to support the
tool. Since each tool outputs the results in a different for-
mat, an adapter was implemented for each tool to run it
on a specified project, with the specified configuration, and
output all the results as Security Clues. Fig. 3 shows an
example of a command for calling a tool adapter inside the
container. The placeholder $ (PROJECT), $ (SETTINGS),
and $ (OUTPUT) will be replaced by the orchestrator by the
path to the project, the path to the configuration file and the
output path respectively.

Most of the analysis tools do not require internet access
while running. For this reason, their containers will run with-
out any network access, eliminating the risk of a 3" party
tool malfunctioning and leaking the source code. There are
exceptions to this rule, however, like tools that need to use
an on-line database to check the project libraries for known
vulnerabilities. The CONSOLE platform allows the devel-
oper to select which tools to run, achieving the required level
of privacy. Each tool container can be restarted after each
analysis or reused to analyze further projects. For the current
analysis, the containers were reused in order to minimize the
analysis latency.

The orchestrator itself can run as a Python module, directly
on the host or it can be dockerized as well, by mounting the
Docker pipe inside its container.

The following subsections will present details on each
analysis tool. A summary of the used tools, along with the
version that was used is displayed in Table 2. The experiments
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Table 2 Code analysis tools versions

Tool name Version Release date
Bandit 1.8.2 2025.01.13
Clj-holmes 14.3 2022.04.18
Cppcheck 2.14.2 2024.06.22
Dawnscanner 2.2.0 2023.04.17
Flawfinder 2.0.19 2021.08.29
Gosec 2.20.0 2024.05.14
Insider 3.0.0 2021.01.26
NjScan 0.4.3 2024.11.14
Progpiloot 1.1.0 2024.05.15
RATS 4ba54ce 2013.12.31
Sobelow 0.13.0 2023.08.06
try:

except Exception:
pass

Fig.4 Example of Bandit True Positive.

7%030x° % random.randrange (16**30)

Fig.5 Example of Bandit False Positive.

in this paper were performed in February 2025, so the release
dates of the versions that were used are prior to this date.

4.1 Bandit

Bandit [33] is a static code analysis tool that comes in the form
of a Python module. To perform the analysis, it parses the
entire project, creates an Abstract Syntax Tree (AST) [41],
and runs the appropriate plugins against the AST nodes. It
offers support for Python and can identify the following types
of vulnerabilities: Cross-Site Scripting(XSS) and Insecure
Web Configuration, SQL and Code/Command Injections,
Hardcoded Secrets, Insecure Deserialization, Weak Cryp-
tography, XML External Entity, Insecure Transport/SSL,
Insecure Temporary Files, Binding to All Network Interface.
The tool is actively maintained.

An example of issue properly detected by Bandit is
depictedin Fig. 4. Theclue bandit/try_except_pass
indicates that the except block catches any generic excep-
tion but doesn’t handle it.

Bandit has also triggered the False Positive in Fig. 5 as
bandit/blacklist. Indeed, the random number gen-
eration is deterministic (pseudorandom), but the generated
values are not used in a security context.

@ Springer

int* ptr = NULL;

*ptr = 1;

Fig.6 Example of Cppcheck True Positive.

4.2 Clj-holmes

Clj-holmes [17] is a static code analysis tool that searches
for vulnerable code using a pattern language [18]. The
code is parsed into an AST then compares parts of the
AST with the defined pattern matching rules. Custom rules
can be added in order to extend the publicly available
capabilities, which include: Command/Code Injection, SQL
Injection, Hardcoded Secrets, Weak Cryptography, Inse-
cure Deserialization, Insecure Network Configuration, Bad
Authentication. It was designed for Clojure code and the tool
had its last release on the 18" of August 2022.

4.3 Cppcheck

Cppcheck [21, 26] scans the C/C++ source code for bugs,
undefined behavior, and potential security weaknesses with-
out the need to compile/build the project. It uses syntax
parsing and data flow analysis to see the life cycle of variables
in functions and loops. It identifies standard issues and coding
style issues, but also potential vulnerabilities such as: Mem-
ory Leaks, Out of Bounds Access, Null pointer dereference,
Uninitialized Variables, Unsafe Functions Usage, Memory
Overflows, Miscellaneous Logic and Risky Conditions, Input
Formatting. The tool is still maintained.

Fig. 6 contanins an example of code flagged by Cppcheck.
The code contains a null pointer dereference, which causes
an immediate process crash.

Cppcheck has also detected an uninitialized variable
error (cppcheck:uninitvar) in Fig. 7, which is a
False Positive, because the variable iv_dec is always
set inside the conditional branches that check for client
or server. While a developer would figure out that one of
MBEDTLS_SSL_SRV_C and MBEDTLS_SSL_CLI_C is
always defined, the static analyzer also considers the case
where none of them is defined.

4.4 Dawnscanner

Dawnscanner [31] is a static analysis tool designed to review
web applications written in Ruby, offering support for the
major MVC frameworks, i.e. Ruby on Rails, Sinatra, and
Padrino. The tool parses the Gemfile.lock trying to
identify the used gems, the Ruby interpreter, and the MVC
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#if defined (MBEDTLS_SSL_SRV_C)
iv_dec =

traffic_keys->client_write_iv;
#endif

#if defined (MBEDTLS_SSL_CLI_C)
iv_dec =
traffic_keys->server_write_iv;
#endif
memcpy (
transform->iv_dec,
iv_dec,

traffic_keys->iv_len

)

Fig.7 Example of Cppcheck False Positive.

framework, then checks the knowledge base for any vul-
nerabilities. It can also check the code for sinks to identify
Cross-Site Scripting (XSS) and SQL Injections. It had its last
release on the 171 of April 2023.

4.5 Flawfinder

Flawfinder [47] is a static analysis tool that scans C/C++ code
in order to find potential security vulnerabilities by looking
at dangerous function calls and known risky patterns. It uses
lexical scanning to find tokens that suggest a potential vul-
nerability, then estimates the level of risk. This leads to an
increase in the number of false positives. The following vul-
nerabilities are set to be found: Improper Input Validation,
Improper Limitation of a Pathname to a Restricted Directory,
Improper Neutralization of Special Elements used in an OS
Command, Improper Restriction of Operations within the
Bounds of a Memory Buffer, Buffer Copy without Checking
Size of Input, Buffer Over-read, Uncontrolled Format String,
Integer Overflow or Wraparound, Execution with Unneces-
sary Privileges, Use of a Broken or Risky Cryptographic
Algorithm, Concurrent Execution using Shared Resource
with Improper Synchronization, Insecure Temporary File,
Use of Potentially Dangerous Function, Incorrect Permission
Assignment for Critical Resource, Use of Path Manipula-
tion Function without Maximum-sized Buffer, Reliance on
Untrusted Inputs in a Security Decision, Inclusion of Func-
tionality from Untrusted Control Sphere. The tool had its last
release on the 291" of August 2021.

In Fig. 8, Flawfinder has detected a buffer overflow issue
(flawfinder/buffer\strcpy), which occurs when
data is written beyond the allocated memory space, poten-
tially leading to security vulnerabilities. Developers should
avoid using st rcpy and used instead more secure functions,
such as strncpy or strepy_s.

strcpy (s->name, cfg.vdi);

Fig.8 Example of Flawfinder True Positive.

char buf[3 * MAXLEN];

Fig.9 Example of Flawfinder False Positive.

The buffer overflow detection from Flawfinder can also
trigger False Positives. The buffer size from Fig. 9 is suffi-
cient, yet a clue is emitted.

4.6 Gosec

Gosec [44] is a static analysis tool that checks for security-
related issues in Go source code. It does that by parsing the
source code using the native parser and building an AST for
each source file, then checks the AST for insecure patterns
using rules implemented as a separate analyzer structure.
Custom rules can be implemented to expand the range of vul-
nerabilities that are identified. Currently, the tool has rules
that cover the following vulnerabilities: Hardcoded Secrets,
Command Injection, Unvalidated Inputs, Dangerous Func-
tions, Weak Cryptography, TLS Insecurity, Uncontrolled
Path Traversal, Files Created With Insecure Permissions,
Race Conditions, Denial of Service. The tool is actively main-
tained.

4.7 Insider

Insider [36] is static analysis tool that focuses on covering the
OWASP Top 10 [38] on source code of projects developed
using the following technologies: Java (Maven and Android),
Kotlin (Android), Swift (10S), .NET Full Framework, C# and
JavaScript (Node.js). It analyses the source code using pat-
tern based rules defined using regular expressions. Its rules
cover the following types of vulnerabilities: SQL Injection,
Command Injection, Cross-Site Scripting, Insecure Cryp-
tography Usage, Hardcoded Credentials, Improper Error
Handling, Insecure API Usage, Resource Leaks and Access
Control Issues. The tool had its last release on the 26 of
January 2021.

4.8 NjScan

NjScan [2] is a static application testing tool that tries to
find insecure code patterns in Node.js projects. For that, it
uses a pattern matcher plug-in [1] and a syntax-aware pattern
search tool, i.e., semgrep [39], on a parsed JavaScript AST.
It has rules defined for the following types of vulnerabilities:
Weak Cryptography, Hardcoded Secrets, Cross-Site Script-
ing, Server-Side Request Forgery, SQL Injection, NoSQL
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&% (this.loginForm.username="hippo4j",
this.loginForm.password="hippo4j")

Fig. 10 Example of NjScan True Positive.

<div class="panel-body">
<pre>
<?7= file_get_contents ($file) 7>
</pre>
</div>

Fig. 11 Example of Progpilot True Positive.

Injection, Insecure Configuration, Command Injection, Code
Injection, Missing Proper Input Validation, Open Redirect
and Cross-Site Request Forgery. The tool had its last release
on the 14™ of November 2024.

InFig. 10, NjScan properly detected a security flaw related
to hardcoded credentials in the source code (njsscan/
node_password).

4.9 Progpilot

Progpilot [35] is a static analysis tool that has as its target
to identify security vulnerabilities in PHP code. During the
analysis, it builds an AST of the analyzed code and then it
tries a set of predefined rules to find malicious data flows
from sources, i.e, user inputs to sinks, which are poten-
tially dangerous functions. It specializes in finding common
web vulnerabilities such as: Cross-Site Scripting (XSS), SQL
Injection (SQL1i), Remote Code Execution (RCE), Insecure
Deserialization, Insecure Configuration, and Bypass Access
Control. The tool is actively maintained.

An example of vulnerability detect by Progpilot is the
cross-site scripting (XSS) from Fig. 11. The attacker can
exploit it by injecting malicious scripts into web pages
viewed by other users. This can lead to unauthorized access
to user data, session hijacking, and other security vulnerabil-
ities.

4.10 RATS

RATS (Rough Auditing Tool for Security) [10] is a tool
developed for scanning C, C++, Perl, PHP, Python, and
Ruby source code, performing a rough audit of it, trying
to find security vulnerabilities. It uses a lexical parsing and
pattern matching to identify possible insecure parts in the
source code. The vulnerabilities it can find cover the follow-
ing: Buffer Overflows, Race Conditions, Unbounded Inputs,
Format String Vulnerabilities, Command Injection, Insecure
Temporary Files, Memory Leaks, SQL Injection, Cross-Site
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system(
"rm -rf #{@siab_homel}/siab.pid"
)

Fig. 12 Example of RATS True Positive.

while(n < bytes){
int next =
read (fd,
if (next <= 0)
error ("read failed");
n += next;

buffer+n, bytes-n);

Fig. 13 Example of RATS False Positive.

Scripting, Unsafe Deserialization. The tool had its last release
on the 31 of December 2013, yet is still being used.

In Fig. 12, RATS has detected the usage of the system
function with a dynamically built command (rats/
system), which may be vulnerable to command injection
attacks.

RATS can also trigger False Positives such as the one
involving the read system call in Fig. 13. While the address
where the read data is placed is computed using pointer arith-
metic, the code is secure because the buffer limits can’t be
exceeded.

4.11 Sobelow

Sobelow [37] is a security-focused static analysis tool devel-
oped for finding vulnerabilities in Elixir source code that
uses the Phoenix framework. It creates the AST for the code
under analysis and applies a set of defined rules to pat-
tern match potential issues related to security. It also checks
the configuration files to detect dangerous misconfigura-
tions. The vulnerabilities it finds are: Insecure Configuration,
Known-Vulnerable Dependency, Cross-Site Scripting, SQL
Injection, Command Injection, Denial Of Service, Code Exe-
cution, Directory Traversal and Unsafe Deserialization. The
tool had its last release on the 6 of August 2023.

5 Research methodology
5.1 Detected flaws and blind spots

The CONSOLE platform is useful for the stakeholders
because it detects security defects that could otherwise
pass unnoticed and reach the production stage, resulting in
insecure software being released. The detection rate (True
Positive Rate / Recall/ Sensitivity) is given by the ability of
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the underlying tools to detect the security defects. To evaluate
it, we need an annotated dataset containing labeled vulner-
able code, suitable for Static Application Security Testing
(SAST). We will use the vulnerable-code-examples reposi-
tory [34] that contain 44 examples for vulnerable code, from
which 26 are suitable for SAST. While the number of tests
from this dataset is small, it covers the most common types
of vulnerabilities and multiple programming languages such
as C, C++, C#, Java, JavaScript, PHP and Python. The eval-
uation results will be covered in Section 6.3.

5.2 False positives mitigation strategy

One of the main challenges of using SAST tools is managing
the high number of alerts [46], many of them being False
Positives. Since CONSOLE aggregates multiple tools, with
some languages and technologies being covered by more than
one tool, reducing the number of False Positives and reducing
the overall number of alerts that are being displayed is critical.
Naturally, some alert types are encountered more often than
others and some alert types are more prone to False Positives.

We will denote by N the total numbered of tools used in
the analysis (N = 11) and by n; the total number of clues
types that can be emitted by the tool i (1 <i < N).

Let T; be the probability that tool i (1 < i < N) will
emit a clue on a piece of code that can be handled by that
specific tool and C;; the probability that clue j from tool i
(1 < j < n;) will be emitted on a piece of code written in
the supported languages. Similarly, we will denote by #; the
probability that a clue emitted by tool i is a True Positive
and by ¢;; the probability that clue j from tool i is a True
Positive.

For a given language and/or technology, let S C {1,2,..., N}

be the subset of tools supporting it and let k be the num-
ber of code pieces from a project implemented in the given
language and/or technology. Then, the expected number of
emitted clues is £ from Eq. 1, which is the number of Pre-
dicted Positives (PP = TP + FP).

E1=k'ZTi=k'ZZICij (1)

ieS ieS j=1
n
Ey=k-) Titi=k-) ) Cicy @
ieS ieS j=1

The number of expected True Positive clues is E> from
Eq. 2, which is the number of True Positives (7 P). To
improve the usability of the CONSOLE platform, we must
maximize the Precision, expressed in Eq. 3. Note that the pre-
cision (P) is independent on the number of analyzed code
pieces k.

nj
TP _Ez_igg”_ieszl o )
 TP+FP E YT, iz
ieS l > 2 Cij
ieS j=1

We argue that the Precision (P) is important for usability
by considering the clues that the developer must investigate.
If the Precision is 100%, all the clues are actual security
issues and by fixing them, the code becomes more secure.
If the Precision is 50%, then half of the investigated clues
will be False Positives, but the other half are relevant. If the
Precision drops to 10%, then 9 out of 10 investigated clues
will be False Positives and the developer will waste time to
decide which clues are actually relevant.

The strategy for mitigating the False Positives is to hide the
clue types with a very low probability of being True Positives
(cij < 5%) and adjust the severity for those with low prob-
ability (5% < c¢;j < 50%). This way, the clues displayed to
the developers will be re-prioritized, enabling them to focus
on the reported issues that are more likely to be security vul-
nerabilities.

To estimate the True Positive probabilities for every clue
type, we have manually analyzed a sample of the results
obtained on the experimental dataset (more details on the
dataset are provided in Section 6.1). A clue type was included
in the sample for manual analysis only if it appears in at least
100 distinct projects. For each clue type we will sample at
most 3 projects and at most 3 occurrences of the clue per
sampled project. We have selected for manual analysis only
prevalent clue types, since the False Positives on them will
have a greater impact on usability than rare ones. The number
of samples per clue type is limited, to enable the analysis of
a wide range of clues. The sample clues were rated using one
of the scores below:

— 3 —SERIOUS: the clue points to a real security vulnera-
bility that must be addressed by the developers;

— 2 — INTERESTING: the manual analysis didn’t reveal an
actual vulnerability, but the developer should still visu-
alize the clue, as it may provide important insights such
as insecure coding practices;

— 1 — FALSE: the clue is a False Positive and should not be
displayed.

The rating was performed by multiple experts, each clue
type being analyzed by a single person, based on their
expertise with the specific programming language and vul-
nerability type. While we needed binary labels (True Positive
or False Positive) for the clues, we used the three labels above,
including the INTERESTING category to allow the analyst
a middle ground between “definitely vulnerable” and “def-
initely secure”. This label would be used by an analyst in a
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situation where the code might not be vulnerable, but they
would still tag the insecure coding construct in a manual code
review. There was also a fourth option for the analysts, to skip
clues where they weren’t confident about the verdict, since
the number of collected clues exceeded our manual label-
ing capacity. While we acknowledge that this approach is
still prone to biases and verdict variations, the team worked
together to calibrate the scoring system before starting the
work.

Clues rated 2 or 3 will be considered True Positives, while
clues rated 1 will be considered False Positives. We will
denote by R = Rr U Rp the set of rated clues, Ry being
the set of clues rated as True Positive and R the set of clues
rated as False Positive. We will approximate the True Positive
probabilities for tools (#;) and for clues (¢;;), with 1 <i < N
and 1 < j < n; as in Eq. 4 and Eq. 5. If no clues for tool i
were manually analyzed, then #; = 1, otherwise ¢; is the ratio
between the number of True Positives and the total number of
analyzed clues. ¢; j is computed in a similar manner, except
that ¢;; = t;, if no clues of type j for tool i were analyzed.

1,ifAr € Rs.t.r.tool =i
ti =1 |{r € Rr|r.tool =i}| . @)
— , otherwise
|[{r e R|r.tool =i}|

t; ,if fr € Rst.r.tool =i Ar.clue = j

cij=1|{r e Rr | r.tool =i Ar.clue = j}|

, otherwise

(&)

[{r € R|r.tool =i Ar.clue = j}|

5.3 The impact of projects popularity on security

The relationship between project popularity and software
security presents a complex research question that has sig-
nificant implications for open-source development practices.
While popular projects benefit from increased commu-
nity scrutiny and development resources, they also tend
to be larger and more architecturally complex, potentially
introducing additional security vulnerabilities. Establish-
ing meaningful comparisons between projects of varying
popularity levels requires addressing fundamental method-
ological challenges related to project heterogeneity, scale
differences, and technological diversity. The methodology
that is described in this section aims to establish a system-
atic approach for objectively comparing the security quality
of popular versus unpopular projects, accounting for factors
such as project size and complexity that could otherwise com-
promise the comparison.

The methodology that was applied addresses the inherent
complexity of comparing projects with substantially dif-
ferent characteristics through systematic normalization and
control strategies. The dataset of 10,855 repositories was
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partitioned into two distinct categories based on GitHub
star count: high-popularity projects with 1000 or more stars
and low-popularity projects with fewer than 1000 stars
(detailed statistics provided in Section 6.1). This thresh-
old represents a statistically significant boundary point that
distinguishes individual or small-scale development efforts
from established, community-maintained repositories with
broader adoption patterns.

The critical methodological innovation involves the selec-
tion of appropriate comparative metrics for security vulner-
ability assessment. Average security clues per MB of code
was adopted as the primary dependent variable rather than
absolute clue counts per project. This normalization approach
addresses several fundamental challenges that would other-
wise compromise analytical validity.

In particular, large repositories inherently contain larger
volumes of source code, resulting in proportionally higher
absolute vulnerability counts, independent of the quality of
security practices. Absolute clue enumeration would intro-
duce systematic distortion, as preliminary analysis demon-
strates substantial disparities in absolute clue counts that
reflect codebase magnitude rather than security posture.
This necessitates the density-based normalization strategy
employed.

Furthermore, high-popularity repositories frequently
employ diverse programming languages and frameworks,
each exhibiting distinct vulnerability patterns and detection
signatures across CONSOLE’s integrated security tools. The
per-MB normalization methodology accounts for this tech-
nological diversity by standardizing vulnerability measure-
ments across different language ecosystems while preserving
meaningful security quality indicators.

The methodology incorporates additional control vari-
ables to ensure comprehensive comparison validity. Analysis
processing time serves as an indicator for project com-
plexity, while the distribution of repositories producing
zero security clues provides insight into potential analyti-
cal limitations versus genuine security excellence. Projects
with elevated community engagement typically demon-
strate increased architectural sophistication, expanded fea-
ture matrices, higher file counts, and coordinated develop-
ment team activities. The density-based approach isolates
security practice efficacy from these confounding project
scale and complexity factors.

6 Experimental results
6.1 Dataset description

The dataset consists of 10,855 public projects crawled from
GitHub. We have tried to build a diverse dataset, covering:
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Fig. 14 Number of projects per programming language.

— various programming languages and technologies;

— recent and old projects;

— various sizes, from very small to very large;

— projects that are actively maintained and project with very
few commits;

— highly rated projects (with many stars on GitHub) and
unrated projects.

We have used the GitHub API [6] for crawling, benefiting
from the rich information provided for the public reposito-
ries.

For crawling random projects, we generated random IDs
and requested from GitHub a page with projects starting from
the generated id. At the time of writing this paper, there
are approximately 1 billion projects on GitHub, which are
conveniently numbered from 1 to 1 billion. Most projects
on GitHub tend to be small, both in terms of code size
and development activities. Also, some programming lan-
guages tend to be underrepresented, so random sampling is
not sufficient. Fortunately, the GitHub API allows querying
for projects with given characteristics, such as the minimum
number of stars or some programming language being used.
Overall, 35% of the dataset was generated purely random (by
generating random GitHub IDs), while the remaining 65%
was generated by specifically querying GitHub for popular
projects using the languages and technologies covered by the
CONSOLE tools.

Figure 14 shows the top 10 programming languages and
technologies, by the number of projects they are used in.
Note that most projects contain multiple programming lan-
guages and technologies. Similarly, Figure 15 shows the top
10 languages based on the code size (in GB).

Most of the analyzed projects are recent and currently
maintained, more than 3000 having the last commit in 2025,

T T T T T
C | | 21.92 |-

Java, *:l 7.84 -

C++ | 1362 -
Python | ]3.11 -
JavaScript 7[:| 2.54 r
Go {_]2.03 -

PHP || 1.74 -
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Kotlin - | 0.97 -
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Fig. 15 Code size per programming language.
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Fig. 16 Distribution of projects by number of GitHub stars.

about 2500 in 2024, while almost 1800 projects have the last
commit between 2009 and 2019.

The number of stars for a GitHub repository indicates
the number of users that marked the repository as favorite.
Figure 16 shows the distribution of the projects based on the
number of stars.

6.2 Code analysis performance

All the projects crawled from GitHub were analyzed by
CONSOLE on a MacBook Pro with 2.6Ghz 6-Core Intel
Core i7 CPU and 16 GB of RAM.

Since the analysis time can be very high for some outliers,
we have capped the running time of the CONSOLE tools to 3
minutes. After this time, if the tool is still running, the process
is stopped and the partial results (if any) are used. Note that
the total analysis time can be higher than 3 minutes, as there
may be extra time for parsing the partial results and waiting
for the Docker containers to close.

The average running time per project was 42.79 seconds.
Intuitively, the running time should increase with the code
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Fig.17 Analysis time.

size, so we computed an average running time per KB of
analyzed code to 4.67 second (macro average). By exam-
ining the running times more deeply, we have found that
although there is a correlation between the code size and the
analysis time, there are still some large projects with very
small running times and small projects with large running
times. Figure 17 shows a scatter plot with the project sizes
on the x axis (logarithmic scale) and the total analysis time
on the y axis. Note that the code size in this plot is not the
total size of the code in the GitHub repository, but the size of
the code belonging to languages and technologies supported
by CONSOLE tools.

Considering the CONSOLE integration in CI/CD pipelines,
the average running time of 42.79 seconds should not have a
significant impact. Although other security operations such
as checking the Software Bill of Materials (SBOM) [7] for
known security risks and vulnerabilities are much faster (usu-
ally less than a second), the CONSOLE approach is proactive
and able to spot even zero-day vulnerabilities in user code,
not just in third-party software components. Also, the code
analysis should not be seen as an overhead to the build pro-
cess, but rather a second opinion on the code review, that is
traditionally performed manually and takes more time than
the automated analysis performed by CONSOLE.

The code analysis module can run multiple analysis tools
in parallel if they are applicable to the same project. However,
each analysis tool ran single-threaded, even if some of them
could be run concurrently on multiple source files from the
same project. A future solution to speed-up the running time
is to explore the internal parallelism of these tools. Another
viable solution for large projects is to scan only the modified
sources between consecutive versions, significantly reducing
the amount of code to be scanned in CI/CD pipelines where
every version of the code gets scanned.
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Fig. 18 Code analysis tools contributions to detections.

6.3 Evaluation metrics

The evaluation of the code analysis tools on the dataset from
[34] yielded 14 detections out of 26 applicable cases, achiev-
ing the True Positives Rate / Recall R = 53.85%.

Fig. 18 presents the contribution of each tool to the
detections on the test cases. The pie chart shows the com-
plementarity of the tools, as no single tool is able to handle
multiple programming languages and technologies. The
Recall score is promising, yet it highlights the need of using
more tools to cover the blind spots of the existing toolset.

The large scale analysis of the public projects dataset
(10,855 projects) revealed an average of raw clues per project
of 142.56, which a single developer or a small team can
manage without a significant overhead. Since projects vary
in size, we also computed the number of clues per MB
(Megabyte) of code, which is 655.2. Only 2642 of the ana-
lyzed projects had no clues.

The number of distinct clue types that were identified for
the 11 analyzed tools is 688, from which 117 appeared in at
least 100 projects and were considered for manual analysis.
We analyzed 274 clues, out of which 156 were rated as True
Positive, obtaining the Precision P = 56.93%. Table 3 shows
the 11 code analysis tools, along with the number of applica-
ble projects (note that CONSOLE may use multiple tools for
the same project) and the total number of clues emitted by
that tool. The last column contains the manual rating that was
computed for the tool, according to the methodology from
Section 5.2.

The clue types were also rated using the methodology
from Section 5.2 and we recomputed the metrics based on
the adjusted scores in Table 4. The table shows that more than
half (according to the average number of clues per project) or
even more than two thirds (according to the average number
of clues per MB of code) are False Positives. The remain-
ing 33-50% are not necessarily security vulnerabilities, but
issues that the developers should be aware of. The table also
contains the 95t percentile (denoted as P95) for both the
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Table 3 Manual ratings of the analysis tools

Table 5 Validation Results: Popular vs Less Popular Projects

Tool name Nr. projects Nr. clues Rating Metric >1000 stars <1000 stars
Insider 6715 268471 0.31 Projects analyzed 7,088 3,767
RATS 4414 9995 0.75 ()
Nchan 3992 14128 1.00 AVgA analysis 52.23 25.03
. time (8)
Bandit 2750 682063 0.65 al ) 195.59 .79
ues per project . .
Cppcheck 1897 13308 0.88 (raw) (P95: 846) (P95: 124)
Flawfinder 1897 521018 0.31 Clues per project 96.79 19.87
Dawnscanner 1895 3359 1.00 (adjusted) (P95: 346) (P95: 51)
Progpilot 1093 3792 1.00 Avg. clues per 598.36 762.14
Gosec 1075 30695 0.67 MB (raw) (P95:701) (P95: 1970)
Clj-holmes 149 29 1.00 Avg. clues per 144.93 324.09
Sobelow 149 3 1.00 MB (adjusted) (P95: 370) (P95: 831)
Projects with 1,097 (15.5%) 1,545 (41.0%)
zero clues (raw)
) Projects with 2,124 (29.9%) 1,875 (49.8%)
Table4 Raw vs adjusted results zero clues
Metric Raw Adjusted (adjusted)
Avg. clues per 142.56 (P95: 569) 70.1 (P95: 224)
project
Avg. clues per 655.2 (P95: 1034) 207.1 (P95: 502)
MB The complexity validation metric supports the method-
P r"JeCtSlW“h 2642 3999 ological framework through analysis of processing time
zero clues

raw and adjusted measurements. Since we have a significant
number of projects with zero clues, the 5™ percentile is 0.

6.4 Measuring the impact of projects popularity on
security

The methodology from Section 5.3 was validated through
quantitative analysis of the complete dataset, demonstrat-
ing the effectiveness of the density-based normalization
approach. Table 5 presents the comparative results that val-
idate the methodological framework across multiple dimen-
sions. We present both the raw results, considering every clue,
and the adjusted results, based on the False Positives mitiga-
tion technique. The final metrics that should be considered
are the adjusted ones.

The primary validation finding confirms the effectiveness
of density-based normalization in revealing meaningful secu-
rity differences. Popular projects (>1000 stars) demonstrate
significantly lower vulnerability density at 144.93 clues per
MB compared to 324.09 clues per megabyte for less popular
projects. Popular projects have 55.3% fewer vulnerabilities
per MB, which validates the methodological approach by
demonstrating that popular repositories implement superior
security practices per unit of code once confounding size
factors are controlled.

differences. Popular projects require substantially longer
processing duration (52.23 seconds average) compared to
less popular projects (25.03 seconds average), confirming
that the methodology appropriately accounts for increased
structural complexity in established repositories. This pro-
cessing time differential validates that the observed security
improvements occur despite, rather than because of, reduced
analytical complexity.

The clues per project comparison illustrates why normal-
ization is essential for valid comparison. Without density
adjustment, popular projects appear to have substantially
higher vulnerability counts (96.79 versus 19.87 clues per
project), which would lead to the erroneous conclusion that
popular projects are less secure. This demonstrates that
the methodology successfully eliminates the size effect that
would otherwise invalidate comparative analysis.

Coverage assessment through zero-clue project distribu-
tion provides additional methodological validation. Popular
projects show lower rates of zero-clue results (29.9% or
2,124 projects) compared to less popular projects (49.8% or
1,875 projects). This pattern suggests that the methodology
achieves more comprehensive security coverage for popular
projects rather than systematic analytical blind spots, sup-
porting the validity of the comparative approach.

These validation results collectively demonstrate that
the standardized normalization methodology successfully
controls for confounding variables while preserving actual
security practice differences. The consistent patterns across
multiple validation dimensions confirm that observed differ-
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Table 6 Language-Specific Security Analysis by Project Popularity

Language Popularity n Avg Clues/MB
Python > 1000% 752 415.59 (P95: 1158.27)
< 1000% 556 192.61 (P95: 855.24)
JavaScript > 1000% 658 565.79 (P95: 125.78)
< 1000% 818 76.73 (P95: 424.7)
PHP > 1000% 660 19.23 (P95: 64.80)
< 1000% 124 414.15 (P95: 1209.32)
Go > 1000% 779 72.42 (P95: 291.56)
< 1000% 77 156.69 (P95: 926.71)
C > 1000% 744 139.88 (P95: 512.62)
< 1000% 104 338.57 (P95: 1570.85)
Kotlin > 1000% 490 14.72 (P95: 39.35)

< 1000% 54
Java > 1000% 754
< 1000% 489

7.05 (P95: 37.50)
13.80 (P95: 46.50)
24.09 (P95: 76.90)

Ruby > 1000% 736 123.50 (P95: 247.31)
< 1000% 78 651.44 (P95: 1896.54)
Elixir > 1000% 118 20.65 (P95: 93.63)

< 1000% 6 23.17 (P95: 75.29)

ences reflect authentic variations in security implementation
quality rather than methodological inaccuracies.

To address potential confounding factors related to language-

specific coding patterns and tool sensitivities, a grouped
analysis by dominant programming language was performed.
For each project, the dominant language was identified as
the one comprising at least 50% of the codebase by size.
Projects without a clear dominant language were excluded
from this analysis, resulting in 7,997 projects distributed
across 9 languages (from the original dataset of 10,855
projects). Table 6 presents the security metrics stratified by
language and popularity level, revealing substantial hetero-
geneity in the relationship between popularity and security
quality across programming language ecosystems. For each
language, the table reports the sample size (n), average
vulnerability density (Avg Clues/MB) along with the 950
percentile (P95) for both popular (> 1000%) and unpopular
(< 1000%) projects. The inclusion of both mean and P95
metrics is essential due to the nature of vulnerability distri-
butions, where standard deviations substantially exceeding
the mean indicate the presence of extreme outliers that dis-
proportionately influence central tendency measures.

The stratified analysis demonstrates that six languages
(PHP, Go, C, Java, Ruby, and Elixir) exhibit substantial
reductions in vulnerability density for popular projects,
confirming the hypothesis that popularity correlates with
enhanced security practices within these ecosystems. PHP
demonstrates the most pronounced effect, with popular
projects exhibiting dramatically lower mean vulnerability
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density compared to unpopular projects, a pattern corrob-
orated by P95 values. Ruby, C, Go, and Java demonstrate
consistent improvements across both mean and P95 met-
rics, suggesting that mature tooling ecosystems and codified
security practices confer systematic advantages to popular
projects. Elixir demonstrates a modest improvement, though
the extremely small sample size for unpopular Elixir projects
(n = 6) limits statistical confidence in this comparison and
precludes definitive conclusions.

Conversely, three languages (Python, JavaScript, Kotlin)
demonstrate elevated mean vulnerability density in popular
projects, presenting an apparent contradiction to the gen-
eral trend observed in other language ecosystems. However,
rigorous examination of P95 and standard deviation val-
ues reveals this paradox derives from outlier effects rather
than systematic security degradation. Specifically, JavaScript
exhibits the most pronounced manifestation of this phe-
nomenon, whereby mean values suggest popular projects
demonstrate substantially inferior security posture while the
P95 values demonstrate an inverse relationship.

6.5 Discussion

Using CONSOLE for large-scale analysis reveals several
insights into automated vulnerability scanning and how it
should be integrated within a CI/CD pipeline. The results
highlight that manual analysis is no longer effective for the
large datasets available today, making automation essential
for achieving proper security assessments. In addition, the
following observations should also be discussed:

— There is no single SAST tool capable of achieving
comprehensive coverage across multiple programming
languages and vulnerability types. Therefore, combining
several tools (particularly tools that complement each
other) is essential to increase the probability of iden-
tifying potential vulnerabilities. Within the CONSOLE
project, the selected tools were chosen to provide a bal-
anced outcome between sensitivity and specificity. This
balance is reflected in the precision of 56.9% obtained
after the manual validation of the results.

— The main challenge remains the False Positives, with
more than 50% of the identified clues not directly linked
to a vulnerability that can be exploited. It is also impor-
tant to highlight that False Positives are responsible for
the alert fatigue phenomena, where developers are over-
whelmed by excessive alerts and must manually identify
the relevant ones. To address this issue, we designed a
system that calibrates the severity and probability of each
clue (similar to a prioritization or triage mechanism),
that identifies the clues that are most relevant from a
security perspective. This approach also helps maintain
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a balance between usability, which is heavily impacted
by alert fatigue, and security effectiveness within CI/CD
pipelines. Further research is necessary in order to bring
the False Positives Rate as close to 0 as possible. One
possible direction is to use powerful Al such as Large
Language Models to investigate the detected clues and
filter out the FPs. This approach would benefit from the
speed of SAST tools, using slower but precise models
only for the scenarios with high uncertainty. A second
direction is to incorporate the user feed-back, provided
in the CONSOLE dashboard. A clue marked as FP will
be “remembered” and will not be displayed when new
versions of the same code are analyzed.

— The results show that over 60% of analyzed projects
contained security flaws. This emphasize two important
concept: (1) mature repositories are not safe just because
they exist for a longer period of time and because they
are well maintained, and (2) including an automated scan
in every CI/CD pipeline (no matter how fewer external
dependencies are being used) is mandatory for proper
security. There is a clear relation between larger projects
(with increased visibility) and the security associated
with that project. Our research showed that there are 55%
less vulnerabilities per MB in larger (popular) reposito-
ries than in less popular ones.

— CONSOLE analysis time is on average 42.7 seconds /
project and can be easily scaled because it relies on a
docker-based architecture. This highlights that we can
use CONSOLE for a large variety of repositories with
a minimum impact in terms of delivery, but with an
improved quality in terms of vulnerability assessment.

We should also highlight that while static analysis can
identify various potential risky uses-cases, this endeavour
should be completed with dynamic analysis as well and in
the future a mix-up that will also include generative Al and
Large Language Models (LLM) based technologies.

7 Conclusions

This paper explored CONSOLE, an all-in-one cybersecurity
platform that meets the needs of modern software develop-
ment. CONSOLE is a complete framework that goes beyond
detection to support prevention, response, and resilience. It
does this by combining multiple static and dynamic analysis
tools, endpoint monitoring, CI/CD integration, and contex-
tual developer training.

We evaluated 10,855 open-source projects and observed
that very few of them are free of security issues, even ones
that could be easily fixed with tools that are already available.
These results indicate that automated code evaluation should

be a standard practice for making software protected. The
CONSOLE platform not only depicts these types of weak-
nesses, but it also helps teams deal with them by linking
data, demonstrating risks, and offering them targeted train-
ing. This all-encompassing method provides developers and
project managers greater autonomy.

CONSOLE enhances organisational readiness for incident
response and crisis management by minimising detection
latency, setting up actionable information, and offering real-
time visibility into security postures. This is particularly
crucial for businesses managing vital infrastructure, since
even minor errors can cause major disruptions. CONSOLE
facilitates the transition from reactive to proactive resilience
by integrating security into development pipelines and daily
processes. Ultimately, CONSOLE demonstrates that with the
right integration of automation, insight, and usability, it is
possible to significantly enhance the security of software
systems without overburdening developers or compromising
agility.

Future work will involve decreasing false positives through
improved clue sorting processes, integrating with vulnerabil-
ity databases for improved context, and expanding language
support. We also intend to verify the platform in further real-
world pilots and expand its applications to support regulatory
compliance and cyber insurance evaluations.
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