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The pseudorandomness, simplicity of use, and extreme sensitivity to even the slightest change in the initial value and handling
parameters make chaotic maps attractive. The use of medical imaging to diagnose illnesses has grown in significance. These
photographs need strong security measures because they are exchanged over public networks. Several techniques have been
proposed to decode medical images, but they are not widely used due to their speed and complexity. Given these problems, we
suggest a new method for quickly and efficiently encrypting medical images to safeguard private medical information from
adversary assaults while it is being sent. This method uses the logistic map (LM), which is the main source of inspiration for
this work. A simple polynomial that is not reducible to linear components is used to construct the substitution box (S-Box).
When the LM is put into practice, many point pairs are produced. One of the coordinate values is selected from each point.
The Galois field (GF) is then added to that value. The finite field inverse is applied if the value is not zero; otherwise, nothing
is altered. Choose any value below 256 at random. Make an S-Box using these randomly selected values. Lastly, the Exclusive-
NOR (XNOR) operation between the S-Box and picture matrices was used to encrypt the medical image. High-security tests
are performed to verify the reliability of the proposed technique. According to performance studies, the medical picture
encryption approach based on LM and S-Boxes offers extremely secure encryption in a short period.
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1. Introduction

Concerns about media transfer security have been raised by
the rapid growth of online execution, social media, and com-
munication structure in our day-to-day routine, all of which
require a significant amount of data transfer over the Inter-
net. Smartphones, for instance, are one of the sources that
can simultaneously transfer and share multimedia across
the Internet while taking computerized photos and videos.
Scientists and users alike are concerned about the data's safe
transmission [1]. Scrambling advanced pictures is a signifi-
cant safety effort that can assist with safeguarding the pri-
vacy and integrity of sensitive data. When computerized
pictures are sent through the Internet or kept in a device,

they can be intercepted and accessed without permission
[2]. By rendering the information unreadable without hav-
ing an appropriate decryption key, encryption can assist in
preventing unauthorized access to these images [3]. Com-
puterized color picture enciphering is the procedure of uti-
lizing mathematical codes to transform a color picture into
an unreadable format so that its privacy can be maintained
during transferring and in a repository. Utilizing a confiden-
tial key that is recognized by the shipper and recipient, the
picture is transformed into an unintelligible cipher during
the enciphering process. The same key is utilized in reverse
for deciphering and reassembling the original picture from
the cipher [4–6]. The significance of color picture encipher-
ing becomes abundantly clear when a person thinks about
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the delicate nature of numerous kinds of visual data, like
medical pictures, investment deeds, and legal documents.
Without encryption, those parties that are not allowed could
stop or approach these pictures, which could result in the
stealing of identity, investment deceit, or other malicious
activity. As a result, computerized picture enciphering is a
crucial tool for keeping trust in online transmissions and
transactions and for safeguarding the privacy and safety of
computerized assets [7, 8]. In image refining and investiga-
tion, usual metrics include the MSE, PSNR, and CC. Image
encryption techniques' quality and accuracy can be evalu-
ated using these metrics [9, 10]. MSE, PSNR, and CC can
be utilized in image encryption to assess the quality and effi-
cacy of various encryption methods. A good encryption
method, for instance, ought to have a small value of MSE,
a large value of PSNR, and a large value of CC. These metrics
can be utilized to improve the enciphering limitations and
assess how well different encryption algorithms work [11].
By and large, encrypting computerized pictures is an urgent
security safety measure that can help with defending sensi-
tive data and forestalling unapproved admittance to infor-
mation [12, 13]. Several methods, including image forgery
detection, watermarking, encryption, and steganography,
can be used to protect image content [14]. Watermarking
and steganography [15] are aimed at concealing a secret sig-
nal, image, or message in a carrier picture to convey impor-
tant information or protect the owner's copyright.

The following goals are the focus of the recommended
approach to digital image encryption that makes use of cha-
otic LM and S-Box. To develop a digital image encryption
method that is simple, effective, and secure while also work-
ing with images of any size and to devise an encryption tech-
nique that is delicate to beginning circumstances and
vigorous against different assaults, and direct a broad exam-
ination of the proposed strategy as far as security, quality,
responsiveness, and speed.

1.1. Preliminaries. This section describes some of the funda-
mental security cryptosystems.

• LM

Equation (1) shows the LM.

Zk+1 = β × Zk × 1 − Zkð Þ, ð1Þ

β ∈ ½0, 4�. Zk+1 ∈ [0, 1], Zk are the beginning values.

• GF

In mathematics, a field with a finite number of elements
is called a GF. Likewise, with any field, a limited field is a set
in which the tasks of duplication, expansion, deduction, and
division are characterized and fulfill specific fundamental
guidelines. The most well-known instances of finite fields
are given by the numbers mod p when p is an indivisible
number.

• Irreducible Polynomial

A polynomial that cannot be obtained by multiplying
two polynomials is recognized as an irreducible polynomial.
For example, x3 − 3 is irreducible if it is regarded as a poly-
nomial with integer coefficients.

➢ XNOR

The XNOR operator evaluates each bit of its fist operand
against the bit of its second operand that corresponds to that
bit. In case when both the operand bits are 0 or 1, then the
corresponding bit is 1. Otherwise, the outcome is 0.

1.2. Contributions. The main contributions of this article are
as follows:

• Our proposed scheme uses cutting-edge encryption
techniques to improve the security of communications
and medical images sent over public networks.

• Our method ensures that sensitive data is protected
from these dangers since public networks are suscepti-
ble to eavesdropping, data interception, and illegal
access.

• We apply image encryption by the implementation of
S-Box using the LM to protect sensitive information/
images from adversaries' attacks.

• The final encoding of the picture involves applying an
XNOR operation between the S-Box and picture
matrices.

1.3. Organizations. The remaining parts of the article are
arranged as follows: The related literature is explained in
Section 2. The algorithm for the development of the S-Box
is explained in Section 3. The recommended method for
enciphering pictures is described in Section 4. Section 5 por-
trays the outcomes. Section 6 contains the conclusions.

Table 1 lists the terms and their descriptions that are fre-
quently used in the manuscript.

2. Related Works

A lot of studies have been done recently to develop a trustwor-
thy and safe smart metering communication architecture. For
instance, in [16], the authors presented the idea of image
encryption by the application of a TCM along with an S-
Box. In the proposed scheme, the S-Box is developed by the
TCM under GF. DES, 3DES, AES, and BF are just a few of
the cryptographic algorithms that have been developed [17].
An encryption strategy for a color (RGB) picture, including
Markov lattices and a tumultuous guide, is introduced in
[18]. The picture is passed through a chaotic guide, which is
utilized as a key to shuffle the pixels of another picture. Ye
et al. [19] have proposed a brand-new hyperchaotic chaotic
system. Compressive sensing is used to compress the images
first, and a public key elliptic curve enciphering code is utilized
to encipher the compressed picture. Encryption times for mul-
tiple images can be cut down thanks to the proposed algor-
ithm's ability to encrypt two images simultaneously.
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Chaos-based encryption codes are frequently used
because it is required to handle large sets of information
and safeguard them. They offer good security, great through-
put, an enormous key space, irregularity, and resistance to
beginning constraints, making them an excellent option for
encryption calculations [8]. A new approach for enciphering
three-dimensional point and mesh information in edge
computing with tumultuous guides was suggested in [20].
By utilizing the chaotic dynamics of a chaotic map, the sug-
gested approach generates a string of pseudorandom
numerals that serve as the enciphering key. The encryption
standard, time complexity, and resistance to attacks of the
method were evaluated on the three-dimensional point and
mesh data [21]. A cryptosystem dependent on TCM and
XOR of an image is proposed in [22]. The authors of [7] sug-
gested a color picture encrypting code that is completely safe
and quick. Hyperchaotic maps and S-Box are utilized by the
algorithm to give rise to the enciphering key and carry out
the enciphering operation. Hyperchaotic maps are imple-
mented to generate the string of pseudorandom integers that
will act as the enciphering code, and an S-Box is imple-
mented to replace the pixel values in the initial picture.

The authors in [23] propose the use of the Markov
matrix to conceal textual or visual information in the solu-
tion of nonlinear ODEs like Rossler and Lorenz. The authors
of [24] suggested a medical image encryption scheme based
on the chaotic tent map along with the blockchain technol-
ogy (BCTMES). They have utilized the properties of block-

chain to secure image data from adversary attacks. In [25],
the authors presented a procedure for scrambling pictures
that uses tumultuous and LM in three aspects. They sug-
gested combining an LM and a three-dimensional tumultu-
ous map to create two chaotic strings that join and extend
across the picture. An algorithm for using a chaotic system
based on the cosine transform to encrypt a picture was pre-
sented in [26]. The LM is utilized to develop an arbitrary
string, and a 4D chaotic guide is utilized to develop a confi-
dential key in the suggested strategy. A cosine transform is
utilized to combine the picture with the chaotic map. In
[27], the authors presented a new encryption method for
medical photos that combines DNA coding with integer
wavelet transform (IWT). The plan seeks to maximize cloud
storage and transmission speed while maintaining the pri-
vacy of medical images.

Alanezi et al.'s proposed algorithm [28] uses two turbu-
lent guides: The original picture is permuted with a Logis-
tic–Sine map (LSM), and the resulting permuted picture is
replaced with a Logistic–Chebyshev map (LCM). The cipher
picture is then produced by the algorithm by performing an
XOR function on the substituted picture and cascading the
two. Ghazvini et al. [29] have suggested a genetic
algorithm-based hybrid mechanism for the encryption of
pictures. Chen's chaos map was utilized in the confusion
process, whereas the LSM was utilized in the diffusion phase.
A genetic algorithm is utilized to improve the encrypted pic-
ture after that. A picture encryption strategy has altered the
value of the pixels by utilizing a chaotic LM and a genetic
algorithm to reduce the correlation between neighboring
pixels [30]. Alghafis et al. [31] developed a picture-
enciphering scheme that depends on DNA and chaotic
sequencing. By the utilization of logistics, Henon and Lor-
enz's chaotic systems, irregular strings are made. The chaotic
systems are then combined with DNA computations to pro-
duce confusion and diffusion in the pixels.

By using a memristor, the authors of [32] present a new
4D memristive hyperchaotic map (4D-MHM), which
increases the original map's complexity. The 4D-MHM can
produce extremely unpredictable chaotic sequences appro-
priate for encryption schemes since it has complicated
dynamical behavior and a broad range of chaotic parame-
ters, according to dynamical analysis and randomness tests.
The authors of [33] argue that the chosen plaintext attack
that was launched over the scheme in [32] cracked it, mak-
ing it less secure than claimed. The authors of [34] offer a
three-tiered encryption technique that combines a chaotic
fractal picture encryption scheme with innovative block-
chain technology. For increased unpredictability and secu-
rity, the encryption process uses a diffusion step based on a
Chebyshev map, fractal-based key generation using a logistic
map-driven Sierpinski triangle, and an S-Box created from
the May map for pixel substitution.

3. Recommended S-Box Algorithm

In this segment, we explained the method of development of
the S-Box over GF. We developed several 8 × 8 S-Boxes uti-
lizing the LM over GFð28Þ.

TABLE 1: Notation guide.

Notation Description

MSE Mean square error

PSNR Peak signal-to-noise ratio

CC Correlation coefficient

XNOR Exclusive-NOR

S-Box/s substitution box

GF Galois field

TCM Trigonometric chaotic map

DES Data encryption standard

3DES Triple data encryption standard

AES Advanced encryption standard

BF Blow fish

ODE Ordinary differential equation

TM Tent map

LM Logistic map

LSM Logistic–Sine map

LCM Logistic–Chebyshev map

HSM Henon–Sine map

DNA Deoxyribonucleic acid

n Highest power of irreducible polynomial

β Control parameters of the logistic map

z x-coordinate of pair (z, b)

f Frequency

R Rank

3Computational and Mathematical Methods
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3.1. Development of S-Box by Implementing LM Over GFð28Þ
. The GFð28Þ of order 256 is implemented in this research to
organize a more extensive and productive strategy for the
development of an enormous amount of unique 8 × 8 S-
Boxes.

3.1.1. Development of S-Box Utilizing LM OverGFð28Þ. Select
a simple multinomial:

f yð Þ = y8 + y4 + y3 + y2 + 1: ð2Þ

Any multinomial of the highest power 8 with coefficients
from the binary field could be selected over the binary field.

Select the LM given by Equation (1).

Zk+1 = β × Zk × 1 − Zkð Þ: ð3Þ

Whenever we pick LM over GF ð28Þ, the number of parts
in light of it is 28 + 1, along with the point toward the end. In
addition, we observe that when this guide is selected over
GF ð28Þ, reiteration is gathered in b-values, and there is no
obvious reiteration in the x-values. The fact that this guide
has 256 distinct sets of components (x and y), except the
point at which it reaches a vastness greater than GF ð28Þ, is
its power. Our necessity of creating an 8 × 8 S-Box with
256 particular values is satisfied by considering the x-direc-
tions of each arranged set of focuses because there is no

Input: Irreducible polynomial of highest power 8 with c ∈GFð28Þ − f0g:
Output: S-Box.
1.C = f g
2. for each x ∈ S do.
3. for each y ∈ S do
4. wk = z
5. wk+1 = b
6. if Zk+1 = β × zk × ð1 − zkÞ then
7. x =wk
8. y =wk+1
9. C = C ∪ fx, yg:
10. end
11. end
12. end
13. D ⟵1st value of pairs from C.
14. m⟵1 : 256:
15. if DðmÞ⟵ 0 then
16. unchanged
17. else find inverse under GFð28Þ
18. end

Algorithm 1: Development of S-Box by LM over GFð28:Þ.

TABLE 2: S-Box developed by Logistic Map over GFð28Þ.
176 8 50 25 57 66 29 15 7 54 81 94 39 14 58 6

16 35 118 69 91 103 112 45 22 75 126 135 48 100 30 21

40 72 144 159 167 151 138 80 63 34 145 162 149 123 82 46

52 84 174 189 203 198 182 192 164 85 201 196 172 153 95 53

77 102 177 210 229 216 117 207 178 152 211 218 204 166 116 71

98 130 170 219 238 243 234 240 221 168 230 232 224 184 131 86

101 119 160 247 251 111 193 214 195 107 199 236 122 146 137 60

67 133 186 233 225 156 175 183 158 64 253 13 242 191 31 255

1 9 74 24 79 68 28 42 23 33 139 179 208 188 96 5

17 36 129 181 92 187 127 171 97 108 125 215 245 154 104 43

44 83 136 202 241 250 246 222 206 147 226 249 205 173 134 51

62 113 141 223 248 252 90 254 190 169 237 231 227 161 142 70

47 120 157 209 228 244 235 239 217 114 212 220 197 180 87 61

55 93 124 185 163 148 200 213 194 140 0 165 109 128 105 20

18 73 106 143 99 88 78 110 89 121 155 132 150 115 59 12

2 10 37 26 65 41 27 19 3 11 38 49 76 56 32 4

4 Computational and Mathematical Methods
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reiteration in the x-organizes component, providing us with
perfect 256 components. Implement inverse function under
GFð28Þ on each element of x-coordinate other than zero ele-

ments with a simple polynomial as stated in Equation (2). In
the end, we created an S-Box possessing a nonlinearity of
112, which is provided in Table 2.

The following Algorithm 1 describes the steps for devel-
oping the S-Box using the LM.

4. Proposed Image Encryption Strategy

The recommended picture encryption procedure's steps are
summarized below. The actual picture's dimensions are
thought to be X by Y .

• As a starting step, reduce the original image's size to
128 by 128 pixels.

• A random picture of the initial picture dimension can
be utilized for dispersion operations.

START
SELECT A SIMPLE

POLYNOMIAL WITH THE
HIGHEST POWER EQUAL TO 8

CHOOSE LOGISTIC MAP

SELECTING POINTS (X, Y) FROM
LOGISTIC MAP

SELECT X-VALUE FROM EACH PAIR

SELECTING ALL ELEMENTS
OTHER THAN ZERO ELEMENT

SELECTING ZERO
ELEMENT

UNCHANGED

SELECT ARBITRARILY THOSE
VALUES WHICH ARE LESS THAN 256

SUBSTITUTION BOX

END

FIND INVERSE OVER GF (28)

Figure 1: Recommended S-Box scheme based on Logistic Map over GFð28Þ.

Figure 2: Chest X-ray image.
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• Next, the original and random pictures are partitioned
into blocks where all the blocks' dimensions are set as
K × K pixels.

• The formula shown in Equation (4) can be used to cal-
culate “K”:

▪

K =
ffiffiffiffiffiffiffiffiffiffiffiffi
X × Y

p

c2
: ð4Þ

• Every block of real and arbitrary pictures goes through
the steps listed below.

a. A line vector is created by altering the blocks of the
real and random pictures. Implement XNOR on a
line vector of the real and arbitrary picture to
acquire a new line vector.

b. A line vector having measurement (1, K × K) is
acquired by utilizing the LM to generate pseudoran-
dom numbers. To reorganize the row vector's pixel
areas, the generated values are used as pixel location
files.

c. Equation (5) alters the pixel intensity approxima-
tion of the disorganized line vector derived from
the final step.

A = Sin A + cð Þ + A, ð5Þ

where “A” is a key stream that was created with the help
of the LM and c is the acquired line vector that was created
by using the XNOR operation on the real and arbitrary line
vectors from the previous step.

d. To form the enciphered picture, the final row vector is
transformed into a block having dimension K × K
pixels and saved. Finally, the XNOR operation
between picture matrices and the S-Box is used for
encryption.

The use of XNOR instead of XOR in the diffusion stage
introduces a complementary and nonlinear transformation
that strengthens the cipher's confusion and diffusion proper-
ties. Because XNOR is the bitwise complement of XOR ðA
⊙ B = A ⊕ BÞ, it disrupts the linearity of conventional
XOR-based diffusion, enhancing resistance against linear
and differential attacks. Additionally, XNOR contributes to
balanced bit flipping, improving statistical uniformity and

Figure 4: Enciphered chest X-ray image.

Figure 6: Hand X-ray image.
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Figure 7: Histogram of original hand X-ray image.

0

200

400

600

800

0 50 100 150 200 250

Figure 3: Histogram of original chest X-ray image.
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Figure 5: Histogram of enciphered chest X-ray image.
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diffusion performance (e.g., net pixel conversion rate
[NPCR] and average changing intensity [UACI]).

Figure 1 represents a flowchart of the recommended
scheme for the development of the S-Box by LM.

The proposed S-Box construction, based on the Logistic
Map over GFð28Þ, differs significantly from existing chaotic
S-Box generation methods reported in [7, 16, 28]. In prior
works, the Logistic Map is typically employed as a source

of pseudorandom sequences or control parameters without
directly influencing the finite-field substitution process. In
contrast, the present design integrates the Logistic Map
sequence directly into the S-Box generation over GFð28Þ,
thereby embedding the nonlinear and ergodic dynamics of
chaos within the substitution structure itself. This approach
enhances nonlinearity, diffusion, and key-dependency,
resulting in an S-Box with superior cryptographic metrics.
Furthermore, by varying the control parameter ðβÞ and ini-
tial condition ðZkÞ, multiple key-dependent S-Boxes can be

Figure 8: Enciphered hand X-ray image. Figure 12: Enciphered MRI image.

Figure 10: MRI image.
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Figure 9: Histogram of enciphered hand X-ray image.
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Figure 11: Histogram of the original MRI image.

TABLE 3: NIST statistical experimental outcomes for 100 key
streams.

Statistical test p Proportion

f 0.509020 0.99

Block frequency 0.192501 0.93

Cumulative sums (forward) 0.799453 0.98

Cumulative sums (reverse) 0.305109 0.99

Runs 0.00001 0.78

Longest runs of one 0.000895 0.96

R 0.967835 0.97

Non-periodic-templates 0.898139 0.99

Overlapping-templates 0.395326 0.97

Approximate entropy 0.026989 0.98

Random-excursions 0.544631 0.99

Random-excursions-variant 0.213991 0.99

Linear-complexity 0.494729 0.97

Serial 1 0.699195 0.99

Serial 2 0.499550 0.98

0

200
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600

0 50 100 150 200 250

Figure 13: Histogram of enciphered MRI image.
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generated, significantly increasing unpredictability and resil-
ience against linear, differential, and algebraic cryptanalysis.

5. Results and Discussion

This portion summarizes several security analysis findings.
The output of the algorithm after the application of the
encoding and decoding steps is shown. The system specifica-
tions that are used for simulation purposes are as follows:
The hardware consists of an Intel Core i3-1005G1 CPU with
a processor speed of 1.2GHz with 6GB of RAM and
MATLAB 2019a version. The grayscale image of the chest
X-ray and hand X-ray is used to test whether the suggested
method for encryption of the medical image works.
MATLAB is used to put the proposed encryption method
into action. As shown in Figure 2, the image of a chest X-
ray is utilized for testing. Figure 3 depicts the chest X-ray
nonuniform histogram.

To determine “K” in Equation (4), the parameter “c” is
set to four, resulting in a 16 × 16 block. The enciphered pic-
ture of the chest X-ray that was acquired following the exe-

cution of the recommended picture-enciphering procedure
is depicted in Figure 4. Figure 5 displays the enciphered
chest X-ray image's histogram.

The original image of the hand X-ray is shown in
Figure 6, and its histogram is shown in Figure 7. Figure 8
shows the enciphered image of the hand X-ray, and
Figure 9 displays the histogram of the enciphered image of
the hand X-ray.

The original MRI image is shown in Figure 10, and its
histogram is shown in Figure 11.

Figure 12 shows the enciphered MRI image and
Figure 13 displays the histogram of the enciphered MRI
image.

Table 3 displays the NIST statistical experimental out-
comes for 100 key streams of dimension 200,000 pieces
developed by LM, each developed by LM for control param-
eter β = 3:97 and an arbitrarily selected beginning value.

MATLAB programs are repeatedly applied to various
images. The recommended technique's time to encipher
and decipher pictures of various dimensions has been deter-
mined. Table 4 displays the results. Additional experiments
were carried out on numerous medical images of different
dimensions to guarantee the suggested encryption algor-
ithm's generalizability. The algorithm's robustness was con-
firmed by the statistical analysis of major performance
metrics (entropy, correlation coefficient, NPCR, and UACI),
which produced consistent results across datasets.

This demonstrates the enciphering technique's resistance
to histogram attacks. The immunity of encryption against

TABLE 5: Outcomes of the correlation coefficient values.

Image Components Horizontal Vertical Diagonal

Chest X-ray
Original (grayscale) 0.9482 0.9687 0.9166

Encrypted −0.0009 0.0059 −0.0028

Hand X-Ray
Original (grayscale) 0.9405 0.9535 0.9003

Encrypted 0.0001 0.0179 0.0063

MRI
Original (grayscale) 0.8965 0.8995 0.8145

Encrypted 0.0079 0.0303 0.0022

TABLE 4: Enciphering–deciphering time and total time needed for implementation of the technique on different images of size 128 × 128
and 512 × 512.

Picture Enciphering time (s) Deciphering time (s) Total time (s) Scheme [35]

Dimension 128 × 128 512 × 512 128 × 128 512 × 512 128 × 128 512 × 512 512 × 512
Chest X-ray 1.22 2.24 1.06 1.92 2.28 4.16 4.5477

Hand X-ray 1.34 2.3 1.18 2.16 2.52 4.46 4.5204

MRI 1.27 2.34 1.10 2.01 2.37 4.35 —

TABLE 6: Comparison of the correlation coefficient values with existing schemes.

Proposed scheme Scheme [36] Scheme [37] Scheme [38] Scheme [39] Scheme [40]

Horizontal Correlation −0.0009 −0.0012 0.0027 0.0023 0.0944 0.0098

Vertical correlation 0.0059 0.0099 0.0015 −0.0010 0.0057 −0.0078
Diagonal correlation −0.0028 −0.0032 0.0019 0.0009 0.0067 0.0181

TABLE 7: Enciphered picture entropy value.

Original image Encrypted image

Chest X-ray 7.0097 7.9927

Hand X-Ray 7.1025 7.9972

MRI 7.2685 7.9973
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brute force attacks is also the subject of investigation.
According to the literature [36], an encryption algorithm
should have a complexity of Oð2128Þ to be sufficiently secure
against brute force attacks. The trial results demonstrate that
the suggested enciphering strategy is complex in order Oð
2130Þ. The high correlation between neighboring picture
pixels is studied in terms of encryption immunity. Conse-
quently, Equation (6) below can work out the flat, vertical,
and corner relationships between any adjacent pixels.

r = 2∑2
i=1 xi, yið Þ −∑2

i=1xi∑
2
i=1yi

√ 2∑2
i=1x

2
i − ∑2

i=1xi
� �2

� �
2∑2

i=1y
2
i − ∑2

i=1yi
� �2

� � , ð6Þ

where the “correlation coefficient” is denoted by “r”. One
thousand one next to the other pixels chosen aimlessly to
work out the flat, vertical, and corner-to-corner connection.
Table 5 displays the correlation coefficient values of the orig-
inal and encrypted images using the proposed image encryp-
tion technique. The closer two neighboring pixels'
correlations are to 0, the smaller their correlations. Based
on simulation studies, the correlation in all three directions
is practically nil as Table 5 illustrates, demonstrating that
the cryptographic method described in this study has almost
no correlation. Additionally, the results show that the scram-
bled image's pixel-to-pixel relationship is extremely poor.
Table 6 presents a comparison of the correlation coefficient
values of our proposed scheme with existing schemes.

Also, entropy is used to figure out how much random-
ness is in a picture. The outcomes presented in Table 7
endorse that the original picture's entropy value is quite
small, whereas the scrambled image yields high entropy
values. Entropy's ideal value is 8. The recommended image
encryption method's robustness against entropy attacks is
demonstrated by the fact that its entropy value is close to
the ideal value, which is 8. The entropy is calculated by using
the formula mentioned in Equation (7).

Η yð Þ = −〠
n

i=1
g yð Þ × log2g yið Þ: ð7Þ

The gained semi-unvaried histogram, statistical correla-
tion, and entropy values demonstrate the recommended
method's greater permutation and replacement properties.
Table 8 presents a comparison of the entropy values of our
proposed scheme with existing schemes.

The distinctive analysis is another name for plaintext
susceptibility analysis in cryptography. To test the effective-
ness of performing single pixel conversion in both plain and
encrypted images, we use the Net Pixel Conversion Rate
(NPCP) and dissimilarity in the middle of plain and
encrypted images with Unified Average Changing Intensity
(UACI). The mathematical expressions shown in (8) and
(9) can be used to express both indices.

NPCR =
∑i,jK i, jð Þ
w × h

× 100, ð8Þ

UACI = 1
w × h

〠
i,j

X i, jð Þ − X ′ i, jð Þ�� ��
255

" #
× 100, ð9Þ

where “h” and “w” in the presented mathematical expression
indicate the height and width of the ciphered image, respec-
tively. X ′ represents a single pixel change in the plain image,
where Χ ciphered image. If X ≠ X ′, Kði, jÞ = 1; else Kði, jÞ
= 0. The accurate values of UACI and NPCR must be
reached to make them impervious to differential attacks.
Table 9 compares the results of the ciphered picture of the
chest X-ray from the NPCR and UACI. It indicates that
the current cryptosystem performs well for both values.
The current cryptosystem offers a stronger defense against
“Known Plain-text Attack” and “Chosen Plain-text Attack”
in this instance. The findings, therefore, demonstrate that
the plaintext sensitivity of our suggested technique is good.

TABLE 8: Comparison of the entropy values with existing schemes.

Proposed scheme Scheme [36] Scheme [37] Scheme [38] Scheme [39] Scheme [40]

Entropy 7.9927 7.9090 7.9926 7.9900 4.7450 7.9993

TABLE 9: Enciphered picture's NPCR and UACI values.

Proposed algorithm NPCR UACI

Chest X-ray 99.6033 33.460

Hand X-Ray 99.6094 33.312

MRI 99.6140 33.487

TABLE 10: Comparison of the enciphered picture's NPCR and UACI values.

Proposed scheme Scheme [36] Scheme [37] Scheme [38] Scheme [39] Scheme [40]

NPCR 99.6033 99.610 99.532 99.51 99.79 99.6067

UACI 33.4600 33.261 33.450 33.39 33.16 33.4954
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Table 10 presents a comparison of the NPCR and UACI
values of our proposed scheme with existing schemes.

6. Conclusion

In this work, we laid out a safer picture cryptosystem
depending on the LM and XNOR of an irregular picture
with S-Boxes (created by LM). We used a basic turbulent
guide to make the encryption safer and more resistant and
to develop a line vector of the real and arbitrary picture.
The disarray and dispersion are obtained in a succession-
wise methodology like XNOR fosters a line vector, which
furthermore carries out the LM, bringing about the state of
the encoded picture, which is moreover encoded by taking
XNOR with S-Boxes. The technique's security is tested fre-
quently, and the results have been achieved and demon-
strated. Although chaotic systems such as the Logistic map
exhibit idealized randomness in theory, their behavior
degrades under finite-precision arithmetic due to quantiza-
tion effects. In the proposed scheme, this issue is mitigated
by using double-precision computation and GFð28Þ-based
mapping, which together preserve long periodicity and
maintain the unpredictability required for secure S-Box
generation.

The NIST measurable test suite tentatively approves that
the produced keystreams hold arbitrary conduct, making the
recommended method reasonable for cryptographic applica-
tions. The findings of the experiments indicate resistance to
entropy and brute force attacks. The results also show that
the recommended picture encryption method has better
substitution and permutation properties.

In addition to evaluating the security performance, it is
also essential to consider the applicability of the proposed
approach in clinical environments. The suggested encryp-
tion technique has been developed as a modular and
format-independent framework that can be added to medi-
cal image standards like DICOM in the future, even though
it is not yet directly integrated with them. To further its use-
fulness in clinical and bioinformatics settings, future
research will concentrate on incorporating this encryption
module into picture archiving and communication systems
(PACS) and DICOM-based medical imaging workflows.
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