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Abstract

Existing Al-powered Intelligent Transportation Systems (ITS) have limita-
tions in scalability, privacy, and vulnerability to cyberattacks, as well as a lack
of transparency in decision-making. In this work, we present a hybrid frame-
work based on Post-Quantum-protected Federated Learning, a lightweight
CNN-Transformer model, LIME explanations, and a local model, achiev-
ing a loss of 0.02% and a validation accuracy of 98%. At the boundary,
congestion is determined using CityFlowV2 traffic camera feeds, which are
based on Federated Learning, a distributed training framework that does not
require sharing raw data, and the architecture is privacy-respectful. Rein-
forcement learning trained on OpenStreetMap road networks in Los Angeles
coordinates rerouting plans in a simulated environment at the global level,
and SHAP provides an explanation of the decision. The Federated aggrega-
tion retained accuracy at the zone level, exceeding 97%. Furthermore, this
affirms its strength. CRYSTALS-Kyber is used to encrypt V2I and V2V
communications, ensuring they are resistant to attacks in the quantum era.
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The framework is scalable and interpretative, and offers a secure, adaptable,
city-neutral blueprint of next-generation ITS.

Keywords:
Post-Quantum, Federated Learning, Explainable Al (XAI), Deep
Reinforcement Learning (DRL), Intelligent Transportation, Smart Cities.

1. Introduction

Smart cities are increasingly using Al to improve the management of
urban infrastructure, particularly through advanced traffic management sys-
tems. Traffic congestion has become a pressing issue in urban areas because of
the rapid increase in population and density of vehicles [1]. Traditional meth-
ods of traffic control cannot adjust in time and cause traffic deficiency [2].
Therefore, Al-based models have been suggested that allow dynamic and
intelligent traffic signal control by machine learning [3]. These systems are
capable of analyzing traffic flow patterns and all the variables of traffic flows
to adjust the traffic signals accordingly [4]. In recent research, reinforcement
learning and deep neural networks are proposed as alternatives (robust) to
solve complex traffic situations. The technologies help systems to analyze the
behavior of traffic and make informed decisions without manual intervention.
Moreover, the Internet of Things (IoT) and edge computing integration with
intelligent traffic systems encourages the gathering and processing of data in
real-time, with better responsiveness and scalability. Other methods of ma-
chine learning used to enhance the traffic flow prediction and the detection of
anomalies are convolutional neural networks (CNNs), long short-term mem-
ory (LSTMs), and gradient boosting machines (GBMs) [5, 6, 7]. Nonetheless,
there are still significant issues, such as data privacy, traffic infrastructure
interoperability, and the explainability of Al decisions, that need to be con-
tinuously addressed. People have proposed using explainable Al schemes,
such as LIME and SHAP, to make traffic decision-making more transparent
and trustworthy [8]. In addition, green solutions to urban development re-
quire energy-efficient technologies that can integrate Al with green IoT and
federated learning solutions, mitigate computational burden, and promote
data protection [9]. The existing traffic control systems fail to process data of
higher dimensions and complex formats in real-time, particularly in adhering
to the critical demands of scalability, privacy, explainability, and cybersecu-
rity. It does not exist without an integrated solution that addresses all these



challenges using state-of-the-art technologies simultaneously. To overcome
the above problems, this paper makes the following key contributions:

1. We propose a novel integration of quantum-enhanced DRL, FL, and
XATI for adaptive and decentralized traffic control in smart city envi-
ronments.

2. Quantum-Secure Communication We design a secure communication
protocol using Kyber-based post-quantum cryptography to ensure con-
fidentiality and integrity in V2X and inter-node communications, pro-
tecting against quantum-era threats.

3. We develop a hierarchical Al architecture comprising. Local-level intel-
ligence using CNN- and Transformer-based models for real-time, zone-
specific traffic pattern detection. Global-level intelligence using a cen-
tralized DRL optimizer that aggregates insights from local nodes to
manage city-wide traffic flow efficiently.

4. We integrate LIME and SHAP to offer model interpretability and real-
time decision explainability in the local and the global Al layers, pro-
moting transparency and trust between stakeholders.

5. We evaluated our approach on the CityFlowV2 dataset and simulated
an urban setting, achieving 99% precision and recall and demonstrating
robust resistance to adversarial and communication-based attacks.

1.1. Preliminaries

To ensure the robustness, understandability, and security of our intelligent
traffic management system, this section outlines the methodologies employed
within the framework. In each subsection, we highlight a core technique, its
technical importance, and a specific contribution to the system architecture
as a whole.

1.1.1. CNNs Convolutional Neural Networks
CNNs are a type of deep learning architecture that are exceptionally
efficient in processing spatial data, images, and video streams. In our model,
CNNs are used at the local zone level to identify spatial features in traffic
camera feeds, which are then fed into higher-level models to make decisions.
Mathematically, in (1), the convolution operation is defined as:

S(i,§) = (X« K)(i,j) =Y Y X(i+m,j+n)-K(m,n) (1)



where X is the input matrix and K is the convolution kernel. The real-time
processing capabilities of CNNs have been widely used in intelligent trans-
portation systems for applications such as vehicle detection, lane tracking,
and congestion estimation [16].

1.1.2. Transformer Models

Transformers are deep learning systems that use self-attention mecha-
nisms to learn long-range dependencies of sequential data. Transformers can
effectively capture temporal and contextual trends in traffic flows, whereas
CNNss focus on spatial characteristics. The basic working of the Transformer
is the scaled dot-product attention,

. QKT
Attention(Q, K, V') = softmax Vv (2)
Vg
In (2), @, K, and V denote the query, key, and value matrices, respectively,
and d, is the dimension of the key vectors. Transformers are effective for
enhancing temporal reasoning and prediction accuracy in dynamic traffic
systems.

1.1.3. Reinforcement Learning (RL)

RL involves an agent learning to make optimal decisions through interac-
tion with an environment and receiving feedback in the form of rewards. In
our system, RL is applied both locally for routing decisions and globally for
optimizing traffic signal timing, and (3). The aim is to learn a policy 7(als)
that maximizes the expected cumulative reward,

Z ’Yth
t=0

where 7 is the discount factor and R; is the reward at time t. RL is
particularly suitable for adaptive control in evolving the transportation en-
vironments [26].

J(m) = Ex (3)

1.1.4. Federated Learning (FL)

FL supports a decentralized training model in which edge devices can
compute local model updates without sending raw data. FL can be used in
our architecture to make local zones train traffic prediction models without
compromising data privacy.



The global model in (4), updated at time ¢ 4 1, is given by:

K

Nk
W41 = ; n Wy (4)
where w} represents the local model from client k, ny is the size of local
data, and n =), ny.
This approach will not only eliminate communication overhead but also

enhance data privacy in smart transportation systems [23].

1.1.5. Ezxplainable AI: LIME and SHAP

The framework employs two popular explainability methods, namely LIME
and SHAP, to increase transparency in complex decision-making processes.
LIME generates locally precise surrogate models to estimate how predictions
are made on the basis of particular input instances. Conversely, SHAP uses
the Shapley values featured in cooperative game theory for the fair deter-
mination of the contribution of each input feature. In contrast, SHAP uses
Shapley values from cooperative game theory to fairly measure the contribu-
tion of each input feature.

Together, these tools help to improve the interpretability of Al-driven
decisions in critical traffic control applications.

1.1.6. Kyber-based Post-Quantum Cryptography

Given the looming threat of quantum computing to classical crypto-
graphic systems, our framework integrates Kyber, a lattice-based key en-
capsulation mechanism (KEM) that has been selected for standardization by
NIST. The key encapsulation process involves generating a ciphertext—shared
secret pair via: (ct, ss) < Encaps(pk), ss < Decaps(ct, sk),

where pk and sk denote the public and private keys, respectively.

Kyber ensures secure communication among federated nodes in V2X
Vehicle-to-Everything and D2D Device-to-Device scenarios, and in model
aggregation scenarios [11].

1.2. Structure of the Paper

The remainder of this paper is organized as follows. Section II reviews
related work in federated learning, reinforcement learning, explainable Al,
quantum-assisted machine learning, and cryptographic methods for intelli-
gent traffic systems. Section III describes the proposed architecture, includ-
ing hybrid Al layers, federated training, quantum-secure communication, and
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data processing. Section IV deals with the experimental setup and assess-
ment, Section V with the results analysis, and the final section with the
conclusion.

2. Literature Review

The increasing complexity of urban transport systems has motivated re-
searchers to explore intelligent, Al-based solutions for traffic optimization and
safety. This chapter reviews key research topics that have contributed to the
design of a safe, effective, and interpretable Al-based traffic management sys-
tem for smart cities. The list of the discussed categories is CNN-based vision
systems, transformer architectures, FL, RL, explainable AI, post-quantum
cryptography with Kyber, and hybrid quantum-Al systems.

2.1. Convolutional Neural Networks (CNNs)

The use of CNNs has become central to vision-based intelligent traffic
systems. It has enabled its use in a variety of applications, including vehicle
detection, traffic flow monitoring, congestion detection, and accident recog-
nition. More recent works have shown the incorporation of CNNs into D2D
communication systems based on IoT to enable low-latency, high-accuracy
visual data classification [11]. CNNs, along with object recognition methods
such as YOLO, have been extensively used to optimise traffic in real time
and to automatically detect accidents [12, 13]. Additionally, CNN architec-
tures have been leveraged for crowd density estimation to support smart city
planning initiatives [14]. To address the demands of real-time processing,
advanced CNN variants have been proposed for fast congestion analysis [15],
while hybrid models integrating CNNs with LSTM and YOLOvVS8 have been
utilized for multi-agent cooperative traffic control systems [16, 17].

2.2. Transformer Architectures

While CNNs focus on spatial data, transformer architectures provide
long-range temporal attention, improving traffic prediction and sequential
decision-making. Proposed a cross-modal learning framework for acoustic
scene classification in smart cities, demonstrating the transformer’s adapt-
ability beyond textual data [19]. Similarly, transformer-powered optimiza-
tion within sustainable AI frameworks for traffic data fusion [20]. In addition,
multi-layer traffic low models and graph-based ones, which can be improved



with transformer mechanisms to reflect temporal relationships [21]. The rel-
evance of time modeling in traffic networks, in defense of the feasibility of
transformer models in reproducing sequences of flows [22].

2.3. Federated Learning (FL) in Decentralized Traffic Systems

FL enables edge devices to train models in a decentralized manner, with-
out exchanging raw data, thereby preserving privacy while enabling real-time
intelligence in intelligent cities. In addition to reducing bandwidth and re-
source usage, FL also guarantees data sovereignty and regulatory compli-
ance [23]. Recent results demonstrate that it is efficient, in combination
with lightweight CNN and explainable Al for secure and interpretable traf-
fic classification [24], [25]. Furthermore, it has been utilized in conjunction
with reinforcement learning for adaptive traffic control, demonstrating that
FL can be applied to decentralized urban mobility control [26].

2.4. Reinforcement Learning (RL) for Intelligent Decision-Making

RL enables Al agents to take sequential actions under dynamic condi-
tions, making it particularly useful for traffic control and urban mobility op-
timization. Deep RL methods have been shown to be beneficial for adaptive
traffic signal control, enabling a system to dynamically respond to chang-
ing traffic patterns to minimize congestion (26, 27]. In addition, multi-agent
RLs have enabled cooperative vehicle coordination in decentralized networks,
improving overall traffic flow and reducing travel time [28]. Numerous re-
searchers have shown that RIL-based decision policies significantly enhance
the efficiency of urban traffic. The RL models have also enhanced the re-
sponsiveness and accuracy of predictions under varying traffic conditions by
leveraging real-time Internet of Things (IoT) data [29].

2.5. Ezplainable AI (XAI) in Traffic Systems

With the increasing integration of Al into general infrastructure, it is es-
sential that its decision-making process be transparent and comprehensible
to gain public confidence and ensure reliability. Various methods, such as
Explainable AT (XAI), namely LIME and SHAP, have been shown to help
humans make sense of complex Machine Learning models. An example is
SHAP, which has been successfully used in traffic classification, where it is ev-
ident that the specific features used in the model affect model decisions. The
system distinguishes among the various traffic types [24]. Similarly, LIME



has been used to explain how Al regulates the timing of signals in traf-
fic infrastructure, thereby helping users better understand how automated
decision-making technology works and trust it [8]. Not just these particular
examples, numerous papers highlight the broader relevance of explainability
in high-stakes systems, particularly where promoting public trust and ensur-
ing that Al is applied ethically in practice are of concern [10, 25]. In addition,
it has been suggested that the XAI framework should be used to optimize
traffic signals to instill a sense of responsibility, especially in high-stakes sce-
narios where human safety is considered essential [26].

2.6. Kyber-based Post-Quantum Cryptography

With the emergence of quantum computing, traditional cryptographic de-
signs are becoming increasingly vulnerable. Kyber, a lattice-based Key En-
capsulation Mechanism, has become one of the most effective post-quantum
solutions due to its efficiency and resistance to quantum attacks. It has been
demonstrated to be effective in IoT-enabled D2D communication, which of-
fers confidentiality and requires low latency [11]. Kyber has been used in
wireless sensor networks to provide real-time, energy-efficient security [30]
against chosen-ciphertext attacks in transportation [31]. In addition, Kyber-
based digital signatures are lightweight and privacy-preserving, and are op-
timized for authentication in smart city settings [32].

2.7. Hybrid AI-Quantum Models for Sustainable Urban Mobility

Hybrid Al-quantum systems are of interest for their potential to transform
urban mobility by enabling more effective optimization. QAOA and other
quantum algorithms can improve the efficiency of route planning. Addition-
ally, quantum technologies in smart infrastructure with respect to cybersecu-
rity [33]. The quantum-inspired energy-efficient cloud-edge orchestration Al
models [19]. Nevertheless, further developments in integrating quantum logic
with neural networks for dynamic traffic control are also being considered.
Meanwhile, Al-predictive capabilities are being used to advantage sustainable
smart city projects [21]. Smart transportation that leverages IoT and ML
to develop energy-efficient routing strategies and make urban infrastructure
more resilient.



Table 1: Summary of Reviewed Techniques for Traffic Control and Security

Technique Use Case Limitations References

CNN + YOLO Object detection in Requires GPU for [12, 13]
traffic scenes real-time processing

Transformer Traffic flow prediction | High training and (19, 22]
and time-series computational cost
forecasting

GNN / GAT Urban route planning | Sensitive to [19]
on dynamic road incomplete or noisy
graphs topology data

FL + XAI Privacy-preserving High latency and (24, 25]
ML with challenges with
interpretability non-IID data

RL (Multi-agent) Adaptive signal Slow convergence and | [26, 29]
control optimization exploration overhead

Kyber (Post-Quantum) | Post-quantum secure | Requires hardware [11, 31, 32]
communication for validation and
D2D/IoT adoption

Hybrid Quantum-Al Integrated Mostly theoretical (33, 34]
optimization and and lacks real-world
quantum-secure Al deployments

3. Proposed Methodology

The proposed solution provides a powerful, dynamic scheme that can reg-
ulate traffic, reduce the risk of traffic congestion, ensure safe communication
with vehicles, and detect anomalies in real time in smart city systems. The
architecture comprises five key elements: The local predictors, Trans-based,
interpretable via LIME/SHAP, FL, and international decision-making DRL,
as well as Kyber-based post-quantum cryptography for a secure communica-
tion network. A description of the dataset choice, data preparation, architec-
ture modules, and mathematical foundations of every module is introduced
in this section
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3.1. Data Acquisition and Integration

In traffic routing through smart cities, we utilized the CityFlowV2 dataset
on Al City Challenge, which comprised spatial-temporal data containing
information on vehicles, speeds, timestamps, and road sections. The data was
processed through a unified pipeline (preprocessing, normalization, encoding,
alignment), which allowed local prediction, global route planning, and safe
V2V or V2I communication.

3.1.1. Data Collection

This study employs the CityFlowV2 dataset [18], a large-scale driving
video dataset comprising 40 camera clips with annotations for diverse tasks.
Sourced from Al City Challenge Website, CityFlowV2 includes rich tempo-
ral, spatial, and environmental metadata such as object bounding boxes, lane
markings, drivable areas, and semantic or instance segmentation. The ge-
ographical and weather heterogeneity of the dataset facilitates high-quality
model training for smart traffic routing under heterogeneous urban condi-
tions.

3.1.2. Data Preprocessing

The labels for traffic jams were assigned based on congestion properties.
Frames containing slow, dense, or stationary vehicle clusters were marked. 1
(jam) and 0 (no jam), respectively, were used to mark those whose traffic was
free. This process of labelling generated an almost balanced dataset, with
2,427 no-jam frames (52.4 percent) and 2,210 jam frames (47.6 percent), as
shown in Fig. 1. The labeled subset was drawn from the CityFlowV2 dataset
of the 2025 AI City Challenge [18], comprising 4,637 annotated frames from
forty fixed-position surveillance cameras (c001 to c040) under varied lighting
and environmental conditions. Each entry includes the image path, camera
ID, frame number, vehicle count, and jam label. Vehicle counts range from
5 to 12, with a mean of 6.22 and a median of 6.0 as shown in Fig. 2. Prepro-
cessing steps included removing invalid image paths, normalizing pixel values
to the [0,1] range, standardizing vehicle counts, and label-encoding camera
IDs. Exploratory data analysis, ranging from label distribution plots, vehicle
count histograms, count-label boxplots, Feature Correlation Heatmap, and
per-camera traffic density visualization, Figs. 3 4 and 5 showed heterogeneous
patterns of congestion across camera views. In this case, due to the balanced
distribution of the classes, no oversampling or undersampling method was
used, and class weighting in the model’s loss function was applied to mitigate
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subtle imbalances across cameras. These steps conserved spatial-temporal
patterns that are important for multimodal CNN-DistilBERT fusion model-
ing.

Label Distribution (0 = No Jam, 1 = Jam)
2500 '

2000

1500

Count

1000

500 ~

Traffic Jam Label

Figure 1: Label Distribution

12



Proportion

Frequency

Jam vs No Jam Ratio per Camera
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Figure 3: Vehicle counts range
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Dataset Split: Training vs Testing

Testing (20%)

Training (80%)

Figure 6: The Dataset is split into 80% training and 20% testing

3.2. Environment Configuration

We utilised Google Colab as the background for our development, which
is perfect to train models and perform research. A pair of notebooks was
used to deal with various aspects of the system. The local AI model, which
has been integrated with CNN and DistilBERT, as well as local explain-
ability, was addressed in the first notebook. The second notebook, associ-
ated with another Colab account, was helpful in training and testing the
global AT model, which encompasses FL, RL, and SHAP to make the model
globally interpretable. To ensure the safe transmission of information and
communication between two devices in different environments, Kyber-based
cryptography was also used during the training and testing periods. Such
an arrangement facilitates parallel experimentation, achieving scalability and
privacy while retaining interpretability at both local and global levels of Al
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Table 2: Hyperparameters and Computational Resources for CNN+Transformer, RL
Agent, and Conceptual FL

Component Hyperparameter / Met- | Value
ric
CNN+Transformer cnn_model_name resnet18 (pretrained=True)
Distilbert_model_name Distilbert-base-uncased
input_img_shape (3, 224, 224)
cnn_output_features 512
bert_output_features 768
fcl_out_features 256
activation_fcl ReLU
dropout_fc 0.2
fc2_out_features 2
loss_function CrossEntropyLoss
optimizer Adam
learning rate 0.0001
batch_size 8
Training Time per Epoch 4560 sec
RAM GPU Memory 12GB
GPU T4
Total Training Time 10 epochs
RL Agent learning rate (o) 0.2
gamma, 0.9
epsilon_greedy 0.2
Training Episodes 50
Federated  Learning | Type Simulated / single-node
(Conceptual)

Logical Clients

1 (simulated)

Local Training 10 epoch

Aggregation FedAvg (after each local
epoch)

Communication Simulated between local

and global models
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3.8. Proposed Intelligent Traffic Framework

This section introduces our end-to-end traffic optimization framework,
which integrates multimodal deep learning, explainable AI, reinforcement
learning, and post-quantum secure communication. The framework oper-
ates at two tiers: first, local perception is processed to identify congestion
in a given locality; second, global intelligence is applied to manage traffic
redirection across the city, ensuring that information is transmitted safely.

3.4. Proposed Local Model

This paper presents a deep learning architecture that fuses visual and
semantic features to perform binary classification of traffic scenes into jam
or non-jam categories. The hybrid strategy we adopted comprises a ResNet-
18-Based CNN to extract image features, a DistilBert-based transformer to
encode textual information (image-filename semantic proxies), and LIME to
provide explainability. This combination of modalities not only improves
prediction accuracy but also makes the model easier to interpret, a key pre-
condition for its application in safety-critical systems, including intelligent
transportation systems.

3.4.1. Input Representation and Preprocessing

The model processes two input modalities: RGB images I € R3*7xW
from traffic datasets, uniformly resized to 224 x 224 to match the CNN
backbone input requirements, and textual sequences X = {z1,z9,...,2,}
extracted from image filenames and processed using the DistilBERT tok-
enizer. The resulting token sequences T' = {t1,ts,...,t,} are truncated or
padded to a maximum length of 32. Although filenames may initially ap-
pear uninformative, they often contain structured patterns such as camera
identifiers, timestamps, or location tags, which act as weak metadata prox-
ies. This dual-input design enables the model to exploit both spatial context
(e.g., vehicles, road layouts, weather conditions) and symbolic context (e.g.,
location and time information) embedded within filenames.

3.4.2. Visual Encoder: CNN

The visual encoder is based on ResNetl8, a deep residual network pre-
trained on ImageNet. Its final classification layer is removed to use it as a
feature extractor. Given an input image in (5) I, the model computes:

U= CNNResNetlS(I) € R512 (5>
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This embedding v captures the high-level visual features relevant to traffic
congestion, such as car clusters, motion blur, and road occupancy.

3.4.3. Text Encoder: DistilBERT

We employ DistilBERT-base-uncased, a pretrained language model from
the Transformers family, to encode the tokenized filename. Although the
filename is not natural language, DistilBERT is robust to noisy and symbolic
inputs due to its contextualized embedding mechanism. The textual input
sequence T' produces a contextual embedding matrix:

t = DistilBERT(T) € R™*7% (6)

From this matrix, only the [CLS] token output (position 0) is used as a
summary vector of the entire sequence:

tas = t[0] € R0 (7)

This provides a condensed representation of the symbolic metadata, which
is then fused with the visual features.

3.4.4. Feature Fusion and Classification
The combined feature vector in (9) f € R'?% is created by concatenating
image and text embeddings:

f = Concat (v, tes) (8)

It is then passed through a Multi-Layer Perceptron (MLP) consisting of
a hidden layer and an output layer:

hl - ReLU(Wlf + bl), Wl c R256X1280 (9)

§ = Softmax(Wyhy + by), W, € R?*%56 (10)

The (10) shows the final output § € R? represents the predicted proba-
bilities for the two classes as: traffic jam and no jam, as shown in Fig. 7.
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Figure 7: Feature Fusion and Classification

3.4.5. Model Explainability via LIME

To ensure transparency and interpretability of the model’s decisions, we
integrate LIME (Local Interpretable Model-agnostic Explanations):

e A selected image [ is perturbed to create N variants.

e Each perturbed image I; is classified to obtain output probabilities

f ().

e A sparse linear model g is fitted over these perturbations:

9(z) = Bo + Z Bz (11)

Here, z; € {0,1} indicates whether superpixel j is active. The learned
weights 3; reveal which image regions most influenced the model’s decision.
This produces a saliency heatmap overlayed on the original image, highlight-
ing relevant regions such as congested vehicles or clear roads.
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Figure 8: Local explanations of the proposed model of jammed (A) and LIME-based.
Here, (B) indicates no jammed-traffic forecasts, which indicate important contributions of
features and prediction probabilities.

3.5. Global Model with Secure Decision-Making

In addition to localised perception with deep learning, we employ a global
intelligence model to capture macroscopic traffic patterns at the citywide
level. This layer combines geospatial data, unsupervised clustering, reinforce-
ment learning, and secure communication to provide real-time zone-based
rerouting plans. The model aims to mitigate traffic congestion without com-
promising vehicular communication integrity and confidentiality, as shown in
Fig. 9.

3.5.1. Road Network Modeling as a Graph

Our starting point in modelling the dynamics of the urban traffic is the
downloading of true-to-life geospatial data of a particular city in our case
Los Angeles, California, USA, in OpenStreetMap (OSM). This map holds
full metadata on the road infrastructure of the city such as intersections,
roads, and paths that can be driven [35].We obtain and build a drivable road
network, which is a directed weighted graph, denoted G = (V, E'), which:

e U/ is the collection of the nodes that would represent the crossing of
roads or the endpoint.

e FF CV xV is the set of edges that signify a road segment between an
intersection.

o With every edge e;; € E associated with weights, i.e., length, travel,
time, and capacity, signified w;;.
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Mathematically, as shown in (12), for each node v; € V' is associated with
geographic coordinates (lat;, lon;), where we denote as:

vV, = Point(lati, 10117;) (].2)

We transform the raw graph into a more analyzable form by converting
it into GeoDataFrames, ‘nodes’ and ‘edges’, using ox.graph to_gdfs(G).
These GeoDataFrames preserve both the topological and spatial attributes
of the city.

We denote the adjacency matrix A € RIVIXIVI of the graph as:

iy, ey €k
Aij: Wi 1636' (13)
0, otherwise

The adjacency matrix plays an important role in reinforcement learning
and vehicle-path simulation, as it provides a structured representation of the
possibilities for urban mobility.

Next, we perform clustering on the spatial distribution of the nodes to
divide the city into semantically meaningful zones as mentioned in (15) and
(16). For this, we extract node coordinate vectors.

X = {(lat;,lon;) | v; € V'} (14)

We then apply the K-Means clustering algorithm to partition the node
set into k distinct zones:

Z:{ZDZ%"'?ZIC} (15>
k

such that U Z; =V (16)
j=1

Each cluster Z; C V represents a zone in the city that will be indepen-
dently managed and analyzed for congestion control and rerouting strategies.

3.5.2. Urban Partitioning through K-Means Clustering

To scale policy learning and decentralize decision-making, the city is sub-
divided into K functional zones using K-Means clustering applied to the node
coordinatesX. The clustering process seeks to minimize intra-cluster variance
as shown in Fig. 10,
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Figure 9: Architecture of the proposed secure federated reinforcement learning framework
for intelligent traffic management. Zone-wise CNN-Transformer models monitor road
conditions, while a global federated learning (FL) and reinforcement learning (RL) model

detects jamming attacks, identifies congested roads (e.g., Zone 1 Road 3), and securely
broadcasts rerouting recommendations toward safer roads.

min min ||(z, 1) — ekl (17)

Here:
e (z;,y;) represents the coordinate of node i,
e ¢} is the centroid of cluster (zone) k,
e K denotes the predefined number of zones.

After clustering, each node v; € V is assigned a zone label via a mapping
function:

Z:V—{0,1,... . K—-1} (18)

This partitioning enables policy learning within the local area while providing
spatial isolation for secure traffic management.
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Zones + Vehicles in Los Angeles, California, USA

Figure 10: : K-Means Clustering

3.5.8. Vehicle Localization and Zone Assignment

Vehicles are represented as mobile agents v;, which are linked with a real-
time location (x;,y;). obtained from a GPS. In order to incorporate these
agents into the network model, every vehicle is assigned to the nearest node
in the graph according to its spatial distance, which is usually computed
using the Haversine formula:
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n; = arg min Distance ((z;, y;), coord(v)) (19)

veV

After that, each vehicle is allocated to a zone based on the node-to-zone
mapping:

zZj = Z(Tl]) (2())

This facilitates zone decision-making, enabling the system to initiate local
routing interventions when necessary.

3.5.4. Reinforcement Learning for Local Route Optimization

Each zone z € {0,1,..., K — 1} is furnished with an independent Q-
learning agent, which is supposed to learn the best rerouting strategies by
trial-and-error simulations as illustrated in Fig. 11. The Q-learning process
develops a Q-table.

Q. € RIS:I¥14:] (21)
Where:

e S,: finite set of traffic states (e.g., current node positions),

e A.: set of possible actions (e.g., next-hop nodes),

e ().(s,a): the anticipated action utility of action a in state s in zone z.

The Q-values are represented by the Bellman equation:

Q.(s,a) + Q.(s,a) +« [r + 7 max Q.(s',ad") —Q.(s,a) (22)
Where:
e o € (0,1): learning rate,
e v € (0,1): discount factor,
e 7: immediate reward (e.g., derived from travel time reduction),
e s, a: current state and action,

s': next state.
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This learning process enables each zone to develop autonomous knowledge
of efficient paths, congestion-prone segments, and rerouting policies through
repeated interactions with the environment.

Agent | Y

Y

State
“ Action

4

|

Enviroment

Figure 11: Reinforcement Learning framework for path planning

Here’s a revised methodology section that matches your figure and makes
the Kyber encryption process clear and defensible for reviewers

3.5.5. Secure Reroute Broadcasting with CRYSTALS-Kyber Post-Quantum
Encryption
Upon detecting congestion in zone z_c, the ITS infrastructure triggers a
reroute protocol for all vehicles located in or approaching the affected zone.
To ensure confidentiality, authenticity, and resistance to quantum attacks,
the system exclusively employs CRYSTALS—Kyber, a NIST-selected lattice-
based post-quantum cryptographic standard, for all V2I and V2V message
exchanges.
For each target vehicle v_j, the infrastructure node uses the vehicle’s
registered public key pk_j to encapsulate a shared secret and encrypt the
rerouting advisory:

m; = “Vehicle at node n; should reroute due to jam in zone z..”  (23)

The ciphertext is produced using the Kyber encapsulation mechanism:

¢; = Kyber.EncapsulateEncrypt(pk;, m;) (24)
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To decapsulate and retrieve m;, the corresponding private key, stored se-
curely in the vehicle’s onboard cryptographic module, is utilised. This en-
sures that the rerouting command is understood only by the intended recip-
ient, even if the communication channel is publicly broadcast or intercepted
by an adversary with a quantum computer, as shown in the operational Flow
in Fig. 12.

Device 1 Device 2 KyberServer

Request for Public Key

Send publicjkey

Send public key

Request encapsulation key

Send encapsulation key

Send encapsulated key

Request decryption key

Send decryption key

Send decrypted key

Device 1 KyberServer

Figure 12: Secure Rerouting Broadcasting using CRYSTALS Kyber Post-Quantum En-
cryption.

3.6. Evaluation Metrics

To assess the performance of our proposed multi-layered framework, we
use a set of well-established, task-specific evaluation metrics, including clas-
sification accuracy, interpretability fidelity, and traffic efficiency. Our frame-
work comprises two main parts: the object detection and decision-making
component operating at the local level (CNN, Transformer, LIME), and the
global-level adaptive coordination system (FL + RL + SHAP). Each part is
evaluated using metrics aligned with its functionality and real-time deploy-
ment behaviour.
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TP+TN
TP+TN+ FP+ FN

(25)

Accuracy =

Where T'P = True Positives, T'N = True Negatives, I'P = False Positives,

and FFN = False Negatives.

Precision — ——1- (26)
recision = 7oy
TP
l = —— 2
Reca TPLEN (27)

Precision x Recall
Fl1=2 9
% Precision + Recall (28)

Algorithm 1 Local Congestion Detection via CNN, DistilBERT, LIME

Require: Traffic images I, filenames F', threshold 7
Ensure: Congestion status per zone with explainability
1: for each input pair (I, f) do

2: Resize I to 224 x 224; tokenize f with DistilBERT

3: v <= CNNy, (1) > ResNet18 embeddings
4: tas < BERTY, (f)[0] > CLS embedding
5: foee < Concat (v, tys)

6: p < MLPy_(foec) > Jam probability
7 if pjgm > 7 then

8: Mark zone Z(n) as congested (nearest-node mapping)

9: Run LIME: perturb I, fit sparse model g, extract saliency regions
10: else

11: Mark zone Z(n) as normal

12: end if

13: end for
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Algorithm 2 Decentralized Traffic Rerouting with Graph Clustering, Rein-
forcement Learning, and Post-Quantum Security
Require: Road graph G = (V) F) from OSM, number of clusters K, con-
gested zones Zj,,,, per-vehicle Kyber public keys pk,
Ensure: Encrypted rerouting instructions are securely delivered to individ-
ual vehicles
1: Build and simplify G' from OSM; assign edge weights w;; based on length
or estimated travel time
2: {Z1,...,Zk} < KMeans((lat,lon), K) > Group nodes into geographic
zones

3: for each zone z do

4: Train a Q-learning agent (), using the zone’s subgraph G,

5: end for

6: for each congested zone z. € Zj,, do

7: Generate alternative routes P, using (), or a conventional routing
engine

8: for each vehicle v within z. do

9: Select route p, € P., for vehicle v

10: Construct message m < {v.id, z., p,, ts}

11: Encrypt m with Kyber: ¢ <— Kyber.Encrypt(pk,, m)

12: Broadcast ¢ via V2I or V2V communication

13: [At wvehicle v]: Decrypt ¢ to recover m: m' <«

Kyber.Decrypt(sk,, ¢)
14: end for
15: end for

4. Results

This section presents a comprehensive evaluation of both the local pre-
diction model (CNN, Transformer, LIME) and the global federated rerout-
ing model (Zone-based Q-Learning with secure alerts). The framework was
tested using real-world city road networks (e.g., Los Angeles) extracted from
OpenStreetMap and simulated vehicle mobility to reflect real-time scenarios.

4.1. Local Model CNN, Transformer

To detect early congestion signs locally, a hybrid deep model combining
CNN and Transformer layers was trained on annotated traffic image data.
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LIME was used to interpret the model predictions as mentioned in Table 2
and Fig. 14

Table 3: Model Performance Metrics on Training and Validation Sets

Metric | Training | Validation
Accuracy 99% 98%
Precision 99% 98%
Recall 99% 98%
F1-Score 99% 98%
Loss 0.02 0.40

Model Performance Metrics (Training vs Validation)

100 1 99%  ggop 99% ggos 99% ggo 99% ggog
80 1
60+
td
I
=
o
w
40 4
20
[ Training
3 validation
04
Accuracy Precision Recall F1-Score

Figure 14: Local CNN + Transformer training vs Validation (Accuracy, Precision, Recall,
F1-Score)
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Figure 16: Confusion Matrix
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4.2. Global Federated Learning with Reinforcement Agent

The federated learning (FL) framework was deployed over four KMeans-
clustered zones in the Los Angeles road network, with clustering based on
node coordinates. Vehicles were randomly distributed across nodes within
these zones. Each zone performed local training on its own traffic data with-
out sharing raw datasets, thereby preserving privacy. The FL cycle proceeded
as follows:

(1) Each zone trained its local traffic prediction model using real-time and
historical traffic data.

(2) Local model parameters were encrypted via Kyber-based post-quantum
public-key encryption.

(3) The central aggregator performed secure global aggregation of model up-
dates using a weighted averaging scheme.

(4) The updated global model was redistributed to all zones for the next
training round. When congestion was detected in any zone, the deep re-
inforcement learning (DRL) agent used the latest global model to evaluate
alternative routing strategies. Secure rerouting messages were then generated
and transmitted to affected vehicles using encryption.

4.2.1. Zone-wise Model Accuracy

The accuracy of each zone’s model was evaluated before and after FL
aggregation. Despite heterogeneity in local datasets, all zones maintained
high accuracy post-aggregation, as shown in Table 4 and Fig. 17.

Table 4: Zone-wise Accuracy Before and After Federated Learning

Zone | Local Accuracy | Post-FL Accuracy
70 98.4% 97.8%
71 98.3% 97.2%
72 98.6% 97.3%
73 98.1% 97.1%
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Local vs Post-Federated Learning Accuracy per Zone
100
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Figure 17: Zone-wise Model Accuracy

4.3. Ezxplainability and Robustness

To enhance transparency in real-time traffic rerouting, SHAP (SHapley
Additive exPlanations) was applied to interpret the decision-making process
of the Reinforcement Learning (RL) agent trained on zone-specific traffic
features. By analyzing the Q-values, SHAP identified ZoneCongestion and
VehicleCount as the most influential features, as shown in Fig. 18, which
confirms their critical role in triggering rerouting. The results of the summary
plot further indicated that low AvgSpeed and short DistanceToJam would
increase the probability of rerouting. A SHAP waterfall plot for Zone 0,
Fig. 18, gave a detailed breakdown of a specific decision. These insights into
explainability not only enhance interpretability but also contribute to system
robustness, as they enable consistent, verifiable choices across different traffic
scenarios, thereby fostering trust in Al-assisted traffic management.
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Figure 18: Explainability and Robustness specific decision

Table 5: Comparative Analysis of Traffic Detection and Routing Approaches (2025)

Author(s) Year | Dataset Approach Results
Sindhu et al | 2025 | Urban  traffic | CNN + YOLO Acc: 95%, F1:
[12]. video 94%
Sneha et al [13]. | 2025 | IoT + accident | CNN + K-Means + | Acc: 93%, F1:

sim Dijkstra 92%
Mansouri et al | 2025 | Urban surveil- | Deep CNN Acc: 98%, F1:
[14]. lance 98%
Kumar et al | 2025 | Traffic cam feeds | Faster CNN Acc: 96%, F1:
[15]. 93%
Faqir et al [16]. | 2025 | SUMO sim data | CNN-LSTM + PPO | Acc:  92%, FI:

91%

Saklani et | 2025 | IoT vehicle data | YOLOv8 + CNN Acc: 94%, F1:
al [17]. 94%
Tiwari [22] 2025 | CCTV + IoT | ML framework Acc: 93%, FI:

traffic 92%
Tang et al [18]. | 2019 | CityFlow Multi-camera RelD Acc: 94%, F1:

93%
Proposed 2025 | CityFlowV2 CNN + DistilBERT + | Acc:  98.5%,
Method LIME for jam detec- | F1: 98%
(Ours) tion; DRL + Kyber
encryption for secure
rerouting
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Accuracy and F1 Scores of 2025 Traffic Detection & Route Suggestion Studies
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Figure 19: Explainability and Robustness specific decision

5. Discussion

The experimental effectiveness of the proposed hybrid framework is par-
ticularly evident under decentralized traffic conditions. At the local level, the
CNN-Transformer model achieved excellent results during both the training
and validation stages, with all accuracy, precision, recall, and F1 scores above
98%, as presented in Table 3. This demonstrates that the model is effective
at generalizing to unobserved data and thus suitable for real-time conges-
tion prediction using traffic images. Interpretability through LIME enabled
transparency in the model’s predictions, providing localized visual explana-
tions that facilitate human verification and trust. The federated learning
framework was simulated across four traffic areas in Los Angeles, where local
models were trained solely on simulated mobility data within each region.
Despite the fact that all zones exhibited distinct local traffic patterns and
data distributions, the post-aggregation accuracies were extremely high (97%
and 97%, indicating that a more general and robust federated model can be
employed. The suggested system will be flexible to accommodate the diverse
requirements across urban areas without compromising data security, which
will be ensured using post-quantum encryption protocols. The reinforcement
learning element jointly trained across four zones was capable of modifying
routing policies in response to dynamic congestion. The behaviour of the
RL agent was analysed using SHAP to understand better how decisions were
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made. The primary factors influencing the decision were ZoneCongestion,
VehicleCount, AvgSpeed, and DistanceToJam. Such interpretability is par-
ticularly significant in high-stakes settings, such as urban traffic management,
where safety and responsibility are essential. The findings of the four-zone
simulation, in general, indicate that the framework performs well in a de-
centralized, realistic environment, striking the necessary balance among the
accuracy of predicted data, privacy, and transparency and flexibility.

However, the experimental assessment is performed with the help of a sim-
ulated environment and static datasets; the presented framework is designed
in a way that will address the real-time and live-video traffic conditions. The
CNN-Transformer-based lightweight model runs continuous inference in the
edge to classify congestion states on the streaming inputs, thereby ensuring
the latency operation at the edge is low. Congestion can only initiate feder-
ated coordination, eliminating unneeded overhead of computation and com-
munication. More computational resources can be needed in high-congestion
situations; this is planned to be solved in future research by cloud-based auto-
scaling processes. All in all, these design decisions point to the fact that the
framework can be scaled to real-time deployment, and empirical evaluation
of the latency through live traffic streams represents a future work.

6. Conclusion

The paper proposes a new Hybrid system that unites federated learn-
ing, Explainable Al, Deep reinforcement learning (DRL), and post-quantum
cryptography to build adaptive, secure, and understandable traffic control
in smart cities. The proposed structure uses federated learning to keep the
data confidential in distributed urban areas and is highly generalizable and
robust to various traffic environments. An edge-enabled Traffic Lightweight
CNN-Transformer Hybrid is proposed, which enables real-time state estima-
tion of traffic, and thus, congestion detection becomes quick and precise.
In the meantime, routing policies within the zones are centralized and are
coordinated by a centralized DRL agent that maximizes the traffic flow in
the city. To achieve model transparency, the framework features LIME and
SHAP, enabling them to provide descriptive post-hoc explanations of model
decisions, human-in-the-loop validation, regulatory compliance, and societal
credibility. To enhance security, all communication has been secured through
CRYSTALS-Kyber, a quantum-resilient cryptographic scheme designed to be
resistant to future cryptographic attacks and hence future-proof the smart
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mobility infrastructures. The success of the framework was tested using a
CityFlowV2 dataset. The experiment showed the highest overall accuracy
rate of over 99% in precision, recall, and F1-score on various traffic situations
in municipal city areas. Static imagery was used to initialize deployment to
validate the model’s scalability and inference performance. The following
steps will involve the extension of the nature of live CCTV streams and
thermal imaging, the possibility of loT-based sensor fusion, leading to the
dynamic and real-time monitoring of traffic, and making decisions. More-
over, the architecture is planned to expand seamlessly into the Vehicle-to-
Infrastructure (V2I) and Vehicle-to-Vehicle (V2V) communications scenarios,
allowing the traffic control, despite being decentralized, to remain in sync in
innovative urban settings.

References

1] F. Yang, T. Yu, S. Zhang, S. Garg and M. Alrashoud, ”Split
Learning-Based Robust Resource Allocation for Consumer Electronics

in Smart Cities,” in IEEE Transactions on Consumer Electronics, doi:
10.1109/TCE.2025.3529661.

2] T. Ji, P. Cheng, K. Li, Z. Cao, Z. Duan, and C. Lyu, ”Adaptive traf-
fic signal control for energy efficiency using deep learning and consumer
electronics,” IEEE Transactions on Consumer Electronics, 2025.

3] A. G. Ismaeel et al., “Enhancing traffic intelligence in smart cities using
sustainable deep radial function,” Sustainability, vol. 15, no. 19, p. 14441,
2023.

[4] A. Ait Ouallane, A. Bakali, A. Bahnasse, S. Broumi, and M. Talea, “Fu-
sion of engineering insights and emerging trends: Intelligent urban traffic
management system,” Information Fusion, vol. 88, pp. 218-248, 2022.

[5] H. Shi et al., ”Cooperative Multi-Agent Reinforcement Learning Frame-
work for Edge Intelligence-Empowered Traffic Light Control,” in [EEE
Transactions on Consumer Electronics, vol. 70, no. 4, pp. 7373-7384, Nov.
2024, doi: 10.1109/TCE.2024.3416822.

6] G.G. Devarajan, K. U, G. Chandran, R. P. Mahapatra and A. Alkhayyat,
"Next-Generation Imaging Methodology: An Intelligent Transporta-
tion System for Consumer Industry,” in IEEE Transactions on Con-

36



sumer Electronics, vol. 70, no. 1, pp. 3680-3687, Feb. 2024, doi:
10.1109/TCE.2024.3372906.

[7] K. Ghoumid, E.-M. Ar-Reyouchi, D. Ar-Reyouchi, J. Benbrik, S.
Boukricha, and O. Elmazria.” Optimization analysis of average message
delivery time for healthcare monitoring using a developed NB-IoT tech-
nology in a smart city”. ELSEVIER, Internet of Things Journal, Vol. 27
(101290), pp. 1-23, October 2024

[8] 1. Michael, “Visualization and interpretability of ensemble-based intru-
sion decisions in SD-VANETSs using SHAP and LIME,” 2025.

9] A. Kumar, S. Kiran, and R. S. Kumar, “Hybrid quantum-classical frame-
works for IoT security: Bridging Al, federated learning, and cybersecu-
rity,” 2025.

[10] J. Alotaibi, “Enhancing traffic accident severity prediction: Feature
identification using explainable AI,” Vehicles, vol. 7, no. 2, p. 38, 2025.

[11] Selvakumar, S., Ahilan, A., Ben Sujitha, B., et al. (2025). Crystals’
Kyber cryptographic algorithm for efficient IoT D2D communication.
Wireless Networks, 31, 1053-1070. https://doi.org/10.1007/s11276-024-
03790-6

[12] Sindhu, C., Sharanya, A., & Sharma, K. V. (2025). Al-Driven Smart
Traffic Control System Using CNN and YOLO for Real-Time Urban Mo-
bility Optimization. Frontiers in Collaborative Research, 3(1), 1-11.

[13] Sneha, S., Sriranjini, S., & Balaji, M. (2025, January). An IoT-Enabled
Intelligent Traffic Management System with CNN-Based Accident Detec-
tion and Dynamic Rerouting Using K-Means and Dijkstra’s Algorithm. In

2025 International Conference on Multi-Agent Systems for Collaborative
Intelligence (ICMSCI) (pp. 423-430). IEEE.

[14] Mansouri, W., Alohali, M. A., Alqahtani, H., Alruwais, N., Alshammeri,
M., & Mahmud, A. (2025). Deep convolutional neural network-based en-
hanced crowd density monitoring for intelligent urban planning on smart
cities. Scientific Reports, 15(1), 5759.

37



[15] Kumar, V., Tiwari, S., Sharma, R. K., Sinha, A., & Tejani, G. G. (2025).
A real-time video sliced frame image-based intelligent traffic congestion
monitoring system using faster CNN. Journal of Optics, 1-16.

[16] Faqir, N., Ennaji, Y., Chakir, L., & Boumbhidi, J. (2025). Hybrid CNN-
LSTM and Proximal Policy Optimization Model for Traffic Light Control
in a Multi-Agent Environment. IEEE Access.

[17] Saklani, S., Manchanda, M., Sharma, R., & Singh, D. (2025, Febru-
ary). Real-Time Traffic Management System Using YOLOv8 and CNN:
A Deep Learning Approach with IoT Integration. In 2025 First Interna-

tional Conference on Advances in Computer Science, FElectrical, Electron-
ics, and Communication Technologies (CE2CT) (pp. 645-651). IEEE.

[18] Z. Tang, M. Naphade, M.-Y. Liu, X. Yang, S. Birchfield, S. Wang, et al.,
"CityFlow: A city-scale benchmark for multi-target multi-camera vehicle
tracking and re-identification,” in *Proc. IEEE/CVF Conf. Comput. Vis.
Pattern Recognit. (CVPR)*, 2019, pp. 8797-8806.

[19] Zhang, Y., Wu, M., & Cai, X. (2025). A Dynamic Cross-Modal Learning
Framework for Joint Text-to-Audio Grounding and Acoustic Scene Clas-
sification in Smart City Environments. Digital Signal Processing, 105444.

[20] Andreou, A., Mavromoustakis, C. X., Markakis, E., Bourdena, A., &
Mastorakis, G. (2025). Sustainable AT With Quantum-Inspired Optimiza-
tion: Enabling End-to-End Automation in Cloud-Edge Computing. [EEFE
Access.

[21] Subrahmanyam, S. (2025). Future Trends and Research Directions. In

Neural Networks and Graph Models for Traffic and Energy Systems (pp.
373-400).

[22] Tiwari, P. (2024). The machine learning framework for traffic manage-
ment in smart cities. Management of Environmental Quality: An Inter-
national Journal, 35(2), 445-462.

23] Mirmahaleh, S. Y. H., & Rahmani, A. M. (2025). Federated Learning
in Smart Cities. In Model Optimization Methods for Efficient and Fdge
Al: Federated Learning Architectures, Frameworks and Applications (pp.

351-389).

38



[24] Ghaleb, M., Hamdan, M., Barnawi, A. Y., Gambo, M., Danasabe, A.,
Bello, S., & Habib, A. (2025). Explainable AI for Lightweight Network
Traffic Classification Using Depthwise Separable Convolutions. IEEFE
Open Journal of the Computer Society.

[25] Agand, P. (2025). Al-enhanced transportation: optimizing efficiency and
sustainability across urban and maritime domains.

[26] Rahman, N. B. A. (2024). Deep Reinforcement Learning for Adaptive
Traffic Signal Control in Smart Cities: An Intelligent Infrastructure Per-
spective. Applied Research in Artificial Intelligence and Cloud Comput-
ing, 7, 1-10.

[27] T. Ji, P. Cheng, K. Li, Z. Cao, Z. Duan and C. Lyu, ”Adaptive Traf-
fic Signal Control for Energy Efficiency Using Deep Learning and Con-
sumer Electronics,” in IEEE Transactions on Consumer Electronics, doi:
10.1109/TCE.2025.3574218.

28] Z. Song, W. Chen, T. Gong, S. Rani, W. Wei and G. Feng, " Cloud-Edge
Collaborative Computing for Consumer Electronics via Deep Reinforce-
ment Learning,” in IEEE Transactions on Consumer Electronics, doi:
10.1109/TCE.2024.3440262.

[29] Ullah, A., Anwar, S. M., Li, J., Nadeem, L., Mahmood, T., Rehman,
A., & Saba, T. (2024). Smart cities: The role of Internet of Things and
machine learning in realizing a data-centric smart environment. Complex
& Intelligent Systems, 10(1), 1607-1637.

[30] K. Zhang, M. S. Salek, A. Wang, M. Rahman, M. Chowdhury, and Y.
Lao, “Preparing for Kyber in Securing Intelligent Transportation Systems
Communications: A Case Study on Fault-Enabled Chosen-Ciphertext
Attack,” arXiv preprint arXiw:2502.01848, 2025.

[31] M. Al-Samhouri, N. Novas, M. Abur-rous, and J. A. Gazquez, “Post-
Quantum Cryptography for Wireless Sensor Network Using,” Key Issues
in Network Protocols and Security, p. 25, 2025.

[32] T. G. Tregi and M. Al-Zubaidie, “Enhancing Traffic Data Security in
Smart Cities Using Optimized Quantum-Based Digital Signatures and
Privacy-Preserving Techniques,” Mesopotamian Journal of CyberSecu-
rity, vol. 5, no. 1, pp. 256-272, 2025.

39



[33] A. Khatoon and R. Riaz, “Quantum Computing Impacts on Smart City
Cybersecurity Through Resilient Defense Framework,” Ubiquitous Tech-
nology Journal, vol. 1, no. 1, pp. 23-31, 2025.

[34] A. K. Singh, “Use of Energy-Efficient Routing Algorithms for Green
Transportation,” 2025.

[35] G. Boeing, “Modeling and Analyzing Urban Networks and Amenities
with OSMnx,” Geographical Analysis, 2025.

40



