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Abstract—The rapid expansion of IoT video systems in
security-critical environments has increased exposure to sophisti-
cated video manipulation attacks. Traditional detection methods
including machine learning approaches such as SVM, kNN, and
LOF show strong performance against replay, frame injection,
and stream hijacking attacks, but fail to detect Dynamic Frame
Alteration (DFA), a subtle and adaptive manipulation technique
that introduces minimal visual disturbance and leaves limited
statistical traces in pixel space. To address this limitation, this
work presents a real-time DFA detection framework that relies
on system-level behavioral metrics rather than video content
analysis. The proposed method monitors frame rate, CPU
usage, memory load, and process activity using sliding time
windows, rolling averages, and empirically validated thresholds,
enabling robust detection. Experimental results show that DFA
manipulation produces consistent deviations in these system
metrics,particularly frame drops and CPU/memory spikes which
are effectively captured by the proposed approach. Across two
realistic scenarios the detector achieves up to 93% detection ac-
curacy, significantly outperforming traditional machine learning
models whose detection rates on DFA average below 25%.These
findings establish system-metric analysis as a practical and
explainable alternative to machine learning methods to detect
advanced video manipulation in IoT environments.

Index Terms—IoT Security, Video Manipulation, Dynamic
Frame Alteration, Lightweight Detection, Edge Computing,
Anomaly Detection, System Metrics, Embedded Systems.

I. INTRODUCTION

The proliferation of Internet of Things devices, partic-
ularly those equipped with video capture capabilities, has
significantly advanced various applications, including dis-
aster management and real-time monitoring [1]. However,
this widespread deployment also introduces novel security
vulnerabilities, with Dynamic Frame Alteration emerging as
a sophisticated threat to the integrity of IoT video streams
[1]. This type of attack manipulates video feeds by subtly
altering frames in real-time, making detection challenging
for traditional anomaly detection systems. Such manipulations
can lead to erroneous decision-making, especially in critical
applications like flood monitoring where accurate visual data
is paramount for timely response [1].

Specifically, Dynamic Frame Alteration involves real-time
manipulation of video frames, making it distinct from other

attacks by its adaptive and context-aware alterations . This
adaptive nature of DFA, often leveraging metrics like the
Structural Similarity Index Measure to maintain perceptual
imperceptibility, poses a significant challenge for anomaly
detection systems that rely on static thresholds or predefined
patterns of normal behavior [1]. The attack becomes active
when frame differences and structural similarity fall below
dynamic thresholds, enabling stealthy and adaptive modifica-
tions to real-world conditions like smart home systems or
intelligent vehicle systems. This requires the development
of robust real-time anomaly detection mechanisms that can
discern these subtle manipulations amidst the high-volume,
continuous data streams inherent in IoT environments [3]. This
paper addresses the critical need for a lightweight, edge-based
detection framework capable of identifying such dynamic
alterations in real-time, focusing on maintaining low detec-
tion rates and high accuracy even under sophisticated attack
scenarios. The primary objective of such security applications
is to ensure the timely and accurate identification of video
anomalies, which are defined as irregular patterns that deviate
from established normal behaviors [4]. The inherent challenge
in detecting dynamic frame alterations lies in their ability to
mimic legitimate visual changes, thereby evading traditional
detection methods that rely on identifying abrupt discrepancies
or static anomalies [1].

This work introduces a novel approach that leverages the
disparity between a predicted frame and previous frame to
identify abnormal events, a method previously unexplored in
this context [5]. The aim is to overcome the limitations of
current anomaly detection techniques, which often struggle
with context-aware manipulations characteristic of DFA, by
focusing on real-time comparison of expected versus actual
frame content. This method distinguishes itself from con-
ventional anomaly detection strategies that typically train
solely on normal video frames and subsequently flag high
reconstruction loss or error as anomalies, a practice often
limited by computational constraints and dataset scale in real-
world surveillance applications [6]. The objective is not only
to detect these anomalies, but also to provide an interpretable
explanation for their anomalous nature, similar to how human



observers identify and explain unusual incidents in surveil-
lance footage [9]. Although, previous studies have explored
various methods for video anomaly detection, these often fall
short in addressing the sophisticated nature of dynamic frame
alterations, particularly given their adaptive and context-aware
characteristics [1].

II. RELATED WORK

Early work on Internet connected cameras exposed simple
replay and frame injection threats, but [1] developed dynamic
frame alteration (DFA) as a more subtle, context-aware attack
that tweaks pixel values while preserving high structural
similarity, thus evading defenses.

A. Video stream manipulation attacks in IoT Environments

The authors in [2] showed that forging frames in real
time is already possible with common hardware. Because
DFA operates below perceptual points, it enlarges the attack
surface for critical deployments such as flood monitoring and
autonomous vehicles. These results highlight a gap between
defending against coarse replay attacks and detecting adap-
tive, low amplitude perturbations such as DFA. In [6] they
propose FTS LSTM, coupling feature trajectory smoothness
with generation error losses to deliver real time detection
on benchmark datasets. From a theoretical angle, [8] depicts
anomaly detection as a consistency break in system dynamics,
using embedding theory plus derivative constraints to cut MAC
operations by two orders of magnitude, promising for edge
deployment. The work in [9] shows that the EVAL framework
attaches object level semantics to every alert, allowing analysts
to understand why a region is anomalous instead of accepting
a black box score. Running vision analytics on the periphery
of the network mitigates cloud latency and privacy concerns.
The Authors of [22] lay out four pillars caching, training,
inference, offloading, and identifies model compression as key
to bringing deep nets onto micro controllers. The research in
[24] extend this viewpoint with a taxonomy of frameworks
and hardware (Jetson, Coral, STM32, etc.), stressing contin-
uous deployment pipelines for AIoT apps. Benchmarking on
NVIDIA Jetson families confirms that an end to end video
anomaly pipeline can hit 47 fps on device while halving energy
draw versus previous generations. Nevertheless, even modest
ConvLSTM models exceed the SRAM budgets of battery-
powered sensor nodes, underscoring the need for ultralight
architectures.

The authors in [28] emphasize that alongside traditional
denial of service attacks, aging attacks, and covert chan-
nel attacks are rising threats, potentially degrading system
reliability, or leaking sensitive data. Their work calls for
integrated design strategies that address energy-efficiency, real-
time performance, and security vulnerabilities, especially in
mixed-criticality systems. The work by [27] is one of the
few to provide a unified view, analyzing emerging threats
and design challenges where security measures must coexist
with tight power and performance budgets. This perspective is
particularly relevant to our context, where lightweight video

manipulation detection must operate effectively on low-power,
real-time embedded systems.

Unsupervised deep models typically learn normalcy and
then raise an alarm when reconstruction or prediction error
spikes. A seminal baseline by [5] predicts the next frame and
compares it with ground truth introducing motion consistency
constraints to sharpen anomaly cues. Surveys by [4] and [13].
catalogue dozens of auto encoder and GAN variants, they also
note their heavy compute budgets and vulnerability to subtle,
low energy anomalies. Crucially, most methods assume static
backgrounds and global scene changes assumptions that DFA
violates by design. Several studies tackle lightweight detection
directly on edge nodes.

Authors of [11] show that a lightweight CNN can perform
frame difference free classification on an MPSoC at real
time rates, indicating that efficient, on device deep vision is
possible for anomaly detectors. However, [15] still shows that
CNNs themselves can aid attackers by helping them sculpt low
energy temperature traces that fool learning based detectors.
This result echoes DFA’s capacity to sidestep deep models and
motivates hybrid guided approaches such as the one proposed
here. The authors in [10] report only 54 percent when attackers
randomize duty cycles, exposing the fragility of threshold
based classifiers.

B. Lightweight Deepfake and Video Manipulation Detection
for Edge Devices

Deep learning based forensic methods have achieved im-
pressive accuracy against deepfakes, but they typically rely on
computationally heavy backbones e.g., Vision Transformers
or multimodal models such as CLIP that exceed the memory
and power envelopes of embedded or IoT hardware [16] This
mismatch is becoming critical as the “tug of war” between
synthetic media generation and detection escalates: each ad-
vance in generative fidelity forces a corresponding step up in
detector complexity [19].

To address this gap, [23] show that pruning and quantization
can shrink deepfake detectors by an order of magnitude, but
latency and energy still limit applicability on micro controller
class devices. DFA is especially troublesome because it main-
tains near perfect structural similarity while changing only a
few percent of pixels, confounding threshold based or coarse
image forensics heuristics [1]. A more recent study by [21]and
[14] therefore calls for paradigms that learn from limited data
and operate under tight resource budgets, for example, by
integrating model agnostic signal features with small neural
surrogates, or by exploiting temporal consistency violations
rather than pixel level artifacts.

Collectively, these studies underline an urgent research gap:
the field needs unified detection frameworks that (i) handle a
spectrum of video manipulations including imperceptible DFA
without per frame deep inference, (ii) learn from sparse or
evolving datasets, and (iii) run in real time on the constrained
processors that dominate modern IoT deployments.



III. PROPOSED LIGHTWEIGHT DFA DETECTION
METHODOLOGY

Fig. 1. Overview of the proposed DFA detection workflow.

Figure 1 provides a high-level overview of our proposed
lightweight real-time detection method to identify dynamic
frame alteration (DFA) in IoT video streams. The following
are details of the steps.

A. Scenario Evaluation and Data Preprocessing

To systematically evaluate the impact of Dynamic Frame
Alteration (DFA) on real-time IoT systems, we designed a set
of controlled experiments under isolated conditions. In this
scenario, the embedded board operates under ideal constraints:
no additional background processes, minimal sensor noise, and
a stable environmental load. This controlled baseline provides
a clean reference for characterizing the pure effect of DFA
without interference from unrelated system variability. Our
detection approach is grounded in interpretable data computed
from raw real-time metrics collected. These metrics include:
Frame counts captured from a live video feed, CPU utilization,
Memory usage, Active process count.

All values are sampled over sliding 1-second windows using
10Hz sampling intervals with each window buffered into a
low-memory circular queue to ensure system efficiency. This
strategy ensures that the detection system remains lightweight
and does not introduce significant memory pressure.

B. Dual-Scenario Detection Design

To evaluate the generalization and responsiveness of our
detection logic, two primary DFA injection scenarios were
simulated. In the first scenario, the system was allowed
to run under clean, untampered conditions for a significant
period (approximately 60 seconds) before DFA attacks were
introduced. This approach provided sufficient data to establish
a statistical reference baseline for key metrics. It emulates
realistic operational behavior where systems stabilize before
attackers initiate stealthy video manipulation. However, in the
second scenario, DFA attacks were triggered almost imme-
diately after the system began recording, offering little to
no opportunity for baseline collection under clean conditions.
This configuration was specifically designed to test the sys-
tem’s adaptability and to simulate highly evasive attackers
who aim to bypass detectors that rely on long-term historical
averages [26] This dual scenario setup provided a diverse

dataset, allowing us to test not only how well the algorithm
identifies anomalies but also how it adapts to environments
where clean history is scarce or unreliable [25].

C. Real-Time Data Collection

The system was designed to capture internal metrics simul-
taneously, including CPU utilization, memory usage, and the
number of active processes using the psutil library. In addition,
frame counts were extracted per second using OpenCV. Data
acquisition was configured to run at a sampling frequency of
10 Hz, collecting one metric sample every 100 milliseconds.
These samples were grouped into nonoverlapping 1-second
windows, each containing 10 samples per metric. Over the
course of 30 clean runs and 30 tampered (DFA-injected) runs,
this set-up generated approximately 3,600 windows of data.
All samples were time-stamped and logged into structured
CSV files for offline processing. DFA was implemented via
dynamic visual changes, such as altering the content of video
frames or introducing false feed overlays to simulate realistic
manipulation attacks. To simulate an embedded operational
environment, background services were not allowed to run
concurrently with the collection script. This ensured the in-
tegrity of the system-level metrics and allowed us to attribute
all anomalies directly to the DFA process or to the video
stream load.

D. Rolling Average Computation and Metric Stabilization

The inclusion of rolling average smoothing was necessary
by the second detection scenario, in which attacks were initi-
ated early. Without access to a clear clean reference window,
detection could not rely on fixed historical baselines. To
address this, we implemented a dynamic smoothing strategy
in which the metrics for each 1-second window were averaged
together with those of the two preceding windows. For a given
metric M was calculated using the formula:

M t =
1

3
(Mt−2 +Mt−1 +Mt)

This technique effectively reduces the influence of mo-
mentary fluctuations and enhances the visibility of sustained
changes introduced by DFA. The use of a 3-window span
offers a balance between responsiveness and noise reduction,
allowing the detector to remain sensitive to meaningful trends
while avoiding false alarms triggered by random jitter in CPU
or frame rates. By applying this rolling average to all four
system metrics, frame count, CPU usage, memory usage, and
process count, the system adapts to current operational patterns
in real time, allowing for flexible yet reliable detection without
prior knowledge of clean behavior. For runs conducted under
Scenario 1, a stable reference window is established during the
initial clean period. The average value of each metric in this
window is taken as the reference baseline, denoted M0. As the
system progresses into DFA-injected windows, we compute
the percentage deviation Mt of each rolling average metric
from its corresponding baseline.

∆Mt =
M t −M0

M0



This allows us to interpret the metric changes in relative
terms, making the detection logic more transferable between
devices and configurations with different absolute performance
baselines. For Scenario 2, where there is no clean baseline, t
the rolling average itself is considered dynamically. In both
scenarios, the goal is to quantify the behavior metric resulting
from DFA-induced system stress.

E. Fixed Threshold Detection Logic and Classification Crite-
ria

A detection is triggered when at least two of the four metrics
breach their respective thresholds within the same window.
The logic enforces multidimensional consistency: for example,
a moderate drop in frame rate may not be enough to flag an
anomaly, but if it coincides with an unexpected CPU spike or
memory usage increase, it signals a coordinated disturbance
indicative of DFA. This method strikes a balance between
sensitivity (capturing true positives) and specificity (avoiding
false alarms), and can be adjusted for stricter behavior de-
pending on the application domain. Unlike machine learning
methods, our thresholding mechanism offers transparency and
interpretability. When an anomaly is detected, the exact metric
responsible for the decision can be reported, allowing for
targeted response strategies, such as re-authenticating video
sources or pausing robotic actuators.

IV. EXPERIMENTATION

The proposed detection approach was conducted on an
embedded board, This hardware setup represents a realistic
constraint environment where computational and memory ef-
ficiency is critical. The experiments were designed to evaluate
the robustness, accuracy, and responsiveness of the detection
algorithm under controlled dynamic frame alteration (DFA)
attack conditions. The system performance metrics: frame
count, CPU usage, memory usage, and active process count
were continuously monitored using built-in system utilities.

To simulate realistic system behavior and attack patterns,
we defined two primary experimental scenarios. In the first
scenario, the system was allowed to run in a clean, attack-
free state for several seconds to establish a reference baseline.
Once the baseline metrics were captured, DFA was introduced
and the behavior of the system was monitored for deviations.
This approach enabled us to calculate the percentage change,
or delta, between the reference (clean) and the manipulated
state. In the second scenario, the DFA attack was introduced
almost immediately after system startup, with no opportunity
to establish a clean baseline. This scenario reflects real-world
use cases in which a device may be compromised before any
normal behavior is captured.

A. Threshold Selection Rationale and Validation

The thresholds used by the proposed detection system were
derived directly from the measurements collected across 60
one-second experimental windows. Rather than relying on
percentage-based deviations, the threshold values were deter-
mined using the actual numerical ranges observed during clean

TABLE I
SUMMARY OF DERIVED NUMERIC THRESHOLDS FOR DFA DETECTION

Metric Clean Range DFA Threshold
Frame Count (frames/s) 28–30 < 24
CPU Usage (%) 18–30 > 35
Memory Usage (%) 39–44 > 48
Process Count 86–92 > 98

and DFA-manipulated operation on the system. This approach
ensures that the detector remains closely aligned with the true
operating behavior of the hardware.

Analysis of the experimental results showed that under clean
operating conditions, the frame count remained consistently
high, typically between 28 and 30 frames per window. In
contrast, DFA windows exhibited a reduction, with values
frequently falling between 17 and 22 frames. In particular, the
minimum clean frame count never dropped below 28, and the
maximum DFA frame count rarely exceeded 22. This created
a clear separation between both states, allowing us to adopt
an absolute threshold in which any window with fewer than
24 frames is considered suspicious.

CPU utilization exhibited an equally distinct pattern. Clean
windows showed values ranging from 18% to 30%, while
DFA windows consistently produced readings between 40%
and 55%. The smallest DFA induced increase in the dataset
corresponded to a shift of approximately 12–15 percentage
points above clean values. Hence, CPU usage exceeding 35%
was identified as a reliable indicator of abnormal behavior.

A similar trend was observed in memory utilisation. During
normal operation, memory usage ranged from 39% to 44%,
while the DFA windows showed values between 50% and
60%. The smallest reliable DFA-related change corresponded
to an increase of roughly 10 percentage points above the clean
state. As a result, an absolute memory threshold of 48% was
selected.

The number of processes running also provided a stable
indication. Clean windows consistently fell within the range
of 86 to 92 processes, while DFA windows ranged from 102
to 110. The smallest attack-induced increase observed was
approximately 8–10 processes. Based on this distribution, a
process count threshold of 98 processes was adopted.

To reduce false positives, the detector requires at least two of
the four monitored metrics to exceed their respective thresh-
olds within the same one-second window. This multi-metric
approach proved essential, as isolated fluctuations occasionally
occurred in individual metrics during normal execution. How-
ever, simultaneous deviations, for example, a reduced frame
count accompanied by increased CPU or memory usage were
observed exclusively during DFA activity.

Validation experiments confirmed the robustness of these
thresholds in both attack scenarios. In Scenario 1, where a
clean reference window was available, the stark contrast be-
tween baseline and attack measurements allowed the detector
to accurately identify nearly all DFA windows. In Scenario 2,
despite the absence of an initial clean state, the rolling-
average baseline provided sufficient stability for the detector
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Fig. 2. Metric behavior over time during a sample run showing the DFA
attack onset at t = 10s.

to maintain high sensitivity. Overall, the resulting threshold
set offers a reliable, computationally efficient, and explainable
method for real-time DFA detection

The results from both scenarios demonstrated the effec-
tiveness of our method. In the reference-based scenario, the
detection system accurately identified nearly all attack win-
dows due to the contrast between the baseline and the manip-
ulated metrics. In the rolling average scenario, the detector
maintained high sensitivity and continued to correctly flag
anomalous behavior, although the contrast between normal and
attack states was sometimes more subtle due to the lack of a
static reference. However, the rolling average method showed
sufficient adaptability to maintain reliable performance even
in dynamically evolving environments. To contextualize the
performance of the proposed method, we compared it with
some machine-learning anomaly detectors previously explored
in our earlier work, namely Support Vector Machines (SVM),
k-Nearest Neighbors (kNN), and Local Outlier Factor (LOF).
In that study, these algorithms demonstrated strong perfor-
mance for replay, frame injection, and video-stream hijacking
attacks, achieving detection accuracies of 83.69%, 70.70%,
and 69.57%, respectively. However, their performance on Dy-
namic Frame Alteration (DFA) was significantly weaker, with
an average detection accuracy of only 20.52% across all three
methods. This poor performance was attributed to the nature
of DFA itself, unlike replay or injection attacks that introduce
abrupt spatial or temporal deviations, DFA manipulates video
content gradually and contextually. LOF struggled because its
density based scoring mechanism fails when alterations remain
within the normal variance range. Similarly, kNN’s distance-
based comparisons could not reliably separate DFA windows
from clean ones when manipulations were incremental. Even
SVM, the strongest performer in the other attacks achieved
only 20.46% DFA accuracy.

When these same techniques were applied again in the
present evaluation,their limitations became even more evident.
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Fig. 3. Metric values compared to derived thresholds across 20 windows,
showing clear separation between clean and DFA windows.

Although they were able to identify DFA windows in some
cases, their inference latency ranged between 1.8 s and 3.0 s
per detection window. Memory usage also increased substan-
tially, reaching up to 60 MB for kNN due to the need to store
feature vectors for nearest-neighbor searches.

In contrast, the proposed method exhibited markedly im-
proved DFA sensitivity while maintaining strict computational
efficiency. The detector operated consistently below 0.9 s
per window, requiring less than 8 MB of RAM and under
12% CPU usage, making it highly suitable for real-time
deployment on embedded edge platforms. Importantly, the
threshold-based method captured DFA’s system-level footprint
(e.g., frame collapse, CPU and memory spikes), providing a
reliable detection signal even when pixel-level manipulations
remained subtle.

Another major advantage of the proposed method lies in
its interpretability. Unlike SVM, LOF, and kNN that generate
opaque decision scores with limited operational meaning,this
method provides readable diagnostic outputs, such as “CPU
increased by 27% while frame count dropped by 24.” These
descriptive alerts enhance real-time decision-making and sup-
port post-incident forensic analysis. Despite its strengths, the
threshold system has limitations. The thresholds, while effec-
tive, are static and must be manually tuned to suit different
hardware platforms or operating conditions. Additionally, the
rolling average mechanism, though adaptive, may suppress
extremely short DFA bursts if the smoothing window is
too large. Finally, the method does not analyze the visual
content of video frames directly, focusing instead on system-
level performance indicators. Although this constraint keeps
the system lightweight, it may overlook highly sophisticated
attacks that leave no measurable system-level footprint.



TABLE II
DFA DETECTION PERFORMANCE COMPARISON

Detector Acc. Prec. Rec. Lat. (s) CPU RAM
LOF 20.7% 22% 19% 2.8 31% 24MB
SVM 20.4% 26% 18% 2.3 45% 35MB
kNN 20.3% 24% 17% 3.0 58% 60MB
Proposed Metd 91% 88% 94% 0.9 12% 8MB

Nevertheless, given the extremely low DFA detection rates
of the machine-learning baselines and the substantial com-
putational demands they impose, the threshold-based detector
represents a more practical and significantly more effective
solution for real-time DFA detection on resource-constrained
IoT devices.

V. CONCLUSION

This work presented a detection method for Dynamic Frame
Alteration (DFA) in IoT video streams using real-time system-
level metrics. We demonstrated that DFA produces measurable
deviations in processing characteristics, including reductions
in frames and increases in CPU load, memory pressure, and
active process count. Through controlled experiments across
two realistic scenarios, we showed that rolling averages and
empirically derived thresholds provide a stable and responsive
basis for anomaly detection. The lightweight nature of the
detector and its reliance on readily accessible system met-
rics make it well-suited for deployment on constrained IoT
platforms, where traditional ML approaches may be imprac-
tical. Nevertheless, the system has limitations. The detection
model does not incorporate visual content analysis, making
it vulnerable to sophisticated attacks that deliberately avoid
altering system-level behavior. These limitations open several
promising avenues for future research, including adaptive
thresholding techniques, hybrid detection architectures that
fuse behavioral and visual features, and cross-platform gen-
eralization studies.
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