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A B S T R A C T
Secure and efficient communication in drone-assisted networks is critical for maintaining the integrity
of cyber-physical systems. This paper presents a rigorous cryptographic analysis of an existing
aggregation-based signcryption scheme, revealing key vulnerabilities, including susceptibility to
forgery, impersonation attacks, and inconsistencies in key generation and verification processes. To
overcome these limitations, we propose a novel aggregation-based signcryption framework built upon
hyperelliptic curve cryptography (HECC), offering enhanced security and lightweight computation.
The proposed scheme is formally proven to satisfy fundamental cryptographic properties, includ-
ing confidentiality, authentication, integrity, unforgeability, and impersonation resistance under the
hardness assumption of the hyperelliptic curve discrete logarithm problem (HECDLP). Performance
evaluation demonstrates that our approach achieves up to 36% reduction in computational cost and
12% lower communication overhead compared to the schemes of Verma et al. [1], Aithekar et al. [2],
and Ali et al. [3]. These results confirm the practical applicability of our design for secure and efficient
drone-to-ground station communication in resource-constrained environments.

1. Introduction1

As the internet-of-Drones (IoD) emerges as a pivotal2

innovation within the internet-of-things (IoT) ecosystem, en-3

abling real-time communication and collaboration between4

unmanned-aerial-vehicles (UAVs) and ground stations (GS),5

the challenge of ensuring secure, efficient data transmission6

in such systems becomes increasingly critical [4]. This bur-7

geoning field extends UAV applications beyond military use8

into various industries such as logistics, environmental mon-9

itoring, smart agriculture, and disaster management [5, 6, 7].10

In these IoD environments, UAVs collect data and transmit11

it to a central GS for processing, typically over open and vul-12

nerable wireless channels [4, 8, 9]. The inherent vulnerabil-13

ity of these wireless communications exposes IoD systems14

to threats such as eavesdropping, impersonation, and data15

tampering, which can compromise data integrity and result16

in inaccurate decision-making at the GS [10] [3]. More-17

over, since multiple UAVs simultaneously transmit data to a18

shared GS, ensuring both confidentiality and authentication19

of the transmitted data is crucial. More specifically, a highly20

efficient authentication verification mechanism is imperative21

to handle multiple inputs in real time without introducing22

significant computational delays [11].23
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Cryptographic methods, such as signcryption, which 24

combines encryption and digital signatures into a single 25

operation, have emerged as an efficient means to secure IoD 26

communications [12, 13]. In particular, aggregated sign- 27

cryption (AS), a pairing-based approach, has been intro- 28

duced to provide simultaneous authentication and confiden- 29

tiality while improving efficiency on the receiver side [14]. 30

This approach enables the GS to verify multiple signcrypted 31

messages from different UAVs in a single operation, thereby 32

reducing the computational burden. A well-known imple- 33

mentation of AS is the identity-based aggregated signcryp- 34

tion (IDAS) scheme, which leverages identity-based cryp- 35

tography to streamline the verification process [15]. 36

However, relying on pairing-based operations in IDAS 37

presents a challenge, as it introduces considerable compu- 38

tational overhead during the verification phase [16, 17]. In 39

response to this issue, researchers have proposed several 40

optimised IDAS variants that are designed to enhance verifi- 41

cation efficiency by minimising the reliance on costly pairing 42

operations [18, 19, 20, 21, 22]. These advancements aim to 43

provide a more scalable and resource-efficient framework 44

that addresses the security demands of increasingly complex 45

IoD environments. Although AS has been utilised in various 46

data aggregation (DA) protocols, its application in UAV- 47

to-Ground Station (U2GS) communication remains under- 48

developed. The AS techniques, though extensively utilised 49

in DA schemes for wireless sensor networks (WSNs) such 50

as IoT-enabled maritime transportation systems [22, 23], 51

have not yet fully addressed the unique security requirements 52

imposed by U2GS communication [24, 25]. 53
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Several existing studies have explored DA protocols in1

UAV-based communication, focusing on energy efficiency,2

routing, and trajectory optimisation. In [26], the benefits3

of a certificate-less cryptographic setting were highlighted4

to reduce the overhead associated with managing public5

key certificates. However, this approach comes with a high6

computational cost on the UAV side, impacting the overall7

performance in scenarios requiring real-time DA between8

U2GS. The authors in [27] optimised sensor clustering in9

WSNs by proposing the use of a UAV as a data mule to10

collect data from cluster heads (CHs), thereby significantly11

improving energy efficiency. Despite its advantages in en-12

ergy savings, this design did not focus on the DA between13

U2GS, a critical element in IoD-based applications. Bera14

et al. [28] introduced a cost-effective DA protocol where15

UAVs served as aerial base stations, optimising their tra-16

jectory for IoT data collection. While this work focused17

on minimising travel time and optimising UAV routes, it18

similarly neglected the critical challenge of ensuring secure19

and efficient DA between multiple UAVs and a shared GS,20

leaving a gap in addressing the security and efficiency con-21

cerns in U2GS communication. As UAVs become crucial for22

data collection in monitoring applications such as environ-23

mental surveillance, disaster management, and healthcare,24

the need for a secure and efficient DA method tailored for25

U2GS communication is becoming increasingly imminent.26

Current solutions mainly focus on trajectory optimisation27

and clustering but fail to address the unique and pressing28

security and efficiency challenges of DA between U2GS [2].29

A robust solution must minimise computational overhead30

and ensure confidentiality, integrity, and data authentication31

across inherently vulnerable wireless channels [3]. To ad-32

dress these challenges, this paper introduces a secure and33

lightweight signcryption protocol with aggregate verifica-34

tion. This solution represents the first efficient and secure DA35

(ES-DA) scheme specifically designed for IoD-based U2GS36

communication.37

1.1. Related Works38

Drones are increasingly utilised in various monitoring39

applications, including environmental surveillance, indus-40

trial inspections, and societal safety. According to a report by41

Global Market Insights, the global commercial drone market42

was valued at USD 14.6 billion in 2023 and is projected to43

grow at a compound annual growth rate (CAGR) of over44

13.5% between 2024 and 2032, reaching approximately USD45

44.5 billion by 2032 [29]. However, the reliance of IoD46

systems on wireless communication channels exposes them47

to risks such as data tampering and unauthorised access48

to sensitive information. Addressing these vulnerabilities,49

the authors in [30] have introduced a privacy-preserving50

authentication framework using physically unclonable func-51

tions (PUFs) to enhance security without requiring UAVs to52

store sensitive credentials, thus protecting against physical53

capture and reducing computational load [30].54

In pursuit of securing communication within IoD net-55

works, a certificateless signcryption approach was proposed56

in [31], facilitating key agreements between drones and GS. 57

This approach, termed the certificateless-signcryption tag- 58

key encapsulation mechanism (eCLSC-TKEM), aims to de- 59

liver efficient cryptographic protocols without the complex- 60

ities of certificate management and mitigate the key escrow 61

problem. Although eCLSC-TKEM reduces the computa- 62

tional load on drones, achieving efficiency gains, it intro- 63

duces key overhead that challenges scalability, particularly 64

within high-demand IoD settings. 65

To address these scalability issues, an enhanced suite 66

of protocols was later introduced in [26], which supports 67

a range of IoD communication types, including one-to-one 68

key agreement, one-to-many multi-recipient encryption, and 69

many-to-one data aggregation. This design enhances the 70

flexibility of IoD applications, enabling secure communi- 71

cations with multiple smart objects and streamlined data 72

aggregation. Nonetheless, the inherent limitations of certifi- 73

cateless systems, including specific security vulnerabilities, 74

persisted, underscoring the need for further advancements to 75

meet the security and efficiency requirements of expansive 76

IoD deployments. To enhance the energy consumption of 77

sensor nodes in a UAV-based network, a data aggregation 78

scheme is proposed in [27]. In the proposed scheme, sensors 79

collect data and offload it to a UAV, acting as a data mule, 80

optimising energy usage across the network by handling the 81

bulk of computation and communication. Although effective 82

in conserving sensor energy, this protocol does not address 83

security measures, leaving communication links potentially 84

vulnerable to interception. In a similar effort to enhance IoD 85

communication efficiency, Wazid et al. in [32] developed a 86

lightweight user authentication and key agreement scheme 87

that leverages bitwise XOR and hash functions to support 88

secure, low-resource authentication. However, the scheme 89

lacks efficient batch verification, which poses scalability 90

limitations in larger IoD environments. To further strengthen 91

security, Gope and Sikdar in [30] proposed an authentica- 92

tion scheme that integrates Physically Unclonable Functions 93

(PUFs) with hash and XOR operations, improving protection 94

against physical attacks without requiring drones to store 95

sensitive credentials. Similarly, Alladi et al. in [33] presented 96

an authentication framework using PUFs to secure drone- 97

to-drone (D2D) and drone-to-infrastructure (D2I) commu- 98

nications. Despite its advantages, this approach remains 99

susceptible to certain modelling attacks, highlighting the 100

need for continued refinement. 101

To further improve the robustness of IoD systems, a 102

key agreement protocol based on a fuzzy extractor was 103

introduced in [34], enhancing security by deriving stable 104

cryptographic keys from noisy biometric inputs to ensure 105

adaptive and secure key generation. In parallel, a two-stage 106

mutual authentication protocol tailored for SDN-supported 107

IoD networks was proposed in [35], utilising PUFs to bolster 108

resilience against physical and cloning attacks. Similarly, 109

an identity-based cryptography approach is employed to 110

develop a lightweight authentication mechanism optimised 111

for reduced computational overhead in resource-constrained 112

IoD environments in [36]. Building on lightweight methods, 113
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an authentication scheme incorporating a chaotic map for1

enhanced privacy preservation in IoD communication was2

designed in [37], dynamically adjusting security parameters3

to meet IoD communication needs. For intrusion detection,4

an AI-driven system for proactive threat identification in5

IoD-based networks is developed in [38], leveraging ma-6

chine learning to anticipate and mitigate potential threats.7

For cost-efficient data aggregation, the CEDAN framework8

was proposed in [28], optimising UAV flight paths and9

processing tasks to minimise travel time and computational10

costs in drone-enabled IoT deployments. Furthermore, to11

address the security and efficiency challenges in U2GS12

communication, Verma et al. [1] developed an efficient13

and secure signcryption-based data aggregation scheme.14

This protocol incorporates aggregated verification to reduce15

computational overhead at the receiver end while ensuring16

data confidentiality and authentication in a single step. It is17

specifically tailored for IoD-based D2GS communication,18

making it a robust solution for securing data collection in19

high-demand IoD applications.20

1.2. Contribution21

Based on the above literature review and discussion,22

this paper presents a comprehensive analysis and enhance-23

ment of cryptographic schemes for secure drone-to-ground24

station communication. We begin by critically evaluating25

the scheme proposed by Verma et al. in [1], identifying26

significant vulnerabilities, including mathematical inconsis-27

tencies, susceptibility to forgery by outsider attackers, and28

lack of resistance to impersonation attacks. To address these29

shortcomings, we propose an improved aggregation-based30

signcryption scheme leveraging hyperelliptic curve cryp-31

tography (HECC), which ensures robust security properties32

such as confidentiality, authentication, integrity, unforge-33

ability, and resistance to impersonation attacks. Further-34

more, a comparative analysis demonstrates that our scheme35

outperforms existing approaches regarding computational36

efficiency, communication overhead, and adherence to crit-37

ical security requirements. The Contributions of this paper38

can be summarised as:39

• We present a detailed analysis of the cryptographic40

scheme proposed by Verma et al. in [1], identifying ar-41

eas for improvement, including certain mathematical42

inconsistencies, vulnerabilities to forgery by outsider43

attackers, and susceptibility to impersonation attacks.44

Additionally, the reliance on elliptic curve cryptog-45

raphy renders this scheme unsuitable for resource-46

constrained devices due to the larger key and pa-47

rameter sizes involved. This examination serves as a48

foundation for enhancing the security, robustness, and49

overall efficiency of cryptographic schemes, particu-50

larly in terms of computational cost and communica-51

tion overhead.52

• We propose an improved aggregation-based sign-53

cryption scheme designed for drone-to-ground station54

communication systems, utilising HECC’s efficiency55

and security advantages. This approach addresses the 56

limitations observed in prior work while maintaining 57

computational efficiency. 58

• The proposed scheme is rigorously designed to meet 59

key security requirements, including confidentiality, 60

authentication, integrity, unforgeability, and resis- 61

tance to impersonation attacks, ensuring a robust 62

framework for secure communication. 63

• Through a comprehensive comparative analysis, we 64

demonstrate that our scheme offers significant im- 65

provements in computational efficiency, communica- 66

tion overhead, and adherence to security requirements 67

compared to existing schemes, making it a practical 68

and effective solution for real-world applications. 69

2. Review of Verma et al.’s Scheme 70

This section outlines the mathematical steps involved 71

in constructing Verma et al.’s scheme [1] and discusses its 72

identified security limitations. 73

2.1. Construction of Verma et al.’s Scheme 74

The scheme comprises five phases: Initialization, AID- 75

Gen, Key-Gen, Data-Aggregate, and Verify-Decryption. 76

These phases are described in detail below. 77

1. Initialisation: The KGC executes this polynomial- 78

time algorithm to generate a set of public parameters 79

{𝑀𝑝𝑏, 𝑃 , 𝑞, 𝐺, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5} and a master secret 80

key (𝑃𝑚𝑠). Here, 𝑀𝑝𝑏 represents the public key of 81

the KGC, 𝑃 is the generator of a subgroup 𝐺 of 82

an elliptic curve, (𝑞, 𝑝) are random prime numbers, 83

and ℎ1, ℎ2, ℎ3, ℎ4, ℎ5 denote five cryptographic hash 84

functions. The master secret key 𝑃𝑚𝑠 is chosen by 85

the KGC as 𝑃𝑚𝑠 ∈ ℤ∗
𝑝 , and 𝑀𝑝𝑏 is computed as 86

𝑀𝑝𝑏 = 𝑃𝑚𝑠 ⋅ 𝑃 . 87

2. AID-Gen: Upon receiving the actual identity of a 88

drone (𝑂𝑖𝑑), the KGC selects a random number 𝑏𝑑 ∈ 89

ℤ∗
𝑝 , computes 𝐵𝑑 = 𝑏𝑑 ⋅ 𝑃 , and generates the 90

anonymous identity 𝐴𝑖𝑑 as 𝐴𝑖𝑑 = 𝑂𝑖𝑑 ⊕ ℎ5(𝑏𝑑 ⋅ 91

𝑀𝑝𝑏,𝑀𝑝𝑏, 𝑇1), where 𝑇1 is a time limit. The KGC 92

stores (𝐵𝑑 , 𝐴𝑖𝑑) in its memory and transmits this tuple 93

to the drone. 94

3. Key-Gen: Upon receiving the tuple (𝑂𝑖𝑑 , 𝑆𝑑 = 𝜚𝑑 ⋅𝑃 ) 95

through a secure channel, where 𝜚𝑑 ∈ ℤ∗
𝑝 , the KGC 96

selects 𝜘𝑑 , computes 𝑋𝑑 = 𝜘𝑑 ⋅ 𝑃 , and calculates: 97

𝐷𝑑 = 𝜘𝑑 + 𝑃𝑚𝑠 ⋅ 𝑞𝑑 , where 𝑞𝑑 = ℎ1(𝑂𝑖𝑑 , 𝑆𝑑). The 98

KGC then sends (𝐷𝑑 , 𝑋𝑑) to the drone. The drone 99

sets (𝑆𝑑 , 𝑋𝑑) as its public key pair and (𝐷𝑑 ,𝜘𝑑) as its 100

private key pair. The key generation process for the GS 101

is analogous: the GS sets (𝑆𝑔𝑠 = 𝜚𝑔𝑠 ⋅𝑃 ,𝑋𝑔𝑠 = 𝜘𝑔𝑠 ⋅𝑃 ) 102

as its public key and (𝐷𝑔𝑠,𝜘𝑔𝑠) as its private key, 103

where, 𝐷𝑔𝑠 = 𝜘𝑔𝑠 +𝑃𝑚𝑠 ⋅ 𝑞𝑔𝑠, and 𝑞𝑔𝑠 = ℎ1(𝑂𝑔𝑠, 𝑆𝑔𝑠). 104

4. Data-Aggregate: The drone selects 𝜎𝑖 ∈ ℤ∗
𝑝 , computes 105

𝑄𝑖 = 𝜎𝑖 ⋅ 𝑃 , and calculates: 𝑇𝑖 = 𝜚𝑑 ⋅ 𝑋𝑔𝑠, 𝐻𝑖2 = 106

ℎ2(𝑄𝑖, 𝑇𝑖), 𝐻𝑖3 = ℎ3(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑖𝑑 , 𝑂𝑔𝑠), 107

𝐻𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑖𝑑 , 𝑂𝑔𝑠,𝐻𝑖3). The drone 108
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then computes: 𝑗𝑖 = (𝜎𝑖⋅𝐻𝑖3+𝐷𝑑 ⋅𝐻𝑖4) mod 𝑞, 𝐽𝑖 =1

𝑣𝑖 ⋅𝑃 , 𝐶𝑖 = (𝑗𝑖, 𝑚𝑖)⊕𝐻𝑖2, and sends 𝜙𝑖 = (𝑄𝑖, 𝐽𝑖, 𝐶𝑖)2

to the Mobile Edge Computing (MEC) server. Upon3

receiving data from multiple regions, the MEC server4

computes the aggregate signature as: 𝐽 =
∑𝑛

𝑖=0 𝐽𝑖,5

and transmits6

𝜙agg = ((𝑄1, 𝑄2,… , 𝑄𝑛), 𝐽 , (𝐶1, 𝐶2,… , 𝐶𝑛)) (1)
to the GS.7

5. Verify-Decryption:For 1 ≤ 𝑖 ≤ 𝑛, the GS calculates:8

𝑇𝑖 = 𝑆𝑑 ⋅ 𝑥𝑔𝑠, recovers (𝑗𝑖, 𝑚𝑖) = 𝐶𝑖 ⊕ℎ2(𝑄𝑖, 𝑇𝑖), and9

verifies the aggregate signature by checking if: 𝐽 =10
∑𝑛

𝑖=0𝐻𝑖3 ⋅𝑄𝑖+
∑𝑛

𝑖=0𝐻𝑖4 ⋅𝑋𝑑+
(
∑𝑛

𝑖=0𝐻𝑖4 ⋅ 𝑞𝑑
)

⋅𝑀𝑝𝑏.11

If the equation holds, the GS accepts the aggregate12

signature.13

2.2. Security Flaws of Verma et al.’s Scheme14

This subsection demonstrates that the scheme presented15

in [1] is vulnerable to the following security flaws.16

2.2.1. Impersonation Attack Vulnerability17

Proposition 1. The identity-based key generation scheme18

proposed in [1] is susceptible to an impersonation attack by19

an outsider adversary due to the lack of identity verification20

and stateful key management at the key generation center21

(KGC).22

Proof. Let 𝐸𝑣𝑒 be an eavesdropper attempting to imperson-23

ate a legitimate drone. The adversary selects a fake identity24

𝑂𝐸𝑖𝑑𝑖
and chooses a random secret 𝜚𝐸𝑖𝑑𝑖

∈ ℤ∗
𝑝 . He then25

computes:26

𝑆𝐸𝑖𝑑𝑖
= 𝜚𝐸𝑖𝑑𝑖

⋅ 𝑃 , (2)
and sends the tuple (𝑂𝐸𝑖𝑑𝑖

, 𝑆𝐸𝑖𝑑𝑖
) to the KGC. Upon re-27

ceiving this tuple, the KGC, without validating the identity,28

randomly selects 𝜘𝐸𝑖𝑑𝑖
∈ ℤ∗

𝑝 and computes:29

𝑋𝐸𝑖𝑑𝑖
= 𝜘𝐸𝑖𝑑𝑖

⋅ 𝑃 (3)
𝑞𝐸𝑖𝑑𝑖

= ℎ1(𝑂𝐸𝑖𝑑𝑖
, 𝑆𝐸𝑖𝑑𝑖

) (4)
𝐷𝐸𝑖𝑑𝑖

= 𝜘𝐸𝑖𝑑𝑖
+ 𝑃𝑚𝑠 ⋅ 𝑞𝐸𝑖𝑑𝑖

(5)
The KGC then transmits (𝑋𝐸𝑖𝑑𝑖

, 𝐷𝐸𝑖𝑑𝑖
) to the adversary, who30

now holds a valid key pair. To forge a signature, 𝐸𝑣𝑒 chooses31

𝜎𝐸𝑖𝑑𝑖
∈ ℤ∗

𝑝 and computes:32

𝑄𝐸𝑖𝑑𝑖
= 𝜎𝐸𝑖𝑑𝑖

⋅ 𝑃 , (6)
𝑇𝐸𝑖𝑑𝑖

= 𝜚𝐸𝑖𝑑𝑖
⋅𝑋𝑔𝑠, (7)

𝐻𝑖2 = ℎ2(𝑄𝐸𝑖𝑑𝑖
, 𝑇𝐸𝑖𝑑𝑖

), (8)
𝐻𝑖3 = ℎ3(𝑋𝑔𝑠, 𝑋𝐸𝑖𝑑𝑖

, 𝑄𝐸𝑖𝑑𝑖
, 𝑇𝐸𝑖𝑑𝑖

, 𝑂𝐸𝑖𝑑𝑖
, 𝑂𝑔𝑠), (9)

𝐻𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝐸𝑖𝑑𝑖
, 𝑄𝐸𝑖𝑑𝑖

, 𝑇𝐸𝑖𝑑𝑖
, 𝑂𝐸𝑖𝑑𝑖

, 𝑂𝑔𝑠,𝐻𝑖3),
(10)

The adversary then constructs the signature component:33

𝑗𝐸𝑖𝑑𝑖
= (𝜎𝐸𝑖𝑑𝑖

⋅𝐻𝑖3 +𝐷𝐸𝑖𝑑𝑖
⋅𝐻𝑖4) mod 𝑞, (11)

𝐽𝐸𝑖𝑑𝑖
= 𝑗𝐸𝑖𝑑𝑖

⋅ 𝑃 , (12)
𝐶𝐸𝑖𝑑𝑖

= (𝑗𝐸𝑖𝑑𝑖
, 𝑚𝑖)⊕𝐻𝑖2. (13)

It then sends the forged tuple 𝜙𝑖 = (𝑄𝐸𝑖𝑑𝑖
, 𝐽𝐸𝑖𝑑𝑖

, 𝐶𝐸𝑖𝑑𝑖
) to 34

the MEC server. The MEC aggregates signatures from all 35

regions, that is 𝐽 =
∑𝑛

𝑖=0 𝐽𝐸𝑖𝑑𝑖
and forwards: 36

𝜙agg =
(

(𝑄𝐸𝑖𝑑𝑖1
,… , 𝑄𝐸𝑖𝑑𝑖𝑛

), 𝐽 , (𝐶𝐸𝑖𝑑𝑖1
,… , 𝐶𝐸𝑖𝑑𝑖𝑛

)
)

, (14)
to the GS. At the GS, the signature verification procedure 37

involves checking whether: 38

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3⋅𝑄𝐸𝑖𝑑𝑖

+
𝑛
∑

𝑖=0
𝐻𝑖4⋅𝑋𝐸𝑖𝑑𝑖

+

( 𝑛
∑

𝑖=0
𝐻𝑖4 ⋅ 𝑞𝐸𝑖𝑑𝑖

)

⋅𝑀𝑝𝑏

(15)
Substituting Equations (3) to (5), and simplifying: 39

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3 ⋅𝑄𝐸𝑖𝑑𝑖

+
𝑛
∑

𝑖=0
𝐻𝑖4 ⋅𝜘𝐸𝑖𝑑𝑖

⋅𝑃+
𝑛
∑

𝑖=0
𝐻𝑖4 ⋅ 𝑞𝐸𝑖𝑑𝑖

⋅ 𝑃𝑚𝑠 ⋅𝑃

=
𝑛
∑

𝑖=0

(

𝐻𝑖3 ⋅ 𝜎𝐸𝑖𝑑𝑖
⋅ 𝑃 +𝐻𝑖4 ⋅𝐷𝐸𝑖𝑑𝑖

⋅ 𝑃
)

=
𝑛
∑

𝑖=0

(

𝐻𝑖3 ⋅ 𝜎𝐸𝑖𝑑𝑖
+𝐻𝑖4 ⋅𝐷𝐸𝑖𝑑𝑖

)

⋅ 𝑃

=
𝑛
∑

𝑖=0
𝑗𝐸𝑖𝑑𝑖

⋅ 𝑃 =
𝑛
∑

𝑖=0
𝐽𝐸𝑖𝑑𝑖

= 𝐽 (16)

Since the verification equation holds, the GS accepts the 40

forged signature as valid. 41

This attack succeeds due to the following weaknesses in 42

the scheme: 1) the KGC does not authenticate the identity 43

𝑂𝐸𝑖𝑑𝑖
. 2) There is no stateful record or revocation mechanism 44

for previously issued key pairs. 3) The public key con- 45

struction allows valid outputs even from adversarial inputs. 46

Therefore, based on the above analysis, the scheme in [1] 47

is proven to be vulnerable to an impersonation attack by an 48

outsider adversary. 49

2.2.2. Forgery Attack Vulnerability 50

Proposition 2. The identity-based authentication scheme 51

proposed in [1] is vulnerable to a forgery attack by an 52

outsider adversary. Given access to previously obtained key 53

material, an adversary can generate a valid signature with- 54

out interacting with the sender or possessing a legitimate 55

message. 56

Proof. Assume that the adversary 𝐸𝑣𝑒 has already acquired 57

a valid key pair (𝑋𝐸𝑖𝑑𝑖
, 𝐷𝐸𝑖𝑑𝑖

) from the KGC as shown in the 58

Impersonation Attack (Proposition 1). The adversary selects 59

𝜎𝐸𝑖𝑑𝑖
∈ ℤ∗

𝑝 and computes: 60

𝑄𝐸𝑖𝑑𝑖
= 𝜎𝐸𝑖𝑑𝑖

⋅ 𝑃 . (17)
Given a target GS identity 𝑂𝑔𝑠 and fixed values for 𝑋𝑔𝑠 and 61

𝑇𝐸𝑖𝑑𝑖
, the adversary computes the hash functions values of 62
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𝐻𝑖3 and𝐻𝑖4 provided in Equations (9) and (10), respectively.1

Using these, the adversary constructs a forged signature as:2

𝑗𝐸𝑖𝑑𝑖
= (𝜎𝐸𝑖𝑑𝑖

⋅𝐻𝑖3 +𝐷𝐸𝑖𝑑𝑖
⋅𝐻𝑖4) mod 𝑞, (18)

𝐽𝐸𝑖𝑑𝑖
= 𝑗𝐸𝑖𝑑𝑖

⋅ 𝑃 . (19)
Then, 𝐸𝑣𝑒 sends the forged message tuple 𝜙𝑖 = (𝑄𝐸𝑖𝑑𝑖

, 𝐽𝐸𝑖𝑑𝑖
)3

to the MEC server. Upon receiving data from multiple4

regions, the MEC aggregates all forged signatures as 𝐽 =5
∑𝑛

𝑖=0 𝐽𝐸𝑖𝑑𝑖
, and forwards the aggregated message:6

𝜙agg =
(

(𝑄𝐸𝑖𝑑𝑖1
, 𝑄𝐸𝑖𝑑𝑖2

,… , 𝑄𝐸𝑖𝑑𝑖𝑛
), 𝐽

)

, (20)
to the GS. The GS verifies the aggregate signature by check-7

ing whether the following equation holds:8

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3⋅𝑄𝐸𝑖𝑑𝑖

+
𝑛
∑

𝑖=0
𝐻𝑖4⋅𝑋𝐸𝑖𝑑𝑖

+

( 𝑛
∑

𝑖=0
𝐻𝑖4 ⋅ 𝑞𝐸𝑖𝑑𝑖

)

⋅𝑀𝑝𝑏 (21)

Now, since we know the 𝑋𝐸𝑖𝑑𝑖
and 𝐷𝐸𝑖𝑑𝑖

of the scheme,9

the final proof follows similar steps as mentioned in Section10

2.2.1, i.e., substituting equations (3) and (5) into the verifi-11

cation equation (21) which then results in12

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3 ⋅𝑄𝐸𝑖𝑑𝑖

+
𝑛
∑

𝑖=0
𝐻𝑖4 ⋅𝜘𝐸𝑖𝑑𝑖

⋅𝑃 +
𝑛
∑

𝑖=0
𝐻𝑖4 ⋅𝑞𝐸𝑖𝑑𝑖

⋅𝑃𝑚𝑠 ⋅𝑃

=
𝑛
∑

𝑖=0

(

𝐻𝑖3 ⋅𝑄𝐸𝑖𝑑𝑖
+𝐻𝑖4 ⋅ (𝜘𝐸𝑖𝑑𝑖

+ 𝑞𝐸𝑖𝑑𝑖
⋅ 𝑃𝑚𝑠) ⋅ 𝑃

)

=
𝑛
∑

𝑖=0

(

𝐻𝑖3 ⋅ 𝜎𝐸𝑖𝑑𝑖
⋅ 𝑃 +𝐻𝑖4 ⋅𝐷𝐸𝑖𝑑𝑖

⋅ 𝑃
)

=
𝑛
∑

𝑖=0
(𝐻𝑖3 ⋅ 𝜎𝐸𝑖𝑑𝑖

+𝐻𝑖4 ⋅𝐷𝐸𝑖𝑑𝑖
) ⋅ 𝑃

=
𝑛
∑

𝑖=0
𝑗𝐸𝑖𝑑𝑖

⋅ 𝑃 =
𝑛
∑

𝑖=0
𝐽𝐸𝑖𝑑𝑖

= 𝐽 (22)

Since the forged aggregate signature satisfies the GS veri-13

fication equation, the adversary succeeds in forging a valid14

signature without interaction or authorisation. This is possi-15

ble due to the following design flaws: 1) Lack of message16

binding, i.e., the signature does not include or verify a17

bound message. 2) Deterministic and stateless behaviour of18

the KGC, enabling repeated generation of valid key pairs19

for arbitrary identities. 3) Public values (e.g., 𝑃 , 𝑋𝑔𝑠) are20

sufficient for computing valid verification responses. Thus,21

the scheme in [1] is proven to be insecure against forgery22

attacks by an outsider eavesdropper.23

2.2.3. Incorrectness in Signature Verification24

Proposition 3. The signature verification process in the25

scheme proposed by [1] is incorrect due to the dependency26

on the GS’s identity 𝑂𝑖𝑑 within the hash functions, which is27

not communicated during the signing process. As a result,28

the values of 𝐻𝑖3 and 𝐻𝑖4 differ at the sender and receiver29

sides, leading to failed verification.30

Proof. Assume a legitimate drone selects 𝜎𝑖 ∈ {1, 2,… , 𝑛} 31

and computes the signature as follows. First, the drone 32

computes the hash values: 33

𝐻𝑖3 = ℎ3(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑖𝑑 , 𝑂𝑔𝑠) (23)
𝐻𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑖𝑑 , 𝑂𝑔𝑠,𝐻𝑖3) (24)

Then, the drone generates the signature using: 34

𝑗𝑖 = (𝜎𝑖 ⋅𝐻𝑖3 +𝐷𝑑 ⋅𝐻𝑖4) mod 𝑛 (25)
Observe that both hash functions 𝐻𝑖3 and 𝐻𝑖4 (Equa- 35

tions (23) and (24)) include the identity 𝑂𝑖𝑑 of the GS as 36

an input. However, the scheme does not define any com- 37

munication or transmission step through which the drone 38

shares 𝑂𝑖𝑑 with the GS. Therefore, the GS, during signature 39

verification, computes the same hash values independently 40

using its own identity 𝑂𝑖𝑑 : 41

𝐻 ′
𝑖3 = ℎ3(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑖𝑑 , 𝑂𝑔𝑠) (26)

𝐻 ′
𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑖𝑑 , 𝑂𝑔𝑠,𝐻

′
𝑖3) (27)

While the notations 𝐻 ′
𝑖3 and 𝐻 ′

𝑖4 match the structure of 𝐻𝑖3 42

and 𝐻𝑖4, they are computed **without knowledge of the 43

specific 𝑂𝑖𝑑** used by the drone during signing, since 𝑂𝑖𝑑 44

was never explicitly transmitted or negotiated between the 45

parties. Consequently, we have: 46

𝐻 ′
𝑖3 ≠ 𝐻𝑖3, 𝐻 ′

𝑖4 ≠ 𝐻𝑖4 (28)
This mismatch implies that the verification side reconstructs 47

a different signature input: 48

𝑗′𝑖 = (𝜎𝑖 ⋅𝐻 ′
𝑖3 +𝐷𝑑 ⋅𝐻

′
𝑖4) mod 𝑛 (29)

Thus, 𝑗′𝑖 ≠ 𝑗𝑖, and the verification equation will fail, as: 49

𝑗′𝑖 ⋅ 𝑃 ≠ 𝑗𝑖 ⋅ 𝑃 (30)
Therefore, even when the signature was computed correctly 50

by the drone, the GS cannot validate it due to inconsistent 51

inputs in the hash computations. This leads to a fundamen- 52

tal correctness flaw in the scheme. Specifically, the design 53

requires both parties (signer and verifier) to include 𝑂𝑖𝑑 in 54

the hash inputs without a secure mechanism to ensure mutual 55

agreement or synchronisation on this value. 56

Building on this cryptanalysis and the identified weak- 57

nesses in Verma et al.’s [1] construction, the next sec- 58

tion introduces the preliminaries and the IoD system model 59

that underpin our improved aggregation-based signcryption 60

scheme. 61

3. Preliminaries 62

This section provides the mathematical preliminaries, 63

the system/network model, and the threat model that form 64

the basis for the design and security analysis of the proposed 65

scheme. 66
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Figure 1: The system architecture of the proposed aggregation-
based signcryption for a secure drone-to-ground station com-
munication system.

3.1. System Model/Network Model1

The network model for our improved scheme is illus-2

trated in Fig. 1, which contains four entities, i.e., the KGC,3

Drone Devices, MEC Devices, and GS that are explained in4

the following steps [1].5

1. The KGC: The main purpose of KGC is to set the6

public parameter, anonymous identity, and its public7

and private keys and produce the partial private key8

for the users (Drone and GS). Then, KGC generates9

and sends the partial private key in an encrypted form10

(AIPPR) to the users (Drone and GS) and stores it11

along with the user’s identity in its memory for future12

use.13

2. Drone Devices: Drone devices are responsible for gen-14

erating their public and private keys when they receive15

AIPPR from KGC. Further, these devices generate16

Signcryption for the generated data and dispatch it to17

MEC devices over an open network.18

3. MEC Devices: Upon reception of Signcryption texts19

from many Drone devices, MEC Devices are respon-20

sible for generating a single aggregate Signcryption21

and dispatch it to GS by using an open network. The22

MEC server is assumed to be trusted in the execution23

of its designated role. It honestly receives individual24

signcrypted messages from drones, performs aggre-25

gation without alteration, and forwards the aggregated26

signcryption to the ground station. It does not collude27

with any adversary nor attempt to learn the private28

content of the messages beyond what is necessary for29

aggregation.30

4. The GS: GS is the first send request (RAIPPR) to31

KGC for an anonymous identity and partial private32

key. When it received a partial private key and an33

anonymous identity (AIPPR) from the KGC, then GS34

generated his public and private key. Further, upon re-35

ception of aggregate Signcryption from MEC devices,36

GS verify the aggregate signature and decrypts the37

ciphertexts.38

3.2. Threat/Adversary Model 39

We evaluate our improved scheme against Confiden- 40

tiality under adaptive chosen-ciphertext attack (IND-CCA2) 41

and Unforgeability under adaptive chosen-message attack 42

(EUF-CMA) by using the Random Oracle Model (ROM). 43

We consider two types (Type 1 and Type 2) of adversary 44

for our improved scheme that can be represented through 45

symbols 𝐴1 and 𝐴2. Type-1 adversary (𝐴1) has the capa- 46

bility to replace the public keys of arbitrary participants 47

and is restricted to accessing the master private key. Type- 48

2 adversary (𝐴2) has no capability to replace public keys 49

of arbitrary participants and can access the master private 50

key. Both adversaries (𝐴1, 𝐴2) can adaptively query the 51

challenger (𝐶1, 𝐶2) with the following: 52

• Hash queries: The adversaries (𝐴1, 𝐴2) ask hash 53

queries (𝑄(ℎ1), 𝑄(ℎ2), 𝑄(ℎ3), 𝑄(ℎ4), 𝑄(ℎ5)) and chal- 54

lenger (𝐶1, 𝐶2) respond accordingly. 55

• Public/Private key queries: The adversaries (𝐴1, 𝐴2) 56

ask Public Key queries (𝑄𝑃𝐵𝐾) and challenger (𝐶1, 𝐶2) 57

respond accordingly. 58

• 𝐴1 can ask Replaced Public Key queries (𝑄𝑅𝑃𝐵𝐾) 59

and challenger (𝐶1) respond accordingly. The ad- 60

versaries (𝐴1, 𝐴2) ask Partial Private Key queries 61

(𝑄𝑃𝑃𝐾) and challenger (𝐶1, 𝐶2) respond accord- 62

ingly. Note that it is disallowed for the challenge 63

identity. 64

• The adversaries (𝐴1, 𝐴2) ask Full Private Key Queries 65

(𝑄𝐹𝑃𝐾) and challenger (𝐶1, 𝐶2) respond accord- 66

ingly. Note that it is disallowed for the challenge 67

identity. 68

• The adversaries (𝐴1, 𝐴2) ask Anonymous Identity 69

Queries (𝑄𝐴𝐼) and challenger (𝐶1, 𝐶2) respond ac- 70

cordingly. 71

• The adversaries (𝐴1, 𝐴2) ask Signcryption Queries 72

(𝑄𝑆𝐶) and Unsigncryption Queries (𝑄𝑈𝑆𝐶), and 73

challenger (𝐶1, 𝐶2) respond accordingly. 74

• Restrictions: In confidentiality under IND-CCA2 (Cor- 75

responds to Theorem 1 and 2), the adversary (𝐴1, 𝐴2) 76

is not allowed to ask 𝑄𝑈𝑆𝐶 on the challenge cipher- 77

text. In EUF-CMA (Corresponds to Theorem 3 and 78

4), the adversary (𝐴1, 𝐴2) must output a fresh forgery 79

not returned by the 𝑄𝑆𝐶 queries. 80

IND-CCA2 Confidentiality (𝐴1) : This section corre- 81

sponds to Theorem 1, and the following are the explanations: 82

• Initialization: 𝐶1 published public parameters param. 83

• Query Phase 1:𝐴1 perform𝑄𝑃𝐵𝐾 , 𝑄𝑅𝑃𝐵𝐾 , 𝑄𝐴𝐼 , 𝑄𝒉1 , 84

𝑄𝒉2 , 𝑄𝒉3 , 𝑄𝒉4 , 𝑄𝒉5 , 𝑄𝑃𝑃𝐾 , 𝑄𝐹𝑃𝐾 , 𝑄𝑈𝑆𝐶 and 𝑄𝑆𝐶 . 85

• Challenge: Here 𝐴1 send two equal length plaintexts 86

( 𝑚1, 𝑚2 ) and the target sender identity ( 𝑂𝑖𝑑
∗ ). 𝐶1 87

choose 𝜋 ∈ {1, 2}, set 𝐶∗ =
(

𝑗∗, 𝑚𝜋
)

⊕ 𝐻𝑖2
∗, and 88

return 𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗) to 𝐴1. 89
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• Query Phase 2: Same as Phase 1, except: 𝑄𝑈𝑆𝐶 on 𝑓 ∗
1

are forbidden and the queries (𝑄𝑃𝑃𝐾 , 𝑄𝐹𝑃𝐾
) on 𝑂∗

2

are forbidden if the public key was replaced.3

• Guess: 𝐴1 outputs 𝜋′. It succeeds if 𝜋′ = 𝜋.4

IND-CCA2 Confidentiality (𝐴2) : This section corre-5

sponds to Theorem 1 and the following are the explanations:6

• Initialization: 2 publishes the public parameters7

𝗉𝖺𝗋𝖺𝗆 and gives the master secret key to 2.8

• Query Phase 1: 2 performs the queries in the same9

way as in IND-CCA2 confidentiality (by 1), except10

for 𝑄𝖱𝖯𝖡𝖪.11

• Challenge:2 sends two equal-length plaintexts (𝑚1, 𝑚2)12

and the target sender identity ∗
𝑖𝑑 . 1 chooses 𝜋 ∈13

{1, 2}, sets 𝐶∗ = (𝑗∗, 𝑚𝜋) ⊕ 𝐻∗
𝑖2 and returns 𝑓 ∗ =14

(𝑄∗, 𝐽 ∗, 𝐶∗) to 2.15

• Query Phase 2: Same as Phase 1, except: 𝑄𝖴𝖲𝖢 on16

𝑓 ∗ and the other queries (𝑄𝖯𝖯𝖪, 𝑄𝖥𝖯𝖪) on ∗ are17

forbidden.18

• Guess: 2 outputs 𝜋′. It succeeds if 𝜋′ = 𝜋.19

EUF-CMA Unforgeability (𝐴1) : This section corre-20

sponds to Theorem 3, and the following are the explanations.21

• Initialization: 1 publishes the public parameters22

𝗉𝖺𝗋𝖺𝗆.23

• Query Phase 1: 1 performs the queries in the same24

way as in IND-CCA2 confidentiality (by 1).25

• Forgery: 1 outputs a forged signcryption triple 𝑓 ∗ =26

(𝑄∗, 𝐽 ∗, 𝐶∗) on (∗
𝑖𝑑 , 𝑚

∗).27

• Winning Condition: 𝑓 ∗ verifies correctly under ∗
𝑖𝑑28

and was not previously generated by the 𝑄𝖲𝖢 oracle.29

EUF-CMA Unforgeability (𝐴2) : This section corre-30

sponds to Theorem 4, and the following are the explanations:31

• Initialization: 2 publishes the public parameters32

𝗉𝖺𝗋𝖺𝗆 and gives the master secret key to 2.33

• Query Phase 1: 2 performs the queries in the same34

way as in IND-CCA2 confidentiality (by 2).35

• Forgery: 2 outputs a forged signcryption triple 𝑓 ∗ =36

(𝑄∗, 𝐽 ∗, 𝐶∗) on (∗
𝑖𝑑 , 𝑚

∗).37

• Winning Condition: 𝑓 ∗ verifies correctly under ∗
𝑖𝑑38

and was not previously generated by the 𝑄𝖲𝖢 oracle.39

4. Construction of the Improved Scheme 40

The improved scheme comprises five phases: Initial- 41

ization, AID-Gen, Key-Gen, Data-Aggregate, and Verify- 42

Decryption. Table 1 contains the symbols used in this paper. 43

So, each phase is described as follows: 44

45

1. Initialization: KGC executes this polynomial time 46

algorithm, in which it produces a set of public param- 47

eters {

𝑀𝑝𝑏, 𝐷, 𝑛, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5
} and master se- 48

cret key (

𝑃𝑚𝑠
), where 𝑀𝑝𝑏, 𝐷, 𝑛, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5, 49

denotes the public key of KGC, devisor of hyperellip- 50

tic curve, a random prime number with have a size 80 51

bits, and five hash functions. Note that 𝑃𝑚𝑠 is chosen 52

by KGC as 𝑃𝑚𝑠∈̇𝑍𝑛
∗ and 𝑀𝑝𝑏 = 𝑃𝑚𝑠.𝐷. 53

2. AID-Gen: Upon receiving the actual identity of Drone 54
(

𝑂𝑖𝑑
), KGC select a random number 𝔟𝑑∈̇{1, 2, 3,… , 𝑛}, 55

compute𝐵𝑑 = 𝔟𝑑 .𝐷, and𝐴𝑖𝑑 = 𝑂𝑖𝑑⊕ℎ5
(

𝔟𝑑 .𝑀𝑝𝑏,𝑀𝑝𝑏, 𝑇1
),56

where 𝑇1 is the time limit. Then, it stores (𝐵𝑑 , 𝐴𝑖𝑑 , 𝑂𝑖𝑑
)

57

in its memory and sends it to the Drone. 58

3. Key-Gen: The user can pick his identity (

𝑂𝑖𝑑
), select 59

a random number 𝜍𝑑∈̇{1, 2, 3,… , 𝑛}, compute 𝑆𝑑 = 60

𝜍𝑑 ⋅ 𝐷,𝐾 = 𝜍𝑑 ⋅ 𝑀𝑝𝑏, encrypt the tuple (

𝑂𝑖𝑑 , 𝑆𝑑
)

61

as 𝐸𝑖𝑑 =
(

𝑂𝑖𝑑 , 𝑆𝑑
)

⊕ 𝐾 , and send 𝐸𝑖𝑑 to KGC 62

using insecure network. Upon receiving 𝐸𝑖𝑑 ,KGC 63

compute 𝐾 = 𝑆𝑑 .𝑃𝑚𝑠, recover the tuple (𝑂𝑖𝑑 , 𝑆𝑑) 64

as (𝑂𝑖𝑑 , 𝑆𝑑) = 𝐸𝑖𝑑 ⊕ 𝐾 , select 𝜘𝑑∈̇{1, 2, 3,… , 𝑛}, 65

compute 𝑋𝑑 = 𝜘𝑑 .𝐷, and 𝐿𝑑 =
(

𝜘𝑑 + 𝑃𝑚𝑠.𝑞𝑑
), 66

where 𝑞𝑑 = ℎ1
(

𝑂𝑖𝑑 , 𝑆𝑑
). By using an insecure 67

network, KGC dispatched 𝐸𝑝𝑝𝑡 =
(

𝐿𝑑 , 𝑋𝑑
)

⊕ 𝐾 to 68

Drone and stored ( 𝐿𝑑 , 𝑋𝑑 , 𝑂𝑖𝑑 ) in his memory for 69

future use. Then, Drone recover (𝐿𝑑 , 𝑋𝑑
)

= 𝐸𝑝𝑝𝑡⊕𝐾 70

and set (𝑆𝑑 , 𝑋𝑑) and (𝐿𝑑 ,𝜘𝑑) as his public and private 71

key pairs. The key generation process is same as above 72

for GS: it set (𝑆𝑔𝑠 = 𝜍𝑔𝑠.𝐷,𝑋𝑔𝑠 = 𝜘𝑔𝑠 ⋅ 𝐷 ) as his 73

public key and his private key as (

𝐿𝑔𝑠,𝜘𝑔𝑠
), where 74

𝐿𝑔𝑠 =
(

𝜘𝑔𝑠 + 𝑃𝑚𝑠.𝑞𝑔𝑠
) and 𝑞𝑔𝑠 = ℎ1

(

𝑂𝑔𝑠, 𝑆𝑔𝑠
). 75

4. Data-Aggregate: Drone select 𝜎𝑖∈̇{1, 2, 3,… , 𝑛}, com- 76

pute 𝑄𝑖 = 𝜎𝑖.𝐷, 𝑇𝑖 = 𝜍𝑑 .𝑋𝑔𝑠,𝐻𝑖2 = ℎ2
(

𝑄𝑖, 𝑇𝑖
), 77

𝐻𝑖3 = ℎ3
(

𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑔𝑠
)

,𝐻𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝑑 , 78

𝑄𝑖, 𝑇𝑖, 𝑂𝑔 ,𝐻𝑖3). Then, Drone computes 𝑗𝑖 = (𝜎𝑖𝐻𝑖3+ 79

𝐿𝑑𝐻𝑖4) mod 𝑛, 𝐽𝑖 = 𝑣𝑖.𝐷, 𝐶𝑖 =
(

𝑗𝑖, 𝑚𝑖, 𝑡1
)

⊕ 𝐻𝑖2, 80

and send 𝑓𝑖 =
(

𝑄𝑖, 𝐽𝑖, 𝐶𝑖
) to MEC. Upon receiv- 81

ing data from each region, MEC compute aggre- 82

gate signature as 𝐽 =
∑𝑛

𝑖=0 𝑗𝑖 and send fagg = 83
((

𝑄1, 𝑄2, 𝑄3,… , 𝑄𝑛
)

, 𝐽 ,
(

𝐶1, 𝐶2, 𝐶3,… .𝐶𝑛
)) to GS. 84

5. Verify-Decryption: Drone select 𝜎𝑖∈̇{1, 2, 3,… , 𝑛}, 85

compute 𝑄𝑖 = 𝜎𝑖.𝐷, 𝑇𝑖 = 𝜍𝑑 .𝑋𝑔𝑠,𝐻𝑖2 = ℎ2
(

𝑄𝑖, 𝑇𝑖
), 86

𝐻𝑖3 = ℎ3
(

𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑔𝑠
)

,𝐻𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝑑 , 87

𝑄𝑖, 𝑇𝑖, 𝑂𝑔 ,𝐻𝑖3). Then, Drone computes 𝑗𝑖 = (𝜎𝑖𝐻𝑖3+ 88

𝐿𝑑𝐻𝑖4) mod 𝑛, 𝐽𝑖 = 𝑣𝑖.𝐷,
(

𝑗𝑖, 𝑚𝑖, 𝑡1
)

= 𝐶𝑖 ⊕𝐻𝑖2. 89

6. New-Drone Joining:The new Drone submit his iden- 90

tity (

𝑁𝑂𝑖𝑑
), KGC select 𝔟𝑁 ∈̇{1, 2,… , 𝑛} (which 91

is a random number), compute 𝐵𝑁 = 𝔟𝑁 .𝐷, and 92

𝐴𝑁𝑖𝑑 = 𝑁𝑂𝑖𝑑 ⊕ ℎ5
(

𝔟𝑁 .𝑀𝑝𝑏,𝑀𝑝𝑏, 𝑇1
), where 𝑇1 93
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Table 1
Notations Used in this Paper

No Symbol Description
1 𝑀𝑝𝑏 This symbol represents the master public key generated by KGC
2 𝐷 It is used for representing a divisor on a hyper elliptic curve
3 ℎ1, ℎ2, ℎ3, ℎ4, ℎ5 These symbols represent one-way hash functions, which are collision-resistant
4 𝑃𝑚𝑠 This symbol represents the master private key generated by KGC
5 𝐴𝑖𝑑 This symbol represents the encrypted identity of users
6 𝑂𝑖𝑑 This symbol represents the identity of users
7 𝑇1 This symbol represents the fresh time stamp
8 (𝐿𝑑 ,𝑑) The private key pair for Drone
9 (𝑆𝑑 , 𝑋𝑑) The public key pair for Drone
10 (𝐿𝑔𝑠,𝜘𝑔) The private key pair for GS
11 (𝑆𝑔𝑠, 𝑋𝑔𝑠) The public key pair for GS
12 ⊕ This is XOR operation used for encryption and decryption
13 J This symbol is used for aggregate signature
14 𝑗𝑖 This symbol is used for single signature
15 𝐶𝑖 This symbol is used for encrypted text

is the time limit. Then, it stores (𝐵𝑁 , 𝐴𝑁𝑖𝑑 , 𝑁𝑂𝑖𝑑
) in1

its memory and sends it to the Drone. For more expla-2

nation and clarity the new Drone can pick his identity3
(

𝑁𝑂𝑖𝑑
), select a random number 𝜍𝑁 ∈̇{1, 2, 3,… , 𝑛},4

compute 𝑆𝑁 = 𝜍𝑁 ⋅ 𝐷,𝐾 = 𝜍𝑁 ⋅ 𝑀𝑝𝑏, encrypt5

the tuple (

𝑁𝑂𝑖𝑑 , 𝑆𝑁
) as 𝐸𝑖𝑁 =

(

𝑁𝑂𝑖𝑑 , 𝑆𝑁
)

⊕ 𝐾 ,6

and send 𝐸𝑖𝑁 to KGC using insecure network. Upon7

receiving 𝐸𝑖𝑁 ,KGC compute 𝐾 = 𝑆𝑁 .𝑃𝑚𝑠, recover8

the tuple (𝑁𝑂𝑖𝑑 , 𝑆𝑁 ) as (𝑁𝑂𝑖𝑑 , 𝑆𝑁 ) = 𝐸𝑖𝑁 ⊕ 𝐾 ,9

select 𝜘𝑁 ∈̇{1, 2,… , 𝑛}, compute 𝑋𝑁 = 𝜘𝑁 .𝐷, and10

𝐿𝑁 =
(

𝜘𝑁 + 𝑃𝑚𝑠.𝑞𝑁
), where 𝑞𝑁 = ℎ1

(

𝑁𝑂𝑖𝑑 , 𝑆𝑁
).11

By using an insecure network, KGC dispatched𝐸𝑝𝑝𝑡 =12
(

𝐿𝑁 , 𝑋𝑁
)

⊕ 𝐾 to the new Drone and stored (13

𝐿𝑁 , 𝑋𝑁 , 𝑁𝑂𝑖𝑑 ) in his memory for future use. Then,14

new Drone recover (𝐿𝑁 , 𝑋𝑁
)

= 𝐸𝑝𝑝𝑡 ⊕ 𝐾 and set15

(𝑆𝑁 , 𝑋𝑁 ) and (𝐿𝑁 ,𝜘𝑁 ) as his public and private key16

pairs.17

7. Correctness: GS calculate 𝑇𝑖 = 𝑆𝑑 ⋅ 𝑥𝑔𝑠 = 𝑆𝑑 ⋅ 𝑥𝑔𝑠 =18

𝜍𝑑 ⋅ 𝐷 ⋅ 𝑥𝑔𝑠 = 𝜍𝑑 ⋅ 𝑥𝑔𝑠 ⋅ 𝐷 = 𝜍𝑑 ⋅ 𝑋𝑔𝑠 = 𝑇𝑖 hence19

proved. Further, GS check if 𝐽 =
∑𝑛

𝑖=0𝐻𝑖3𝑄𝑖 +20
∑𝑛

𝑖=0𝐻𝑖4𝑋𝑑 +
(
∑𝑛

𝑖=0𝐻𝑖4𝑞𝑑
)

𝑀𝑝𝑏 holds, then ac-21

cept the aggregate signature: 𝐽 =
∑𝑛

𝑖=0𝐻𝑖3𝑄𝑖 +22
∑𝑛

𝑖=0𝐻𝑖4𝑋𝑑 +
(
∑𝑛

𝑖=0𝐻𝑖4𝑞𝑑
)

𝑀𝑝𝑏 =
∑𝑛

𝑖=0𝐻𝑖3𝑄𝑖 +23
∑𝑛

𝑖=0𝐻𝑖4𝜘𝑑 .𝐷+
(
∑𝑛

𝑖=0𝐻𝑖4𝑞𝑑
)

𝑀𝑝𝑏 =
∑𝑛

𝑖=0 𝐻𝑖3𝑄𝑖+24
∑𝑛

𝑖=0𝐻𝑖4𝜘𝑑 .𝐷+
∑𝑛

𝑖=0 𝐻𝑖4𝑞𝑑 .𝑃𝑚𝑠.𝐷 =
∑𝑛

𝑖=0𝐻𝑖3𝑄𝑖+25
∑𝑛

𝑖=0
(

𝐻𝑖4𝜘𝑑+ 𝐻𝑖4 ⋅ 𝑞𝑑 ⋅ 𝑃𝑚𝑠
)

⋅ 𝐷 =
∑𝑛

𝑖=0 𝐻𝑖3𝑄𝑖 +26

𝐻𝑖4(𝜘𝑑+ 𝑞𝑑 ⋅ 𝑃𝑚𝑠) ⋅ 𝐷 =
∑𝑛

𝑖=0 𝐻𝑖3𝑄𝑖+
(

𝐻𝑖4𝐿𝑑
)

⋅27

𝐷 =
∑𝑛

𝑖=0 𝐻𝑖3𝜎𝑖 ⋅ 𝐷+
(

𝐻𝑖4𝐿𝑑
)

⋅ 𝐷 =
∑𝑛

𝑖=028
(

𝐻𝑖3𝜎𝑖 +𝐻𝑖4𝐿𝑑
)

⋅𝐷 =
∑𝑛

𝑖=0 𝑗𝑖 = 𝐽 hence proved.29

5. Security Analysis30

This section provides formal justification that the pro-31

posed scheme satisfies essential security requirements, in-32

cluding confidentiality, authentication, integrity, unforge-33

ability, and resistance to impersonation attacks.34

Theorem 1. If a Type I adversary 𝐴1 possesses an unig- 35

norable advantage 𝜉𝐴1
in breaching the IND-CCA2 confi- 36

dentiality of our improved scheme in the Random Oracle 37

Model, then there exists a challenger 𝐶1 that can solve the 38

Hyper Elliptic Curve Computational Diffie-Hellman prob- 39

lem (HECDH) with the following probability: 40

Adv𝐻𝐸𝐶𝐷𝐻
𝐶1

≥
(

1 −
2𝑄𝑃𝐾

2𝑘

)2
⋅
( 𝜉𝐴1

𝜀(𝑄𝑆𝐶 + 1)

)

,

where 𝑄𝑃𝐾 , 𝑄𝑆𝐶 , 𝑘, and 𝜀 represent private key queries, 41

signcryption queries, the bit length of the group order, and 42

Euler’s number (natural logarithm base). 43

Proof. 𝐶1 will interact with 𝐴1 to solve the HECDH prob- 44

lem (𝐷, 𝑎𝐷, 𝑏𝐷) → 𝑎𝑏𝐷 for our proposed scheme by 45

following a series of steps. 46

Initialization: 𝐶1 sets 𝑃𝑚𝑠 = 𝑏 ∈ ℤ∗
𝑛 (unknown to 𝐶1) 47

and 𝑀𝑝𝑏 = 𝑏𝐷, then publishes public parameters 𝑝𝑎𝑟𝑎𝑚 = 48

{𝑀𝑝𝑏, 𝐷, 𝑛, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5}. 49

Public Key Queries (𝑄𝑃𝐵𝐾 ): If𝐴1 asks for a public key, 50

𝐶1 checks 𝑂𝑖𝑑 in 𝐿𝑖𝑠𝐾 and returns the stored tuple (𝑆𝑑 , 𝑋𝑑). 51

Otherwise, it chooses 𝜍𝑑 ,𝜘𝑑 ∈ {1, 2,… , 𝑛}, sets 𝑆𝑑 = 𝜍𝑑𝐷, 52

𝑋𝑑 = 𝜘𝑑𝐷, and returns (𝑆𝑑 , 𝑋𝑑). 53

Replaced Public Key Queries (𝑄𝑅𝑃𝐵𝐾 ): If 𝐴1 asks for 54

a replaced public key, 𝐶1 replaces (𝑆𝑑 , 𝑋𝑑) with (𝑆𝑑
′
, 𝑋𝑑

′ ) 55

and stores (𝑆𝑑
′
, 𝑋𝑑

′
,⟂,⟂) in 𝐿𝑖𝑠𝐾 . 56

Anonymous Identity Queries (𝑄𝐴𝐼 ): If 𝐴1 asks for an 57

anonymous identity, 𝐶1 checks 𝑂𝑖𝑑 in 𝐿𝑖𝑠𝐴𝐼 . If unseen, it 58

selects 𝔟𝑑 ∈ {1, 2,… , 𝑛}, sets 𝐵𝑑 = 𝔟𝑑𝐷, and looks up 𝑦 = 59

ℎ5(𝔟𝑑 ⋅𝑀𝑝𝑏,𝑀𝑝𝑏, 𝑇1) in 𝐿𝑖𝑠ℎ5. Then, 𝐶1 sets 𝐴𝑖𝑑 = 𝑂𝑖𝑑⊕𝑦, 60

stores (𝑏𝑑 , 𝐵𝑑 , 𝐴𝑖𝑑 , 𝑇1, 𝑂𝑖𝑑) in 𝐿𝑖𝑠ℎ5, and returns (𝐵𝑑 , 𝐴𝑖𝑑). 61

Hash Queries: 62

• ℎ1 Queries 𝑄ℎ1 : 𝐴1 asks this query, 𝐶1 checks 𝑞𝑖 in 63

𝐿𝑖𝑠ℎ1, if unseen, then chooses 𝑞𝑖 randomly, stores 𝑞𝑖 64

in 𝐿𝑖𝑠ℎ1 and return. 65
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• ℎ2 Queries 𝑄ℎ2 : 𝐴1 asks this query, 𝐶1 checks 𝐻𝑖21

in 𝐿𝑖𝑠ℎ2, if unseen, then chooses 𝐻𝑖2 randomly, stores2

𝐻𝑖2 in 𝐿𝑖𝑠ℎ2 and return.3

• ℎ3 Queries 𝑄ℎ3 : 𝐴1 asks this query, 𝐶1 checks 𝐻𝑖34

in 𝐿𝑖𝑠ℎ3, if unseen, then chooses 𝐻𝑖3 randomly, store5

𝐻𝑖3 in 𝐿𝑖𝑠ℎ3 and return.6

• ℎ4 Queries 𝑄ℎ4 : 𝐴1 asks this query, 𝐶1 checks 𝐻𝑖47

in 𝐿𝑖𝑠ℎ4, if unseen, then chooses 𝐻𝑖4 randomly, stores8

𝐻𝑖4 in 𝐿𝑖𝑠ℎ4 and return.9

• ℎ5 Queries 𝑄ℎ5 : 𝐴1 asks this query, 𝐶1 checks 𝑦 in10

𝐿𝑖𝑠ℎ𝑦, if unseen, then chooses 𝑦 randomly, stores 𝑦 in11

𝐿𝑖𝑠ℎ𝑦 and return.12

Partial Private Key Queries (𝑄𝑃𝑃𝐾 ): 𝐴1 asks for par-13

tial private key, 𝐶1 checks if 𝑂𝑖𝑑 ≠ 𝑂∗
𝑖𝑑 , call 𝑄𝐴𝐼 , and return14

(𝐵𝑑 , 𝐴𝑖𝑑).15

Full Private Key Queries (𝑄𝐹𝑃𝐾 ): 𝐴14 asks for full16

private key, 𝐶1 check if 𝑂𝑖𝑑 = 𝑂∗
𝑖𝑑 and abort. Otherwise,17

check for 𝑞𝑖 in 𝐿𝑖𝑠ℎ1, if 𝑞𝑖 ≠ 0, then set 𝑞𝑖 = 0, proceeds, and18

return (𝐷𝑑 ,𝜘𝑑).19

Signcryption Queries (𝑄𝑆𝐶 ): In this query, 𝐶1 checks20

(𝑆𝑑 , 𝑋𝑑) in 𝐿𝑖𝑠𝐾 , if unseen, then it creates or uses the21

replaced public key. Also, it ensures the GS public key22

(𝑆𝑔𝑠, 𝑋𝑔𝑠) and the secret 𝑥𝑔𝑠; note that if GS is honest,23

then 𝐶1 knows 𝑥𝑔𝑠. 𝐶 calculates 𝑇 = 𝜍𝑑 ⋅ 𝑋𝑔𝑠 and re-24

turns 𝑞𝑖,𝐻𝑖2,𝐻𝑖3,𝐻𝑖4, 𝑦 from 𝐿𝑖𝑠𝑞𝑖, 𝐿𝑖𝑠𝐻𝑖2
, 𝐿𝑖𝑠𝐻𝑖3

, 𝐿𝑖𝑠𝐻𝑖4
,25

and 𝐿𝑖𝑠𝑦. Defines 𝐽 = 𝐻𝑖3𝑄 +𝐻𝑖4𝑋𝑑 +𝐻𝑖4𝑞𝑖𝑀𝑝𝑏, 𝐶𝑖 =26

(𝑗𝑖, 𝑚𝑖) ⊕ 𝐻𝑖2, where 𝐻𝑖2 = ℎ2(𝑄, 𝑇 ), and sends 𝑓 =27

(𝑄, 𝐽 , 𝐶) to 𝐴1.28

Unsigncryption Queries (𝑄𝑈𝑆𝐶 ): In this query, 𝐶129

checks the sender public key (𝑆𝑑 , 𝑋𝑑) in 𝐿𝑖𝑠𝐾 . Also, it30

ensures the GS public key (𝑆𝑔𝑠, 𝑋𝑔𝑠) and the secret 𝑥𝑔𝑠;31

note that if GS is honest, then 𝐶1 knows 𝑥𝑔𝑠. 𝐶1 calculated32

𝑇 = 𝑆𝑑 .𝑥𝑔𝑠 and queries 𝐻𝑖2 on the exact pair (𝑄, 𝑇 ).33

Then, parse (𝑗𝑖, 𝑚𝑖) = 𝐶𝑖 ⊕ 𝐻𝑖2, returns 𝑞𝑖,𝐻𝑖2,𝐻𝑖3,𝐻𝑖434

from 𝐿𝑖𝑠𝑞𝑖, 𝐿𝑖𝑠𝐻𝑖2
, 𝐿𝑖𝑠𝐻𝑖3

, and 𝐿𝑖𝑠𝐻𝑖4
. It checks, if 𝐽 =35

∑𝑛
𝑖=0𝐻𝑖3𝑄+

∑𝑛
𝑖=0𝐻𝑖4𝑋𝑑 +

(
∑𝑛

𝑖=0𝐻𝑖4𝑞𝑑𝑀𝑝𝑏
), holds, then36

returns 𝑚, otherwise returns with error.37

Challenge:𝐴1 sends two equal length plaintexts (𝑚1, 𝑚2)38

and the target sender identity 𝑂∗
𝑖𝑑 . 𝐶1 chooses 𝜋 ∈ {1, 2},39

compute 𝑄∗ = 𝑎 ⋅𝐷, 𝑇 ∗ = 𝑆∗
𝑑𝑥𝑔𝑠, returns 𝑞∗𝑖 ,𝐻∗

𝑖2,𝐻
∗
𝑖3,𝐻

∗
𝑖440

from 𝐿𝑖𝑠𝑞𝑖, 𝐿𝑖𝑠𝐻𝑖2
, 𝐿𝑖𝑠𝐻𝑖3

, and 𝐿𝑖𝑠𝐻𝑖4
. 𝐶1 then defines 𝐽 ∗ =41

𝐻∗
𝑖3𝑄 + 𝐻∗

𝑖4𝑋
∗
𝑑 + 𝐻∗

𝑖4𝑞
∗
𝑖 𝑀𝑝𝑏, chooses any 𝑗∗, sets 𝐶∗ =42

(𝑗∗, 𝑚𝜋)⊕𝐻∗
𝑖2, and return 𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗) to 𝐴1.43

Phase 2: In this phase, 𝐴1 perform all the queries as44

asked in Phase 1 and restricted to ask full private key on 𝑂∗
𝑖𝑑45

and no decryption on the exact 𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗) for sender46

(𝑂∗
𝑖𝑑) and receiver (𝑂𝑔𝑠).47

Guess: 𝐴1 outputs 𝜋′ . suppose 𝜋′ = 𝜋 with benefit48

𝜉𝐴1
, then the programmed relation in 𝐽 ∗ with 𝑄∗ = 𝑎.𝐷49

and 𝑀𝑝𝑏 = 𝑏.𝐷 gives the standard ROM extractor (e.g.50

by forking on 𝐻𝑖3∕𝐻𝑖4) the chance to extract 𝑎𝑏𝐷, solving51

HECDH.52

Probability Analysis:53

• The probability that 𝐶1 must program 𝑞𝑖 to a given 54

value (0) after 𝐴1 has already set it to another random 55

value is ≤ 𝑄𝑃𝐾∕2𝑘. In two functions of protection, 56

this is given away. 57

Pr[Event 1] ≥
(

1 −
𝑄𝑃𝐾

2𝑘

)2

• Event 2: With 𝜙 = 1
𝑄𝑆𝐶+1

, and 58

Pr[Event 2] = (1−𝜙)𝑄𝑆𝐶 =
(

𝑄𝑆𝐶
𝑄𝑆𝐶 + 1

)𝑄𝑆𝐶

≈ 𝜀−1

• Event 3: There is a probability of the simulator ran- 59

domly selecting a slot equal to the challenge slot, and 60

this probability is precisely 61

Pr[Event 3] = 𝜙 = 1
𝑄𝑆𝐶 + 1

Combining: 62

Pr[Event 1∧Event 2∧Event 3] ≥
(

1 −
𝑄𝑃𝐾

2𝑘

)2
⋅

1
𝜀(𝑄𝑆𝐶 + 1)

.

Multiplying by 𝜉𝐴1
gives: 63

Adv𝐻𝐸𝐶𝐷𝐻
𝐶1

≥
(

1 −
2𝑄𝑃𝐾

2𝑘

)2
⋅

𝜉𝐴1

𝜀(𝑄𝑆𝐶 + 1)
.

64

Theorem 2. If a Type II adversary 𝐴2 possesses an unig- 65

norable advantage 𝜉𝐴2
in breaching the IND-CCA2 confi- 66

dentiality of our improved scheme in the Random Oracle 67

Model, then there exists a challenger 𝐶2 that can solve the 68

Hyper Elliptic Curve Computational Diffie-Hellman prob- 69

lem (HECDH) with the following probability: 70

Adv𝐻𝐸𝐶𝐷𝐻
𝐶2

≥
𝜉𝐴2

𝜀(𝑄𝑆𝐶 + 1)
.

Proof. 𝐶2 will interact with 𝐴2 to solve the HECDH prob- 71

lem (𝐷, 𝑎𝐷, 𝑏𝐷) → 𝑎𝑏𝐷 for our proposed scheme by 72

following a series of steps. 73

Initialization: Since𝐴2 knows𝑃𝑚𝑠,𝐶2 computes𝑀𝑝𝑏 = 74

𝑃𝑚𝑠 ⋅ 𝐷, then provides 𝑃𝑚𝑠 and public parameters 𝑝𝑎𝑟𝑎𝑚 = 75

{𝑀𝑝𝑏, 𝐷, 𝑛, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5} to 𝐴2. 76

Public Key Queries (𝑄𝑃𝐵𝐾 ): Since 𝐴2 cannot replace 77

public keys, 𝐶2 answers as follows: 78

• For all non-challenge identities 𝑂𝑖𝑑 ≠ 𝑂∗
𝑖𝑑 : choose 79

𝜍𝑑 ,𝜘𝑑 ∈ {1, 2,… , 𝑛}, set 𝑆𝑑 = 𝜍𝑑𝐷, 𝑋𝑑 = 𝜘𝑑𝐷, 80

and return (𝑆𝑑 , 𝑋𝑑) to 𝐴2. 81

• For the challenge identity𝑂∗
𝑖𝑑 : sample 𝜍∗𝑑 ,𝜘∗

𝑑 , set𝑆∗
𝑑 = 82

𝜍∗𝑑 ⋅𝐷, 𝑋∗
𝑑 = 𝑏 ⋅𝐷, and return (𝑆∗

𝑑 , 𝑋
∗
𝑑 ) to 𝐴2. 83
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Anonymous Identity Queries (𝑄𝐴𝐼 ): If 𝐴2 asks for1

an anonymous identity, 𝐶2 selects 𝑏𝑑 ∈ {1, 2,… , 𝑛}, sets2

𝐵𝑑 = 𝑏𝑑 ⋅𝐷, and looks up 𝑦 = ℎ5(𝑏𝑑 .𝑀𝑝𝑏,𝑀𝑝𝑏, 𝑇1) in 𝐿𝑖𝑠ℎ5.3

Then, it sets 𝐴𝑖𝑑 = 𝑂𝑖𝑑 ⊕ 𝑦, stores (𝑏𝑑 , 𝐵𝑑 , 𝐴𝑖𝑑 , 𝑇1, 𝑂𝑖𝑑) in4

𝐿𝑖𝑠ℎ5, and returns (𝐵𝑑 , 𝐴𝑖𝑑).5

Hash Queries: These are handled identically as in The-6

orem 1.7

Partial Private Key Queries (𝑄𝑃𝑃𝐾 ): If 𝐴2 requests a8

partial private key, 𝐶2 checks 𝑂𝑖𝑑 ≠ 𝑂∗
𝑖𝑑 , calls 𝑄𝐴𝐼 , and9

returns (𝐵𝑑 , 𝐴𝑖𝑑).10

Full Private Key Queries (𝑄𝐹𝑃𝐾 ): If 𝐴2 asks for a full11

private key, 𝐶2 checks if 𝑂𝑖𝑑 = 𝑂∗
𝑖𝑑 and aborts. Otherwise, it12

checks 𝑞𝑖 in𝐿𝑖𝑠ℎ1, sets 𝑞𝑖 = 0 if 𝑞𝑖 ≠ 0, then returns (𝐷𝑑 ,𝜘𝑑).13

Signcryption Queries (𝑄𝑆𝐶 ): 𝐶2 ensures (𝑆𝑑 , 𝑋𝑑) and14

(𝑆𝑔𝑠, 𝑋𝑔𝑠) exist in 𝐿𝑖𝑠𝐾 , and that 𝑥𝑔𝑠 is known if GS is15

honest. It selects 𝜎 ∈ ℤ∗
𝑝 , sets 𝑄 = 𝜎 ⋅ 𝐷, computes16

𝑇 = 𝑆𝑑 ⋅ 𝑥𝑔𝑠, and queries 𝐻𝑖2,𝐻𝑖3,𝐻𝑖4. Then sets 𝑞𝑖 =17

ℎ1(𝑂𝑖𝑑 , 𝑆𝑑), defines 𝐽 = 𝐻𝑖3𝑄+𝐻𝑖4𝑋𝑑+𝐻𝑖4𝑞𝑖𝑀𝑝𝑏, selects18

𝑗, computes 𝐶𝑖 = (𝑗, 𝑚)⊕𝐻𝑖2, and returns 𝑓 = (𝑄, 𝐽 , 𝐶) to19

𝐴2.20

Unsigncryption Queries (𝑄𝑈𝑆𝐶 ): 𝐶2 computes 𝑇 =21

𝑆𝑑 ⋅ 𝑥𝑔𝑠, queries 𝐻𝑖2 on (𝑄, 𝑇 ), parses (𝑗, 𝑚) = 𝐶𝑖 ⊕ 𝐻𝑖2,22

retrieves 𝑞𝑖,𝐻𝑖3,𝐻𝑖4, and checks whether23

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3𝑄 +

𝑛
∑

𝑖=0
𝐻𝑖4𝑋𝑑 +

( 𝑛
∑

𝑖=0
𝐻𝑖4𝑞𝑑𝑀𝑝𝑏

)

holds. If valid, it returns 𝑚; otherwise, it returns error.24

Challenge:𝐴2 sends two equal-length plaintexts (𝑚1, 𝑚2)25

and the target sender identity 𝑂∗
𝑖𝑑 . 𝐶2 chooses 𝜋 ∈ {1, 2},26

computes𝑄∗ = 𝑎𝐷, 𝑇 ∗ = 𝑆∗
𝑑𝑥𝑔𝑠, retrieves 𝑞∗𝑖 ,𝐻∗

𝑖2,𝐻
∗
𝑖3,𝐻

∗
𝑖427

from 𝐿𝑖𝑠𝑞𝑖, 𝐿𝑖𝑠𝐻𝑖2
, 𝐿𝑖𝑠𝐻𝑖3

, 𝐿𝑖𝑠𝐻𝑖4
, defines28

𝐽 ∗ = 𝐻∗
𝑖3𝑄 +𝐻∗

𝑖4𝑋
∗
𝑑 +𝐻∗

𝑖4𝑞
∗
𝑖 𝑀𝑝𝑏,

chooses any 𝑗∗, sets 𝐶∗ = (𝑗∗, 𝑚𝜋) ⊕ 𝐻∗
𝑖2, and returns29

𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗) to 𝐴2.30

Phase 2: 𝐴2 may perform the same queries as in Phase31

1, except it cannot request the full private key for 𝑂∗
𝑖𝑑 nor32

decrypt the exact challenge 𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗).33

Guess: 𝐴2 outputs 𝜋′. If 𝜋′ = 𝜋 with advantage 𝜉𝐴2
,34

then the programmed relation in 𝐽 ∗ with 𝑄∗ = 𝑎𝐷 and35

𝑀𝑝𝑏 = 𝑏𝐷 allows the ROM extractor (e.g., via forking on36

𝐻𝑖3∕𝐻𝑖4) to extract 𝑎𝑏𝐷, solving HECDH.37

Probability Analysis:38

• Event 1: Since 𝐴2 knows 𝑃𝑚𝑠 and all non-challenge39

𝜘𝑑 , it can correctly answer all allowed 𝑄𝑃𝐾 queries.40

Thus,41

Pr[Event 1] = 1,
(no (1 − (𝑄𝑃𝐾

2𝑘 ))2 loss).

• Event 2: With 𝜙 = 1
𝑄𝑆𝐶+1

,42

Pr[Event 2] = (1−𝜙)𝑄𝑆𝐶 =
(

𝑄𝑆𝐶
𝑄𝑆𝐶 + 1

)𝑄𝑆𝐶

≈ 𝜀−1.

• Event 3: The probability that the simulator selects the 43

correct challenge slot is 44

Pr[Event 3] = 𝜙 = 1
𝑄𝑆𝐶 + 1

.

Combining: 45

Pr[Event 1 ∧ Event 2 ∧ Event 3] ≥ 1
𝜀(𝑄𝑆𝐶 + 1)

.

Multiplying by 𝜉𝐴2
gives: 46

Adv𝐻𝐸𝐶𝐷𝐻
𝐶2

≥
𝜉𝐴2

𝜀(𝑄𝑆𝐶 + 1)
.

47

Theorem 3. If a Type I adversary 𝐴1 possesses an unignor- 48

able advantage 𝜉𝑠𝑖𝑔1 in breaching the EUF-CMA unforge- 49

ability of our improved scheme in the Random Oracle Model, 50

then there exists a challenger 𝐶1 that can solve the HECDH 51

with the following probability: 52

Adv𝐻𝐸𝐶𝐷𝐻
𝐶1

≥
(

1 −
2𝑄𝑃𝐾

2𝑘

)2
⋅

𝜉𝑠𝑖𝑔1
𝜀(𝑄𝑆𝐶 + 1)

,

where 𝑄𝑃𝐾 and 𝑄𝑆𝐶 denote the number of private key and 53

signcryption queries respectively, 𝑘 is the bit length of the 54

group order, and 𝜀 is Euler’s number (the base of the natural 55

logarithm). 56

Proof. 𝐶1 interacts with 𝐴1 to solve the HECDH problem 57

(𝐷, 𝑎𝐷, 𝑏𝐷) → 𝑎𝑏𝐷 for our proposed scheme by following 58

a series of steps. 59

Initialization: 𝐶1 sets 𝑃𝑚𝑠 = 𝑏 ∈ ℤ∗
𝑛 (unknown to 𝐶1) 60

and 𝑀𝑝𝑏 = 𝑏𝐷, then publishes the public parameters 61

𝑝𝑎𝑟𝑎𝑚 = {𝑀𝑝𝑏, 𝐷, 𝑛, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5}.

Queries: 𝐴1 may issue 𝑄𝑃𝐵𝐾 , 𝑄𝑅𝑃𝐵𝐾 , 𝑄𝐴𝐼 , 𝑄ℎ1 , 𝑄ℎ2 , 62

𝑄ℎ3 , 𝑄ℎ4 , 𝑄ℎ5 , 𝑄𝑃𝑃𝐾 , 𝑄𝐹𝑃𝐾 , and 𝑄𝑆𝐶 , which are handled 63

identically as in Theorem 1. 64

Forgery:𝐴1 succeeds only if it produces a new signcryp- 65

tion triple 𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗) for the target (𝑂∗
𝑖𝑑 , 𝑂𝑔𝑠, 𝑚∗). If 66

𝑂∗
𝑖𝑑 ≠ 𝑂∗ or 𝑓 ∗ is invalid,𝐶1 aborts. Otherwise, by applying 67

the Forking Lemma, 𝐴1 can generate another valid triple 68

𝑓 ∗∗ = (𝑄∗∗, 𝐽 ∗∗, 𝐶∗∗) by modifying the programmed value 69

of 𝐻𝑖4 on the challenge input. This yields two accepting 70

equations 𝐽 ∗ = 𝐻∗
𝑖3𝑄

∗ + 𝐻∗
𝑖4𝑋

∗
𝑑 + 𝐻∗

𝑖4𝑞
∗
𝑖 𝑀𝑝𝑏, 𝐽 ∗∗ = 71

𝐻∗∗
𝑖3 𝑄

∗∗ +𝐻∗∗
𝑖4 𝑋

∗∗
𝑑 +𝐻∗∗

𝑖4 𝑞
∗∗
𝑖 𝑀𝑝𝑏. Subtracting gives Δ𝐽 = 72

(𝐻∗
𝑖3−𝐻

∗∗
𝑖3 )𝑄

∗+(𝐻∗
𝑖4−𝐻

∗∗
𝑖4 )(𝑋

∗
𝑑+𝑞

∗
𝑖 𝑀𝑝𝑏). If we fork on𝐻𝑖4 73

while keeping 𝐻𝑖3 fixed (so 𝐻∗
𝑖3 = 𝐻∗∗

𝑖3 and 𝐻∗
𝑖4 ≠ 𝐻∗∗

𝑖4 ), 74

then 𝑋∗
𝑑 + 𝑞∗𝑖 𝑀𝑝𝑏 = Δ𝐽

𝐻∗
𝑖4−𝐻

∗∗
𝑖4
, 𝑞∗𝑖 𝑀𝑝𝑏 = Δ𝐽

𝐻∗
𝑖4−𝐻

∗∗
𝑖4

− 𝑋∗
𝑑 . 75

Under the challenge embedding 𝑄∗ = 𝑎𝐷 and 𝑀𝑝𝑏 = 𝑏𝐷, 76

these relations allow the extractor to isolate the target point 77

𝑎𝑏𝐷, thereby solving HECDH. 78

Probability Analysis: 79
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• Event 1: The probability that 𝐶1 must program 𝑞𝑖 to1

a fixed value after 𝐴1 has already set it to another2

random value is at most 𝑄𝑃𝐾∕2𝑘. Thus,3

Pr[Event 1] ≥
(

1 −
𝑄𝑃𝐾

2𝑘

)2
.

• Event 2: With 𝜙 = 1
𝑄𝑆𝐶+1

,4

Pr[Event 2] = (1−𝜙)𝑄𝑆𝐶 =
(

𝑄𝑆𝐶
𝑄𝑆𝐶 + 1

)𝑄𝑆𝐶

≈ 𝜀−1.

• Event 3: The probability that the simulator selects the5

correct challenge slot is6

Pr[Event 3] = 𝜙 = 1
𝑄𝑆𝐶 + 1

.

Combining:7

Pr[Event 1∧Event 2∧Event 3] ≥
(

1 −
𝑄𝑃𝐾

2𝑘

)2
⋅

1
𝜀(𝑄𝑆𝐶 + 1)

.

Multiplying by 𝜉sig1 gives the reduction advantage:8

Adv𝐻𝐸𝐶𝐷𝐻
𝐶1

≥
(

1 −
2𝑄𝑃𝐾

2𝑘

)2
⋅

𝜉sig1
𝜀(𝑄𝑆𝐶 + 1)

.

9

Theorem 4. If a Type I adversary 𝐴2 possesses an unignor-10

able advantage 𝜉𝑠𝑖𝑔2 in breaching the EUF-CMA unforge-11

ability of our improved scheme in the Random Oracle Model,12

then there exists a challenger 𝐶2 that can solve the HECDH13

with the following probability:14

Adv𝐻𝐸𝐶𝐷𝐻
𝐶2

≥
𝜉𝑠𝑖𝑔2

𝜀(𝑄𝑆𝐶 + 1)
.

Proof. 𝐶2 interacts with 𝐴2 to solve the HECDH problem15

(𝐷, 𝑎𝐷, 𝑏𝐷) → 𝑎𝑏𝐷 for the proposed scheme as follows.16

Initialization: Since 𝐴2 already knows 𝑃𝑚𝑠, 𝐶2 com-17

putes 𝑀𝑝𝑏 = 𝑃𝑚𝑠 ⋅𝐷 and provides 𝑃𝑚𝑠 together with public18

parameters 𝑝𝑎𝑟𝑎𝑚 = {𝑀𝑝𝑏, 𝐷, 𝑛, ℎ1, ℎ2, ℎ3, ℎ4, ℎ5} to 𝐴2.19

Queries: 𝐴2 performs 𝑄𝑃𝐵𝐾 , 𝑄𝑅𝑃𝐵𝐾 , 𝑄𝐴𝐼 , 𝑄ℎ1 , 𝑄ℎ2 ,20

𝑄ℎ3 , 𝑄ℎ4 , 𝑄ℎ5 , 𝑄𝑃𝑃𝐾 , 𝑄𝐹𝑃𝐾 , and 𝑄𝑆𝐶 queries identically21

as described in Theorem 2.22

Forgery: 𝐴2 succeeds if it outputs a new valid signcryp-23

tion triple 𝑓 ∗ = (𝑄∗, 𝐽 ∗, 𝐶∗) for the target (𝑂∗
𝑖𝑑 , 𝑂𝑔𝑠, 𝑚∗).24

If 𝑂∗
𝑖𝑑 ≠ 𝑂∗ or 𝑓 ∗ is invalid, 𝐶2 aborts. Otherwise, ap-25

plying the Forking Lemma, 𝐴2 produces a second valid26

signcryption 𝑓 ∗∗ = (𝑄∗∗, 𝐽 ∗∗, 𝐶∗∗) with a modified re-27

sponse from 𝐻𝑖4. This yields two accepting equations: 𝐽 ∗ =28

𝐻∗
𝑖3𝑄

∗ +𝐻∗
𝑖4𝑋

∗
𝑑 +𝐻∗

𝑖4𝑞
∗
𝑖 𝑀𝑝𝑏, 𝐽 ∗∗ = 𝐻∗∗

𝑖3 𝑄
∗∗ +𝐻∗∗

𝑖4 𝑋
∗∗
𝑑 +29

𝐻∗∗
𝑖4 𝑞

∗∗
𝑖 𝑀𝑝𝑏. Subtracting, we obtain:Δ𝐽 = (𝐻∗

𝑖3−𝐻
∗∗
𝑖3 )𝑄

∗+30

(𝐻∗
𝑖4−𝐻

∗∗
𝑖4 )(𝑋

∗
𝑑+𝑞

∗
𝑖 𝑀𝑝𝑏). If the fork is applied on𝐻𝑖4 while31

keeping 𝐻𝑖3 fixed (so 𝐻∗
𝑖3 = 𝐻∗∗

𝑖3 and 𝐻∗
𝑖4 ≠ 𝐻∗∗

𝑖4 ), then32

𝑋∗
𝑑 + 𝑞∗𝑖 𝑀𝑝𝑏 = Δ𝐽

𝐻∗
𝑖4−𝐻

∗∗
𝑖4
. Under the challenge embedding33

𝑄∗ = 𝑎𝐷 and 𝑀𝑝𝑏 = 𝑏𝐷, this allows the extractor to34

compute 𝑎𝑏𝐷, thus solving HECDH.35

Probability Analysis:36

• Event 1: Since 𝐴2 knows 𝑃𝑚𝑠 and all non-challenge 37

𝜘𝑑 , it correctly answers all 𝑄𝑃𝐾 queries. No program- 38

ming loss occurs, hence 39

Pr[Event 1] = 1, (no (1 − (𝑄𝑃𝐾∕2𝑘))2 loss).

• Event 2: With 𝜙 = 1
𝑄𝑆𝐶+1

, and 40

Pr[Event 2] = (1−𝜙)𝑄𝑆𝐶 =
(

𝑄𝑆𝐶
𝑄𝑆𝐶 + 1

)𝑄𝑆𝐶

≈ 𝜀−1.

• Event 3: The probability that the simulator selects the 41

correct challenge slot is 42

Pr[Event 3] = 𝜙 = 1
𝑄𝑆𝐶 + 1

.

Combining all events: 43

Pr[Event 1 ∧ Event 2 ∧ Event 3] ≥ 1
𝜀(𝑄𝑆𝐶 + 1)

.

Multiplying by the adversary’s advantage 𝜉𝑠𝑖𝑔2 gives: 44

Adv𝐻𝐸𝐶𝐷𝐻
𝐶2

≥
𝜉𝑠𝑖𝑔2

𝜀(𝑄𝑆𝐶 + 1)
.

45

Theorem 5 (Authentication). The proposed scheme ensures 46

message origin authentication by verifying the validity of 47

aggregate signatures at the GS. 48

Proof. Each drone computes the signature as: 49

𝑗𝑖 = (𝜎𝑖𝐻𝑖3 +𝐷𝑑𝐻𝑖4) mod 𝑛

and sends: 50

𝑓𝑖 = (𝑄𝑖, 𝐽𝑖, 𝐶𝑖), 𝐽𝑖 = 𝑣𝑖 ⋅𝐷

Upon receiving all 𝑓𝑖, MEC aggregates the signatures, 𝐽 = 51
∑𝑛

𝑖=0 𝑗𝑖 and sends 𝑓agg to GS. GS verifies authenticity by 52

checking: 53

𝐽
?
=

𝑛
∑

𝑖=0
𝐻𝑖3𝑄𝑖 +

𝑛
∑

𝑖=0
𝐻𝑖4𝑋𝑑 +

( 𝑛
∑

𝑖=0
𝐻𝑖4𝑞𝑑

)

𝑀𝑝𝑏

Expanding using 𝑋𝑑 = 𝜘𝑑 ⋅𝐷, 𝐷𝑑 = 𝜘𝑑 + 𝑃𝑚𝑠 ⋅ 𝑞𝑑 , we get: 54

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3𝑄𝑖 +

𝑛
∑

𝑖=0
𝐻𝑖4𝜘𝑑 ⋅𝐷 +

𝑛
∑

𝑖=0
𝐻𝑖4𝑞𝑑 ⋅ 𝑃𝑚𝑠 ⋅𝐷

=
𝑛
∑

𝑖=0
(𝐻𝑖3 ⋅ 𝜎𝑖 +𝐻𝑖4 ⋅𝐷𝑑) ⋅𝐷

=
𝑛
∑

𝑖=0
𝑗𝑖 = 𝐽 (proven) (31)

This confirms the validity of the drone’s origin and message 55

authenticity. 56
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Theorem 6 (Integrity). The proposed scheme guarantees1

message integrity, assuming the collision resistance and2

determinism of the hash functions ℎ2, ℎ3, and ℎ4, and that3

the same inputs are used by both the sender (Drone) and the4

receiver (GS).5

Proof. In the data aggregation phase, the drone computes6

the following:7

𝐻𝑖2 = ℎ2(𝑄𝑖, 𝑇𝑖)
8

𝐻𝑖3 = ℎ3(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑔𝑠)
9

𝐻𝑖4 = ℎ4(𝑋𝑔𝑠, 𝑋𝑑 , 𝑄𝑖, 𝑇𝑖, 𝑂𝑔 ,𝐻𝑖3)

and generates the signature and ciphertext as:10

𝑗𝑖 = (𝜎𝑖 ⋅𝐻𝑖3 +𝐷𝑑 ⋅𝐻𝑖4) mod 𝑛, 𝐶𝑖 = (𝑗𝑖, 𝑚𝑖)⊕𝐻𝑖2

The tuple (𝑄𝑖, 𝐽𝑖, 𝐶𝑖) is sent to the GS. Upon receiving this11

tuple, the GS computes 𝑇𝑖 = 𝑆𝑑 ⋅ 𝑥𝑔𝑠 and recomputes12

𝐻𝑖2,𝐻𝑖3,𝐻𝑖4 using the same inputs as the Drone. Using13

these, it recovers (𝑗𝑖, 𝑚𝑖) from 𝐶𝑖 and verifies the correctness14

of the aggregate signature by checking:15

𝐽 =
𝑛
∑

𝑖=0
𝐻𝑖3 ⋅𝑄𝑖 +

𝑛
∑

𝑖=0
𝐻𝑖4 ⋅𝑋𝑑 +

( 𝑛
∑

𝑖=0
𝐻𝑖4 ⋅ 𝑞𝑑

)

⋅𝑀𝑝𝑏

As the hash inputs are identical at both ends, and the hash16

functions are assumed to be collision-resistant and determin-17

istic, the outputs must be the same. Any modification in 𝐶𝑖,18

𝑄𝑖, or any input affecting the hash values will result in a19

mismatch during verification, leading to the rejection of the20

signature. Hence, the proposed scheme satisfies the integrity21

requirement.22

Theorem 7 (Impersonation Resistance). The proposed scheme23

resists impersonation attacks by securely binding the user’s24

identity during the AID-Gen and checking for duplication25

during key issuance.26

Proof. In the AID-Gen phase, the KGC receives the actual27

identity 𝑂𝑖𝑑 from the drone and computes the anonymous28

identity as:29

𝐴𝑖𝑑 = 𝑂𝑖𝑑 ⊕ ℎ5(𝔡𝑑 ⋅𝑀𝑝𝑏,𝑀𝑝𝑏, 𝑇1)

where 𝔡𝑑 ∈ {1, 2,… , 𝑛} is a randomly selected scalar30

and 𝑇1 denotes the time validity. The KGC stores the tuple31

(𝐵𝑑 , 𝐴𝑖𝑑 , 𝑂𝑖𝑑) in its memory. Later, during Key-Gen, if32

an entity claiming to be a drone reuses the same identity33

𝑂𝑖𝑑 , the KGC searches its records. If a match is found,34

it denies the request and does not issue a new key. This35

identity binding and record checking prevent replay and36

reuse of registered identities by an outsider adversary. As37

a result, impersonation attempts by entities such as 𝐸𝑣𝑒 are38

detected and blocked, ensuring resistance to impersonation39

attacks.40

Theorem 8. (Replay Resistance). The proposed scheme41

resists replay attacks by padding the time stamp with a42

message at the time of encryption and checking the session43

expiry for a specific time.44

Proof. In the Data-Aggregate phase, the Drone select a time 45

stamp (𝑡1) and the pad with massage and generate a cipher- 46

text as: 𝐶𝑖 =
(

𝑗𝑖, 𝑚𝑖, 𝑡1
)

⊕𝐻𝑖2, then send to GS, the GS can 47

decrypt as (𝑗𝑖, 𝑚𝑖, 𝑡1
)

= 𝐶𝑖⊕𝐻𝑖2, and check the freshness of 48

(𝑡1), if it is fresh the consider it as a valid/new message from 49

original source, otherwise return with error message. 50

6. Performance Analysis 51

This section compares the performance of the proposed 52

scheme with the schemes presented by Verma et al. [1], 53

Aithekar et al. [2], and Ali et al. [3] in terms of computational 54

cost and communication overhead. 55

6.1. Computational Cost 56

The computational cost of the proposed scheme is eval- 57

uated based on a set of standard cryptographic operations 58

commonly used in the literature for performance bench- 59

marking. These operations include single multiplication in 60

bilinear pairing (𝑆𝑀𝐵𝑃 ), single bilinear pairing operation 61

(𝑆𝑃𝐵𝑃 ), single point addition in bilinear pairing (𝑆𝐴𝐵𝑃 ), 62

single point addition on elliptic curves (𝑆𝐴𝐸𝐶 ), and sin- 63

gle point multiplication on elliptic curves (𝑆𝑀𝐸𝐶 ). Addi- 64

tionally, the analysis includes single exponential operations 65

(𝑆𝐸), one-way hash functions (𝐻𝑂𝐻 ), and operations spe- 66

cific to hyperelliptic curves, namely single divisor addition 67

(𝑆𝐴𝐻𝐸𝐶 ) and single divisor multiplication (𝑆𝑀𝐻𝐸𝐶 ). 68

To evaluate the performance of our proposed scheme, we 69

implemented the necessary cryptographic operations using 70

the MIRACL library, which supports elliptic, pairing-based, 71

and hyperelliptic curve arithmetic. The experiments were 72

carried out on a Windows 7 Home Basic 64-bit operating 73

system, running on an Intel Core 𝑖7−4510𝑈 CPU at 2.0 GHz 74

with 8 GB of RAM [39]. Each runtime was averaged over 75

1, 000 executions to reduce measurement bias. For pairing- 76

based cryptography, we used the super singular elliptic curve 77

𝐸𝐶∕𝐹𝑝 ∶ 𝑦2 = 𝑥3 − 3𝑥 with an embedding degree of 2, 78

where 𝑞 is a 160-bit Solinas prime (𝑞 = 2159+217+1) and p 79

is a 512-bit prime satisfying 𝑝+1 = 2𝑞ℎ+1, offering an 80-bit 80

AES-equivalent security level. For elliptic curve cryptogra- 81

phy (ECC), we adopted the standard curve secp160r1, rec- 82

ommended by Certicom, to ensure the same 80-bit security. 83

For HECC, we considered a genus-2 curve of the form HEC: 84

𝑦2 + ℎ(𝑥)𝑦 = 𝑓 (𝑥) defined over 𝐹𝑞 , where 𝑑𝑒𝑔(ℎ(𝑥)) and 85

𝑑𝑒𝑔(𝑓 (𝑥)) = 5. The Jacobian group order was chosen to be 86

about 160 bits, providing an equivalent 80-bit security level. 87

Group operations in this setting were performed on divisors 88

in the Jacobian of the genus-2 curve using Cantor’s algo- 89

rithm, with efficient coordinate representation provided by 90

MIRACL’s classic implementation. The measured runtimes 91

were as follows: 𝑆𝑀𝐵𝑃 took 4.31 𝑚𝑠, 𝑆𝑃𝐵𝑃 took 14.90 𝑚𝑠, 92

𝑆𝑀𝐸𝐶 took 0.97𝑚𝑠, and 𝑆𝑀𝐻𝐸𝐶 took 0.48𝑚𝑠. The com- 93

putational cost using the primary operations of the proposed 94

scheme, Verma et al. [4], Aithekar et al. [5], and Ali et al. 95

[7], is given in Table 2. These foundational metrics are 96

used to analyse the proposed scheme’s overall computational 97

overhead compared to existing schemes, as discussed in the 98
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Table 2
Computation Cost Comparison (in milliseconds)

Scheme Drone (ms) GS (ms) Total (ms)
Proposed (HECC) 3𝑆𝑀𝐻𝐸𝐶 = 𝟏.𝟒𝟒 2𝑆𝑀𝐻𝐸𝐶 = 𝟎.𝟗𝟔 5𝑆𝑀𝐻𝐸𝐶 = 𝟐.𝟒𝟎
Verma et al. [1] 2𝑆𝑀𝐸𝐶 = 𝟏.𝟗𝟒 2𝑆𝑀𝐸𝐶 = 𝟏.𝟗𝟒 5𝑆𝑀𝐸𝐶 = 𝟒.𝟖𝟓

Aithekar et al. [2] 2𝑆𝑀𝐸𝐶 = 𝟏.𝟗𝟒 1𝑆𝑀𝐸𝐶 = 𝟎.𝟗𝟕 3𝑆𝑀𝐸𝐶 = 𝟐.𝟗𝟏
Ali et al. [3] 3𝑆𝑀𝐸𝐶 = 𝟐.𝟗𝟏 3𝑆𝑀𝐸𝐶 = 𝟐.𝟗𝟏 6𝑆𝑀𝐸𝐶 = 𝟓.𝟖𝟐

Table 3
Verification Scalability Summary (Total Verification Time at GS in ms)

n (messages) Proposed (HECC) Verma et al. [1] Aithekar et al. [2] Ali et al. [3]
10 𝟗.𝟔 19.4 9.7 29.1
50 𝟒𝟖.𝟎 97.0 48.5 145.5
100 𝟗𝟔.𝟎 194.0 97.0 291.0
200 𝟏𝟗𝟐.𝟎 388.0 194.0 582.0

subsequent analysis and Table 2: in our proposed scheme,1

the Drone requires 3𝑆𝑀𝐻𝐸𝐶 = 3 × 0.48 = 1.44 𝑚𝑠, the2

GS requires 2𝑆𝑀𝐻𝐸𝐶 = 2 × 0.48 = 0.96 𝑚𝑠, and the3

total is 5𝑆𝑀𝐻𝐸𝐶 = 5 × 0.48 = 2.40 𝑚𝑠. Verma et al.4

[4] incurs 2𝑆𝑀𝐸𝐶 = 2 × 0.97 = 1.94 𝑚𝑠 at the Drone,5

2𝑆𝑀𝐸𝐶 = 2 × 0.97 = 1.94 𝑚𝑠 at the GS, and 5𝑆𝑀𝐸𝐶 =6

5 × 0.97 = 4.85 𝑚𝑠 in total. Aithekar et al. [5] requires7

2𝑆𝑀𝐸𝐶 = 2×0.97 = 1.94 𝑚𝑠 at the Drone, 1𝑆𝑀𝐸𝐶 = 1×8

0.97 = 0.97𝑚𝑠 at the GS, and 3𝑆𝑀𝐸𝐶 = 3×0.97 = 2.91𝑚𝑠9

in total. Ali et al. [7] incurs 3𝑆𝑀𝐸𝐶 = 3 × 0.97 = 2.91 𝑚𝑠10

at the Drone, 3𝑆𝑀𝐸𝐶 = 3 × 0.97 = 2.91 𝑚𝑠 at the GS,11

and 6𝑆𝑀𝐸𝐶 = 6 × 0.97 = 5.82 𝑚𝑠 in total. Further we12

add scalability analysis, in which we show how the total13

verification time at the GS side grows with the number of14

signcrypted messages 𝑛. Using single message verification15

times from Table 2, we model the total as 𝑇 (𝑛) = 𝑡𝑣𝑒𝑟𝑖𝑓𝑦 × 𝑛16

and generate Table 3. We Start from 𝑛 = 10 matches realistic17

batch sizes and avoids small-𝑛 noise.18

The analysis shows (also depicted in Fig. 2 and 3) that19

the proposed scheme offers a significantly reduced compu-20

tational cost due to the use of hyperelliptic curve operations,21

which are more lightweight than elliptic curve operations.22

This makes it well-suited for resource-constrained devices23

such as drones.24

6.2. Communication Cost25

This subsection presents a comparative analysis of the26

communication cost between the proposed aggregated au-27

thentication and signature scheme and the schemes intro-28

duced by Verma et al. [1], Aithekar et al. [2], and Ali et al.29

[3].30

To perform this comparison, the following parameter31

sizes (in bits) are considered: bilinear pairing parameter size32

(𝐵𝐺 = 1024), elliptic curve parameter size (𝑒𝑞 = 160),33

hyperelliptic curve parameter size (ℎ𝑛 = 80), ciphertext34

size (𝐶𝐼𝑃 = 1024), timestamp size in EC-based schemes35

(𝑇𝑒𝑞 = 160), and timestamp size in HEC-based schemes36

(𝑇ℎ𝑛 = 80).37

The communication cost is computed as the size of the38

ciphertext along with the associated parameters transmitted39

Figure 2: Computation cost comparison of cryptographic
schemes at the Drone, GS, and overall levels. The proposed
scheme demonstrates the lowest total computational cost.

during the authentication process. In the proposed scheme, 40

the cost includes the ciphertext and two additional hyperel- 41

liptic curve parameters: 42

CommProposed = |𝐶𝐼𝑃 |+2⋅|ℎ𝑛| = 1024+2⋅80 = 1184 bits
(32)

In comparison, the communication overhead for the scheme 43

by Verma et al. [1] is: 44

CommVerma = |𝐶𝐼𝑃 |+2⋅|𝑒𝑞| = 1024+2⋅160 = 1344 bits
(33)

Similarly, Aithekar et al. [2] incurs the same communication 45

cost: 46

CommAithekar = |𝐶𝐼𝑃 |+2⋅|𝑒𝑞| = 1024+2⋅160 = 1344 bits
(34)

Ali et al. [3] introduce an additional EC parameter, leading 47

to a higher communication cost: 48

CommAli = |𝐶𝐼𝑃 |+3 ⋅ |𝑒𝑞| = 1024+3 ⋅160 = 1504 bits
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Figure 3: Total verification time vs. number of signcrypted messages 𝑛 (starting at 𝑛 = 10).

Figure 4: Communication cost comparison among crypto-
graphic schemes based on ciphertext size and related pa-
rameters. The proposed scheme achieves the lowest overall
communication overhead.

(35)
From this analysis, it is evident that the proposed scheme1

achieves a lower communication overhead compared to ex-2

isting works. This improvement is further illustrated in Fig. 43

and supported by the values reported in Table 4. The over-4

all performance including security requirements, computa-5

tional cost, and communication cost of the proposed scheme6

with that of recently published works by Verma et al. [1],7

Table 4
Communication Cost Comparison (in bits)

Scheme Communication Parameters Total Cost
Proposed Scheme |𝐶𝐼𝑃 | + 2|ℎ𝑛| = 1024 + 2 ⋅ 80 1184
Verma et al. [1] |𝐶𝐼𝑃 | + 2|𝑒𝑞| = 1024 + 2 ⋅ 160 1344

Aithekar et al. [2] |𝐶𝐼𝑃 | + 2|𝑒𝑞| = 1024 + 2 ⋅ 160 1344
Ali et al. [3] |𝐶𝐼𝑃 | + 3|𝑒𝑞| = 1024 + 3 ⋅ 160 1504

Aithekar et al. [2], and Ali et al. [3] is presented in Table 8

5. The results show that our proposed scheme consistently 9

outperforms prior work. 10

6.3. Discussion and Limitations 11

The above analysis demonstrates that the proposed HECC- 12

based aggregation signcryption scheme achieves strong 13

security guarantees and significantly reduces computational 14

and communication overhead compared with recent alterna- 15

tives. Nevertheless, several limitations should be acknowl- 16

edged. First, the scheme assumes a fully trusted and always 17

available KGC, which may become a single point of failure 18

if compromised or unreachable. This setup brings the key 19

escrow problem. The KGC can decrypt any signcrypted mes- 20

sage because it knows all partial private keys. For privacy, 21

this means one point of compromise. If the KGC is hacked, 22

an attacker can get all session keys and plaintext data. For 23

deployment, centralized key management limits scalability 24

in large or distributed IoD networks. It may also conflict with 25

First Author et al.: Preprint submitted to Elsevier Page 14 of 17

https://www.sciencedirect.com/journal/internet-of-things


Internet of Things

Table 5
Differences between our proposed scheme and Existing schemes, highlighting efficiency gains and key security properties

Scheme Comm. Cost
Reduction vs
Proposed (%)

Comp. Cost
Reduction vs
Proposed (%)

Confidentiality Unforgeability Authentication Impersonation
Resistance

Proposed Scheme – – ✓ ✓ ✓ ✓

Verma et al. [1] 11.90 50.52 ✓ × × ×
Aithekar et al. [2] 11.90 17.53 ✓ × × ×
Ali et al. [3] 21.28 58.76 ✓ × × ×
Average Reduction (Existing
vs Proposed)

15.03 42.27 – – – –

Notes: Reductions are computed as
Existing − Proposed

Existing
× 100. ✓ = provided, × = not provided.

privacy rules like GDPR that limit single entities with full1

decryption power. Options like certificateless or threshold2

schemes can fix this, but they are outside this work’s scope.3

Second, the current design targets a single ground station4

architecture; extending the protocol to multi-GS or multi-5

recipient scenarios would require additional mechanisms for6

key management and aggregation consistency. Third, our7

analysis focuses on the cryptographic layer and abstracts8

from lower-layer networking aspects such as routing, inter-9

ference, and packet loss, which may affect performance in10

real deployments. Fourth, while the reduced computational11

cost implies lower energy consumption for battery-limited12

UAVs, as fewer operations mean less processor usage and13

heat, we did not measure actual power draw. This is because14

energy profiling needs specific hardware like drone boards,15

which is beyond this paper’s scope. Future work can include16

energy tests on real UAVs to confirm these benefits. Fifth,17

the centralised KGC raises ethical concerns in civilian drone18

deployments, such as potential misuse of key escrow for19

surveillance, eroding user privacy. Regulatory implications20

include conflicts with laws like FAA rules on drone data21

security or GDPR requirements for data minimisation and22

decentralised control. Future work could explore ethical23

guidelines and compliant designs, like distributed key man-24

agement, to better suit civilian applications. Finally, the25

construction relies on classical HECC assumptions and26

therefore does not provide post-quantum security. Address-27

ing these limitations by distributing trust, generalising the28

network topology, incorporating realistic communication29

models, and designing post-quantum variants will be an30

important direction for future work.31

7. Conclusion32

This paper critically examines the signcryption scheme33

proposed by Verma et al. and identifies multiple security34

flaws, including its vulnerability to forgery and imperson-35

ation attacks and internal inconsistencies within its mathe-36

matical formulation. To overcome these shortcomings, we37

present an improved aggregation-based signcryption scheme38

leveraging the security and efficiency advantages of hyper- 39

elliptic curve cryptography. The proposed construction in- 40

tegrates identity-based key generation, robust signcryption, 41

and aggregate verification while ensuring provable secu- 42

rity properties under the HECDLP hardness assumption. 43

Through formal security proofs and detailed performance 44

evaluations, we show that the proposed scheme satisfies 45

critical cryptographic guarantees, confidentiality, integrity, 46

authentication, unforgeability, and impersonation resistance, 47

without compromising efficiency. A comparative analysis 48

against recent schemes, including those by Verma et al. 49

[1], Aithekar et al. [2], and Ali et al. [3], demonstrates 50

the superiority of our approach in terms of both computa- 51

tional and communication costs. The scheme’s practical per- 52

formance, validated through implementation benchmarks, 53

makes it well-suited for secure communication in drone-to- 54

ground station systems, particularly in resource-constrained 55

edge computing environments. Future work will explore 56

extending the scheme toward multi-recipient aggregation 57

and post-quantum cryptographic primitives to further en- 58

hance resilience and scalability [40]. In addition, we plan 59

to integrate the protocol into realistic IoD/UAV simulation 60

environments or hardware testbeds to evaluate end-to-end 61

performance under dynamic channel conditions and mobil- 62

ity patterns. 63
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