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A B S T R A C T

The increasing sophistication of cyber risks has made it challenging for organizations to assess their business 
impacts. The key challenge is the technical and language “barrier” between cybersecurity teams and business 
teams who make strategic investment decisions on cybersecurity. This often leads to delays, budget issues that 
prevent timely responses to cyber incidents. Existing research lacks a transparent, traceable, and reproducible 
method to communicate cyber risks and their impacts on businesses. We introduce a novel cyber risk economics 
model for organization-wide risk management (CYREM-ORM) that captures complex cyber risks and expresses 
them using financial terms. This is achieved by mapping Cyber Threat Intelligence (CTI) to the Factor Analysis of 
Information Risk (FAIR) model, enriched by cyber cost typologies. CYREM-ORM provides a traceable workflow 
that links organisation-related CTI to FAIR factor estimation, cost breakdowns, and ultimately to monetary loss 
amounts and prioritised risk scenarios. This design improves transparency in risk management, helps organi
sations prioritise mitigations in line with strategic business objectives, and enables stakeholders to assess the 
rationale behind results when needed. By grounding risk parameters in CTI, the model also facilitates proactive 
screening of organisation-relevant threats, instead of reactive, control-gap reporting. We evaluate the CYREM- 
ORM through three complementary case studies: the 2017 Equifax breach case proves its feasibility with his
torical data and open-source CTI, while the Small and Medium Enterprise (SME) education company and the 
large retail company cases show its effectiveness in communicating cyber risks at an organizational-wide stra
tegic level within real-world contexts.

1. Introduction

Cybersecurity incidents can severely impact businesses through 
disruptions, financial losses, and reputational damage (Cavusoglu et al., 
2015a). While organizations continue to increase cybersecurity in
vestments (W. W. Li et al., 2023), cybersecurity risks keep rising, as 
evidenced by IBM's 2025 Data Breach Report (IBM Security, 2025). A 
major contributing factor is the sophistication of attacks, such as the 
Advanced Persistent Threat (APT) (Shin and Lowry, 2020). Many or
ganizations struggle to address these threats in their defense strategies as 
they find it difficult to assess their impact on businesses operations 
(Benaroch, 2018; Kaspersky.com, 2023; Shin and Lowry, 2020). A key 
issue is the technical and language ‘barrier’ between the technical and 
business teams (e.g., business stakeholders and board members), which 

prevents a shared understanding of the impact of cyber risks. This 
miscommunication prevents timely cyber risk assessment and strategic 
level decisions on cyber risk mitigations and investment strategies, 
which often leads to delays, budget issues that limits effective responses 
to cybersecurity incidents. According to Kaspersky in 2023 (Kaspersky. 
com, 2023), 62 % of companies experience cybersecurity incidents 
caused by such miscommunication. The reports also highlight that this 
miscommunication is caused by different business priorities and tech
nical jargon (i.e., languages, terms) of these teams.

Cyber threat intelligence (CTI) provides organizations with insights 
about cyber threats, threat actors, vulnerabilities, and security mea
sures, allowing organizations to ‘know their enemy’, learn lessons from 
previous cyber incidents and reuse existing security solutions (Merah 
and Kenaza, 2021; Sun et al., 2023). It supplements traditional risk 
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assessment by enabling proactive, preventive, and timely identification 
of organization-specific risks (Ampel et al., 2024). CTI shows promise; 
however, current research and practice mainly focus on technical 
sharing mechanics (e.g., data formats and exchange) (Dong et al., 2023), 
and lack transparent, business-facing methods to translate those threats 
into financial impact for decision makers (Dekker and Alevizos, 2024; 
Qamar et al., 2017). As a result, organization-wide risk management and 
cross-functional collaboration (e.g., with finance) are still 
under-supported. This intensifies communication barriers, which leads 
to different risk perceptions and undermines the rationale behind 
cybersecurity investment decisions and risk mitigation strategies. To the 
best of our knowledge, there are currently no widely adopted processes 
that provide transparent, traceable, and reproducible 
intelligence-to-impact pathways that business teams (e.g. boards) can 
access when making strategic, organization-wide risk management 
decisions.

To address this gap, we proposed a novel approach, the Cyber Risk 
Economics Model for Organization-wide Risk Management (CYREM- 
ORM), which is inspired by the Cybersecurity Economics Model 
(CYSEM) (Xin at al., 2024). CYREM-ORM captures complex cyber risks 
and expresses them in financial terms by mapping CTI into the Factor 
Analysis of Information Risk (FAIR) model.1 The FAIR model is selected 
due to business-centric feature and quantifiable risk factors (Heyburn 
et al., 2020). CYREM-ORM offers a semi-automatic, interactive assess
ment workflow: it processes multi-disciplinary data, such as security 
experts’ inputs and industry reports, automatically screened, 
organization-relevant CTI (e.g., threat actors, TTPs, CVEs related to the 
organization), and business data for cost components, and produces 
monetized risk scenarios via Monte Carlo simulation. CYREM-ORM also 
allows users to rectify data retrieved from CTI sources. It will deliver 
risk-informed decision support for both technical and non-technical 
stakeholders, tailored to the criticality of business processes ranked by 
stakeholders (e.g., less critical systems, such as non-revenue-generating 
IT infrastructure, may not warrant the same level of cybersecurity in
vestment as core customer-facing applications).

This research makes the following contributions, 

• We propose a novel CYREM-ORM that integrates CTI with FAIR, 
enriched with cyber cost topologies. By translating cyber risks into 
financial terms, the model helps organizations prioritize cyber risks 
based on their strategic goals, and business needs, while being 
transparent, traceable, and reproducible.

• The CYREM-ORM bridges the gap between technical and non- 
technical stakeholders by providing transparent estimates of finan
cial loss caused by cybersecurity risks and a detailed breakdown of 
how they were calculated behind those estimates to support 
organization-wide risk assessment and decisions.

• The CYREM-ORM has a novel CTI-driven algorithm that estimates 
key FAIR metrics and connects them to cost typologies, which re
duces reliance on manual processing and subjective expert judgment 
during risk quantification and also enables proactive screening of 
threats relevant to the organization.

• We evaluate CYREM-ORM through three complementary case 
studies. The 2017 Equifax breach reconstruction case demonstrates 
the model’s feasibility using historical data and open-source CTI, 
with results that fall within reported loss ranges. The China SME and 
UK retail cases assess the model’s transparency, proactivity and 
applicability in real organizational settings, and illustrate how 
financially expressed, CTI-based scenarios can structure risk assess
ment discussions.

This paper begins with literature review of related work (Section 2). 
We then present our CYREM-ORM model (Section 3) and evaluate it 
with three complementary case studies (Section 4). We then discuss our 
findings and conclude this paper (Section 5 & 6).

2. Theoretical background and related studies

2.1. Cybersecurity risk assessment landscape

Cybersecurity risk assessment plays a critical role in organizational 
security management by identifying threats, evaluating vulnerabilities, 
and measuring potential impacts, which aims to help organizations 
develop prioritization and resource allocation strategies (International 
Organization for Standardization, 2018). Current popular risk assess
ment methods can be divided into three types: qualitative, quantitative, 
and hybrid approaches. Qualitative methods (e.g., NIST SP 800–30) use 
expert judgment to classify threats and impacts (ROSS, 2025). These are 
straightforward to implement but may lack accuracy due to subjective 
nature. Quantitative methods measure risk through financial or nu
merical indicators (e.g., FAIR) and converts risks into estimated mone
tary losses to provide a quantitative basis for investment decisions 
(Freund and Jones, 2014; Jones and Ashenden, 2005). Hybrid methods 
(such as OCTAVE) combine critical asset assessment with scenario 
analysis and focus on the integration of organizational knowledge 
(Alberts and Dorofee, 2003). In recent years, researchers have begun to 
research on dynamic risk assessment, anomaly detection, and predicting 
systematic attacks, using machine learning and data-driven models to 
update risk status in real-time (Shameli-Sendi et al., 2016; J. Wang et al., 
2020).

However, organizations still face challenges in organisational risk 
assessment, particularly cross-department languages barriers. Multiple 
studies indicate that these barriers between information security de
partments, IT departments, and business units often lead to inconsistent 
perceptions of critical asset values and potential threats, which affect 
risk prioritization and mitigation decisions (Spears and Barki, 2010). 
This phenomenon of “organizational silence” restricts information flow, 
causing risk assessment results to deviate from actual exposure surfaces. 
Furthermore, Kayworth & Whitten (2010) argue that different de
partments regarding security incident definitions and response stan
dards cause difficulties in executing risk assessment strategies. 
Therefore, future efforts need to establish cross-department collabora
tion mechanisms and rebuild this communication within organizations.

2.2. FAIR and its extensions in risk quantification

The Factor Analysis of Information Risk (FAIR) framework quantifies 
cyber risks in monetary terms by using a structured classification system 
and statistical methods, which enables transparent risk management 
among different stakeholders (Bakare, 2020; Freund and Jones, 2014; J. 
Wang et al., 2020). According to FAIR, total risk (expressed as financial 
loss) is determined by Loss Event Frequency (LEF) and Loss Magnitude 
(LM). LEF refers to the probable frequency within a given timeframe that 
a threat agent will inflict harm upon an asset, driven by Threat Event 
Frequency (TEF) and Vulnerability (V). TEF is defined as the rate at 
which threat actors are likely to target assets over a given period, while 
V is the likelihood that the assets will not resist the threats effectively. 
TEF is a product of Contact Frequency (CF), the rate at which threat 
actors encounter assets, and the Probability of Action (PoA), the chance 
that threat actors will exploit the assets upon contact. V is assessed as the 
gap between the capability of the threat actors (Threat Capability, TC) 
and the effectiveness of the controls in place (Resistance Strength, RS). 
In practical implementations, V is quantified as a numerical probability, 
sometimes referred to as Vulnerability Level (VL), to enable quantitative 
risk calculations. LM includes the total expected primary loss magnitude 
(PLM) and secondary loss magnitude (SLM). The former is the direct 
losses from an event, such as costs for cybersecurity incident 

1 In FAIR, the term “factor analysis” in its full name refers to a taxonomic 
decomposition of risk components, rather than psychometric exploratory/ 
confirmatory factor analysis (EFA/CFA).
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investigation or asset replacement. The later covers losses from reactions 
of external stakeholders such as employees, customers, and regulators 
(see Appendix A for more details).

Recent studies demonstrate how FAIR is operationalized in practice. 
He et al. (2025) integrates FAIR parameters with Return on Security 
Investment (ROSI) so that organizations can assess whether specific 
controls economically “pay off” cybersecurity investment. Seid et al. 
(2024) apply FAIR in the logistics domain by combining system log
s/alerts and semi-structured expert interviews to parameterize sce
narios. Methodologically, these applications strengthen FAIR’s 
repeatable taxonomy for turning diverse evidence into money-based risk 
estimates. FAIR has also been extended to board- and 
disclosure-oriented use cases. The FAIR Materiality Assessment Model 
(FAIR-MAM) expands FAIR’s LM into a standardized taxonomy of cost 
components to assess whether an incident is material in financial 
reporting and to communicate consistent loss estimates to executives 
and regulators (Nwafor et al., 2025). Similarly, the FAIR Controls An
alytics Model (FAIR-CAM) formalizes the influence of controls on both 
the frequency and magnitude dimensions of risk and enables more 
defensible statements regarding which controls mitigate specific 
loss-event pathways (Tucker, 2025).

Collectively, FAIR and its extensions substantially strengthen the 
economic and governance articulation of cyber risk. However, published 
standards and commercial implementations often fail to show clear, 
step-by-step links between specific adversaries, observed TTPs/CVEs, 
concrete business assets, and the final monetary figures. This limits 
auditability and reproducibility for internal stakeholders who have to 
justify these numbers to finance, audit, and regulators. Moreover, 
existing research typically relies on generic datasets for input data rather 
than integrating up to date and organization-specific data to ensure its 
relevance and timeliness.

2.3. CTI and its applications in cybersecurity risk assessment

CTI is defined as information based on knowledge, skills, and expe
rience about both cyber and physical threats, as well as the actors behind 
these threats, used to stop potential harmful events in the digital world 
(Ampel et al., 2024). CTI provides decision makers with actionable and 
valuable insights for early threat detection and promotes collaborative 
exchange of intelligence against future and existing threats (Gong, 2017; 
He et al., 2022). Using CTI effectively means sticking to a 
well-established set of norms and standards that help share updates 
about network threats (V. G. Li et al., 2019). The Structured Threat In
formation eXpression (STIX) is the widely accepted and comprehensive 
format in this regard, designed specifically for CTI exchanges. It is highly 
recognized for its ability to integrate CTI data and facilitate information 
sharing (Barnum, 2012). STIX enhances the application of CTI across the 
cybersecurity community by offering a flexible, scalable, and highly 
automated framework. It is crucial for analyzing threats, defining indi
cator patterns for cyber threats, managing response efforts, and main
taining records (Merah and Kenaza, 2021). Our research uses STIX 2.1, 
which is the de facto standard for structured threat information ex
change (Riesco and Villagrá, 2019). This version incorporates core CTI 
elements, including taxonomies and terminologies and detailed de
scriptions of objects and properties, while integrating data from sources 
like the National Vulnerability Database (NVD) and Common Vulnera
bilities and Exposures (CVE). Its framework comprises 18 STIX Domain 
Objects (SDOs), organized hierarchically into classes, subclasses, data 
types, and object properties, which offers a comprehensive framework 
for intelligence expression (see Appendix B).

Research on integrating CTI into risk assessment is still in its initial 
stage and has an imbalanced focus on technical aspect of CTI. Dekker 
et al. (2024) and Merah & Kenaza (2021) emphasize the dynamic nature 
of risk assessment models that leverage CTI, proposing methodologies 
that incorporate real-time data feeds to continuously update threat as
sessments and security postures. Similarly, Riesco & Villagrá (2019)

explore the use of semantic web technologies and ontology to structur
ally represent and reason about CTI, enhances situational awareness and 
decision-making. Kure & Islam (2019) and Qamar et al. (2017) further 
this discussion by demonstrating how CTI can be used within structured 
frameworks like STIX to improve threat detection and response mech
anisms. However, current research primarily focuses on technical 
implementation, and overlooks two critical aspects: how non-technical 
stakeholders can understand and use CTI-based risk assessments, and 
how CTI can support broader organizational processes, such as risk 
management and cross-departmental collaboration.

A few studies have begun to integrate CTI with FAIR. For example, 
Kerkdijk et al. (2021) used CTI data to populate the LEF and Vulnera
bility metrics of FAIR to prioritize different threat groups and reducing 
subjective judgment. However, it focuses on LEF, rather than translating 
these threats into specific financial loss scenarios so that senior man
agement can see how much money might be lost. Furthermore, their 
audience is primarily security teams and industry intelligence-sharing 
groups, and do not include business decision-makers. Industry guide
lines (Tucker, 2025) also standardize how to use observable CTI and 
historical loss data to populate key FAIR factors and maintain repro
ducibility. However, it is still at the level of practical guidelines and 
lacks peer-reviewed empirical validation.

2.4. Commercial cyber risk quantification tools

The business Cyber Risk Quantification (CRQ) platform market is 
growing rapidly. FAIR-based tools such as RiskLens (the official tech
nology partner of the FAIR Institute) and Risk Cloud Quantify by Logi
cGate promise to deliver board-ready cyber risk reports in clear financial 
terms. RiskLens enables end-to-end FAIR implementation through sce
nario libraries and Monte Carlo simulations (RiskLens, 2023). LogicGate 
offers customizable Open FAIR breakdowns, which improves trace
ability and reproducibility (LogicGate, n.d.). Other leading 
board-focused tools like SAFE, Kovrr, and Balbix are known for their 
timely and actionable executive dashboards. SAFE combines internal 
controls and monitoring technology with quantitative analysis to pro
vide risk views and ongoing assessments of risk control quality (SAFE 
Security, n.d.). Kovrr focuses on financial quantification of cyber risk for 
CFOs and insurers (Kovrr, n.d.), and is popular in cyber insurance. Balbix 
automates the entire process from risk exposure analysis to translating it 
into dollar amounts, and helpe convert technical security posture into 
board-level narratives (Balbix, n.d.).

These tools are designed to justify cybersecurity budgets, determine 
cyber insurance needs, and communicate major cyber risks in business 
language, which explains why boards of directors have increasingly 
invested in them. However, these tools still share common limitations in 
transparency and evidence tracing. For example, RiskLens, SAFE, and 
Kovrr can provide overall dollar-valued risk exposure and ranked lists of 
key scenarios, but they do not fully reveal the chain of assumptions 
behind them. They do not illustrate how they integrate specific threat 
actors, observed tactics, TTPs, exploited vulnerabilities, business assets, 
and primary/secondary loss categories to derive each figure. As a result, 
companies receive only summaries and lack auditability and reproduc
ibility, rendering these tools susceptible to being perceived as “black 
boxes” during budget reviews. Additionally, Risk Cloud Quantify and 
Balbix primarily rely on historical baselines or generic scenario libraries. 
Their integration of adversary-specific and time-sensitive information 
(who is attacking and how they are attacking) varies considerably, 
which may lead to incorrect prioritization when the external threat 
landscape changes.

3. Methodology - CYREM-ORM

This section presents the CYREM-ORM methodology, which in
tegrates STIX-based CTI, the FAIR risk assessment framework, and a 
comprehensive cyber loss cost typology to quantify the economic impact 
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of targeted cyber threats. Among these components, the cost typology 
categorizes all possible losses caused by cybersecurity risks into 39 
categories, which allows organizations to conduct a comprehensive loss 
review (Mori et al., 2020a). Specifically, we establish a mapping be
tween key STIX SDOs and FAIR metrics. We then follow the FAIR 
workflow to assess risk: identify assets; assess TEF and LEF; and apply 
the 39-category cost typology to determine loss magnitude. For each 
PLM/SLM we obtain minimum, most-likely, and maximum values and 
model losses using PERT distributions, which are then aggregated and 
combined with the LEF Bernoulli distribution in a Monte Carlo simula
tion to generate an annual loss distribution and risk quantiles (e.g. P50, 
P90). This design produces distribution-based outputs for CYREM-ORM 
and reflects parameter uncertainties. Based on traceable CTI and 
peer-referenced loss ranges, risk assessments become more objective, 
transparent, and auditable. Fig. 1 shows the framework of CYREM-ORM.

3.1. Mapping STIX-based CTI to FAIR metrics

Inspired by Qamar et al’s (2017) work, we match the key STIX SDOs 
to metrics in the FAIR model that are semantically similar and compa
rable and can be used in identifying potential threats, exploitable vul
nerabilities, affected assets, impacts, etc., which help calculating the 
financial loss. Fig. 2 illustrates the mapping relationships between the 
STIX SDOs and the corresponding metrics in FAIR model. In the map
ping, we prioritized SDOs that directly contributes to FAIR measure
ments (shown in grey), which are particularly valuable for quantitative 
risk assessment. Although other SDOs (shown in white) are not directly 
involved in calculations, they provide contextual information that sup
ports metric evaluation when analyzed by technical staff considering 
organizational factors like system architecture.

3.2. Asset identification

For assets identification, organizations typically catalogue all critical 
data, hardware, software, systems, and facilities that are essential to 
business operations and could potentially impact the organizations' 
objectives if compromised (Freund and Jones, 2014).

3.3. TEF assessment

As mentioned in 2.2, TEF is determined by PoA and CF. We use CTI to 
assess potential threats by identifying relevant threat actors and assess 
their PoA and CF to the organization. Based on FAIR, CF is categorized 
into three types: random (i.e., the threat actor randomly encounters the 
asset), regular (i.e., contact occurs due to threat actor’s regular activity), 
and intentional (i.e., the threat actor seeks out the asset) (Freund and 
Jones, 2014). We focus exclusively on ‘intentional contact’ as our model 
targets organized threats, such as APTs, rather than random or regular 
incidents. FAIR suggests that PoA can be assessed by assessing the ca
pabilities, intentions, and goals of threat actors (Freund and Jones, 
2014). CTI provides this information through Structured Data Objects 
(SDOs). We map relevant SDOs, such as Threat Actor and Intrusion Set, 
from CTI databases to organizational characteristics and assets for PoA 
analysis. Using the ‘Threat Actor’ SDO as an example: the ‘Goal’ and 
‘Motivation’ properties reveal what the actor aims to achieve (Piazza 
et al., 2021). Mismatches between actor motivation or goals and orga
nizational characteristics or assets reduce threat likelihood. The ‘So
phistication’ and ‘Resource Level’ properties indicate an actor's 
capability to execute complex attacks, in which sophistication reflects 
their skills and expertise, while resource level indicates available attack 
resources (Piazza et al., 2021). Low technical skills or resources diminish 
their threat capacity. If the ‘Sector’ or ‘Location’ properties match be
tween actors and organizations, the attack risk increases. This CTI-based 
mapping helps filter and categorize potential threat actors for subse
quent assessment.

For the CF assessment of APTs, according to FAIR's 

recommendations, we extract the actual counts of APTs contacts 
observed over a defined temporal window (e.g., past 12 months) from 
organization’s system logs (e.g., SIEM (security information and event 
management) records, historical threat intelligence repositories) 
(Freund and Jones, 2014), and use feature scaling to normalize the Tn to 
a value between 0 and 1 for subsequent calculation of the CF variable 
(Freund and Jones, 2014). The formula is as follows, 

CFTn = CFʹ
Tn − CFmin/CFmax − CFmin (1) 

- CFTn is the normalized contact frequency for Tn.

- CFʹ
Tn is the observed contact count for Tn.

- CFmin,CFmax are the minimum and maximum contact counts 
observed across all APTs under analysis.

If the exact number of contacts is not available, we classify CF into 
five frequency levels based on the attack patterns of APTs observed or in 
CTI (see Table 1).

For PoA assessment, the model quantifies the matching degree using 
CTI SDO vocabularies, which then informs the TEF calculation as the 
product of this matching. We operationalize threat actor Tn 's capability 
by analyzing its sophistication and resource levels using the Threat 
Actor Sophistication Vocabulary and Attack Resource Level Vocabulary 
(Piazza et al., 2021). Sophistication includes seven levels from ‘none’ to 
‘strategic’; resource levels span six categories from ‘individual’ to 
‘government-backed’ resources. We assign numerical values using the 
formula: value = 1 - (level / total levels) ^ 2, which appropriately 
weights higher levels, following NIST SP 800–30 (Ross, 2012). The final 
capability scores of Tn is the geometric mean2 of sophistication and 
resource level values. 

CTn =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
SLTn × RLTn

√
(2) 

- CTn denotes the threat capability of Tn.
- SLTn denotes the Sophistication level of Tn.
- RLTn denotes the Resource level of Tn.

Since STIX vocabularies describe threat actor motivations and goals 
but lack organizational matching levels, we adapt the five-level assess
ment scale from NIST SP 800–30 (Ross, 2012) to quantify each Tn 's 
relevance to specific organizational contexts. Relevance levels between 
Tn 's motivation and organizational types or purpose are: very high (1.0) 
for clear alignment, high (0.8) for strong correlation, medium (0.5) for 
partial overlap, low (0.2) for minimal connection, and very low (0) for 
no relevance. For Tn with multiple motivations, we aggregate relevance 
using the Noisy-OR model to ensures that the combined relevance is 
never lower than the strongest individual match, which means that a 
highly relevant motivation is not diluted by several weaker ones (Pearl, 
2014). 

MTn = 1 −
∏m

i=1
(1 − S(Mi)) (3) 

- MTn is the summative degree of Tn
ʹs motivation–organization rele

vance.
- m is the number of motivations for Tn.
- S(Mi) is the relevance score of the i th motivation (Mi) to the or
ganization, ∈ [0,1].

Relevance levels between Tn 's goals and organization’s asset types (e. 

2 We chose geometric mean because it is monotone and less fully compen
satory than the arithmetic mean, which better reflects the idea that both so
phistication and resource level factors matter (Krejčí & Stoklasa, 2018).
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g., data, infrastructure, reputation) are assessed as: very high (1.0) for 
clear alignment, high (0.8) for strong correlation, medium (0.5) for 
partial overlap, low (0.2) for minimal/indirect connection, and very low 
(0) for no apparent relevance. If Tn possess multiple goals, we aggregate 
their match with the organization using the Noisy-OR model. 

GTn = 1 −
∏n

j=1

(
1 − S

(
Gj
))

(4) 

- GTn is the summative degree of Tn
ʹs goal–organization relevance.

- n is the number of goals for Tn.
- S

(
Gj
)

is the relevance score of the j-th goal (Gj) to the organization, 
∈ [0,1].

Finally, the organization's geographical location and industry can be 
mapped with ‘Location’ and ‘Sector’ in STIX respectively. Some Tns have 
strong capabilities or general motivations but lack specific historical 
focus on a particular location or sector. We introduce graded relevance 
factors that reflect how much overlap exists between the Tn’s known 
location/sector targets and the organization's profile, to avoid ignoring 
them completely (Joint Task Force Transformation Initiative, 2012). It 
allows Tns with low evidence but high CTn , MTn or GTn to be considered 
in the analysis with appropriately weighted influence. Please check 
Table 2 for the details.

This assessment process determines the PoA for each potential Tn. 

PoATn = CTn × MTn × GTn × LTn × STn (5) 

Thus, based on FAIR, 

TEFTn = PoATn × Normallized CFTn (6) 

3.4. LEF assessment

LEF refers to the probability of at least one successful loss event 
caused by Tn occurring within the assessment period (e.g., 12 months). 

Its assessment is related to V and TEF. Under the FAIR model, V is 
assessed through TCap and RS. To assess TCap, we first identify 
exploitable organizational vulnerabilities through systematic scans 
using network, web application, database, and configuration scanners. 
We then analyze the CTI database's ‘Vulnerability’ SDO for historical 
vulnerability data linked to specific Tn. Additionally, analyzing related 
SDOs (e.g., ‘Campaign’, ‘Infrastructure’, ‘Attack Pattern’) associated 
with Tn reveals which identified organizational vulnerabilities are 
exploitable by that aTn. This process generates a list of potentially risky 
organizational vulnerabilities specific to each Tn. 

VTn = VO ∩ VT (7) 

- VTn is the set of vulnerabilities that are both exploitable by the 
threat actor and exist within the organization's environment.
- VT denotes the set of all vulnerabilities that a threat actor could 
potentially leverage.
- VO denotes the set of all vulnerabilities that exist within the orga
nization.

Organizational experts assess the difficulty Tn faces in exploiting 
vulnerabilities by reviewing existing security controls alongside high- 
risk vulnerabilities and technical details from CTI.

In this process, in addition to analyzing Tn’s sophistication and 
resource levels, we incorporate other relevant STIX SDOs, such as Tn 's 
‘Attack pattern’ and ‘Tool’. The attack pattern SDO outlines common 
methods used by Tn to exploit vulnerabilities, such as SQL injection or 
cross-site scripting attacks; the tool SDO shows the availability and 
complexity of the tools used by Tn. This information helps determine the 
ease or difficulty of threat actors exploiting vulnerabilities from a 
technological perspective. This analysis helps determine the vulnera
bility level (VLTn ) by evaluating both the RSTn and TCapTn . Vulnerability 
levels use a five-point scale: very high (1.0) for minimal exploitation 
resistance; high (0.8) for significant exposure despite basic protections; 
moderate (0.5) for balanced risk requiring skill or persistence; low (0.2) 

Fig. 1. Framework of CYREM-ORM and its workflow.
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for limited opportunities due to effective controls; and very low (0) for 
negligible exposure from rigorous defenses or lack of exploitable vec
tors. To enable quantitative simulation, we transform the LEF point es
timate obtained from above (i.e., the product of TEF and VL) into a 
Bernoulli distribution by using it as the rate parameter, which enables 
more objective risk analysis. 

LEFTn ∼ Bernoulli
(
TEFTn × VLVTn

)
(8) 

- LEFTn presents the probability that at least one successful loss event 
occurs during the assessment period because of Tn.
- VLVTn denotes the organization’s vulnerability level for Tn.

3.5. PLM and SLM assessment

PLM and SLM assessment require collaboration between technical 
and financial experts using STIX SDOs to identify vulnerable assets 
potentially affected by specific attacks. For example, through SDOs such 
as ‘Attack Pattern’, ‘Malware’, ‘Report’ of the confirmed threat actors Tn, 
it is possible to identify which assets may be impacted by Tn, successful 
attacks via specific vulnerabilities VTn , and historical loss amount in 
similar fields. It can also reveal potential direct damages such as data 
loss, service disruptions, or system harm. The vulnerability SDO's 
CVE_ID includes CVSS base score, which helps assess potential impacts 
on the confidentiality, integrity, and availability of information assets.

Fig. 2. CYREM-ORM - mapping key SDOs in CTI (expressed using STIX) to metrics in FAIR model.

Table 1 
Contact frequency levels for APTs.

Level

If Tn contact the target daily or near-daily, or evidence of extremely high 
frequency of action.

1

If Tn contact the target weekly but not daily, or evidence of high frequency of 
action.

0.8

If Tn contact the target monthly or seasonly, or evidence of medium 
frequency of action.

0.5

If Tn rarely contact the target, or evidence of low frequency of action. 0.2
If Tn’s contact is only a one-time or isolated incident. 0

Table 2 
Assessment scale for location and sector match.

Sector Match (STn ) / Location Match (LTn ) Level

If the organization's location/sector is among Tn 's primary target locations/ 
sectors.

1

If the organization's location/sector is in Tn 's known secondary target 
regions/sectors.

0.8

If Tn has no location/sector preference but has high motives and/or goals to 
reach the organization.

0.5

If the organization is outside Tn 's typical operational area but still reachable. 0.2
If the organization is outside Tn 's typical operational area and could not 

reachable.
0
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We assess LM by first using CTI information to determine the most 
likely value (mode) for each loss sub-item (i.e., PLM and sub-items of 
SLM) by cost category. We then reference industry reports and public 
data on comparable organizations' risk events (Carter, 2014; Patton, 
1999) to set each loss type's [a,b] interval based on industry metrics (e. 
g., loss or revenue percentage, refund rate percentage). Since real-world 
assessments of asset values and recovery costs inherently contain in
terval uncertainty, we model each loss sub-item as a PERT distribution, i. 
e., LMTn ∼ PERT(aTn , mTn ,bTn ). Finally, we aggregate all loss sub-items 
to obtain the total loss magnitude.

To assess the most likely value (mode) of PLM, we consider both asset 
criticality and value (e.g., physical costs, countermeasure costs, etc.) of 
the affected assets (Yaqoob et al., 2019). Criticality here refers to the 
asset priority; assets with higher criticality values are deemed more 
essential to protect. The average CVSS base scores of vulnerabilities 
linked to an asset serves as indicators of its criticality, highlighting how 
the vulnerability impacts the confidentiality, integrity, and availability 
of that asset. Additionally, the 'Course of Action' SDO provides mitiga
tion recommendations, which helps estimate countermeasure and re
covery costs. 

aPLM
Tn

=
∑N

k=1

(
CVSSVTn

× AVa
k)

mPLM
Tn

=
∑N

k=1

(
CVSSVTn

× AVm
k )

bPLM
Tn

=
∑N

k=1

(
CVSSVTn × AVb

k)

(9) 

- mPLM
Tn 

denotes the most likely value (mode) of PLM.

- aPLM
Tn 

denotes the minimum loss estimate of PLM based on the peer 
cases.

- bPLM
Tn 

denotes the maximum loss estimate of PLM based on the peer 
cases.

- CVSSVTn denotes the criticality of the k-th asset.

- AVa
k, AVm

k , AVb
k denotes the minimum, most likely and maximum 

value of the k-th asset, seperately.

Therefore, the PERT distribution of PLM is, 

PLMTn ∼ PERT
(

aPLM
Tn

,mPLM
Tn

, bPLM
Tn

)
(10) 

SLM primarily includes reputational impact, legal litigation, 
compliance fines, and customer churn costs (Mori et al., 2020a). Values 
can be sourced from internal organizational data (historical litigation 
records, compliance/audit reports, IT cost statements) or external CTI 
sources (data breach analysis reports, GDPR/CCPA penalty databases, 
industry reports, financial analyses). When direct data is unavailable, 
secondary losses can be inferred from primary loss characteristics and 
associated STIX SDOs. For example, campaign SDO related to a threat 
actor elaborate on the broader targets and impacts of coordinated at
tacks, which helps us assess the wider business and operational impacts 
beyond direct damages, such as reputational damage and regulatory 
fines resulting from significant data breaches.

We adopted the same assessment method as PLM, and performed 
PERT modeling on each component of SLM and summarized them to 
obtain the SLM interval. 

SLMTn ,s ∼ PERT
(

aSLM
Tn ,s ,m

SLM
Tn ,s , b

SLM
Tn ,s

)
(11) 

- s denotes the sub-item of SLM.

- aSLM
Tn ,s denotes the minimum loss estimate of the sub-item of SLM 

based on the peer cases.

- mSLM
Tn ,s denotes the most likely loss estimate of the sub-item of SLM 

based on the peer cases.

- bSLM
Tn ,s denotes the maximum loss estimate of the sub-item of SLM 

based on the peer cases.

Thus, 

SLMTn =
∑

sϵS
SLMTn ,s (12) 

3.6. Monte Carlo-based risk assessment

To propagate the uncertainty of previous metrics (e.g., LEF, PLM, 
SLM) into the final risk output, we use a Monte Carlo simulation. Spe
cifically, in each simulation run, the model first uses LEF to decide 
whether a loss event driven by Tn occurs in that year (yes or no), by 
drawing a Bernoulli outcome. If an event occurs, the model then samples 
each PLM and SLM sub-item from its PERT distribution and sums them 
to obtain a realization of the total loss magnitude for Tn. The simulated 
annual loss contributed by Tn in ith run is, 

Ri
Tn

= LEFi
Tn

×
(

PLMi
Tn

+ SLMi
Tn

)
(13) 

Repeating this procedure for a large number of iterations generates 
an empirical distribution of annual loss. From this distribution, CYREM- 
ORM reports standard risk metrics such as expected annual loss and key 
percentiles (e.g., P50, P90).

4. Evaluation of CYREM-ORM - multiple case studies

In this section, we evaluate CYREM-ORM through three comple
mentary case studies to demonstrate its effectiveness and practical 
applicability in different organizational contexts. The first case study 
examines the 2017 Equifax data breach (P. Wang and Johnson, 2018). 
The second and third case studies apply the model to an SME education 
consulting company and a large retail company respectively, which 
assesses the real-world utility of CYREM-ORM in two different industrial 
settings. Accessing company data in relation to data breaches and 
cybersecurity is exceptionally challenging, since companies rarely share 
such sensitive data, even in anonymized form. To overcome this chal
lenge, our research uses a combination of methodological approaches.

For the Equifax case, we use a document analysis method (Bowen, 
2009) combine with semi-synthetic data (Stojanović et al., 2020). The 
data integrates publicly available information from available reports 
with expert-generated mock data through expert judgement research 
method (Hughes, 1996; Otway and von Winterfeldt, 1992) where 
detailed information is lacking. Specifically, we invited three domain 
experts with 8–15 years of experience in cybersecurity risk assessment 
and incident analysis. Each expert independently simulated the missing 
variables in the Equifax case based on the same known facts and infor
mation from public reports, according to their professional judgment. 
Finally, we aggregated the data and took the median/mean value of each 
variable to minimize individual bias.

For the two industrial cases (the large retail company and the SME 
education consulting company), we adopt multiple instrumental case 
studies approach combined with summative ex post reviews. Instru
mental case study uses a specific case to provide insight and refinement 
into a broader phenomenon beyond the individual case itself (Kekeya, 
2021). It allows us to examine how CYREM-ORM can be applied in 
real-world industrial settings by analyzing the experience of specific 
organizations in detail. The summative ex post reviews with participants 
in the cases can help us gain deeper understanding of how the model can 
effectively bridge the language gap between technical and business 
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stakeholders. Additionally, to support the case studies of the large retail 
company and the SME education consulting company, we developed an 
interactive system to be used as a training tool and platform for the 
application of CYREM-ORM. The system consists of three main compo
nents: (1) the composition of the model, theoretical background, and 
concepts of key elements, (2) demonstration cases that illustrate how to 
apply the model, and (3) an interactive interface that enables industrial 
practitioners to conduct risk assessments.

The three cases offer complementary insight: the Equifax case 
demonstrates CYREM-ORM's effectiveness with historical data and 
open-source CTI, to validate the model's analytical accuracy. The SME 
case assesses CYREM-ORM's accessibility and cost-effectiveness for 
resource-constrained organizations with limited cybersecurity expertise. 
The large retail company case evaluates CYREM-ORM's capability to 
translate technical cyber risks into financial terms and facilitate cross- 
departmental risk management. The following subsections (4.1 - 4.3) 
present each case in detail.

4.1. Case study 1 - CYREM-ORM evaluation using the 2017 Equifax data 
breach

The Equifax data breach case study shows how CYREM-ORM can be 
applied to translate the cyber risks to financial implications. This case 
was selected since it represents a well-documented major data breach 
with publicly available financial impact data. Additionally, it allows us 
to evaluate and compare our model's results based on known outcomes. 
Our analysis is based on the document analysis method, most of the data 
is from official reports and public disclosures related to the breach 
(Daswani and Elbayadi, 2021; P. Wang and Johnson, 2018).

Equifax is one of the largest credit reporting agencies in the United 
States. In this major data breach, the personal information of about 147 
million consumers was leaked. The main reason for the leak was that 
Equifax failed to promptly patch the CVE-2017–5638 vulnerability in 
Apache Struts3 (Daswani and Elbayadi, 2021). The data breach caused 
serious financial losses to the company, ranging from $1.38 - $2 billion 
(Jai Vijayan, 2020; Mark Meltzer, 2020). Appendix C detailed the cost 
statistics and sources.

Assets Identification of Equifax. The analysis focuses on Equifax's 
key assets, which includes consumer data and credit reports, intellectual 
property, and IT infrastructure.

TEF assessment. Using STIX SDO mapping, FIN7 is selected as a 
representative targeted threat actor for Equifax because it is a 
financially-motivated, spear-phishing-driven intrusion set active since 
2013 (Anvilogic, 2023), and also matches Equifax’s sector and location 
profile. As discussed earlier, CYREM-ORM focuses on deliberate, orga
nized threats, we treat CF as intentional contact. Given FIN7′s history of 
frequently targeting U.S. financial companies (Anvilogic, 2023), we 
assign CF = 1.0, which is the highest FAIR intentional contact level. PoA 
is calculated by multiplying the scores for capability, motivation, goal, 
location, and sector (Eq. (5)). Capability (CFIN7) is computed as the 
geometric mean of sophistication and resource-level values (Eq. (2)). 
With FIN7′s sophistication level (SLFIN7) rated as advanced (0.673) and 
its resource level (RLFIN7) as organization-backed (0.889), CFIN7 is 
computed as 

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
0.673 × 0.889

√
≈ 0.774. Next, motivation is determined 

using Noisy-OR aggregation. Given the primary and secondary motiva
tions of FIN7 are financial gain (very high relevance, 1.0) and notoriety 
(moderate relevance, 0.5), MFIN7= 1 - (1 - 1.0) (1 - 0.5) = 1 (Eq. (3)). The 
goal of FIN7 is data theft (very high relevance, 1.0), GFIN7 = 1 - (1 - 1.0) 
= 1 (Eq. (4)). FIN7 targets at U.S. and financial or retail sector, where 
Equifax is located and belongs to. According to Table 2, LFIN7 = 1; SFIN7 
= 1. According to Eq. (5), the PoAFIN7 = 0.774 × 1 × 1 × 1 × 1 = 0.774 
(Eq. (5)). Thus, LEFFIN7 = 0.774 × 1 = 0.774 (Eq. (6)).

LEF assessment. In this stage, we identify the vulnerabilities VTn 

present in Equifax (VO) and that Tn have exploited or could exploit (VT) 
(Eq. (7)). Scans of Equifax's systems identified two vulnerabilities: CVE- 
2017–0144 and CVE-2017–5638. By examining FIN7′s relevant SDOs (e. 
g., attack patterns, infrastructure, malware) from the CTI database, we 
found that FIN7 has previously exploited CVE-2017–5638 and shows 
high capability to exploit CVE-2017–0144. Equifax's weaknesses in 
patch management, network segmentation, and web application secu
rity (Wang and Johnson, 2018) increase exploitation likelihood for both 
vulnerabilities. Based on these factors, we rated FIN7′s threat capability 
(Tcap) as high and vulnerability likelihood (VLFIN7) as 0.8. Thus, the LEF 
point estimate is 0.774 × 0.8 = 0.619. Then, LEF is transformed into a 
Bernoulli event variable: LEFFIN7 ~ Bernoulli (p = 0.619), which rep
resents the probability that at least one successful FIN7-driven loss event 
occurs within one year.

PLM, SLM assessment. We then assess the potential primary and 
secondary losses if FIN7 were to exploit CVE-2017–5638 vulnerability 
against Equifax.

For PLM assessment: the PLM of FIN7 attack is divided into two 
major components based on the cost typology: incident response (IR) 
cost and business interruption (BI) cost. We use ‘Report’ and ‘Vulnera
bility’ SDOs, combined with industry data breach reports and Equifax's 
own financial data (Equifax Inc., 2016), to assess the parameters a, m, 
and b of PLM’s PERT distribution. The IR cost estimates the direct costs 
related to handling the breach. We use net cost anchors from major data 
breaches of related fields before 2017 (e.g., Commonwealth of Massa
chusetts, 2022; Target cyber attack: A Columbia University case study., 
2022; The Home Depot, 2016), which showed costs in the range of $1.33 
~ $4.05 per record. We model the Equifax exposure ratio as 5 %− 25 % 
of its 820 million consumer records. This exposure ratio is from the 
evidence that many large consumer-facing data breach incidents 
affected roughly 5 %− 25 % of customers, such as Experian, Orange and 
Home Depot (Commonwealth of Massachusetts, 2022; Joshua Melvin, 
2014; The Home Depot, 2016). According to Eq (9), the IR costs for FIN7 
are modeled as PERT (1.33 × 5 % × 820 × 9.05, 170.73 × 9.05, 4.05 ×
25 % × 820 × 9.05) $ million, i.e., PERT (493.5, 1545, 7514) $ million. 
The BI cost refers to the loss from downtime and operational disruption. 
Based on industry research prior to 2017 or from similar fields 
(Coveware, 2020; Datto, 2016; IBM, 2016; Intermedia, 2016), the 
duration of business disruptions caused by cybersecurity incidents 
ranged from several days (ransomware shutdown) to several weeks 
(complex systems recovery) and even one to three months (data breach 
containment period). Based on the evidence listed above and consid
ering the combined impact of system outages, operational degradation, 
and recovery efforts, business disruptions are estimated to result in a loss 
equivalent to 0.5–2.5 months of profit. Based on Equifax's 2016 monthly 
profits (Equifax Inc., 2016) and Eq (9), FIN7′s BI costs have a PERT 
distribution of (184, 552.5, 921) $ million (see Appendix C.2 for details). 
Thus, PLMFIN7 is the sum of BI and IR costs, which is PERT (677.5, 
2097.5, 8435) $ million (Eq (10)).

For SLM assessment, the reputation damage (i.e., the damage to 
Equifax’s brand and customer trust, indirectly affected by the breach of 
personal data), and regulatory compliance and legal fees (i.e., costs 
arising from legal actions, fines, and settlements due to non-compliance 
with data protection laws) are considered as potential main secondary 
losses (Mori et al., 2020b). To estimate legal expenses, we use analogical 
anchoring to big data breach cases in highly regulated US industries 
prior 2017 (Daswani and Elbayadi, 2021; Target Corporation, 2016; 
Target cyber attack: A Columbia University case study., 2022) and the in
dustry reports (IBM, 2016; Verizon, 2016). These sources indicate that 
the average settlement cost per breached data record was $0.3 to $2.9. 
Settlements with banks, financial institutions and credit card companies 
are from $125 million to $160 million. As mentioned previously, 5 % 
~25 % of the 820 million customers were affected by the data breach. 
Based on the per-record legal and settlement anchors with this affected 

3 A popular open-source web application software.
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base, we obtain an individual-level legal component PERT distribution, 
PERT (12.3, 209, 594.5) $ million (Appendix C.2). The estimated set
tlement amount for institutions (banks, card issuers, and regulators) is 
PERT (125, 142.5, 160) $ million. Thus, the three-point PERT parame
ters for the legal expenses are the sum of the individual and institutional 
components, which is PERT (137.3, 351.5, 754.5) $ million. Similarly, 
we model Equifax's reputational loss as 0.4 % - 2.5 % of its 2016 revenue 
using a PERT distribution (Appendix C.2). Thus, based on Equifax’s 
2016 annual profit of $489 M, we obtain the estimated reputation 
damage loss, which is PERT (2, 5,14.7) $ million. Therefore, SLMFIN7 ~ 
PERT (139.3, 356.5, 769.2) $ million (Eq (11) & 12).

Monte Carlo simulation and risk results. To capture parameter 
uncertainty and obtain a full loss distribution, we implement a Monte 
Carlo simulation for the Equifax-FIN7 scenario. Following best practice 
in quantitative cyber risk studies (Erola et al., 2022; Franco et al., 2024), 
we run N = 105 iterations. In each iteration, we first draw a Bernoulli 
LEF indicator, LEFFIN7 ~ Bernoulli (0.619). Conditional on LEFFIN7 = 1, 
we then sample PLMFIN7 and SLMFIN7 from their PERT distributions and 
compute the conditional LMFIN7 = PLMFIN7 + SLMFIN7. The annual loss 
for the Equifax-FIN7 scenario is then RFIN7 = LEFFIN7 × LMFIN7. We 
summarize the resulting simulated distributions using the expected 
value, standard deviation, and empirical quantiles such as P50, P90, P95 
(see Appendix C.4).

The Monte Carlo results indicate that the conditional loss (if there is a 
FIN7 breach) has a median (P50) of about $3.12 billion, while the 
annual loss distribution (including the loss-event probability) has an 
expected value of $2.04 billion and a P50 of $2.05 billion (Appendix 
C.3). The realized Equifax loss range of $1.7–2.0 billion falls within the 
central region of the simulated annual loss distribution, which suggested 
that CYREM-ORM provides a reasonable pre-breach risk estimates for 
this breach scenario. Fig. 3(a) shows the histogram of simulated annual 
loss values with the P50 and P95 markers. Fig. 3(b) provides the cor
responding empirical cumulative distribution function (CDF), which is 
useful for directly reading capital-at-risk at different confidence levels.

Overall, the Equifax-FIN7 case operationalizes CYREM-ORM in a 
transparent way: CTI in STIX format is first used to identify FIN7 and 
quantify TEF (CF and PoA). LEF is then derived by combining FIN7’s 
threat capability with Equifax-specific vulnerability likelihoods and 
converted into a Bernoulli loss event. Conditional PLM (IR + BI) and 
SLM (legal + reputational losses) are parameterized with PERT distri
butions anchored in mega-breach benchmarks prior 2017 and Equifax’s 
2016 financial report. Finally, Monte Carlo simulation propagates these 
inputs into a full annual loss distribution, which can provide valuable 
insights for decision-making in financial organizations.

4.2. Case study 2 - CYREM-ORM evaluation in a large UK retail company

4.2.1. Case background and context
This case study examines the application of CYREM-ORM in a major 

UK online retail company with an average annual revenue of approxi
mately £1.5 billion and over 10 million active customers globally. We 
chose this retail company due to its wealth of customer data, complex 
digital infrastructure and complex stakeholder landscape provided a 
real-world business setting to validate the CYREM-ORM.

The case study was facilitated through direct access to organizational 
resources and stakeholders. The Chief Information Security Office 
(CISO), who help coordinated the industrial case study has expertise in 
both cybersecurity and cybersecurity investment decision-making, 
which ensure high-quality guidance throughout the application pro
cess. It enables us to use the realistic cyber threat data and company’s 
financial indicators that allows us to test the effectiveness of the model 
in a real business environment. Table 3 summarizes the processes of the 
case study.

4.2.2. Case application process
The case study was conducted through three phases, lasted for about 

one month. In Phase 1, we introduced CYREM-ORM through a training 
session. This session covered CYREM-ORM's theory and core concepts, 
highlights how CTI integrates with the FAIR model. Using one demon
strative case, we trained users on the model's operation and application 
to ensure they understood both theory and application before con
ducting risk assessments. In Phase 2, we applied the CYREM-ORM using 
realistic organizational data (with data masking: such as masking partial 
data of the server names, and perturbation, such as slightly modify 
numerical data points, e.g. adjusting loss figures by a small percentage) 
(Little, 1993). The CISO of the retail company coordinated this appli
cation. The retail company first provided their business details and key 
assets. Using this information, we populated the system with relevant 
threat profiles and vulnerabilities from CTI databases that could affect 
their business environment. Given the sensitivity of the company’s 
systems and assessment data, we handed the interactive system to the 
company to independently populate the organizational data required as 
inputs for the CYREM-ORM. This approach ensures data confidentiality 
while allows the retail company to directly interact with the 
CYREM-ORM and populate data such as system vulnerabilities, and asset 
assessments. In Phase 3, we reviewed the populated data and model 
results together with the company through two interviews. Using retail 
industry benchmarks, we first discussed how they made their assess
ments and, with their agreement, adjust the data to better match their 
risk reality. In the second interview, we collected feedback on how 
transparent CYREM-ORM was to use, how useful the outputs were, and 
how well on its transparency which could help explain cyber risk in 
financial terms to senior stakeholders. This process combined structured 
data collection with flexibility to uncover real-world implementation 
issues and improvement needs.

4.2.3. CYREM-ORM application process
Assets Identification. The retail company's key assets include 

Fig. 3. Monte Carlo results of Equifax-FIN7 scenario.
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customer data, e-commerce platforms, and supply chain systems that are 
important for operations and maintaining customer trust.

TEF assessment. CYREM-ORM uses the CTI database to identify 
threat actors targeting the company. We found that Magecart is a key 
threat, which attacks e-commerce sites to steal payment card data and 
has hit over 70,000 websites (Sansec Forensics Team, 2024). For CFMa

gecart, the value is set to 1 (see Table 1). Magecart exhibits expert-level 
skills (SLMagecart = 0.714) and team-level resources (RLMagecart =

0.667), giving a capability score of CMagecart =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
0.714 × 0.667

√
≈ 0.69 

(Eq. (2)). Magecart's ‘financial-gain’ motive makes it very likely to target 
the company, MMagecart = 1 - (1 - 1.0) = 1 (Eq. (3)). Their objectives are 
payment data theft and card-skimming, with the former considered of 
highest relevance and the latter of high relevance by the interviewee, 
giving GMagecart = 1 - (1 - 1.0) (1 - 0.8) = 1 (Eq. (4)). Since the company's 
location and industry match Magecart's typical targets, LMagecart = 1 and 
SMagecart = 1 (see Table 1). Based on these parameters, the Probability of 
Action is calculated as PoAMagecart = 0.69 × 1 × 1 × 1 × 1 = 0.69. Thus, 
the Threat Event Frequency is TEFMagecart = 0.69 × 1 = 0.69 (Eq. (6)).

LEF assessment. Security scans found four vulnerabilities in the 
retail company's e-commerce platform. Analysis showed that Magecart, 
a known hacking group, had exploited similar vulnerabilities before. 
One vulnerability stood out: CVE-2019–11,043, a PHP-FPM flaw that 
allows attackers to run malicious code on the e-commerce server. This is 
especially risky for the company because it could expose payment data 
and is hard to fix without stopping business operations. The security 
team rated this as a critical threat (VLMagecart = 1.0). Thus, the LEF point 
estimate is 0.69 × 1 = 0.69. We transform LEF point estimate into a 
Bernoulli event variable: LEFMagecart ~ Bernoulli (p = 0.69) (Eq. (8)).

PLM and SLM assessment. The PLM in this case is the cost of 
repairing, replacing and hardening the two core e-commerce web 
servers affected by CVE-2019–11,043 (CVSS score = 9.8). This cost 
belongs to the technical costs of detection and upgrade and post-event 
response (Heyburn et al., 2020). Based on the CISO’s assessment, the 
servers would require approximately £20 M for rebuild and security 
enhancement. Business interruption costs (including e-commerce plat
form downtime and lost sales revenue during remediation) were esti
mated at £3 M. To reflect uncertainty about the expert judgement, we 
model PLM as a PERT distribution, treat £20M+£3 M as the mode 
parameter (m), and anchor the minimum (a) and maximum (b) using 
industry evidence. Specifically, we anchor the total loss using compa
rable UK retail companies’ data breach incidents, then apply IBM's 
five-year benchmark (2021–2025), which reported the proportion of the 
detection/post-event response costs in total data breach loss, to estimate 

the lower and upper bounds of PLM. According to the review (see Ap
pendix D.1), the total loss of a data breach is 1.8 %− 4.3 % of the annual 
revenue. Using this range as a benchmark (see Appendix D.1), we took 
the total loss between £27 M (1.8 % × £1.5 billion) and £64.5 M (4.3 % ×
£1.5 billion). Based on the IBM's five-year benchmark (2021–2025) 
(Appendix D.2), the detection & escalation cost and technical handling 
part in the post-breach response cost are around 35 %− 59 % of the total 
data breach loss. Thus, based on Eq (9), we obtained the PERT distri
bution of PLMMagecart, which is PERT (35 % × £27 M × 9.8, 9.8 × £23 M, 
59 % × £64.5 M × 9.8), i.e., PERT (93, 225, 373) £ million (Eq.9 and 
Eq.10).

For SLM, the retail company identified four categories of secondary 
losses from the breach. Reputational damage is the largest impact at £30 
M, due to potential harm to the brand and customer trust. Regulatory 
fines (GDPR and PCI-DSS violations) are estimated as £8.7 M. Legal fees 
and potential lawsuits are around £1 M. Customer defection from people 
losing confidence in the platform's security is estimated at £2 M. Thus, 
the mode of the SLM is the sum of these losses, £41.7 M. Based on the 
IBM's five-year benchmark (2021–2025) (Appendix D.2), the regulatory 
penalties and legal costs, and the lost business cost (such as revenue loss 
due reputation damage) are around 41 %− 65 % of the total data breach 
loss (£27M-£64.5 M). Therefore, PERT distribution of SLMMagecart is 
PERT (41 % × £27 M, £41.7 M, 65 % × £64.5 M), i.e., PERT (11, 41.7, 
42) £ million (See Appendix D.3 for detailed calculation processes).

Monte Carlo simulation and risk results. We run a N = 105 iter
ations’ Monte Carlo simulation for the Retail-Magecart scenario. In each 
iteration, we first draw a Bernoulli LEF indicator, LEFMagecart ~ Bernoulli 
(0.69). Conditional on LEFMagecart = 1, we sample PLMMagecart and 
SLMMagecart from their PERT distributions, and compute the conditional 
LMMagecart. The annual loss is RMagecart = LEFMagecart × LMMagecart. The 
Monte Carlo results show a conditional median loss (P50) of about £0.26 
billion when a Magecart-driven breach occurs (Appendix D.4). Around 
31 % of simulated years result in zero loss because no breach occurs, 
while the remaining years are between roughly £200–400 M. The annual 
loss distribution (combine the LEF and LM) has a P50 of about £0.26 
billion and a P95 of roughly £0.34 billion, which provides a clear risk 
envelope for this scenario. Fig. 4 shows the histogram of simulated 
annual loss values and the CDF.

4.2.4. CYREM-ORM feedback and qualitative comparative assessment
We conducted a side-by-side qualitative comparison to assess the 

feasibility of the CYREM-ORM in the business scenario and its role in 
organizational cybersecurity investment decisions. Through a semi- 

Table 3 
An instrumental case study of CYREM-ORM application in a large retail company.

Context: 62 % of companies have experienced cybersecurity incidents caused by poor management between departments about cybersecurity risks. We designed CYREM-ORM to help 
improve their cyber risk assessment and communication.

Objective: To understand how CYREM-ORM can be applied in a retail organization setting to translate technical cyber risks into financial terms and facilitate cross-departmental risk 
communication.

Study design: Single instrumental case study with three phases
The case: A major UK online retail company
Data collection:
Phase 1 (Training Phase):
- Conducted a semi-structured interview to understand the risk assessment method using in the company.
- Conducted comprehensive training on the CYREM-ORM model, includes theoretical basis and key concepts explanation, practical training through cases.
Phase 2 (Application Phase):
- Started to apply CYREM-ORM using organizational data.
- The retail company provided basic information such as industry, business operations, and key assets.
- Pre-filled relevant threat actor profiles and vulnerability information based on company characteristics.
- Handed over the interactive system to the company to independently fill in the organizational data.
Phase 3 (Evaluation Phase):
- Reviewed the populated data and model results, made necessary fine-tuning based on retail industry benchmarks (in Review 1).
- Obtained company feedback on the evaluation process (in Review 2).
Key findings:
1. The model shows a consistent perceived improvement across the relevance, traceability, actionability, auditability and proactive dimensions.
2. The model requires continuous threat intelligence updates to maintain current information. Moving to the board level requires higher-level summaries and automated data imports 

to reduce ongoing explanation and maintenance work.
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structured interview with their CISO who is responsible for the com
pany's internal cybersecurity risk assessment and reporting to the board 
of directors. We compared the organization's existing risk assessment 
method (baseline) and the method model provides in terms of trans
parency and proactive aspects of risk assessment. Specifically, we use six 
dimensions to evaluate the model. Among those, five dimensions assess 
how the model improves the organization's cybersecurity risk assess
ment in terms of transparency. These dimensions capture aspects that 
are critical to decision makers and can be supported by evidence:1) 
relevance (whether model outputs match the organization's assets and 
vulnerabilities, and are useful); 2) timeliness (whether outputs reflect 
recently active APTs/TTPs/CVEs and can be updated continuously); 3) 
actionability (whether outputs provide decision makers with risk 
ranking and guidance); 4) traceability (whether each financial loss can 
be traced back to APTs/TTPs/CVEs - assets - PLM/SLM components and 
assumptions); 5) auditability (whether the model has clear parameters, 
source dictionaries, and calculation trails for financial and internal audit 
verification). Together, these five dimensions form a complete definition 
of transparency. The sixth dimension evaluates the model’s proactive 
capability, specifically whether the CYREM-ORM can provide early 
warning of future threats to the organization, rather than only 
responding to known attacks. These six dimensions come from two 
recognized sources: threat intelligence quality attributes (relevance, 
timeliness, actionability, and proactiveness) (ENISA, 2025) and risk 
governance attributes (traceability and auditability) (Al Fikri et al., 
2019; NIST, 2012).

To assess and qualitatively compare the impact of the model on the 
transparency and proactivity, we used the semi-structured interview and 
related materials (corporate risk registers, annual budget schedules, CTI 
acquisition methods, etc.) about the original risk assessment method as a 
reference, pairing them with two post-interviews and model outputs 
(threats, losses, risks, source dictionaries). We extracted the original 
contents from interviews across the six dimensions and conducted 
triangulation (Carter, 2014; Patton, 1999), presents “baseline interview 
excerpts/post-interview excerpts/key changes” side-by-side in Table 4. 
The baseline focuses on parent risk and negotiated budget, while the 
model emphasizes financialized threat-related outputs, traceable 
computational chains, continuous CTI updates and reduced black-box 
judgments.

As shown in Table 4, compared to the baseline, the model shows a 
perceived improvement across the four dimensions of relevance, trace
ability, actionability, and auditability. The model now ties threats to 
specific monetary amounts and rankings, and traces those amounts back 
through attackers, techniques, and CVEs down to individual assets. This 
creates a clear risk path, which shows the monetary losses of specific 
risks rather than relying on black-box judgment. However, from the 
feedback, two conditions are needed to expand these gains. First, the 
model needs continuous threat intelligence updates to stay current. 
Second, moving to the board level requires higher-level summaries and 

automated data imports to reduce ongoing explanation and mainte
nance. Overall, users shifted from making subjective, unexplained calls 
to using a process they could explain, verify and for budget 
conversations.

Fig. 4. Monte Carlo results of Retail-Magecart scenario.

Table 4 
Comparative evidence for transparency and proactivity: baseline vs post-model.

Dimensions Interview Excerpt 
(Baseline)

Interview Excerpt 
(feedback of 
CYREM-ORM)

Key Changes 
brought by CYREM- 
ORM

Relevance “We have a 
corporate risk 
register… we 
capture a parent 
risk… reviewed by 
our PLC board and 
our executives.”

“It provides a 
specific financial 
and threat-based 
output that links 
posture to risk.”

Shift from parent- 
level risk to a threat- 
driven, 
monetization-based 
narrative, matching 
the organization's 
context.

Timeliness “We start 
budgeting in 
December for the 
next year… submit 
a wish list to build 
and run budget…”

“It would need to 
be continuously 
refreshed from 
threat intelligence 
sources.”

Their current 
baseline method is 
based on an annual 
pace; CYREM-ORM 
enables continuous 
CTI updates to 
maintain recentness.

Actionability “We set a plan and 
a budget… the 
decision was 
ultimately made by 
the CFO.”

“Shows the 
financial risk 
exposure… making 
it easier to justify 
priorities.”

Shift from 
negotiated 
budgeting to risk 
prioritization; 
reporting anchored 
to monetary 
exposure.

Traceability “That risk is 
quantified by 
myself… (to 
ensure) an accurate 
reflection of risk 
exposure.”

“With the tool, the 
transparency 
improves… I can 
show the 
calculations and 
justify why those 
three are needed.”

From individual 
judgement to a 
traceable 
computational path 
(threat - asset - PLM/ 
SLM - monetary 
risks).

Auditability “We have 
independent 
financial audits 
annually… internal 
information 
security audits.”

“People don’t see a 
black box 
anymore.”

The model support 
independent 
verification of 
finance and internal 
audit with 
parameter-source 
dictionaries and 
calculation 
trajectories.

Proactive “We introduced 
vulnerability 
scanning… 
providers will let us 
know if there’s an 
emerging threat…”

“Helpful… to 
implement extra 
security controls in 
response to 
emerging threat 
actors.”

Shift from passively 
waiting for 
procedural prompts 
to proactive control 
based on intelligence 
signals.
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4.3. Case study 3 - CYREM-ORM evaluation in an education consulting 
SME

4.3.1. Case background and context
Case 3 evaluates CYREM-ORM in a SME education consulting com

pany based in China. The company’s main business is international 
education and career services. The company has 38 employees, with an 
average annual revenue of nearly RMB 10 million (around $1.4 million), 
and a profit margin of 60–70 %. The company has an information system 
developed and supported by a third party. This company was selected as 
a representative of the SMEs for several reasons: 1) it handle a large 
amount of sensitive personally identifiable information (PII) (i.e. stu
dent financial data, academic transcripts, passport data), and data ex
changes with overseas educational institutions, which increases its 
attack surface; 2) it has limited legal awareness despite processing cross- 
border data (China-EU-US) under multiple privacy frameworks (GDPR, 
FERPA); 3) it relies on outsourced IT services and third-party developed 
systems like the reality for most SMEs globally, which may lead to se
curity oversight gaps; 4) it has limited cybersecurity budget and lacks 
technical expertise to assess outsourced security services, which creates 
knowledge asymmetry.

4.3.2. Case application process
Case 3 was conducted over a two-week period with three phases. 

Phase 1 offers a training session with the SME management team 
(managing director, financial staff) and outsourced IT personnel. We 
designed role-specific training materials: accessible explanations with a 
simplified example of CYREM-ORM's theoretical foundation for the SME 
management team, and more technically focused explanations of the 
framework's underlying principles for outsourced IT personnel. Phase 2 
is the data collection process. We applied CYREM-ORM using realistic 
organizational data, coordinated jointly by the SME management team 
and outsourced IT personnel. The SME management team first provided 
details including client data types, regulatory compliance requirements, 
and critical business assets (e.g. database, communication servers). 
Based on this information, we pre-populated relevant threat profiles that 
target education organizations and SMEs from multiple CTI databases, 

such as sector-specific threat intelligence feeds and recent breach re
ports from similar organizations. Given the sensitivity of the company's 
systems and data, the SME management team and outsourced IT 
personnel independently populate the organizational data required as 
inputs for CYREM-ORM. Phase 3 evaluated the results and obtained 
feedback from the SME management team and outsourced IT personnel. 
We first reviewed the population data and results of CYREM-ORM with 
the participants, learned about their evaluation process, and discussed 
how the inputs and outputs fit with their actual situation. We then 
conducted structured interviews with both the SME management team 
and outsourced IT personnel to collect feedback. The evaluation focused 
on two dimensions: CYREM-ORM's accessibility for SMEs with limited 
cybersecurity expertise, and its feasibility and cost-effectiveness in 
enabling CTI-driven risk management. Feedback from the case study 
showed CYREM-ORM's potential and limitations across these di
mensions, which are critical to determine the model's applicability in 
SME environments where cybersecurity is outsourced (see Table 5 for 
details).

4.3.3. Model application process
Assets Identification. The SME’s key assets include customer (stu

dent) personal identifiable information, overseas institutional contact 
information and their partnerships agreements, system platform and 
backend databases, etc.

TEF assessment. A key identified Tn is Vice Society (VS), which 
primarily targets the education and healthcare sectors in ransomware 
attacks to steal data and extract ransom (Vice Society, 2023). Based on 
the system logs and VS’s characters, the interviewees consider 
CFVS=0.5. CTI shows VS has the “Intermediate” sophistication level 
(SLvs = 0.429) and “team” level supported resources (RLvs= 0.667), 
resulting in CVS =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
0.429 × 0.667

√
≈ 0.54 (Eq. (1)). VS's main motive is 

‘financial-gain’, which is rated by the interviewee as highly likely to 
target this SME, giving Mvs = 1 - (1 – 0.8) = 1 (Eq. (2)). Its extortion goal 
has high relevance, giving Gvs = 1 - (1 – 0.8) = 1 (Eq. (3)). VS is known to 
attack on healthcare, educational and manufacturing organizations. 
Since this SME falls within its target scope, Svs= 1. Although VS mainly 
target companies in U.S. and Europe (Vice Society, 2023), its motivation 

Table 5 
An instrumental case study of CYREM-ORM Application in an education SME.

Context: Most SMEs lack cybersecurity expertise and rely heavily on outsourced IT services, which make them vulnerable to targeted attacks. The designed CYREM-ORM is to provide 
proactive CTI-driven risk assessment for resource-constrained SMEs.

Objective: To understand how CYREM-ORM can be applied in an SME setting to enable proactive threat management and translate technical cyber risks into financial terms for 
management decision-making.

Study design: Single instrumental case study with three phases
The case: An education SME
Data collection:
Phase 1 (Training Phase):
- Conducted two training sessions (total 2 h) with three participants (managing director, financial staff, outsourced IT personnel).
- Provided accessible explanations and examples of CYREM-ORM for the managing director and the financial staff.
- Provided technically focused explanations of CYREM-ORM for outsourced IT personnel.
Phase 2 (Application Phase):
- Used realistic organizational data with appropriate confidentiality measures to apply the CYREM-ORM.
- The SME supplied necessary business details and critical assets.
- Pre-populated relevant threat profiles targeting education organizations and SMEs from CTI databases.
- Handed over the interactive system to the SME to enable outsourced IT personnel and management team to collaboratively populate organizational data inputs.
Phase 3 (Evaluation Phase):
- Reviewed the populated data and model results with participants.
- Assessed alignment between inputs/outputs and actual organizational situation.
Key findings:
1. CYREM-ORM can translate technical cybersecurity risks into financial terms that non-technical management can understand and prioritize.
2. CYREM-ORM shows accessibility for SMEs with limited cybersecurity expertise through automated CTI mapping and step-by-step guidance.
3. CYREM-ORM shows cost-effectiveness potential by enabling SMEs to focus limited security budgets on high-impact areas.
4. CYREM-ORM cannot directly apply countermeasures in outsourced environments, which lead to delayed responses.
5. CYREM-ORM does not integrate with SIEM/SOC systems, limiting real-time monitoring and automated updates.
6. The model does not consider ongoing maintenance costs or long-term dynamics in outsourcing partnerships.
Main limitations: The application focused on a single educational SME, which may limit generalizability to other sectors. However, the study provides valuable insights into CYREM- 

ORM's applicability for resource-constrained organizations and suggests potential for broader SME adoption with appropriate system integrations to reduce dependence on 
cybersecurity expertise.
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and goal are considered highly relevance to the SME by the interviewee, 
resulting in Lvs = 0.5 (Table 1). Based on these parameters, the Threat 
Event Frequency is calculated as TEFVS = 0.54 × 1 × 1 × 1 × 0.5 × 0.5 ≈
0.14 (Eq. (6)).

LEF assessment. Security scans found three critical vulnerabilities 
in the SME education company's systems: CVE-2021–34,527, CVE- 
2020–0796, and CVE-2018–13,379. A threat actor (VS) has previously 
exploited CVE-2021–34,527 and CVE-2018–13,379 to deploy ransom
ware like Zeppelin and HelloKitty (Vice Society, 2023). These two vul
nerabilities are problematic because they enable attackers to gain admin 
access and run code on domain controllers that store student data, 
risking exposure of personal information. SMEs typically lack proper 
patch management and network isolation, making them vulnerable. The 
outsourced IT personnel rated it as very highly vulnerable (VLVS = 1.0) 
of the company. Thus, the LEF point estimate here is 0.14 × 1 = 0.14. 
LEF is then transformed into a Bernoulli event variable: LEFFIN7 ~ 
Bernoulli (p = 0.14).

PLM and SLM assessment. We assess the PLM and SLM that would 
result if VS successfully exploited CVE-2021–1675 (7.8) and CVE- 
2021–34,527 (8.8) in the SME. Based on the knowledge of the out
sourced IT personnel, these vulnerabilities primarily affect the com
pany’s main application server and domain controller, which manage 
student data and university communications, with asset values of 
approximately 20–40k CNY. The criticality score is calculated as (8.8 +
7.8) / 2 = 8.3. According to Eq (9), the PERT distribution of PLMVS is 
PERT (20 × 8.3, 30 × 8.3, 40 × 8.3), i.e., PERT (166, 249, 332) k CNY 
(Eq.10). For the education consulting SME, SLM primarily consist of 
regulatory penalties. Fines from regulators are a major secondary loss. 
Based on recent cases in China targeting training institutions as the 
lower bound, the outsourced IT personnel’s estimate as the mode, and 
the 5 % annual revenue cap stipulated in China's Personal Information 
Protection Law for violations as the upper bound (Franco et al., 2024), 
we model regulatory penalties as PERT (10, 80, 500) k CNY, which can 
be seen as SLMVS.

Monte Carlo simulation and risk results. We run a N = 105 iter
ations’ Monte Carlo simulation for the SME-VS scenario using the same 
process as in case study 2. Monte Carlo simulations show that, assuming 
a successful attack from VS (K = 1), the P50 is approximately 38k CNY. 
Approximately 86 % of the years will result in zero loss, and P50 for the 
remaining years with positive losses is also around 38k CNY, the P95 is 
approximately 55k CNY (see Fig. 5 and Appendix E for details).

4.3.4. CYREM-ORM applicability to SME scenarios
We used two prior interviews with SME management team and 

outsourced IT personal respectively was used as a baseline to compare 
the two aspects (collaborativeness and sustainability) of the value the 
model might bring to SMEs; and presented the evidence (see Table 6) 
observed when using the model. Collaborativeness assesses whether 
non-security managers and outsourced staff can collaboratively use the 

model to complete and reproduce an assessment with minimal guidance. 
Sustainability refers to whether the SME can continuously use the data 
and conduct the risk assessment at low cost.

In this trial, both the SME management team and outsourced IT 
personnel noted the model clarified their roles, which shows the model’s 
collaborativeness. Management felt the model could reduce risk 
assessment time and third-party dependence (sustainability). However, 
the outsourced IT personnel pointed out that, the use of the model is 
limited by manpower and data collection. If it can be integrated with 
their existing security monitoring system and automate real-time threat 
monitoring, it will further reduce reliance on experts and decrease 
outsourcing costs. The SME management team expressed interest 
regarding the overall cost of model adoption and the extent to which it 
can replace third-party services, which indicates that a period of 
observation is necessary to fully assess these aspects.

Fig. 5. Monte Carlo results of SME-VS scenario.

Table 6 
Comparative evidence for transparency and proactivity: baseline vs post-model.

Dimensions Interview excerpt 
from 
management 
(baseline)

Interview excerpt 
from security 
personnel 
(baseline)

Evidence 
observed

Collaborativeness “Our company 
doesn’t have its 
own IT 
department… we 
rely heavily on 
outsourced IT…” 
“but I expect them 
to explain in plain 
language.”

“I review logs, … 
vulnerability 
scans… we prepare 
a report and 
summarize their 
security status.”

After training 
both parties, they 
took about 40 
min to 
collaborate and 
complete the first 
risk assessment 
using the model. 
During the trial, 
the facilitator 
provided 
assistance three 
times. After the 
trial, both parties 
stated that the 
model helped 
them define their 
roles during 
collaboration.

Sustainability “We rely on 
outsourced… I 
sign budgets and 
communicate 
with outsourcing 
providers.”

“I wish … improve 
communication 
efficiency… engage 
us earlier in 
projects and budget 
planning.”

The company's 
management 
team felt the 
model has the 
potential to 
reduce the time 
spent on risk 
assessments and 
decrease 
dependence on 
third-party 
services.
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5. Discussion

This study introduces CYREM-ORM, a cyber risk economics model 
for organization-wide risk management that translates technical CTI and 
control information into financial terms through transparent, traceable 
pathways. By integrating STIX-based CTI with the FAIR framework and 
the cost typology, CYREM-ORM not only expresses complex threats and 
vulnerabilities as distributional monetary loss estimates, but also sup
ports proactive screening and ranking of organization-specific risk sce
narios in line with their business goals. The model's use of CTI to 
estimate event frequency and to apply Monte Carlo simulation reduces 
dependence on subjective expert opinions and generic risk scenarios, 
and allows stakeholders to see how specific threat actors, attack 
methods, vulnerabilities, affected assets, and cost factors combine to 
produce final loss estimates. Across three case studies, the 2017 Equifax 
breach analyzation demonstrates that CYREM-ORM can produce real
istic pre-breach risk estimates that fall within observed loss ranges, 
while the large UK retail and Chinese SME application show perceived 
improvements in relevance, timeliness, actionability, traceability, 
auditability, and proactiveness compared with their baseline practices. 
These findings suggest that CYREM-ORM strengthens organization-wide 
cyber risk management by making CTI-based risk assessments more 
transparent.

5.1. Contributions

First, CYREM-ORM contributes a transparent intelligence-to-impact 
workflow that makes CTI-based monetary risk estimates more inter
pretable for both technical and business stakeholders. Previous research 
shows that organizations struggle with cross-department communica
tion in risk assessment. Meanwhile, CTI research and practice have 
largely focused on technical sharing mechanics (e.g., formats, exchange 
protocols) and on improving detection and response, but have offered 
limited business-facing methods that clearly explain how concrete 
threats translate into financial exposure for decision makers, nor pro
vides traceable steps that boards can verify (Dekker and Alevizos, 2024; 
Qamar et al., 2017). FAIR and its extensions improve the economic 
articulation of cyber risk, but published standards and commercial tools 
often hide the connections between adversaries, attack methods, vul
nerabilities, and the final monetary estimates. This "black box" problem 
undermines trust and makes results hard to verify or replicate. 
CYREM-ORM resolves this by connecting CTI data (STIX format) to risk 
factors (TEF, LEF, PLM, SLM), breaking down losses by cost type, and 
calculating potential losses through Monte Carlo simulation. Every 
scenario's monetary loss can be traced back to the threat actors, tech
niques, vulnerabilities, assets, and cost components that produced it, 
with documented parameters and calculation steps. In the retail and 
SME cases, decision makers highlighted improved relevance, trace
ability and auditability of the risk assessment process when using the 
model. These cases demonstrate CYREM-ORM provides a transparent, 
verifiable bridge between threat analysis and financial risk stories to 
break the language barriers.

Second, the CYREM-ORM shifts organizations from passive to pro
active risk assessments as it is continuously fed with up-to-date CTI, 
which greatly expands organizations’ strategic perspective when con
ducting organizational wide risk assessment at a strategic level. Many 
organizations plan their cybersecurity budgets based solely on past in
cidents, without considering evolving threats (Merah and Kenaza, 2021; 
Sun et al., 2023). Compliance-focused companies often use outdated 
prevention methods and fixed risk management strategies which 
struggle to keep up with the rapid changing threat environment and 
growing attack surfaces, which can lead to flawed risk assessments 
(Kotsias et al., 2023). Even with advanced cyber defenses, organizations 
struggle to build strong protections because they do not fully understand 
how threats evolve and the lack experience handling complex attacks 
such as APTs (Ahmad et al., 2021). Organizations requires risk 

assessment methods that can adapt quickly to new threats. The 
CYREM-ORM uses CTI to filter and prioritize threat actors whose sector, 
location, motivation, goals and observed CVEs match the focal organi
zation, and to parameterize TEF and vulnerability based on observed 
campaigns and contact patterns. This design allows risk scenarios to be 
refreshed as new CTI arrives (Kotsias et al., 2023; Shin and Lowry, 2020; 
Skopik, 2017), and allows organizations to respond to emerging threats 
by deploying appropriate security measures and making informed in
vestment decisions (Ettinger, 2019).

Third, the CYREM-ORM advances the semi-automation of CTI-driven 
cyber risk quantification by structuring which FAIR parameters can be 
populated from structured CTI vocabularies and cost typologies, and 
which still require expert judgement. Current threat intelligence and 
automation tools focus mostly on detecting and connecting threats, 
while FAIR risk analysis typically requires many expert meetings and 
broad industry data. CYREM-ORM bridges this gap by mapping STIX 
SDOs to FAIR variables, quantifying rules for threat-actor properties, 
and proving a reusable loss typology. This setup allows threat data and 
system logs to feed the model automatically, so stakeholders only need 
to identify critical assets and estimate potential costs. In the SME case, 
managers and IT experts handled business details while the model 
processed threat data and showed that CYREM-ORM offers a practical 
blueprint for semi-automated, CTI-driven risk assessments in resource- 
constrained settings.

Fourth, the study offers an empirical, multi-case illustration of 
CYREM-ORM and complements conceptual research on CTI-enabled 
FAIR applications and commercial CRQ tools. Existing research on 
integrating CTI into risk assessment is still at an early stage and imbal
anced towards technical aspects; few studies examine how CTI-based 
assessments are understood and used by non-technical stakeholders or 
embedded in broader risk management processes. Early CTI- and FAIR- 
related work (e.g., using CTI to populate LEF and vulnerability) mainly 
targets cyber security teams. It does not extend to full financial loss 
scenarios for senior management. Moreover, there is no peer-reviewed 
research evaluating how industry guidelines or commercial CRQ tools 
use CTI to populate FAIR. Our semi-synthetic reconstruction of the 2017 
Equifax breach shows that CYREM-ORM can produce annual loss esti
mates that match reported losses and provides retrospective reality 
checks. The retail and SME case studies then apply CYREM-ORM in two 
distinct settings. Through interviews and evaluation across six di
mensions (i.e., relevance, timeliness, usefulness, traceability, audit
ability, proactiveness), we document clear gains in transparency and 
threat-informed risk discussion compared to their current practices. 
While these cases are exploratory and focused on specific contexts, they 
provide a valuable foundation for future evaluations of CTI-FAIR-based 
cyber risk models, including comparisons with established frameworks 
and commercial tools.

5.2. Limitations and future directions

This research acknowledges several areas for further development. 
First, the effectiveness of CYREM-ORM relies on the quality of CTI, 
including its accuracy, timeliness, availability, and completeness. While 
imperfect CTI could influence risk assessment results, ongoing advances 
in CTI and commercial products in recently years are expected to pro
vide increasingly robust data for CYREM-ORM.

In addition, although our current study includes an illustrative back- 
test using the Equifax case, further systematic robustness and bench
marking analyses would help quantify the model’s sensitivity to key 
assumptions and compare its results with other solutions. Future work 
could incorporate parameter-sensitivity exercises and comparative 
evaluations to provide deeper insights into CYREM-ORM’s stability, 
reliability, and its loss estimation compared with commercial solutions.

Finally, CYREM-ORM demonstrates strong potential for practical 
implementation. Future research could explore automated systems, 
particularly by leveraging artificial intelligence in CTI collection and 
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analysis (Dekker and Alevizos, 2024). Such developments could offer 
accessible, cost-effective solutions for organizations, especially SMEs 
with limited cybersecurity resources. We will also consider integration 
with mature cybersecurity systems such as SIEM (Security Information 
and Event Management) (Cinque et al., 2018) and Security Operations 
Centre (SOC) (Onwubiko, 2015).

6. Conclusion

This research has introduced the novel CYREM-ORM, a CTI-driven 
cyber risk economics model that connects STIX-based intelligence, 
FAIR and a cost typology into a structured pipeline that translates threat 
intelligence into monetary impacts. By expressing threats as probability 
distributions of financial losses, the CYREM-ORM improves the trans
parency of cyber risk discussions and enables organizations to identify 
relevant threat actors and estimate key risk parameters more effectively. 
Three case studies demonstrate the model's practical value in terms of 
relevance, traceability, and actionability within real organizational 
settings. While further testing and refinement are required, CYREM- 
ORM provides a practical and transparent foundation for connecting 
threat intelligence, quantitative financial analysis, and organizational 
risk management.
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Appendix

A. The taxonomy structure and calculations of FAIR model
Fig. A.

Fig. A. . The taxonomy structure and risk aggregation calculations of the FAIR model.

Table A, Table B, Table C1, Table C4, Table D2, Table D4, Table E2

Table A 
. The FAIR model’s risk aggregation calculations.

Equations

Loss Event Frequency = Threat Event Frequency × Vulnerability
Threat Event Frequency = Contact Frequency × Probability of Action
Vulnerability = Resistance Strength × Threat Capability
Loss Magnitude = Primary Loss Magnitude + Secondary Loss Magnitude
Risk = Loss Event Frequency × Loss Magnitude

B. STIX domain objects
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Table B 
. STIX domain objects and their descriptions.

SDO Description

Attack Pattern A type of TTP that describe ways that adversaries attempt to compromise targets.
Campaign A series of coordinated attacks targeting specific entities over a defined period.
Course of Action An intelligence producer's advice to a consumer on potential actions in response to that intelligence.
Grouping Explicitly states that the referenced STIX Objects share a context.
Identity Actual individuals, organizations, or groups (e.g., ACME, Inc.) as well as classes of individuals, organizations, systems, or groups (e.g., the finance sector).
Indicator Contains a pattern that can be used to detect suspicious or malicious cyber activity.
Intrusion Set A grouped set of adversarial behaviors and resources with common properties that is believed to be orchestrated by a single organization.
Infrastructure Describes a type of TTP involving systems, software services, and related physical or virtual resources designed to fulfill a specific purpose.
Location Represents a geographic location.
Malware A type of TTP that represents malicious code.
Malware Analysis The metadata and results of a particular static or dynamic analysis performed on a malware instance or family.
Note Provides additional context and analysis not included in the related STIX Objects, Marking Definition objects, or Language Content objects.
Observed Data Conveys information about cyber security related entities such as files, systems, and networks using the STIX Cyber-observable Objects (SCOs).
Opinion Evaluating the accuracy of information in a STIX Object created by another entity.
Report Collections of threat intelligence that concentrate on specific topics.
Threat Actor Actual individuals, groups, organizations believed to be operating with malicious intent.
Tool Legitimate software that can be used by threat actors to perform attacks.
Vulnerability A mistake in software that can be directly used by a hacker to gain access to a system or network.

C. Supplement data of Case Study 1(Equifax Case)
C.1 Brief summary of 2017 Equifax breach.
Equifax is one of the largest credit reporting agencies in U.S. It collects and aggregates information on over 800 million individual consumers. The 

company's primary services include services include credit reporting and scoring, as well as marketing and fraud prevention services. The data breach 
exposed the personal information of approximately 147 million consumers. The breach was primarily caused by the vulnerability CVE-2017–5638 in 
Apache Struts, a popular open-source software used for building web applications (Jai Vijayan, 2020; Mark Meltzer, 2020). Equifax failed to patch this 
known vulnerability in a timely manner.

Table C1 
. 2017 Equifax breach losses and costs.

Category Amount (USD)

Regulatory Settlement $575M-$700 M (Federal Trade Commission, 2019)
Consumer Restitution Fund $380.5 M (Security Magazine, 2020)
Litigation Settlement $149 M (K. LaCroix, 2020)
Information Security Investments $1B (pledged over 5 years) (Jai Vijayan, 2020)
UK FCA Fine £11.16 M (~$14.5 M) (Wikipedia contributors, n.d.)
Total Estimated Cost (2019) >$1.7B (Federal Trade Commission, 2019)

C.2 Expert assessment of the semi-synthetic Equifax case.
For the Equifax case, we combined a document analysis method (Bowen, 2009) with semi-synthetic data construction (Stojanović et al., 2020). 

Publicly available information was first collected from regulatory filings, official investigation reports, financial disclosures, and reputable breach and 
CTI reports describing the FIN7 campaign, the exploitation of CVE-2017–5638, and Equifax’s pre-breach financial position. Where these documents 
did not provide sufficient numerical detail for CYREM-ORM, we complemented them with structured expert judgement following established pro
cedures for expert-based risk assessment (Hughes, 1996; Otway and von Winterfeldt, 1992). We invited three domain experts with 8–15 years of 
experience in cybersecurity risk assessment and incident analysis. Each expert received the same data that includes the verified facts from public 
sources, together with our CYREM-ORM cost typology and CTI-based threat description. After three responses had been submitted, we aggregated the 
inputs by taking the median for each variable.

Table C.2 summarizes the individual ratings and the aggregated values used in CYREM-ORM. Ratings of CF and VL were based on normalized 0-1 
scales defined in Section 3. For business disruption in PLM, experts assess it based on sources (Coveware, 2020; Datto, 2016; IBM, 2016; Intermedia, 
2016).

Table C2 
. Parameters assessed by experts in Equifax-FIN7 scenario.

Variable Component Expert 1 Expert 2 Expert 3 Aggregated value

TEF CFFIN7 1.0 1.0 1.0 1.0
​ MFIN7 - financial gain 1.0 1.0 1.0 1.0
​ MFIN7 - notoriety 0.8 0.5 0.5 0.5
​ GFIN7 - data theft 0.8 1.0 1.0 1.0
LEF VLFIN7 0.8 1.0 0.8 0.8
PLM (Business disruption) Minimum months of profit lost 0.5 0.5 0.25 0.5
​ Most likely months of profit lost 1.5 1.5 1.0 1.5
​ Maximum months of profit lost 2.5 2.5 2.0 2.5

C.3 Supplement Data for PLM/SLM evaluation.
Equifax operated one of the largest consumer credit databases worldwide before 2017, and had over 820 million consumers. Its net profit in 2016 

was $488.8 million, approximately $40.7 million per month. These baselines are used to rescale industry loss ratios to the Equifax context. For the 
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FIN7 case study, PLM is decomposed into incident response (IR) and business interruption (BI). The interval bounds a and b of each PERT distribution 
are anchored to pre-2017 breach evidence and industry reports, while the mode m is aligned with Equifax’s financial scale and commonly accepted 
industry containment/downtime ranges. Table C.3 summarizes PERT parameters and their main anchors.

Table C3 
. PERT parameters for PLM and SLM in the Equifax-FIN7 scenario.

Component PERT (a, 
m,b)

Calculation basis for a,m,b Resources

Incident response 
cost

a =
$493.5M

a = $1.33/record × (5 % × 820 M) × 9.05 ≈ $493.5M: in Experian 2015 
data breach cost $20 M directly responding to this incident, affected 15 
million customers, ≈$1.33/record.

(Commonwealth of Massachusetts, 2022; Marty Frappolli, 
2015).

​ m =
$1545M

m = ($170 M + $0.73 M) × 9.05 ≈ $1545M: the average cost for data 
breach investigation and forensics in the US was $0.73 million in 2016, 
future system repair and security hardening costs $170 M (about twice 
the annual security budget of $85 M).

(Daswani and Elbayadi, 2021; Target Corporation, 2016; Target 
cyberattack: A Columbia University case study., 2022; The Home 
Depot, 2016; IBM, 2016)

​ b =
$7514M

b = $4.05/record × (25 % × 820 M) × 9.05≈$7514M: upper bound 
reflects a higher per-record direct response cost for a highly regulated, 
high-sensitivity PII environment. In Target (2013), net breach-related 
expenses not covered by insurance of $162 M for about 40 M cards, ≈
$4.05/record.

(Target Corporation, 2016; IBM, 2016)

Business interruption a =
$184M

a = $40.7 M × 0.5 month × 9.05 ≈ $184 M, which is the minimum (0.5 
month) of Equifax’s profit. Since industry surveys in 2016 found that 
ransomware-affected organizations lost access to critical data for at least 
two days, and one-third experienced five or more days of downtime. 
Coveware (2020) reports that larger organizations typically experience 
1~3 weeks of downtime from ransomware attacks, with full recovery 
often taking several weeks.

(Coveware, 2020; Datto, 2016; Intermedia, 2016)

​ M≈

$552.5M
m = $40.7 M × 1.5 month × 9.05 ≈ $552.5 M, which is the medium (1.5 
month) of Equifax’s profit. The window of opportunity for containing and 
resolving malicious data breaches is approximately one to three months.

(IBM, 2016; Verizon, 2016)

​ b =
$921M

b = $40.7 M × 2.5 month × 9.05 ≈ $921 M, which is the maximum (2.5 
month) of Equifax’s profit. The window of opportunity for containing and 
resolving malicious data breaches is approximately one to three months.

(Target Corporation, 2016; IBM, 2016)

Regulatory 
compliance and 
legal fees

a =
$137.3M

a = $12.3 M + $125 M = $137.3 M. In Target 2013, 40–110 M customers 
received the total $10 M settlement fee, thus payment to the individual is 
$0.3/record × 5 % × 820 = $12.3 M. Target's total payments to banks 
and card organizations are approximately $125 M.

(Kelli Young, 2021; Target cyber attack: A Columbia University case 
study., 2022)

​ m =
$351.5M

m = $209 M + $142.5 M = $351.5 M. In Anthem (2015), ~$1.46/record 
of settlement fee per person. In Capital One (2019), ~ $1.8–1.9/record of 
settlement fee per person. We use the median value of them, $1.7/record 
× 15 % × 820 = $209 M. We choose the median value of these 
organizations’ payments to banks and card organizations, which is 
approximately $142.5 M.

(California Department of Insurance, n.d.; Capital One, 2022; 
Steve Alder, 2018)

​ b =
$754.5M

b = $594.5 M + $160 M = $754.5 M. In the Office of Personnel 
Management data breach, ~$63 M for ~21.5 M victims, around $2.9/ 
record. Thus, $2.9/record × 25 % × 820 = $594.5 M. Home Depot total 
payments to banks and card organizations are approximately $160 M.

(The Home Depot, 2016; Top Class Actions, 2017)

Reputational Damage a = $2M a = $488.8 M × 0.4 % ≈ $2 M. The lower bound (0.4 %) is anchored in 
relatively small credit agency incidents (e.g., Experian 2015), where non- 
recurring breach-related costs well below 1 % of annual revenue.

(Commonwealth of Massachusetts, 2022)

​ ≈ $5M m = $488.8 M × 1 % ≈ $5 M. The mode (1 %) reflects data-intensive 
consumer service breaches, such as the 2015 TalkTalk attack, where the 
breach led to a ~1 % year-on-year revenue decline, primarily driven by 
customer churn and reduced usage.

(Dan Cancian, 2016; Paul Sandle, 2016).

​ b ≈
$14.7M

b = $488.8 M × 3 % ≈ $14.7 M. The upper bound (3 %) is from Capital 
One (2019), customer confidence after the data breach took a hit, which 
is expected to reduce Capital One's revenues by 3 % in 2019, 2020 and 
2021 with respect to the base model, similar with major retail breaches 
like Target 2013.

(Capital One, 2022; Kelli Young, 2021; Target cyber attack: A 
Columbia University case study., 2022)

Table C4 
. Equifax-FIN7 Monte Carlo simulation details.

Index Conditional LM (LEF = 1) [$M] Annual risk (with LEF) [$M]

Mean 3307.71 2038.98
Std 1332.65 1914.1
P50 3117.58 2045.55
P90 5183.13 4679.99
P95 5788.46 5362.02

D. Supplement Data of Case Study 2 (UK Retail Case)
For the UK Retail Case Study, we anchor the total breach impact using comparable UK incidents which shows in the Table D.1. The 2015 TalkTalk 

breach, the 2025 M&S cyberattack, and the 2025 Co-op incident imply total incident costs in the range of ≈1.8–3.3 % of annual revenue for serious but 
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non-existential events. Rescaling these percentages to our focal retailer yields a plausible total loss range of ≈£27–49.5 m. A complementary per- 
customer view, using peer incidents with ≈£10-£30 cost per affected customer and assuming 10–20 % of the 10 m customer base is materially 
impacted, leads to a similar range of ≈£10–60 m.

Table D1 
. PERT parameters for PLM and SLM in the Retail-Magecart scenario.

Example 
company & 
incident

Field & annual avenue & customer size Disclosed rough total losses from incidents Losses as a percentage of 
revenue

Sources

TalkTalk, 2015 A UK telecommunications operator, with 
approximately £1.8 billion annual revenue in 
2015, around 4 million customers.

approximately £77 M. £77M/£1.8 billion ≈ 4.3 % (Dan Cancian, 2016; 
Paul Sandle, 2016; 
Sean Farrell, 2016)

Marks & 
Spencer, 
2025

A large UK-based integrated retailer with annual 
revenue in the range of approximately £14 billion 
and around 30 million customers.

The cyberattack is expected to result in a 
profit and operating loss of around £300 M.

£300M/£14 billion ≈ 2.1 % (Sarah Butler, 2025)

Co-op Group, 
2025

A UK-based cooperative retail group with revenue 
of approximately £11.3 billion and 6.2–6.5 million 
members in 2024.

A sales loss of £206 M and an operating profit 
impact of approximately £80M-£120 M, for a 
total economic shock of ≈£200M-300 M.

£200M-£300M/£11.3 billion 
≈ 1.8 %− 2.6 %

(Lauren Almeida, 
2025)

Table D2 
. IBM's five-year benchmark (Year 2021–2025).

Year Total cost Detection & Escalation Notification Post-breach response Lost business

2021 4.24 1.24 (29 %) 0.27 (6 %) 1.14 (27 %) 1.59 (38 %)
2022 4.35 1.44 (33 %) 0.31 (7 %) 1.18 (27 %) 1.42 (33 %)
2023 4.45 1.58 (36 %) 0.37 (8 %) 1.20 (27 %) 1.30 (29 %)
2024 4.88 1.63 (33 %) 0.43 (9 %) 1.35 (28 %) 1.47 (30 %)
2025 4.44 1.47 (33 %) 0.39 (9 %) 1.20 (27 %) 1.38 (31 %)

Table D.3 reports statistics separately for the conditional LMMagecart and for the annual risk RMagecart. It listed the “Value” established for each 
“Component” in the CYREM-ORM. It also lists the “Sources”, where these values are from. The CYREM-ORM processes multi-disciplinary data that is a 
combination of CTI, and the retail company’s inputs for the calculating process.

Table D3 
. Details of CYREM-ORM application in Case Study 2.

Step Component Value Source

Assets 
identification

Key assets Critical assets for business operations (e.g., customer data; E-commerce platform; supply 
chain system, etc.)

Retail Company

TEF evaluation Sophistication level (SL) 0.714 (Expert) CYREM-ORM CTI
​ Resource level (RL) 0.667 CYREM-ORM CTI
​ Capability (C) ̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

0.714 × 0.667
√

≈ 0.69 CYREM-ORM Calculated
​ Motivation (M) M = 1 - (1 - 1.0) = 1 Retail Company & CYREM-ORM 

CTI
​ Goal (G) G = 1 - (1 - 1.0) (1 - 0.8) = 1 Retail Company & CYREM-ORM 

CTI
​ Location match (ML) 1.0 (UK-based target) Retail Company & CYREM-ORM 

CTI
​ Sector match (MS) 1.0 (Retail sector target) Retail Company & CYREM-ORM 

CTI
​ PoA 0.69 × 1 × 1 × 1 × 1 = 0.69 CYREM-ORM Calculated
​ TEF 0.69 × 1 = 0.69 CYREM-ORM Calculated
LEF evaluation Identified Vulnerabilities 

(Vo)
CVE–2024–20,720; CVE–2016–4010; CVE–2024–34,102; CVE-2019–11,043 System Scan Results

​ Exploitable 
Vulnerabilities (Vt)

CVE–2018–9206; CVE–2017–7391; CVE–2019–11,043; CVE-2019–16,535 CYREM-ORM CTI

​ Vulnerable vulnerability CVE-2019–11,043 Analysis
​ Vulnerability level 1.0 Retail Company
​ Final LEF 0.69 × 1 × 1 × 1 × 1 = 0.69 CYREM-ORM Calculated
Loss Magnitude CVSS score 9.8 CYREM-ORM CTI
​ Impacted asset value £23M Retail Company
​ Primary Loss (PLM) a = 35 % × £27 M × 9.8 = £93 m = £23 M × 9.8 = £225M (two web servers +BI cost) b = 59 

% × £64.5 M × 9.8 = £373M
CTI (industry reports) CYREM- 
ORM Calculated

​ Reputation Loss (m) £30M Retail Company
​ Regulatory Penalties (m) £8.7M Retail Company
​ Business Disruption (m) £3M Retail Company
​ Legal Costs (m) £1M Retail Company
​ Customer Loss (m) £2M Retail Company
​ Secondary loss (SLM) a = 41 % × £27 M = £11 m = £44.7 M b = 65 % × £64.5 M = £42M CTI (industry reports) CYREM- 

ORM Calculated
Risk assessment Total Risk (R) P50 = £260 M; P95= £340M CYREM-ORM Calculated
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Table D4 
. Retail-Magecart Monte Carlo Summary.

Index Conditional LM (LEF = 1) [£M] Annual risk (with LEF) [£M]

Mean 264.2 181.93
Std 53.06 130.03
P50 263.7 228.66
P90 335.49 323.98
P95 352.46 343.69

D.5 Semi-structured interviews for Case Study 2 (UK Retail Case).
To assess and qualitatively compare the impact of CYREM-ORM on transparency and proactivity, we conducted two semi-structured interviews in 

the large UK retail company before and after the CYREM-ORM trial. The pre-model interview was conducted with their CISO who led risk assessment 
processes. This interview focused on establish the baseline by identifying the company’s current risk assessment practices and governance processes. 
The interview lasted around one hour and was audio-recorded and transcribed for analysis.

The interview questions include: 

1. How do you identify and quantify cyber security risks?

Probes: How risks are captured and assessed; what information or sources are used; how results are reviewed and validated. 

2. How are decisions on cyber security coordinated across teams and management?

Probes: Who participates in decisions; how information flows between technical and business teams; how decisions are finalized and 
communicated. 

3. How do you plan and prioritize cyber security investments?

Probes: How budget items are linked to risks; how priorities are set; how trade-offs between internal and external solutions are made. 

4. What challenges do you face in assessing risks or making investment decisions?

Probes: Difficulties caused by limited resources, time, or understanding; strategies used to overcome these challenges. 

5. How do you handle cyber security incidents and evaluate their impacts?

Probes: How incidents are detected and reported; who is involved in assessing impacts; how financial, operational, or reputational losses are 
estimated and acted upon. 

6. How do you evaluate the effectiveness of your cyber security investments?

Probes: What indicators or metrics are used; how results are communicated to management; how lessons learned inform future investments.
After the CYREM-ORM trial, we conducted the post-model interview and asked the participant to reflect on their experience using the model and to 

compare it with their baseline approach along the six dimensions reported in Table 4 (dimensions addressed: relevance, timeliness, actionability, 
traceability, auditability, proactiveness). The interview lasted around one hour and was audio-recorded and transcribed for analysis.

The interview questions include: 

1. How does the tool influence the way you identify and quantify cyber risks?

Probes: connections between risks (traceability); clarity of possible actions (actionability); how others can review your assessment (auditability) 

2. How does the tool influence your budgeting or planning process?

Probes: linking budget to risks (traceability); speed of review cycles (timeliness); clarity (auditability); choosing what to act on (actionability) 

3. How does the tool influence how you work with threat information?

Probes: relevance of threat (relevance); threat updates (timeliness); ability to act ahead of threats (proactiveness) 

4. How does the tool influence how you judge and manage residual risk?

Probes: understand how residual risk is derived (traceability); plann mitigation (actionability); transparency for review (auditability) 

5. How does the tool influence your communication with senior leadership?

Probes: show risk-business links (traceability); allow managers to verify assumptions (auditability); clarify actions or trade-offs (actionability) 
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6. How does the tool influence your ability to link risks to financial impacts?

Probes: justify spending (auditability); understand which risks drive which costs (traceability); decide cost-related actions (actionability)
For each dimension, we coded baseline, post-interview excerpts and related data (risk registers, budget schedules). The results reported in Table 4

are drawn from this coding and illustrate how participants perceived shifts from a parent-risk and negotiated-budget narrative towards threat-driven, 
monetized, and more traceable risk assessments.

E. Supplement Data of Case Study 3 (SME case)
Table E.1 shows the “Value” established for each “Component” in the CYREM-ORM and the "Sources" where these values are derived from. The 

CYREM-ORM processes multi-disciplinary data that is a combination of CTI, and the retail company’s inputs for the calculating process.

Table E1 
. Details of CYREM-ORM application in Case Study 3.

Step Component Value Source

Assets 
identification

Key assets Critical assets for business operations (e.g., customer data; E-commerce platform; 
supply chain system, etc.)

SME

TEF evaluation Sophistication level (SL) 0.429 CYREM-ORM CTI
​ Resource level (RL) 0.667 CYREM-ORM CTI
​ Capability (C) ̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

0.429 × 0.667
√

≈ 0.54 CYREM-ORM Calculated
​ Motivation (M) 1 - (1 - 0.8) = 1 SME & CYREM-ORM CTI
​ Goal (G) 1 - (1 - 0.8) = 1 SME & CYREM-ORM CTI
​ Location match (ML) 0.5 SME & CYREM-ORM CTI
​ Sector match (MS) 1.0 SME & CYREM-ORM CTI
​ TEF 0.14 CYREM-ORM Calculated
LEF evaluation Identified Vulnerabilities 

(Vo)
CVE–2021–34,527; CVE–2020–0796; CVE-2018–13,379 System Scan Results

​ Exploitable Vulnerabilities 
(Vt)

CVE–2021–34,527; CVE–2021–1675; CVE–2020–1472; CVE-2018–13,379 CYREM-ORM CTI

​ Vulnerable vulnerability CVE–2018–13,379; CVE-2021–34,527 Analysis
​ Vulnerability level 1.0 SME
​ Final LEF 0.14 CYREM-ORM Calculated
Loss Magnitude CVSS score (8.8 + 7.8)/2 = 8.3 CYREM-ORM CTI
​ Impacted asset value 20~40k CNY (main application server and domain controller) SME
​ Primary Loss (PLM) a = 20 × 8.3 = 166k CNY m = 30 × 8.3 = 249 k CNY b = 40 × 8.3 = 332k CNY CYREM-ORM Calculated
​ Secondary loss (SLM) a = 10k CNY m = 80k CNY b = 10 M CNY × 5 % = 500k CNY CTI (industry reports) CYREM-ORM 

Calculated
Risk assessment Total Risk (R) P50 = 38k CNY; P95= 55k CNY CYREM-ORM Calculated

Table E2 
. SME-VS Monte Carlo Summary.

Index Conditional LM (LEF = 1) [k CNY] Annual risk (with LEF) [k CNY]

Mean 387.38 54.18
Std 87.29 138.18
P50 375.80 0.00
P90 509.23 328.46
P95 548.39 410.79

Data availability

Data will be made available on request.
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