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ABSTRACT: Orthogonal Frequency Division Multiplexing (OFDM) enables efficient Dynamic Spectrum Access
(DSA) but suffers from high sidelobe that causes excessive out-of-band (OOB) emissions and expose the system to
spectrum-layer cyberattacks such as man-in-the-middle (MITM), eavesdropping, and primary user emulation (PUE)
attacks. To address both spectral leakage and its security implications, this paper introduces a secure and intelligent
hybrid optimization strategy that combinesan Eigenspace-based Generalized Sidelobe Canceller (ES-GSC) with a
Genetic Algorithm (GA), to derive optimally weighted cancellation carriers. The proposed method jointly suppresses
sidelobes and reinforces resistance to leakage-based attacks. MATLAB Simulation demonstrate considerable reductions
in OOB emissions and higher resilience against spectrum-layer threats compared with existing techniques.

KEYWORDS: Cybersecurity; cognitive radios network; generalized sidelobe canceler; orthogonal frequency division
multiplexing; primary user emulation attack; sidelobe suppression

1 Introduction
Cognitive Radio (CR) enables opportunistic spectrum access to mitigate spectrum scarcity by allowing

unlicensed users (ULs) to temporarily use frequency bands that are not being exploited by licensed or
primary users (PUs). To prevent interference with PUs, CR systems employ dynamic spectrum allocation
(DSA), enabling UL’s to adapt in real time to the changing spectrum environment [1,2].

Orthogonal Frequency Division Multiplexing (OFDM) is a popular modulation technique that divides
data across subcarriers, simplifying channel management and allowing ULs to activate only unused spectral
gaps without overlapping PU channels, as illustrated in Fig. 1. However, OFDM’s structure introduces a
key vulnerability: even when subcarriers are deactivated to avoid direct overlap, the sidelobes from active
subcarriers extend into adjacent bands, causing out-of-band (OOB) radiation that interferes with PUs and
creates attack surfaces for spectrum-based cyber intrusions [3–5].

Malicious users can exploit these sidelobes as an entry point into the spectrum. Specifically, attackers
can inject forged signals within the sidelobe regions to:

• Launch man-in-the-middle (MITM) attacks by intercepting and altering legitimate data transmissions.
• Conduct denial-of-service (DoS) attacks by flooding sidelobe regions to degrade signal quality or

jam communication.
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• Perform eavesdropping by exploiting sidelobe leakage to access confidential information.
• Spoof legitimate users, mimicking primary user signals and misleading spectrum sensing mechanisms.

These threats are especially dangerous in CR networks, where the dynamic and open nature of
spectrum access can make authentication and intrusion detection more complex. Therefore, minimizing
OOB radiation is essential not only for maintaining spectral efficiency but also for fortifying CR systems
against spectral-layer attacks [6].

Figure 1: Allocation of PUs (grey blocks) and ULs (arrows) in an OFDM-based cognitive radio system.

To combat this dual challenge of spectral pollution and security risk, various mitigation techniques have
been proposed, such as:

• Windowing [7–10]: Signal shaping to suppress leakage.
• Adaptive Symbol Transitions (AST) [11]: Smooth transitions to reduce emissions.
• Subcarrier Weighting (SW) [12,13]: Adjusting subcarrier power for spectral shaping.
• Constellation Expansions (CE) [14–16]: Using advanced constellations for better containment.
• Active Interference Cancellation (AIC) [17–19]: Cancelling emissions with auxiliary signals.
• Phase Adjustment [20] and Cancellation Carriers [21–23]: Fine-tuning signal components to

reduce interference.
• Generalized Sidelobe Canceler (GSC) [24,25] and Eigenvalue-Based GSC [4]: Suppressing sidelobes

through signal processing.
• Precoding and Hybrid Approaches [26–30]: Combining techniques for enhanced effectiveness.

In this paper, we introduce a novel hybrid nature-inspired approach that not only reduces OOB emis-
sions but also mitigates the associated cybersecurity risks. By combining an Eigenspace-based Generalized
Sidelobe Canceller (ES-GSC) with a Genetic Algorithm (GA) for optimized cancellation carrier design,
the proposed solution suppresses spectral sidelobes and strengthens resistance against sidelobe-exploiting
attacks. Through rigorous simulations, we demonstrate superior performance compared to existing OOB
reduction techniques, both in spectral efficiency and resilience to attack.
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The main contributions are:

• A cyber-aware hybrid sidelobe suppression framework (ES-GSC-GA optimized CCs) that jointly targets
spectral containment and reduction of sidelobe-accessible attack surface.

• A systematic evaluation under five realistic spectrum sharing scenarios that model different PU/UL
topologies and attacker capabilities (including synchronization and injection attempts).

• Quantitative performance assessment showing significant reductions in OOB power and leakage
(numerical results will be reported in Section 4) and a security discussion that links spectral metrics to
attack success rates.

The remainder of the paper is organized as follows: Section 2 provides an overview and detailed system
model. Section 3 presents the proposed ES-GSC-GA method. Section 4 discusses the simulation results
and analyzes security implications. Finally, Section 5 concludes the paper with a summary and future
research directions.

2 Signal Model & Security Implications
An OFDM symbol in discrete time domain can be mathematically represented as:

ζ(n) = 1√
N

N−1
∑
k=0

ak e i2πkn/N (1)

where n = 0, 1, 2, . . ., N − 1.
Here, the input data is denoted by a vector a, where each element ak corresponds to the k-th subcarrier.

This vector is constructed as the transpose of a row vector with N total subcarriers. This formulation estab-
lishes the baseline waveform structure; the sidelobe leakage observed in the frequency domain originates
from the overlapping of these multiple subcarriers.

To combat inter-symbol interference (ISI) and preserve orthogonality in multipath environments, a
cyclic prefix (CP) of M samples is added to the OFDM symbol, defined as:

ζCP(n) = 1√
N

N−1
∑
k=0

ak e j2πk(N+n)/N (2)

where n = −M, . . ., 0, 1, . . ., N − 1.
While the CP effectively maintains orthogonality, it does not mitigate OOB sidelobe radiation. This

confirms that sidelobe leakage is an inherent property of the OFDM waveform itself, not an artifact
introduced by the transmission channel.

The spectral representation of the OFDM signal can be obtained through an unsampled Discrete
Fourier Transform (DFT) applied to Eq. (2). By introducing an upsampling factor P, the resultant upsampled
spectrum is expressed as:

ψm =
1
N

N−1
∑

n=−p
ζCP(n) e− j 2πnm

PN (3)

where m = 0, 1, . . . , PN − 1.
Given that e j2πk = 1 for the integer k ∈ [0, N − 1] simplifications yield:

ψm =
1
N

N−1
∑
k=0

N−1
∑

n=−M
ak e

j2πn
N (k− m

p ) (4)
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Eq. (3) can also be compactly written in matrix form as:

ψ = Da (5)

where ψ is PN × 1 vector containing the unsampled spectrum a is an (N +M) × 1 input data vector that
includes the original N data points with an additional P data points appended at the beginning to account
for the cyclic prefix and D is an PN × (N +M)matrix whose element at the (m + 1)-th row and (k + 1)-th
column is given by 1

N ∑
N−1
n=−M e

j2nπ
N (k− m

P ). The (m + 1)-th element of the upsampled spectrum can therefore
be expressed as:

ψm = Dm a (6)

where Dm is the (m + 1)-th row of D matrix. These Eqs. (3)–(6) transform the time-domain OFDM signal
into the frequency domain, where the sidelobe structure becomes visible.

The Normalized power spectral density (PSD) of OFDM can be expressed as follows:

Pm =
1
N

E {∣ψm ∣ 2} (7)

This defines the normalized PSD, which quantifies how signal power leaks into adjacent frequencies.
PSD is a key metric for evaluating both spectral efficiency and vulnerability to sidelobe-driven attacks.

Eq. (6) into Eq. (7) yields:

Pm =
1
N

Dm E{aaH}DH
m (8)

The PSD of an OFDM signal is influenced by the statistical properties of the transmitted information
symbols, specifically their covariance matrix. Given that the information symbols are independent, identi-
cally distributed (iid) with zero mean and unit variance, and considering the autocorrelation matrix of the
transmitted signal to be an identity matrix (ignoring CP), Eq. (8) can be simplified to:

Pm =
1
N

Dm DH
m (9)

Pm =
1
N

N−1
∑
k=0
∣dmk ∣ 2 (10)

where dmk = ∑N−1
n=0 e− j 2nπ

N (k− m
M ).

Assuming only the (l + 1)-th subcarrier is active and all others are inactive, the PSD equation simplifies
to:

Pm =
1
N
∣dml ∣ 2 =

1
N
( 1

N

N−1
∑
n=0

e
j2nπ

N (l− m
M ))( 1

N

N−1
∑
r=0

e−
j2rπ

N (l− m
M )) (11)

The equation can be simplified to:

Pm =
1
N
⎛
⎝

sinc (π (l − m
M ))

sinc ( π
N (l −

m
M ))
⎞
⎠

2

(12)

The above equation demonstrates that the spectral shape of a single OFDM subcarrier follows a sinc-
squared envelope, where, Maximum PSD Occurs solely at the frequencies of the active subcarrier, specifically
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at m = lM, flanked by sidelobes that decay slowly. This slow decay of sidelobes mathematically explains the
significant spectral leakage in OFDM, which attackers can exploit for covert injection or PUE attacks.

For the idealized case of perfect subcarrier orthogonality, the PSD is:

Pm =
1
N
⎛
⎝

sinc (π (l − r))
sinc ( π

N (l − r))
⎞
⎠

2

= 0 (13)

Consequently, an active subcarrier does not induce interference on other subcarrier channels. In other
words, perfect subcarrier synchronization eliminates Inter-Carrier Interference (ICI).

However, security concerns arise from the sidelobes inherent in the OFDM waveform. Fig. 2 illustrates
the normalized PSD for a single active subcarrier. The sidelobes are evident, with the first sidelobe only 7 dB
below the main lobe indicating significant spectral leakage. These sidelobes are not just a signal processing
artifact but represent potential cybersecurity attack surfaces, allowing attackers to:

• Inject covert signals near the sidelobe regions (spectrum injection attacks),
• Jam adjacent channels by exploiting sidelobe overlap,
• Spoof legitimate user activity (primary user emulation) by mimicking the sidelobe signature,
• Intercept and manipulate ongoing transmissions via MITM attacks.

Figure 2: Normalized PSD of an OFDM signal with a single active subcarrier.

Fig. 3 illustrates a realistic scenario: PUs occupies subcarriers 41–64 and 81–105, while an UL transmits in
the spectrum hole (subcarriers 65–80). Though subcarriers overlapping PUs are deactivated, OOB radiation
from sidelobes still causes interference up to −25 dB in PU bands. This leakage not only degrades perfor-
mance but also provides attackers with a stealthy path for spectral intrusion, bypassing traditional sensing
or spectrum occupancy checks. Therefore, the sidelobe profile of OFDM signals acts as a cybersecurity
vulnerability vector, emphasizing the urgent need for advanced sidelobe suppression techniques not merely
for spectral efficiency, but as a line of defense in secure cognitive radio operations.
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Figure 3: Single UL band (subcarriers 65–80) flanked by PU bands (subcarriers 41–64, 81–105).

3 Proposed Secure OFDM-Based CR System with Cyber-Aware Sidelobe Suppression
As cyberattacks increasingly exploit physical-layer vulnerabilities in cognitive radio networks, particu-

larly through spectral leakage and OFDM sidelobes, robust defense mechanisms at the waveform level have
become essential. In OFDM-based cognitive radio systems, high OOB radiation even when PU-occupied
subcarriers are deactivated poses a critical security risk. This leakage can be maliciously used by attackers
to launch MITM attacks, Denial of Service (DoS) through spectral pollution, or Primary User Emulation
(PUE) attacks that hijack spectral resources.

To mitigate these threats, we propose a novel hybrid signal processing framework that enhances spectral
containment and fortifies the system against such adversarial exploitation is illustrated in Fig. 4 illustrating
the integration of cancellation carriers and subspace decomposition for sidelobe suppression. Our approach
synergistically combines ES-GSC with Genetically Optimized Cancellation Carriers (CCs), resulting in a
secure and spectrally robust OFDM waveform.

Figure 4: System model of proposed technique.

3.1 Cybersecurity Role of Cancellation Carriers
The CC method introduces a set of strategically positioned subcarriers at the edges of the OFDM

spectrum. These carriers, modulated with complex coefficients optimized via GA, serve as active defense
lines attenuating unwanted OOB radiation that could otherwise expose the system to spectral intrusion.
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GA was selected because it is highly effective in solving nonlinear, multi-objective optimization prob-
lems with large and irregular search spaces, such as simultaneously minimizing OOB power and avoiding
predictable leakage patterns. Unlike deterministic methods, GA does not require gradient information and
can efficiently explore diverse solutions, reducing the risk of getting trapped in local optima. While other
metaheuristics like Particle Swarm Optimization (PSO) and Differential Evolution (DE) were considered,
GA was preferred for its greater flexibility in constraint handling and its ability to balance spectral shaping
with security objectives.

An OFDM system comprising a total of Nc subcarriers is considered. Of these, N subcarriers are
allocated for data transmission, carrying complex symbols a = [a1 , a2, . . . , aN]T modulated using PSK
or QAM. The remaining M = Nc − N subcarriers, traditionally employed as a guard band to mitigate
out-of-band interference, are instead populated with CCs.

These CCs are no longer passive guard bands but cyber-aware spectral guards, actively suppressing
sidelobes and reducing attack surfaces are strategically positioned at the spectrum edges of the OFDM signal
as depicted in in Fig. 5. The CCs are modulated with complex weighting factors g = [g1 , g2, . . . , gM−1 , gM]T ,
determined through GA using our proposed fitness function to counteract the original signal’s sidelobe
structure. This process aims to minimize the combined sidelobe levels within a specified spectral region.

x = [g1 , . . . , gM/2, a1 , . . . , aN , gM/2+1 , . . . , gM]
T (14)

This represents the transmitted OFDM vector including data symbols ak and cancellation carriers
gm . Unlike passive guard bands, these GA-optimized carriers actively suppress sidelobe leakage, serving as
spectral guards that harden the waveform against injection and spoofing attacks.

Figure 5: Concept of CCs, optimized via GA, for sidelobe suppression and attack surface reduction.

3.2 ES-GSC as an Intrusion Mitigation Technique
The ES-GSC is a signal processing method used to reduce unwanted signals (called sidelobe interfer-

ence). It does this by using a technique called subspace decomposition, which breaks the signal into parts
to identify and cancel out interference. The ES-GSC technique treats the incoming signal as a mix of basic
building blocks (called basis vectors). It then splits the signal space into two parts. One part called the signal
subspace contains the useful or desired signal. The other part called the noise subspace holds the interference
or unwanted signals. The noise subspace (the part containing interference) is used to create special weights
that help reduce the unwanted sidelobe signals. This leads to better signal quality. This approach usually
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works better than older GSC methods especially when the signal is weak or noisy (low SNR conditions). The
ES-GSC technique is used in many areas like medical imaging, radar, and communications systems. It helps
these systems works better by reducing or removing unwanted signals (interference or noise).

Key components and processes of ES-GSC are:

1. Signal Model: The received signal is modeled as a linear combination of desired signal components
and interference.

2. Subspace Decomposition: Eigenvalue decomposition or Singular Value Decomposition (SVD) is
employed to partition the signal space into signal and noise subspaces.

3. Weight Calculation: Weights are computed based on the noise subspace to minimize the power of the
output error signal.

4. Sidelobe Cancellation: The calculated weights are applied to the received signal to suppress side-
lobe components.

5. Output Signal: The processed signal with reduced sidelobe interference is obtained.

The ES-GSC technique involves a two-step process. Initially, signal and noise subspaces are derived
from the GSC’s correlation matrix, suppose it is R. Subsequently, a specialized weight vector is generated by
projecting the GSC’s weight vector onto the signal subspace. The correlation matrix, R, is a Hermitian matrix
with specific properties.

1. The eigenvalues of Hermitian matrices are real.
2. Eigen vectors corresponding to different eigen values are orthogonal.
3. Matrix R can be decomposed as given by the equation:

R = ΣΩΣH (15)

The spectral theorem is applied to decompose the GSC’s correlation matrix, R, into a diagonal matrix,
Ω, containing eigenvalues, and a unitary matrix, Σ, composed of eigenvectors. Due to the strong coherence
of on-axis signals, the dominant eigenvectors associated with the largest eigenvalues are attributed to the
main lobe. These eigenvectors constitute the signal subspace, while the remaining eigenvectors form the
noise subspace. Orthogonality between these subspaces is ensured. By projecting the GSC’s weight vector
onto the signal subspace, a new weight vector is derived that preserves the desired signal component while
enhancing sidelobe suppression given by equation.

wES-GSC = ΣΣHwGSC (16)

Unlike static sidelobe suppression techniques, ES-GSC adapts dynamically to real-time changes in the
interference environment. This adaptability is crucial in hostile spectrum-sharing conditions, where:

• Attack characteristics can change (frequency hopping, power variation, spectral spreading).
• Multiple simultaneous threats may appear at different sidelobe locations.
• Legitimate signals may coexist alongside malicious ones, requiring fine discrimination.

By continuously updating the correlation matrix R and recalculating subspace projections, ES-GSC
can track and suppress both unintentional interference and malicious sidelobe injections. This real-time
adaptability makes it well-suited for scenarios where attackers modify their strategy mid-transmission to
evade fixed defenses.
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4 Simulation Results: Cybersecurity-Enhanced Evaluation of the Proposed OFDM-Based Cognitive
Radio System

To validate the cyber-resilience and signal integrity of our proposed sidelobe suppression framework,
extensive simulations were conducted using MATLAB R2021a. The testbed evaluated OFDM-based cognitive
radio systems with varying subcarrier configurations (16, 32, 128, and 256) under adversarial spectrum
sharing conditions. Each scenario simulated potential physical-layer security threats such as eavesdropping
via sidelobes, spectrum hijacking, and malicious interference injection through high OOB radiation.

To ensure robust defense against cyber-physical spectrum attacks, each OFDM symbol was sup-
plemented with a cyclic prefix or zero-padding to combat ISI, a common vulnerability leveraged in
DoS conditions.

4.1 Scenario 1: Single Spectrum Hole with Borderline Threats
In this setting, an UL occupies a narrow spectrum hole flanked by PU bands, which makes the

system highly prone to cross-band interference and MITM-style attacks. The proposed method achieved
the strongest sidelobe suppression, with significant OOB reduction completely outperforming GSC+GA and
other benchmarks. This result highlights the technique’s ability to secure spectrum edges in tightly packed
environments (Figs. 6 and 7, Table 1).

Figure 6: Comparison of PSD before and after applying the proposed technique, highlighting enhanced spectral
containment and improved resilience against borderline spectrum injection attacks.
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Figure 7: Comparison of PSD before and after applying the proposed technique, highlighting enhanced spectral
containment and improved resilience against borderline spectrum injection attacks.

Table 1: PSD and % OOB Reduction relative to original signal (−29 dB).

Technique PSD (dB) % OOB Reduction
Original signal −29 0.00

ANCC −34 17.24
CC (Pagadari) −44 51.72
CC (Brandes) −45 55.17

CC (GA) −55 89.66
CC (FFA) −57 96.55

GSC −132 355.17
GSC + GA −166 472.41

Proposed technique −263 806.90

4.2 Scenario 2: Distributed Access under Uniform Load
Here, multiple ULs access distributed spectrum holes across a wideband allocation, a situation where

sidelobe leakage can enable lateral interference or covert channel formation. The proposed method con-
sistently maintained spectral isolation, delivering significant OOB reduction, compared to EGSC and from
GSC+GA. These gains confirm the robustness of our framework in fragmented spectral environments
(Figs. 8 and 9, Table 2).
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Figure 8: Normalized PSD for Scenario 2 illustrating effective sidelobe suppression across multiple spectrum holes,
enhancing spectral containment and defending against distributed spectrum injection attacks in cognitive radio
networks.

Figure 9: Normalized PSD for Scenario 2 illustrating effective sidelobe suppression across multiple spectrum holes,
enhancing spectral containment and defending against distributed spectrum injection attacks in cognitive radio
networks.

Table 2: Power spectral density and OOB reduction.

Technique PSD (dB) % OOB Reduction
Original signal −33 0.00
CC Pagadari −37 12.12

ANCC −43 30.30
CC (Brandes) −47 42.42

CC GA −54 63.64
CC + DE −61 84.85

(Continued)
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Table 2 (continued)

Technique PSD (dB) % OOB Reduction
GSC −135 309.09

EGSC −152 360.61
GSC + GA −170 415.15

Proposed technique −220 566.67

4.3 Scenario 3: Uneven White Hole Utilization with Fixed LU Load
In this irregular allocation, uneven gaps between PUs and ULs create localized OOB peaks that

attackers can exploit. The proposed method suppressed these leakage points effectively, achieving significant
OOB reduction, outperforming GSC+GA and all other methods. This shows the framework’s strength in
countering unpredictable sidelobe patterns caused by uneven spectral use (Figs. 10 and 11, Table 3).

Figure 10: Normalized PSD analysis under irregular spectrum allocation, highlighting the proposed method’s effec-
tiveness in minimizing sidelobe leakage and enhancing cybersecurity in cognitive radio networks.
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Figure 11: Normalized PSD analysis under irregular spectrum allocation, highlighting the proposed method’s effec-
tiveness in minimizing sidelobe leakage and enhancing cybersecurity in cognitive radio networks.

Table 3: Power spectral density and OOB reduction.

Technique PSD (dB) % OOB Reduction
Original signal −33 0.00

ACC −37 12.12
ASW −43 30.30

CC (Brandes) −46 39.39
CC GA −59 78.79

CC + DE −75 127.27
GSC −153 363.64

GSC + GA −184 457.58
Proposed technique −210 536.36

4.4 Scenario 4: Consistent UL Load with Variable LU Occupancy
With equal UL bandwidth but varying PU occupancy, predictable sidelobe harmonics usually emerge,

which attackers can exploit for synchronization or spoofing. By combining GA-based CC optimization
with ES-GSC, our method disrupted harmonic sidelobe patterns, yielding better OOB reduction, a clear
improvement over GSC+GA. This demonstrates its ability to prevent long-term targeted interference in
dynamic PU distributions (Figs. 12 and 13, Table 4).
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Figure 12: Normalized PSD for equal-sized white holes with variable black hole bandwidths, highlighting enhanced
cybersecurity through sidelobe suppression against spectrum injection attacks.

Figure 13: Normalized PSD for equal-sized white holes with variable black hole bandwidths, highlighting enhanced
cybersecurity through sidelobe suppression against spectrum injection attacks.



Comput Mater Contin. 2026;87(2):86 15

Table 4: Power spectral density and OOB reduction.

Technique PSD (dB) % OOB Reduction
Original signal −31 0.00

ACC −36 16.13
ASW −42 35.48

CC (Brandes) −45 45.16
CC GA −57 83.87

CC + DE −80 158.06
GSC −142 358.06

GSC + GA −190 512.90
Proposed technique −220 609.68

4.5 Scenario 5: Fully Dynamic Spectrum Topology
This most challenging case models rapid PU–UL reallocation, where attackers may attempt spectrum

hijacking and PUE through fast hopping. The proposed hybrid method adapted in real time, achieving
significant OOB reduction, exceeding GSC+GA. This confirms the technique’s resilience under fast-changing
spectrum conditions and its ability to prevent adversarial synchronization (Figs. 14 and 15, Table 5).

Figure 14: Normalized PSD for variable-sized white and black holes, demonstrating improved spectral security and
resilience against sidelobe-based cyber threats using the proposed technique.
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Figure 15: Normalized PSD for variable-sized white and black holes, demonstrating improved spectral security and
resilience against sidelobe-based cyber threats using the proposed technique.

Table 5: Power spectral density and OOB reduction.

Technique PSD (dB) % OOB Reduction
Original signal −30 0.00

ACC −35 16.13
ASW −40 35.48

CC (Brandes) −45 45.16
CC GA −57 83.87

CC + DE −70 158.06
GSC −135 358.06

GSC + GA −190 512.90
Proposed technique −220 609.68

4.6 Conclusion of Results
Across all scenarios, the proposed hybrid method combining Genetically Optimized Cancellation

Carriers and ES-GSC proved highly effective in containing spectral emissions, thereby reducing the physical-
layer attack surface. By strengthening the spectral isolation of ULs, the system resists advanced threats such
as DoS via spectrum flooding, side-channel injection, and PU impersonation. These findings validate the
approach as a cyber-aware waveform design strategy for secure cognitive radio networks.
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5 Conclusion & Future Work
This research presented a hybrid cybersecurity-enhanced sidelobe suppression technique for OFDM-

based CR systems, addressing the dual challenge of spectral efficiency and vulnerability to spectrum-based
attacks. By integrating ES-GSC with GA optimized CCs, the proposed method achieves notable reduction
in OOB emissions and significant improvement in sidelobe suppression as compared to conventional
techniques. Simulations across five spectrum-sharing scenarios results validate the superior performance of
our approach in mitigating interference, improving spectral containment, and enhancing system resilience
against potential cybersecurity threats such as jamming, spoofing, and unauthorized access through sidelobe
leakage. The proposed technique not only enhances coexistence with legitimate licensed users but also
fortifies the dynamic spectrum environment against sophisticated intrusions.

Future work will focus on real-time implementation, using software-defined radio platforms, integra-
tion with machine learning for dynamic threat detection and extension to MIMO and multi-user systems,
Additionally incorporating hybrid cryptographic techniques and analyzing time complexity will further
enhance security and scalability of OFDM-based CR networks.
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Nomenclature
AST Adaptive Symbol Transition
AIC Active Interference Cancellation
CE Constellation Expansions
CC Cancellation Carriers
CP Cyclic Prefix
CR Cognitive Radio
DFT Discrete Fourier Transform
DSA Dynamic Spectrum Access
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DE Differential Evolution
DOS Denial of Service
ES-GSC Eigen Space Based Generalized Sidelobe Canceler
GSC Generalized Sidelobe Canceler
iid independent, identically distributed
ICI Inter-Carrier Interference
LU Licensed User
MITM Man in the Middle
OOB Out-of-Band
OFDM Orthogonal Frequency Division Multiplexing
PSD Power Spectral Density
PSO Particle Swarm Optimization
PU Primary User
PUE Primary User Emulation
SW Subcarrier Weightings
SNR Signal-to-Noise Ratio
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