JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

Can Vibration Patterns Identify Users?
Authentication for Smartphone-Watch Collaboration
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Abstract—With increasing popularity of mobile smart devices
user privacy and security are becoming particularly critical.
Traditional authentication methods such as passwords and finger-
prints, face the risk of forgery attacks and replay attacks, which
are difficult to provide anti-imitation identity discrimination.
This paper investigates the propagation characteristics of active
vibration signals in hand-wrist coordination during natural
touch operations by users, and models their response patterns.
We found that there are differences in hand-wrist structure
and micro-dynamic behavior among different individuals, which
exhibits stable and distinguishable dynamic characteristics in
vibration response. Based on the observation, we propose a dual-
terminal joint identity authentication system (called VIP) for
both smartphone and smartwatch. The system first generates
vibration by dual-terminal motors and collects response signals
using built in accelerometers, gyroscopes, and magnetometers to
extract differential response patterns of users in natural touch.
Then, we design a discriminative model, TouchFormer, that can
extract direction sensitive features in multi-axis vibrations and
achieve dynamic alignment and time compensation at critical
moments, effectively integrating asynchronous and cross-device
response information. Furthermore, we construct multi-device
datasets of thirty users in real-world scenarios to validate the
effectiveness of VIP. Extensive experiments demonstrate that VIP
performs well on different devices, with an average authentication
accuracy improvement of 5.65% compared to existing methods.
In addition, the false acceptance rates of VIP under simulated
attacks and replay attacks are 1.55% and 2.71%, respectively,
which are on average 0.61 and 0.28 percentage points lower than
existing methods.

Index Terms—User authentication, vibration signal, dual-
terminal collaboration.

I. INTRODUCTION

HE widespread use of mobile smart devices has made
their security issues increasingly prominent. According
to the statistics, the number of smartphone users worldwide
reached 4.88 billion by 2024, accounting for 60.42% of
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Fig. 1. Schematic diagram of active vibration excitation and response
perception. (a) The coordinate system of the built-in sensors of the smartphone
and smartwatch is used to capture multi-axis vibration response data. (b)
Modeling of smartphone-watch collaborative vibration propagation.

the world’s total population [1]. Smartphones and wearable
devices store a large amount of sensitive data for users,
which raised widespread concerns about the security of smart
devices. For example, there were 3,205 data breach incidents
worldwide in 2023, affecting approximately 353 million peo-
ple [2]]. Therefore, preventing unauthorized user data leakage
and personal privacy infringement is the primary security issue
that need to be considered for mobile smart devices. Tra-
ditional authentication mechanisms use passwords [3]], PINs
[4], graphical passwords [5]], Face IDs [6], fingerprints [7],
to unlock mobile devices. However, these mechanisms are
vulnerable to threats such as shoulder surfing attacks [8],
password inference attacks [9]], and replay attacks [[10]. More
importantly, traditional methods are difficult to provide a
sustained identity discrimination mechanism in the event of
identity information (e.g., password) being leaked.

To eliminate the above threats, a variety of identity authenti-
cation schemes for mobile devices have been proposed. A class
of methods based on behavioral biometric utilize the user’s
operation behavior during natural interaction, such as walking
gait [[11]], keystrokes [12], and touchscreen dynamics [13]], to
extract individual behavior patterns for identity authentication.
However, such methods usually rely on specific interaction
tasks and are vulnerable to simulation attacks. Although some
studies have attempted to fuse multi-terminal sensor data
to enhance authentication performance [14]], there are still
shortcomings in the collaborative modeling of cross-device
data. Another major class of methods focuses on authentication
mechanisms based on physiological biometrics, such as iris
images [15], cardiac motion [16], hand geometry [17], and
electrical signals caused by muscle contraction [[18]]. This type
of method usually does not rely on continuous user interaction,
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but part of them relies on special hardware, such as electrodes,
high-precision accelerometers, and electrocardiogram sensors,
which is rarely configured in mainstream mobile devices.
Therefore, there is still a lack of a solution that can be
deployed on commercial mobile terminals and is practical and
resistant to attacks.

In natural interactions with smart devices, the hands and
wrists are the main contact and support parts. Their tissue
structure (e.g., bones, muscles and skin density) and micro-
dynamic behavior (e.g., pressure intensity and touch angle)
jointly modulate the propagation and reflection of vibrations
[19], [20]], forming individual response patterns. Previous
studies have shown that different hands [21]] or wrist structures
[22] have different responses to vibration excitation, resulting
in specific response signals received by the accelerometer
[23]. However, existing solutions only rely on a single hand
or wrist area, making it difficult to reveal the propagation
patterns between micro-dynamic behavioral disturbances and
cross tissue structures. Additionally, a single sensor is difficult
to capture the key response characteristics in the process of
cross-device and cross-part transmission.

In this paper, We propose VIP (VIbration Pattern), a collabo-
rative smartphone—smartwatch identity authentication system.
VIP uses the vibration motors built into the smartphone and
smartwatch to emit excitation signals, and combines inertial
measurement units (IMUs), which include an accelerome-
ter, gyroscope, and magnetometer, to collect responses in
coordination. Ultimately, we construct a fine-grained repre-
sentation of hand-wrist structural differences and behavioral
differences under different axes and propagation paths. VIP
can be regarded as a hybrid authentication mechanism that
integrates micro-dynamic behavior and physiological structure
attributes.To enhance the information dimension and discrimi-
nation accuracy, we collected multi-axis IMU data from dual-
terminal devices.

It should be noted that there are still some challenges in
achieving identity authentication for smartphone-watch col-
laboration. First, although it is known that the structure and
micro-dynamic behavior of the hand-wrist affect the vibration
response, it is still unclear how this effectiveness can be used
for identity authentication. Second, different sensors and their
different axes (see Figure [I{a)) have different sensitivities
to vibration, which is still a challenge to fuse them for
modeling. Third, a balance should be considered between
system registration and system performance in order to provide
a user-friendly experience.

To address the above challenges, we first verify the fea-
sibility of using active vibration signals to capture hand-
wrist response characteristics. Preliminary experiments show
that different individuals have different hand-wrist vibration
Patterns (HW-VIP). VIP generates vibration excitation from
both the smartphone and the smartwatch through their built-in
vibration motors (see Figure[I[b)), and synchronously collects
response signals from the IMUs of both devices when the
user touches the smartphone screen. To improve data quality,
we filter the collected signals to suppress noise interference.
Subsequently, we propose an encoder structure, TouchFormer,
to address the fusion of dual-terminal vibration signals and to

perform user authentication. TouchFormer combines two key
modules: the dual-branch attention fusion block (D-BAFB)
and the gated feedforward network (GFFN). Specifically, we
use a dynamic-directional-attention (DDA) branch to model
the sensitivity differences of different sensor axes in the
vibration direction, and extract the micro-structural response
characteristics of individuals in multi-axis directions. Further-
more, we also design a deformable-attention (DA) branch to
build an interpolation mechanism based on time points and
predicted offsets in order to enhance the system’s alignment
and compensation capabilities for critical moment responses.
Additionally, GFFN can be used to enhance the nonlin-
ear feature transformation capability by introducing a gating
mechanism. To improve the generalization and robustness of
the system in complex scenarios, moreover, we introduce a
sharpness-aware minimization (SAM) optimization strategy
[24] in model training. With the above design, the VIP can
extract HW-VIP and can identify the user’s identity through
natural user interactions (such as clicking to unlock). Finally,
VIP provides authorized access only to registered users.
In summary, the main contributions of this paper are:

« We propose a novel authentication system VIP, which uti-
lizes active vibrations from both smartphone and smart-
watch for identity authentication. VIP can be directly
deployed on commercial mobile smart devices without
the need for additional specialized hardware support.

« We investigate the feasibility of exploiting individual
differences in hand-wrist structures and micro-dynamic
behaviors for constructing HW-VIP, which originate from
variations in physiological and behavioral characteristics
among individuals, thereby revealing the potential of
such factors for identity authentication.We use a dual-
terminal IMU to synchronously collect response data for
constructing user identity representation.

o We design a learning method TouchFormer, which uses
D-BAFB as its core to construct direction sensitive fea-
tures of vibration signals under multi axial, cross modal,
and asynchronous conditions, ultimately enhancing the
effectiveness of multi-source signal fusion and temporal
modeling.

« We constructed user datasets with different genders, ages,
and body structures, and designed a variety of natural
interaction scenarios (e.g., wearing tightness, palm hu-
midity) for actual measurement and evaluation. Experi-
mental results demonstrate that the average authentication
accuracy of VIP is significantly higher than that of
competing benchmarks under different conditions. VIP
also exhibits strong robustness in resisting simulation
attacks and replay attacks.

II. BACKGROUND AND FEASIBILITY STUDY
A. Active Vibration Response Mechanism

As the main human-computer interaction medium, fingers
have obvious individual differences in morphological structure
and physiological parameters (e.g., size and bone density),
which affect the overall response characteristics [25]]. In this
paper, we further construct two physical models in order to
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analyze the excitation and response characteristics related to
screen touching by fingers.

1) Vibration Generation: To describe the vibration trans-
mission process in the hand-wrist structure, it is represented by
a multi-degree-of-freedom viscoelastic system model, which
consists of concentrated mass and series spring-damper units
[26]. This structure can be abstracted into a one-dimensional
or two-dimensional simplified propagation path model, where
each node represents the equivalent mass of each tissue seg-
ment. Each connected element denotes the equivalent stiffness
and energy dissipation characteristics of the soft tissue and
joints. To simplify the analysis, it is assumed that the finger
and the mobile phone maintain rigid contact (no slip) during
the touch process.

As shown in Figure[I{b), mass M represents the equivalent
mass of the hand, and mass Ms represents the equivalent
mass of the wrist segment. The simple harmonic displacement
excitation y(t) = Yjsinwt generated by the vibration motor
acts on M; and M, through the soft tissue spring-damper
unit (stiffness K7, damping C7). M7 and M are connected
by another set of spring-damper units (stiffness K, damping
C5). Assuming that z1(¢) and x2(t) represent the response
displacements of the finger and wrist segment in the axial
direction, respectively. According to Newton’s second law, we
can get:

My + Ci (31 — 9) + Ki(21 — y)
+C9(&1 — d9) + Ko(z1 —22) =0 )]
Min’Q + CQ(.iQ — xl) + KQ(ICQ — 1’1) =0

where, ©; and &; represent the first and second derivatives
respectively. The above model describes the complete path
of vibration from the mobile phone to the hand and then
propagates to the wrist through the joint structure. If the entire
structure is simplified to a single degree of freedom system, its
equivalent model can be simplified to a classic forced vibration
second-order system:

mi + ct + kx = F(t), 2)

where F'(t) is the equivalent excitation force. Based on
frequency domain analysis, the steady-state response of the
system under the excitation force F'(t) = Fysinwt is z(t) =
Xo sin(wt + ¢). Substituting into the equation and solving it,
the following amplitude response can be obtained:

Fy
VPt ()

| X (w)| = 3)

The phase lag is:

¢(w) = arctan <k—_j::uﬂ) . “)

The natural frequency is denoted by w,,, which is calculated
by w, = /k/m. When the excitation frequency w is close
to wy, the system will resonate, resulting in a significant
amplification of the response. The differences in m, ¢, and
k among different individuals lead to differentiation of the
frequency response characteristics in amplitude and phase. In

addition, the difference in mechanical impedance of the con-
tact interface further affects the transmission ratio of vibration
energy between tissues:

ey

g1(t) = 75 7 fi(t), (52)
2z

Falt) = 5= AiO) (5b)

where Z; and Zs are the impedance at both terminals, f7(¢),
f2(t), and g1 () denote the incident, transmitted, and reflected
waves, respectively. Individual differences lead to different en-
ergy transmission ratios, thus forming a stable and discernible
response pattern.

2) Nonlinear Vibration Response: Under external excita-
tion, human soft tissues exhibit nonlinear stiffness and cou-
pling behavior [27]], making the system response no longer
limited to the excitation frequency. On the contrary, this will
be accompanied by frequency dimensionality increase. In other
words, the emergence of higher-order harmonics and inter-
modulation frequency components significantly enhances the
spectral complexity and user distinguishability of the response.
The restoring force of soft tissue contains high-order nonlinear
terms, and its mechanical behavior can be characterized by the
Duffing equation:

mi + ci + kx + ax® = Fy cos(wt). (6)

Under single-frequency excitation w, we expand the steady-
state response of the system into a harmonic series:

oo
x(t) = Z A, cos(nwt), (7)

n=1
the amplitude A, of each harmonic order is closely related
to the nonlinear stiffness « of the tissue. Therefore, even
under the same excitation, the nonlinear response spectrum
distributions of different individuals are significantly different.

B. Feasibility Study

To verify the feasibility of authentication based on HW-
VIP under active vibration excitation, we designed and imple-
mented a series of experiments. All participants used a single
handheld Xiaomi 15 smartphone and wore a Redmi Watch 5
smartwatch to complete data collection.

Based on the theoretical analysis in it can be seen
that the hand-wrist of different users, as a nonlinear propaga-
tion medium, produces individual modulation of the external
vibration excitation signal, reflecting the user differentiation
of HW-VIP. To enhance the observability of this feature in
actual scenarios, our experiments rely on the built-in vibration
motors of both the smartphone and the smartwatch to apply
a fixed frequency excitation signal under stable conditions
for verification. To minimize the interference of individual
behavioral differences, all users perform touch tasks at the
same position on the mobile phone screen, with a unified
holding posture and wearing method.

In the specific experimental verification stage, we randomly
selected two volunteers, collected their HW-VIP at different
time periods, and extracted their frequency domain responses
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Fig. 2. Comparative analysis of individual HW-VIP under screen touch condition. (a) Frequency domain comparison of the same volunteer at two different
times. (b) Frequency domain comparison of two different volunteers under the same conditions. (c) t-SNE visualization of HW-VIP from three different

volunteers, demonstrating clear inter-user separability.

through fast fourier transform (FFT) [28]]. Figure 2(a) shows
the frequency spectrum distribution of the same volunteer
at different time periods. The main frequency position and
amplitude are highly consistent, which verifies the stability of
the time domain response. Figure 2[b) reveals the differences
in frequency domain characteristics of different volunteers, es-
pecially the main frequency amplitude. Further, we visualized
the response characteristics of the three volunteers by t-SNE
dimensionality reduction. As shown in Figure [2c), in
the two-dimensional feature space, the vibration responses of
the same volunteer are clustered in the same area and are
clearly distinguished from other volunteers. In summary, the
differences in the stable responses of different individuals
to the same active excitation confirm the distinguishability
of HW-VIP and provide theoretical basis and experimental
support for VIP.

III. THREAT MODEL

In this paper we consider attacks that aim to bypass or
deceive authentication system in order to obtain private infor-
mation or perform unauthorized operations [30]. We assume
that the attackers are unable to obtain physical access to
the target device or intervene in the process of collecting
registration data during the VIP training phase. Furthermore,
we assume that the attackers possess the following capabilities:

« Attackers can obtain brief physical contact opportunities
with the target device during user interaction gaps or
when the device is idle.

o Attackers have obtained the identity information of the
legitimate user and can use visual observation, video
playback, or social engineering methods to obtain the
target user’s operational behavior (e.g., grip posture,
touch method, finger position, and force pattern).

o Attackers have certain device deployment and signal
reconstruction capabilities, and can use universal sensor
modules (i.e., external IMU) to complete vibration acqui-
sition, processing, and synthesis operations, and finally
convert them into control signals that can be used for
reproducing target vibrations in LRAs.

To this end, we consider the following attack methods:
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Fig. 3. Threat model diagram. (a) Replay attack via Side-channel sensing.
(b) Impersonation attack.
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1) Side-channel Replay Attack: The attacker secretly ar-
ranges a high-precision external IMU (see Figure [3[a)) near
the device when the user is using it (assuming the user is not
aware of it), collecting vibration response signals triggered
by the user’s interaction with the device. Subsequently, the
attacker will replay the collected sensor data to the target
device through an external LRA (see Figure [3{(a)), attempting
to induce its sensors to receive HW-VIP consistent with
legitimate users, thereby bypassing the VIP system [31].

2) Impersonation Attack: The attacker attempts to simulate
the victim’s tactile behavior by directly contacting the target
device, in order to deceive the authentication system .
Attackers may improve the success rate of attacks by selecting
individuals with similar hand structures (such as size and mass
distribution), or by observing and imitating the interaction
patterns of the victims (e.g., touch position, force, and grip).
In addition, considering that the system supports multi-user
registration, we further divide impersonation attacks into two
scenarios (see Figure E[b)):

o Internal impersonation attacks: The attacker is a regis-
tered user within the system, but he attempts to imper-
sonate the identities of other registered users in the system
for authentication.

o External impersonation attack: The attacker is not regis-
tered in the system and attempts to illegally gain access
by imitating the interaction behavior of legitimate users.
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IV. SYSTEM DESIGN
A. Overview

The VIP system architecture is shown in Figure l] When
the user touches the screen, the dual-terminal devices generate
active excitation signals simultaneously through the vibration
motor. This signal is affected by the physical structure and
micro-behavior of the user’s finger-wrist, and the built-in
IMU (i.e., accelerometer, gyroscope, and magnetometer) of the
dual-terminal devices synchronously collect response data.

During the registration phase, the system first preprocesses
the collected data, including denoising, normalization, and
segmentation. Specifically, VIP uses a bandpass filter to extract
the response signal in the main frequency band, suppressing
low-frequency drift and high-frequency noise caused by hand
movements and environmental disturbances. Subsequently,
VIP normalizes the three-axis IMU data, and introduces a
sliding window mechanism to extract multiple locally aligned
response segments in the time domain. Finally, they are input
into the subsequent authentication model and stored for the
login stage.

To further characterize the dynamic response characteris-
tics, we construct a Transformer-based identity authentication
model called TouchFormer. The core of TouchFormer includes
D-BAFB and GFFN modules, which we will introduce in
detail in §IV-E| and §IV-F| respectively. In addition, in the
login phase, VIP first captures the vibration signal generated
by the dual-terminal device motors when a finger touches the
phone, and then performs data preprocessing in the same way
as the registration phase. Then, VIP uses the model trained in
registration phase to perform user identity authentication and
deception detection.

B. Vibration Signal Collection and Dataset Construction

Most smartphones and smartwatches have built-in Linear
Resonant Actuator (LRA), with typical operating frequencies
generally distributed within 300 Hz, and controllable vibration
amplitude. In this work, we use smart devices with LRAs as
excitation sources and simultaneously collect response data via
their built-in IMUs during touch-vibration.

Specifically, during a period of touch-vibration duration
t, the IMU continuously records sensor data at a sampling

20 Hz

Sitting

Walking Walking on stairs

20 40 60 80 100
Frame Index

120 140

Fig. 5. Frequency distribution of noise caused by human motion in three
common scenarios.

frequency f. The number of raw data points collected by
each single-axis sensor s (s = a, g, m, respectively represents
the accelerometer, gyroscope, and magnetometer) during this
period is n = t x f. Taking the gyroscope as an example,
its three-axis angular velocity data can be expressed as a
3xn matrix ;D = [g1.82. 8], & =[gb g i)
Similarly, the raw data of the accelerometer and magne-
tometer are recorded as D, and D,,, respectively. For dual-
terminal devices e (¢ = p,w, where ¢ = p,w indicates
the smartphone and smartwatch, respectively), their collected
multimodal sensor data can be uniformly expressed as: D, =
[Da,e; Dg,e, D, e), Where D, is a 9x n-dimensional composite
sensor data matrix, Dg ¢, Dg e, Dm e correspond to the data
sub-matrices of the accelerometer, gyroscope, and magnetome-
ter on the device e, respectively.

C. Data Preprocessing

1) Motion and Environmental Noise Suppression: The
vibration signal contains not only effective responses from
touch, but also low-frequency noise caused by the user’s
overall movements (e.g., walking and wrist swinging). Exper-
imental statistics show that the biometric response caused by
touch vibration operation is mainly distributed above 30 Hz,
while the noise caused by human body movement is mainly
distributed below 20 Hz, as shown in Figure [5] To resist low-
frequency and high-frequency noise interference, we uses a
bandpass filter [32] to process the raw data d;;(k) of each
triaxial sensor s:

ds,i(k) = F(dsi(k)), (8)

where F(-) represents bandpass filtering.

2) Data Normalization and Sliding Segmentation: To unify
the numerical range of different sensor channels, the bandpass
filtering result dy;(k) of each sensor axis i € {z,y,z} is
normalized as:

gk) ming Jsf-(k)
xds,;i (k) — mkin ds (k)

ds,i(k) = ; )

. ds

max

k

where mkin ds.;(k) and max ds.; (k) represent the minimum and

maximum values of the sampling sequence of sensor s on this

axis, respectively, and d ; (k) represents the normalized result.

The normalized multi-sensor data on device e is uniformly
represented as: D, [Da o Dg e, Do, el

Then, we use a sliding window w1th a length of w = 200

and a step size of s = 100 for slicing to ensure that each

segment covers a complete touch event. For the normalized
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data D, € R?*™ of each device e, we finally get the slice
sequence: W, = Dgl),Dg),...,EéN) s Déj) e R9xw |
where the j-th slice represents the j-th segment of sensor
response data after normalization.

D. Collaborative Vibration Feature Modeling

To effectively capture the multi-axis vibration characteristics
of the hand-wrist, as shown in Figure [f] the input of Touch-
Former is the nine-axis IMU sensor data from the mobile
phone and watch, denoted as D, = [Dgp, Dy p; Dimpl €
RT>*d and Dy, = [Dgws Dgws Dinw) € RTw*? respectively,
where D,, Dy, D, represent the x /y/z three-axis data of the
accelerometer, gyroscope, and magnetometer respectively (see
Figure a)), and the feature dimension d is 9. We use two
independent embedding layers E,(-), E,(-) to map D, and
D,, to a unified dimensional space: X,, = E,, (D,,) € RT»*D,
Xw = Ey(Dy) € RT»*D and add a learnable position
encoding P to retain the temporal information: X » = Xp+ Py,
Xw = X+ P,. Subsequently, the fused input X = if(p, )A(W}
is sent to the TouchFormer composed of L layers of encoders
stacked together (see Figure [6). Finally, the output of Touch-
Former is used for identity classification tasks.

E. Dual-Branch Attention Fusion Block

1) Dynamic Directional Attention (DDA): To more effec-
tively model the sensitivity differences between dual-terminal
devices in different directions, inspired by SDformer [33]], we
proposed an improved DDA module. As shown in Figure [7]
this module is designed to model the dynamic response
characteristics in cross-device transmission, especially short-
term high-frequency disturbances (such as vibration spikes)
that are easily ignored by traditional attention mechanisms.
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Fig. 7. The architecture of Dual-Branch Attention Fusion Block, the core of
which includes DA (@) and DDA (@).

First, we add a first-order difference operator Va; = xy—x; 1
to the input IMU sequence z; before Q9% and K9 projection,
which is used to calculate the local temporal mutation of
the sequence to guide the attention module to focus on the
starting point of the change in the signal before Q%% ¢ RLx9,
K44 ¢ REX projection, such as sudden touch vibration.
After that, we introduce a nonlinear kernel function ¢,(-)
for each Q492 and K992 vector, which is defined as follows:

¢p(x) = fp(ReLU(z)), (10a)
fp(x) =20 Wi © (std(x))_p . )\dym (10b)

where x is the input vector, Wy, is the learnable direc-
tional weight vector, std(xz) represents standard deviation
normalization, and Agyy, is a learnable dynamic scaling factor.
Specifically, Agyn enables the model to adaptively adjust the
attention weight according to the local perturbation strength.
Adyn can enhance the area when a strong mutation (such as
sudden acceleration) is detected. Additionally, A4y, appropri-
ately reduces the attention to the signal in a smooth trend
change area (such as hand-steady touch). The power exponent
p redirects the Q% K% through std normalization. A larger
p helps to strongly cluster the local directional patterns, but
may suppress certain weak but directionally significant feature
components. Experimental results demonstrate that a proper p
balances transient response capture and trend stability.

After the transformation of ¢,, Q99 and K99 are recorded
as Q"% = ¢, (Q*%) and K’ %% = ¢, (K% ) respectively.
The attention score is calculated:

Scored® (Qi, K;) = ¢y (@49 ) ¢, (K1 9)" . (1)

To deal with the weight offset caused by the difference in
device amplitude, we introduce a dynamic scaling factor 7,
which is adaptively adjusted according to the variance of the

current score matrix: 7 = 4/ Var (Scoredda) It adjusts the
signal amplitude together with gy, to alleviate attention bias
caused by device differences. Further, the attention weight is
calculated through Softmax and Dropout:

exp (Score?ﬁgL / 7')

> ok €XP (Score?,fa /7’)

A?fa = Dropout (12)
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The final output is Output ‘* = ;AR VR where V4%
is the value vector.

2) Deformable Attention (DA): To adaptively mine dis-
criminative features from active touch vibration signals, we
achieve cross-time domain key response modeling by learning
sampling time offset, as shown in Figure[7} Specifically, within
a window with a sampling sequence length of P, let the
p-th reference point be tP, the attention module predicts a
time offset AtP = Fa (Q%F )p through the coordinate offset
network Fa [34]. To get the target sampling time of the
current query Q%°/, we have: Thmp = t? + AtP. Since Thmp
is generally a non-integer time point, we use the interpolation
function Z(-) to obtain the corresponding features on the
original signal X:

X (17

samp

) = I (X Ty )

samp

13)

this ensures that even if the target sampling point is not
aligned with the sensor timing grid, effective information can
be smoothly extracted. This interpolation mechanism is used
to fuse the signals from X p and Xy to alleviate the alignment
error caused by the difference in sampling frequency of the
IMU module.

Further, we linearly map Témp to the attention space to
obtain the key and value vectors: K? = Wtfgf X (Thmp)
VP = WY X (Thmp). Among them, KP and V? represent the
attention key and value corresponding to the sampling point,
and the representative local features can be extracted through
mapping. The dot product of Q?¢/ and K7 is then calculated
to obtain the attention score, the corresponding V? is weighted
summed, and v/d represents the scaling factor:

Zée};)d = Softmax (W) Ve,
QT Ko 1
St KP, VP + Offset + Interp (Xwamh) .
The final Multi-Head Attention (M-HA) [35] output is:
Output® = MHA (Q*f, K*, V*) )

= Concat (Z}(llz)ld, cees Zﬁgﬂ) wo.

In order to further integrate the direction perception features
and frequency mutation information, we input the outputs of
DDA and DA into the gate unit for weighted control:

Odde — Gdda o Output?, 04! = G4ef © Output®/ | (16)

where G | G9¢f are the learnable gate weight, ® represents
element-by-element multiplication. The fused output is:

OP~BAFB _ 1/ Concat (Odda, Odet ) b, (7
where W and b are learnable parameters.
F. Gated Feed-Forward Network
The module adopts the Pre-Norm residual structure

[35], where Layer Normalization (LN) is applied, and the
output is connected with a residual connection: U =

Smartphone

Smartwatch

E ‘5‘ 5|

Linear motor.
o =

 —

——— ) I
\___ ! Motor in smartphone ! ¥ Motor in smartwatch Contact position

Fig. 8. The prototypes of VIP.

LN (X + OP~BAFB) Tt is then fed into GFFN to perform
nonlinear transformation and gated fusion on the attention
fusion features [36]. Its structure is shown in Figure |§| and
can be divided into the following two levels:

1) Linear Transformation + GELU Activation: The
input U is first linearly expanded, GELU activated and
lineagy mapped to the original dimension. Given the in-
put U of the I-th layer coding block normalized by the
previous layer, this process can be expressed as R =
w (GELU Wl(l)ﬁ(l))), where W and W{" are the
weight matrices of the two-layer linear mapping.

2) The GLU Gating Mechanism: Generates gating sig-
nals and candidate information through two parallel linear
branches: one branch obtains Gt(ll) = W:,El)R(l) through linear
mapping, and the other branch obtains the gating vector
o ()Gz(;l)s =0 (Wil)R(l)) through Sigmoid activation after
linear mapping. The gated output is:

WO = oo (a). (18)

Then, after adding it to the residual U, the output of the
encoding block is:

HY = LN (U(l) + Dropout (W“))) . (19)

V. IMPLEMENTATION AND EVALUATION

In this section we implement the VIP system and evaluate
its performance. We will focus on answering the following
six questions: (Q1) Does VIP have accuracy and cross-device
adaptability? (Q2) Can VIP work stably under different vi-
bration settings and external environments? (Q3) Does VIP
adapt to different user behaviors and operating modes? (Q4)
Is TouchFormer irreplaceable? (Q5) Can VIP effectively resist
different types of attacks? and (Q6) Does VIP have long-term
stability?

A. Experimental Settings

This section describes the experimental setup, including
dataset collection, model training, and evaluation metrics.
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Fig. 9. Overall authentication accuracy of the five authentication models.

1) Data collection: To collect experimental data, we de-
veloped an Android-based data collection tool (see Figure [8)
deployed on four models of smartphones (Xiaomi 11 Ultra,
Huawei nova 10, Realme X2 Pro, and Xiaomi 15) and Redmi
Watch 5, which is based on a common API interface to
ensure cross-device consistency. We recruited a total of 41
volunteers aged between 20 and 56, and excluded 4 in-
dividuals with significant noise and partially missing data.
Ultimately, 30 legitimate users (including 14 females and 16
males, numbered U = {Uy,Us,...,Usp}) and 7 external
impersonation attackers (including 3 females and 4 males,
numbered U = {Us1,Usg,...,Usr}) will be retained. The
entire experiment lasted for four months, and all procedures
were approved by our Institutional Review Board (IRB).

To ensure data quality, we guide volunteers to familiarize
themselves with the equipment and app operation procedures
before formally collecting data, ensuring that they complete
experimental tasks in their natural state. The specific exper-
imental steps are as follows: 1) Volunteers need to hold a
mobile phone and wear a watch at the same time, and are told
to choose the appropriate handheld holding angle and wearing
posture according to their own habits; 2) Volunteers are
required to complete five consecutive intelligent touch screen
interaction tasks in a common grip method (one handed or two
handed) to collect individual touch vibration characteristics
with posture differences; 3) Sampling was conducted under
different experimental conditions (including sitting, walking,
and walking on stairs), with 20 sets of touch vibration samples
completed daily. To reduce the interference of task fatigue on
data quality, we have controlled the interaction interval and
prompt method; and 4) We synchronize the readings of the
IMU sensor built in the recording device and store them in
CSV format, with a sampling rate of f = 100H z. For dual-
terminal devices, each user’s sensor data can be represented
as Do = [Dge, Dy c, Dy o] for training TouchFormer.

2) Training Settings: During the registration phase, we use
data from 30 legitimate users (U = {U,Us,...,Usp}) to
train TouchFormer with a batch size of 256. Specifically, we
use a S-fold cross validation strategy to divide all samples
into five equal parts after shuffling at the sample level, so that
each fold preserves the sample distribution of each category
as much as possible. In each round, one part is used as the
test set 7., and the remaining four parts are used as the
training set 77", 20% of the data is drawn from it to construct

LSTNet Rocket LightTs CrossFormer

the validation set 7.%. To evaluate model generalization, we
conduct m experiments (5 < m < 10) per iteration and report
the average as the final metric.

During the training of TouchFormer, we used a cross-
entropy loss function and combined it with a SAM optimizer
to perform 200 rounds of iterative training on the model.
The initial learning rate is 0.000001, and the weight decay
is 0.00001. SAM introduces adversarial perturbation direction
during each gradient update to optimize the model in a flatter
region of the parameter space, where the perturbation radius
p is set to 0.7.

3) Metrics: We use the false acceptance rate (FAR), false
rejection rate (FRR), and F1-score as the main evaluation met-
rics. Among them: FAR = %, represents the probabil-
ity of misidentifying an imposter as a legitimate user; FRR =
%, stands for the probability of misidentifying legiti-
mate users as imposters; and Fl-score %,
reflects the comprehensive performance of the system.

B. Overall Performance (QI)

We compared the performance of TouchFormer with four
candidate classification models (LSTNet [37]], Rocket [38]],
LightTs [39], and CrossFormer [40]). All models were trained
under a unified data preprocessing process as mentioned in
§IV-C] following the same training method as introduced in
§V-A] Their authentication performance was evaluated on the
test set 7. In addition, to verify the transferability of the
model on heterogeneous hardware platforms, we conducted
experiments on four different models of smartphones.

Figure [9] illustrates the average accuracy of each model on
a dataset of 30 legitimate users. The results demonstrate that
TouchFormer performs the best in almost all settings, with
an average accuracy of 98.65%, which significantly outper-
forms baseline methods. Each classification model exhibits
consistent performance across different devices, indicating that
the vibration features extracted by VIP have good cross-
device adaptability. In addition, Rocket achieves suboptimal
performance in the experiments with an average accuracy of
95.9%. 1t extracts discriminative features through multiple sets
of random convolution kernels, demonstrating good general-
ization ability and computational efficiency. However, due to
the lack of targeted structural awareness design, it is difficult
to robustly model key timing dependencies in multi pose and
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Fig. 10. Confusion matrix of TouchFormer on 30 users. (a) With smartwatch.
(b) Without smartwatch.

heterogeneous devices, which limits its performance. Further-
more, we plot a confusion matrix of 30 users obtained using
the Xiaomi 15 as shown in Figure [I0[a). It can be observed
that the system has clear boundaries for distinguishing between
different users, reflecting its sensitivity to identity features.

Further, to investigate the impact of watches on authentica-
tion performance, we excluded watch data and retrained the
model. The right side of Figure [9] demonstrates that, in all
device tests, the overall accuracy of users decreased by about
0% - 3%. The confusion matrix of 30 users (see Figure [I0(b))
further indicates that the absence of wrist vibration features
can lead to a certain decrease in VIP authentication per-
formance. Compared with capturing hand vibration response
solely through smartphone, integrating wrist features captured
by smartwatch provides a complete HW-VIP composed of
hand-wrist response features, which can more comprehen-
sively capture users’ physical structural characteristics and
micro-dynamic behaviors.

C. Impact of Vibration Parameters (Q2)

To systematically evaluate the authentication performance
of VIP under different vibration parameter configurations, we
designed and implemented two sets of experiments focusing
on the two key factors of vibration intensity and vibration
duration, and analyzed their comprehensive impact on authen-
tication accuracy and user experience.

1) Impact of Vibration Intensities: As VIP relies on active
vibration signals for identity authentication, we first examined
the impact of different vibration intensities on authentication
performance. The experiment was conducted in collaboration
between dual-terminal devices (i.e., smartphone and smart-
watch) using consistent vibration intensity. As shown in Fig-
ure a), when the vibration intensity is set to 60%, the FAR
and FRR of the system reach their optimal values of 0.34%
and 1.35%, respectively. Under this intensity configuration,
the system can stimulate clearer HW-VIP, thereby further
improving feature separability.

When the vibration intensity is low (e.g., less than 20%),
the extracted HW-VIP is close to the sensor background
noise and is susceptible to interference due to the weak
signal amplitude, resulting in decreased stability. When the
vibration intensity is too high (e.g., greater than 85%), severe
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Fig. 11. Impact of vibration intensity and duration.

TABLE I
ANALYSIS OF SUBJECTIVE FEEDBACK FROM USERS ON VIBRATION
SETTINGS. HERE, O s 0 , AND @REPRESENT ACCEPTABLE, BARELY
ACCEPTABLE, AND UNACCEPTABLE RESPECTIVELY.

User ID Vibration Intensity Vibration Duration
<20% ~60% >85% | <4s 4Ts >Ts
Ul (@] (@] o (@] (@] o
U2 (@] (@] (@] (@] o °
U3 (@] (@] (@] (@] o o
U4 (@] (@] ) (@] o o
U5 o o (@] (@] (@] o
U6 (@] (@] ) (@] o ®
U7 (@] (@] o (@] (@] o
U8 (@] (@] o (@] (@] o
U9 (@] (@] (@] (@] o ]
ul10 (@] (@] (@] (@] o o
Ul1 (@] (@] ) (@] o (]
u12 (@] (@] o (@] o o
Ul13 (@] (@] ) (@] (@] o
Ul4 (@] (@] o (@] o o
uls (@] (@] (@] (@] o ®
ul6 o o o (@] (@] o
u17 (@] (@] (@] (@] (@] o
U18 (@] (@] o (@] o °
uU19 (@] (@] o (@] o o
U20 (@] (@] (@] (@] (@] °
21 (@] (@] o (@] o o
U22 (@] (@] o (@] (@] ®
U23 (@] (@] o (@] o o
U24 (@] (@] o (@] o ®
U25 (@] (@] (@] (@] (@] o
U26 (@] (@] o (@] o o
u27 (@] (@] o (@] o ®
U28 (@] (@] (] (@] o o
U29 (@] (@] Qo o o ®
U30 o o ] (@] o o

mechanical stimulation may interfere with the user’s natural
grip posture. Especially when wearing a watch, it is more
likely to induce a “loosening effect” that leads to feature
deviation, thereby disrupting the stability of HW-VIP. The
Table [[] shows that most users are more inclined to accept
moderate vibration intensity (about 60%) as the default con-
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Fig. 12. Fl-score under different activity scenarios and holding gestures.

figuration for the authentication process. More than 90% of
users expressed ‘“completely acceptable” for a strength of
approximately equal to 60%, which is highly consistent with
the system’s stable extraction capability for HW-VIP response
signals under this configuration.When the vibration intensity is
too low (e.g., less than or equal to 20%), the amplitude of the
excited skin response signal is insufficient, resulting in lower
energy and decreased stability of the IMU signal collected by
the system. Subjectively, users provide feedback on “blurry
vibration sensation” and ‘“as if there is no vibration”, which
objectively manifests as a decrease in signal-to-noise ratio
and repeatability, and has a negative impact on authentication
performance.

On the contrary, when the intensity reaches greater than
or equal to 85%, while the signal excited by the system is
enhanced, the user experience also significantly deteriorates.
In the survey, multiple users expressed dissatisfaction using
words such as “harsh”, “irritating”, and “overly intense”, and
even received feedback such as “numbness in the hands” or
“unstable grip on the phone”. When wearing the watch, users
mentioned that strong earthquakes are directly transmitted to
the wrist through the strap, causing muscle tension or short-
term tremors, resulting in a negative impression of “anxiety”.
More importantly, excessive intensity did not improve VIP
authentication performance, but instead undermined users’
trust and interaction habits. Based on a comprehensive anal-
ysis of authentication performance and user experience, we
ultimately set the default vibration intensity of the device to
60%. According to user surveys, this configuration does not
interfere with daily use while maintaining the user experience.

2) Impact of Touch-vibration Durations: We further inves-
tigated the impact of vibration duration on authentication per-
formance. During the registration phase, the length of collected
samples increases accordingly as the duration of vibration
increases, which helps improve the training effectiveness and
classification ability of the model. However, excessive duration
will increase the user’s interaction burden, affecting the sys-
tem’s response efficiency and actual experience. Figure [TT[b)
presents the variation curves of model accuracy and precision
under different vibration durations.

The results indicate that the performance in the initial stage
rapidly improves as the vibration duration increases. When
the vibration duration reaches the third seconds, the system
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'

FRR (%)

Clean slightly Sweaty Wet Dusty

Fig. 13. Authentication performance under different finger conditions.

accuracy and precision reach 98.65% and 98.12%, respec-
tively. After the vibration duration reaches the 4th second,
the performance tends to stabilize and the improvement in
performance slows down.

As shown in Table [[} almost all users indicate that a single
vibration duration of less than 4 seconds is “completely ac-
ceptable”, which is perceived to be closer to the natural rhythm
of interaction. When the duration was extended to more than 7
seconds, a significant proportion of users expressed “inability
to accept”, and some even gave feedback that “the time was too
long and they lacked patience” and “they thought the system
had a problem”, especially among users in the middle and later
stages. This reaction not only reduces the user’s tolerance, but
may also affect their perception of system reliability.

This trend is also validated in Figure @b), where the
system reaches the optimal balance between performance
and experience at 3-4 seconds, with an accuracy rate of
98.65%. Afterwards, the performance improvement tended to
saturate, while the user experience rapidly declined. Therefore,
we suggest setting the duration of each touch during the
registration phase to 3.5 seconds. This not only fully ensures
the richness of response sampling, but also effectively controls
the perceived burden on users, ensuring the acceptability and
practicality of the system in actual deployment.

D. Performance under Varying Environments (Q2)

In practical usage environments, users may be in various
daily activity states, such as sitting still, walking, or walking
on stairs, which can cause background noise, hand tremors,
and posture changes that may interfere with the stability of the
original tactile signal. At the same time, there are differences
in the interaction methods in different scenarios, such as the
differences in contact patterns caused by holding devices with
one or both hands, which may cause disturbances in the
spatiotemporal distribution of HW-VIP.

To comprehensively evaluate the stability of VIP in various
usage scenarios, we designed the above three typical usage
scenarios. We adopted two common grip methods, including
1) gesture 1: holding with both hands, and 2) gesture 2:
holding with one hand. As shown in Figure [I2] VIP has the
best authentication performance in static laboratory scenes
(i.e., sitting), with an average Fl-score of 98.2%. However,
in dynamic scenes, especially when walking on stairs, it
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TABLE II
COMPARISON OF AUTHENTICATION PERFORMANCE UNDER DIFFERENT
OCCLUSION CONDITIONS.

Accuracy Precision Fl-score
With Occlusion 96.03% 95.73% 96.80%
Without Occlusion 98.47% 98.58% 98.22%
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Fig. 14. Confusion matrices for the five participants.

can cause strong hand tremors and irregular swings. The
severe changes in hand acceleration and unstructured posture
disturbances can interfere with signal acquisition, resulting in
a decrease in F1-score to 94.5%. In addition, the authentication
performance of dual-handed grip is better than that of single-
handed grip, indicating that dual-handed grip is more stable
and beneficial for improving the distinguishability of HW-VIP.

It is worth noting that although there are differences in the
conditions of each scenario, VIP maintains F1-score above
94% in all combination settings. These results highlight VIP’s
stable response to environmental and behavioral variations,
underscoring its practicality in mobile identity authentication.

E. Impact of Hand Conditions (Q3)

To evaluate the identity authentication performance of VIP
under different hand physiological states, we designed experi-
ments covering four common hand conditions, including clean,
slightly sweaty, wet, and dusty. As shown in Figure [T3] the
system performance significantly decreases in both “wet” and
“dusty” states, with the FAR of VIP increasing to 2.55% and
1.35%, respectively. Compared to 1.48% in the clean state, the
system performance has decreased to a certain extent in the
wet hand state, and the FRR of VIP has increased to 6.13%.

This phenomenon is mainly due to HW-VIP relying on
mechanical contact between fingers and screens to excite
vibration signals. When the hands are in a non-clean state, the
contact conditions between the skin and the device surface will
undergo irregular changes. This phenomenon is manifested as
a decrease in the elastic modulus of the contact interface and
a drift in the damping coefficient, which weakens the energy
coupling efficiency during vibration excitation (see §II-A) and
causes distortion of the signals received by the IMU.

Especially when the fingers are wet, the dielectric layer
formed by the water film further weakens the coupling and
conduction of vibration signals, disrupting the repeatability
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Fig. 15. Performance under different touch positions.

and structural consistency of HW-VIP. To further expand the
applicability boundaries of the system in various hand states, it
may be considered to construct a dataset with state annotations
in the future. We will explore conditional feature modeling
methods based on state perception mechanisms to enhance the
interpretability and generalization depth of the system.

F. Impact of Occlusion (Q3)

In daily use, the user’s sleeve may partially cover the watch,
causing unexpected noise and device displacement. To simu-
late the impact of clothing-induced occlusion on VIP perfor-
mance in daily use, we randomly selected 5 volunteers from 30
legitimate users for the experiment. Participants are required to
complete standardized interactive tasks with sleeves covering
the watch, which are the same as the unobstructed conditions,
to avoid interference caused by operational differences. As
shown in Table |H|, compared with the unobstructed state, the
average accuracy, precision, and F1-score of the system in this
situation decreased by 2.44%, 2.85%, and 1.42%, respectively.
The performance degradation is caused by occlusion from
clothing interfering with the propagation path of the vibration
response in the forearm area, resulting in local absorption or
propagation distortion of the signal, which in turn affects the
model’s perception ability of key structural areas.

However, as shown in the confusion matrix in Figure @
the system can still maintain a low error rate under occlusion
conditions. This is attributed to D-BAFB’s flexible correction
of key point position information on the table side through
learnable offset vectors, effectively avoiding local failures
caused by local occlusion while still retaining key identity
information. To improve VIP’s adaptability to complex occlu-
sions, such samples can be incorporated during training to
enhance robustness against disturbances like cuffs.

G. Impact of User Operation Behavior (Q3)

To systematically evaluate the performance of VIP under
different operational behaviors, we further study the impact
of common touch behaviors (e.g., changes in touch position
and touch intensity) of users on authentication effectiveness
during actual use. Referring to the typical grip habits of users,
we have set up five representative interaction areas, which are
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located in the top left, top right, bottom left, bottom right, and
bottom center areas of the screen as shown in Figure

As shown in Figure [T5] although users touch at different
screen positions, the system maintains over 95% accuracy,
precision, and Fl-score. Further observation reveals that the
authentication effect in the lower area of the screen is better
than that in the top area. Especially at the bottom-center
position, the accuracy is 98.14%. The reason may be that
the vibration motor is usually built into the middle of the
bottom of the phone (see Figure [§). If the finger is close
to the motor position, the vibration signal can be transmitted
more efficiently to the hand and wrist, thereby enhancing the
strength and consistency of HW-VIP. In contrast, the signal
strength attenuation in the top region is more significant due
to its distance from the vibration source, resulting in a decrease
in the discriminative performance of this region. Overall, the
performance differences between regions are relatively small,
and the system has good stability in spatial distribution.

In terms of contact intensity, we constructed three typical
interaction modes, including “light touch + loose fitting”,
“medium touch + moderate fitting”, and “heavy touch +
tight fitting”, to simulate the interference of different usage
states on sensor response. As shown in Figure under
three different combination conditions, VIP exhibits good
authentication performance, with accuracy, precision, and F1-
score remaining above 94%. Further analysis demonstrates that
the combination of medium touch and moderate fitting can
achieve optimal performance, with an average of over 98%
for all three indicators.

In addition, unstable contact between the watch and the
skin may cause loose or slight wear, resulting in micro-
motion noise and poor contact, which affects the stability
of feature extraction. Although heavy touch and tight fitting
usually help maintain stable authentication, excessive mechan-
ical contraction may cause signal saturation or attenuation,
finally affecting the interpretability of touch-vibration signals.
The Table [[1I] indicates that all users are accustomed to using
Medium force touch in their daily operations. This type of
operation method can ensure stable screen triggering without
causing discomfort or misoperation. In contrast, Light touch
is less common among users, with some expressing concerns
about not triggering successfully and needing to repeat the

TABLE III
STATISTICS ON TOUCH AND WEARING HABITS OF DIFFERENT USERS IN
DAILY DEVICE USE. HERE, O, @, AND @REPRESENT ALMOST NEVER
USED, OCCASIONALLY USED, AND FREQUENTLY USED, RESPECTIVELY.

User ID Screen touch intensity

Light Medium

Watch wearing elasticity

Heavy | Loose Moderate  Tight

Ul
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ul1s
ule
u17
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U22
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U30

CXE-NoNoXoNoNoNoNoNoNoNoNoNoN-NoNoNoNoNoRoNoNoNoNoNoNoNONONO)
00 0000000000000 OCGEOGEOGNOSGNOGNOGNOGNOGNOGNOGNOGNOSONOSONOSGNOINO
(oNoN-N-NoN-NoNoNoN-NoN-N-NoN-NoN-NoN-N-NoN-NoN-NoN-N-NoNoX=]
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CNoNoNoXoNoNoN-NoNoNoN-NoX-NoNoNoN-NoNoR-NoN-N-NoNoNoNoNoXo)

touch, which affects the smooth experience. Heavy touch, on
the other hand, often occurs in brief high-intensity operation
scenarios (e.g., clicking the confirm button), and is not a
conventional interaction method.

In terms of the elasticity of the watch, users generally prefer
to wear it in a moderate manner. In the survey, multiple users
pointed out that wearing the device too loosely can easily
cause shaking and dis placement, affecting the comfort of
long-term wearing. Although wearing it tight helps the device
to adhere closely to the skin, it is often perceived by users as
having a strong sense of pressure and fatigue, and is often used
in special scenarios such as sports, with limited frequency of
use in real authentication scenarios.

Excitingly, the combination of Medium touch intensity and
Moderate wearing not only best fits the user’s natural usage
habits, but also achieves optimal system performance (see
Figure[16). This result confirms that VIP can achieve excellent
authentication performance and have good natural deployment
without deliberately changing user usage patterns.
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TABLE IV
COMPARISON OF TouchFormer PERFORMANCE WITH OR WITHOUT SAM IN
DIFFERENT ATTENTION.

Method With SAM | Without SAM
Accuracy Precision F1-score ‘ Accuracy Precision F1-score
M-HA [35] 92.61% 92.90% 91.86% 91.25% 91.80% 90.65%
DDA [34] 96.74% 96.80% 96.88% 95.21% 95.46% 94.92%
DA [33] 96.29% 96.44% 96.40% 95.71% 95.86% 96.45%
D-BAFB 98.65% 98.58%  98.22% 97.82% 98.17%  98.12%

H. Ablation Study (Q4)

To evaluate the specific contribution of the introduction of
D-BAFB and SAM optimization strategies to identity authen-
tication performance, we compare the performance of different
attention mechanisms with or without the introduction of
SAM, including standard M-HA, DDA, DA, and the proposed
D-BAFB. The experimental results are shown in Table
Among all settings, D-BAFB performs the best. After intro-
ducing SAM, its accuracy, precision, and Fl-score reached
98.65%, 98.58%, and 98.22%, respectively, significantly better
than other structures, reflecting its stronger feature modeling
and discrimination ability. It is worth noting that even without
introducing SAM, D-BAFB still maintains a leading position
with an accuracy of 97.82% and an Fl-score of 98.12%,
indicating that its structure itself has good generalization.

Further analysis of the performance differences among
various attention mechanisms reveals that: 1) The performance
of M-HA is weak, especially in the absence of SAM, where
Fl-score is only 90.65%, indicating that this mechanism has
limitations in handling key temporal differences in tactile
sequences; 2) DDA can effectively model the temporal mis-
alignment between mobile phones and watches through the
dynamic attention mechanism controlled by Ag,,. However,
due to the lack of spatial alignment mechanism, the response
is unstable under spatial disturbances; 3) DA can adaptively
sample key touch positions through offset sensing mechanism.
However, its modeling of response position differences caused
by small disturbances still has certain shortcomings due to the
lack of direction discrimination mechanism; and 4) D-BAFB
achieves complementary advantages in modeling dynamic
response and spatially sparse features. The fusion of the two
attention outputs (see Figure [6) improves feature selectivity
and adaptability to noise.

In addition, the SAM optimizer [41] brings Fl-score im-

formance of VIP.

provement of 1% to 2% in each structure, enhancing the sta-
bility of the model under state disturbances and individual dif-
ferences. This is due to its two-stage perturbation mechanism.
By guiding the model to perform adversarial perturbations in
the direction of greater loss curvature, it suppresses conver-
gence to sharp minima while promoting parameter updates
towards flatter minima. Intuitively, SAM performs better when
TouchFormer exhibits higher loss sharpness.

1. Performance on Attack Resistance (Q5)

To evaluate the anti-attack performance of VIP, we con-
ducted a series of experiments under two attack models:

1) Resist Impersonation Attacks: We randomly selected
5 volunteers (including 2 females and 3 males) from le-
gitimate users as target users, and recruited 7 unregistered
users as attackers to participate in the experiment (see §V-A).
Specifically, each legitimate user first completes the registra-
tion process and selects the grip posture and touch method
according to their own habits. Subsequently, the attacker is
allowed to select legitimate users with similar physiological
characteristics to themselves, and then repeatedly observes
the authentication process of legitimate users to improve the
success rate of the attack. Each imposter is allowed to practice
before performing 20 authentication attempts.

For external impersonation attacks, attackers do not register
in the system and only imitate by observing the touch behavior
of legitimate users (see §III). As shown in Figure in all
experiments where attackers attempt to impersonate legitimate
users, the average FAR for each attacker remains at 1.59%.

For internal impersonation attacks, we simulate unautho-
rized login when multiple users share devices. Every legitimate
user has registered their identity in the system, but attackers
attempt to impersonate other registered users in the system
and gain the privileges that other users possess. Figure [I§]
demonstrates that when five legitimate users attempt to log in
to other accounts as attackers, the average FAR is 1.50%.

2) Resist Replay Attacks: When legitimate users use smart-
phones, we allow imposters to use high-sensitivity external
IMU devices (see Figure f[a)) to collect vibration signals
generated during the interaction between legitimate users and
devices in the same desktop environment, and save them
as attack samples. Subsequently, the attacker replayed the
captured signal during the login phase, attempting to deceive
VIP to complete identity verification. To comprehensively
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evaluate the effectiveness of the attack, we allowed the attacker
to repeatedly perform replay attacks on five legitimate users.
As shown in Figure despite the attacker’s mastery of high-
fidelity capture and playback techniques, VIP successfully
identified and prevented most replay attacks with a lower FAR
(i.e., an average of 2.71%).

J. Long-term Performance (Q6)

To evaluate the long-term availability of the VIP system,
we conducted a 90-day experiment. As shown in Figure 20]
even if the user’s physiological state and behavioral habits
undergo natural changes, the FAR and FRR of the system
still remain at 1.49% and 2.51%, respectively. The overall
growth rate is controlled within 1.2%, reflecting VIP’s good
ability to resist temporal degradation. To further enhance long-
term applicability, the system can combine individual temporal
modeling with incremental update mechanisms. Continuous
optimization of the model can address the natural drift of
feature distribution.

In addition, we synchronously recorded the average authen-
tication time required for each login to evaluate the practicality
performance of the system. In 95% of authentication opera-
tions, VIP completes identity authentication within an average
of 238 + 41 ms, meeting users’ requirements for speed and
experience in daily scenarios.

VI. RELATED WORK
A. Biometric-based Authentication

Biometric authentication usually relies on the user’s in-
herent physical characteristics, such as fingerprints [7], irises
[15], faces [4], and voiceprints [42], but these methods are
vulnerable to replay attacks [10]. In addition to common
methods, Pandia ef al. [43] used a mobile phone camera to
capture images of the user’s teeth for authentication, which
is greatly affected by lighting and shooting angles. Then, Xie
et al. [44] used the built-in microphone of earplugs to collect
bone conduction sound signals generated when teeth bite for
verification. After that, Zhou et al. [45] utilized the friction
sound of fingertips during the sliding unlocking process as
the second factor for authentication. Srivastava et al. [40]
identified the user by detecting the movement pattern of the
jaw bone and facial micro-vibrations when the user speaks,
but requires wearing special headphones to obtain IMU data.

B. Behavior-based Authentication

This type of method implements identity authentication
based on the dynamic behavior characteristics of the user’s
interaction with the device, such as typing touch behavior [[13]]
and walking gait [11]]. For example, Yang et al. [47] designed
a lightweight authentication system CALL, which is modeled
based on the time series collected by the built-in sensors of
the mobile phone. Li et al. [48] used the accelerometer and
gyroscope in the mobile phone to collect the action sequence
of the user’s daily operation, and combined the autoencoder
and discriminator to build the AEGAN model to complete
the authentication. Wu et al. [49] achieved authentication by
analyzing the acceleration and rotation angle during the touch
process of the mobile phone.

C. Vibration-based Authentication

Identity authentication methods based on vibration signals
have gradually become a research hotspot. For example, Li
et al. [50] embeded a pair of linear vibration motors and
IMU in VR/AR devices, and identified the vibration response
pattern based on the head structure. Liu et al. [51] built a
desktop authentication system that verifies through vibration
sensing at a specific location, but relies on dedicated hardware.
Yang et al. [22] and Lee er al. [52] found single-ended
authentication schemes based on the built-in motor and IMU
of a smartwatch, which uses the differential signal of vibration
propagation in the wrist for identity authentication. Cao et al.
[53]] authenticated through the passive response of the device
to vibration when the user holds the phone. Xu et al. [21]]
captured the vibration characteristics of the user’s finger when
touching the screen, while Xie et al. [23]] focused on sliding-
based interaction for identity authentication. The existing solu-
tions focus on single-terminal authentication for smartphones
or smartwatches, ignoring the cross-part transmission and
coupling characteristics of vibration signals between the hand
and wrist. Differently, VIP utilizes vibration motors and IMU
sensors commonly found in most devices to construct a dual-
terminal collaborative active vibration mechanism, utilizing
the user’s hand-wrist collaborative vibration mode under active
vibration stimulation to achieve identity authentication.

VII. DISCUSSION

Although VIP exhibits promising authentication perfor-
mance across multiple devices, it still faces challenges in
deployment and long-term use.

First, although we have validated the effectiveness of VIP in
a user population covering multiple age groups and physiologi-
cal structures, further investigation is needed on its adaptability
and generalization ability in a wider range of populations, such
as different races, body types, and body fat ratios. Especially,
the feature boundary clarity of HW-VIP in complex population
distributions are worthy of further research.

Second, the design of VIP is based on the built-in motors
of smart devices. Although all participants reported that the
vibration is non-disruptive, future work could further reduce
user-perceived workload and enhance system concealment.
Potential approaches include shortening the duration of stimu-
lation and exploring stimulation strategies with lower salience.

Third, considering long-term usage scenarios, an individ-
ual’s physiological state (e.g., bone density and muscle tone)
and behavioral characteristics may slowly evolve over time,
leading to drift in the HW-VIP distribution. In the future, a
personalized model update strategy that is time-sensitive can
be introduced to maintain stable model performance as the
user’s state dynamically evolves.

VIII. CONCLUSION

In this paper, we proposed a dual-terminal collaborative
identity authentication system, named VIP. We deployed and
evaluated the performance of VIP on various smart terminals.
The experimental results demonstrated that our proposed VIP
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outperforms existing competing authentication methods. Ex-
citingly, we have found that: 1) VIP achieves optimal perfor-
mance under touch intensity and suitable wearing conditions
that conform to users’ daily usage habits; and 2) VIP has
demonstrated stable and consistent performance on devices
of different brands in various authentication scenarios. In
simulated and replay attack scenarios, additionally, the false
acceptance rate of VIP is lower than that of the comparison
methods, which verifies its adaptability and security in actual
environments. In our future work, we will focus on more
complex identity authentication scenarios. We will further
explore the joint certification of various smart terminal devices
such as smart headphones and smart bracelets.
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