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Abstract—The integration of smart meters into residential
environments has allowed a smooth collection of electricity
consumption data, which is critical for demand response and co-
ordinated operation in cyber-physical distributed energy resource
systems. However, existing centralized methods of consumer char-
acteristic identification pose significant risks to data privacy and
confidentiality. Furthermore, the inherent limitations imposed
due to noisy data cause a steep degradation in the accuracy and
system-level decision-making. Addressing the issues of accuracy
and data confidentiality, this paper proposes a confidence-aware
federated learning framework for privacy-preserving inference
of electricity consumer characteristics from raw smart meter
data. The proposed method employs decentralized retention of
smart meter data, using federated learning to refine network
performance while ensuring that raw data remain localized at the
client level. By evaluating a combined distribution of noisy and
clean labels, erroneous data points are identified and excluded,
thereby enhancing the model’s efficacy and robustness. The
effectiveness of the approach is validated using the Irish Com-
mission for Energy Regulation dataset. The proposed framework
demonstrates notable improvements, achieving an average gain
of 3.97% in accuracy and 3.68% in MCC score compared to
state-of-the-art methods, while maintaining strong data privacy
guarantees.

Index Terms—Confidence learning, Energy consumption pat-
terns, Federated learning, Socio-demographic information, Smart
meter, Noisy data.

I. INTRODUCTION

Artificial Intelligence (AI) and Machine Learning (ML)
techniques have demonstrated significant potential in the anal-
ysis of smart meter data for smart load characterization,
including the inference of socio-demographic attributes and
electricity consumption patterns [1]. In cyber-physical dis-
tributed energy resource (DER) systems, such data-driven load
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intelligence plays a critical role in enabling demand response,
coordinated operation, and efficient energy management [2],
[3], [4], [5]. Accurate analysis of smart meter data supports
informed decision-making, personalized energy services, and
improved energy efficiency across residential and industrial
consumers. However, the accuracy and reliability of the smart
meter data depends on the quality of the labels in the data set
used for model training [6], [7]. It is pertinent to consider that
labeling extensive data sets, is challenging, time-consuming
and susceptible to errors and inconsistencies. Noisy or inac-
curate labels can significantly degrade model performance,
undermining reliable load inference and, consequently, the
effectiveness of cyber-physical DER system operations [8],
[9].

One possible approach to overcome the issues of noisy
labels is the logical estimation of confidence levels, linked to
data set labels. This mapping, known as confidence learning
(CL), can not only increase the overall quality and reliability
of the model’s inference process but also can significantly
impact the overall quality of service. CL refers to the process
of quantifying the level of confidence or uncertainty associ-
ated with each labeled sample in a data set. By estimating
the uncertainty in data set labels, ML models can make
informed decisions, assign appropriate weights to different
labeled samples, and mitigate the negative effects of noisy or
incorrect labels. One of the prominent works in [10], presents
a comprehensive framework for estimating uncertainty in data
set labels, utilizing techniques such as rank pruning and robust
classification. The authors propose a novel approach to identify
confident examples that are more likely to have accurate labels,
thereby improving the overall performance and reliability of
ML models. Targeting the applications of smart meter data,
several works have been proposed to further enhance the
quality and effectiveness of ML models. The authors in [11]
present a deep learning-based approach for socio-demographic
information identification from smart meter data. Similarly,
the work in [12] presents a DL based detection and mitigation
method for EV-based attacks on wind-integrated power grids.
The authors in [13] focus on identifying incorrect annotations
in multi-label classification data, addressing the challenge of
label noise in the training process.

Among the existing approaches, the PCA-FANN model pro-
posed in [14] serves as a key baseline for electricity consumer
characteristic identification. This method combines Principal
Component Analysis (PCA) for dimensionality reduction with
a Feedforward Artificial Neural Network (FANN) for classi-



IEEE TRANSACTIONS ON INDUSTRIAL CYBER-PHYSICAL SYSTEMS

TABLE I: Comparative Analysis of Existing Methods With Proposed Approach

Models Noise Robustness  Scalability ~ Privacy  Interpretability = Accuracy Advantages of Proposed Approach
IP2FL [3] Medium High v High High 1- Improved robustness to noisy labels through confidence-aware
learning while improving reliability of inference.
PCA-FANN [14] Low Medium v Medium Medium 2- Low reliance on labeled data and centralized
data sources, improving generalization.
DDEEP [15] Medium Medium - Low Medium 3- Improved scalability and adaptability in large-scale
energy environments.
Proposed Method High High v Medium-High Excellent 4- Integrated privacy-preserving FL with
confidence-based noise filtering, reducing reliance
on centralized data with improved accuracy.

fication. PCA reduces the dimensionality of high-dimensional
smart meter data to improve computational efficiency, while
the FANN performs the final classification task. However, this
approach relies on centralized data collection, is sensitive to
noisy labels, and does not incorporate any explicit privacy-
preserving or uncertainty estimation mechanisms, which limits
its effectiveness in distributed and real-world environments.

In addition to the aforementioned works, various studies
have investigated the application of smart meter data analytics
in the energy sector as well. For instance, the work in [16]
analyzes management practices and risks in the electricity
market. Interestingly, household characteristic identification
based on smart meter data remains vastly unexplored, with
very limited research in the domain. One of the few published
research is the work in [17], where a time-frequency feature
combination approach for household characteristic identifi-
cation is proposed. Another approach in [18] employs ML
techniques to uncover residential energy consumption patterns
based on socioeconomic factors and smart meter data. One
of the seminal works on feature identification is the work
in [19] which presents a cross-domain feature extraction-
based approach for household characteristic identification us-
ing smart meter data. However, these methods rely on cen-
tralized data collection, which raises significant privacy and
security concerns while limiting user data ownership. They
are also highly vulnerable to noisy labels, leading to degraded
model performance and unreliable predictions. Furthermore,
these approaches lack scalability in distributed environments
and do not incorporate robust privacy-preserving mechanisms.
The effectiveness of these established methods is assessed
across multiple parameters, emphasizing the significance of
evaluation metrics in validating the algorithms. Various metrics
can be employed; for instance, [20] investigates the influ-
ence of class imbalance on classification performance metrics
utilizing the binary confusion matrix. The authors in [21]
present a federated learning (FL) driven secure computing
mechanism for ensuring reliable and efficient transportation
in cyber-physical systems.

Addressing the challenges of data confidentiality and un-
reliable inference in cyber-physical DER systems, this work
proposes a novel confidence-aware FL framework for privacy-
preserving smart load characterization through household char-
acteristic inference from raw smart meter data. The proposed
method employs decentralized retention of smart meter data,
using FL to refine network performance. The proposed method
ensures data confidentiality, while the use of CL enhances the
accuracy of the label. By evaluating a combined distribution
of noisy and clean labels, erroneous data points are identi-

fied and excluded, thereby enhancing the model’s efficacy.
The idea is to develop a framework for accurate consumer
characteristic identification from smart meter data, while ad-
dressing challenges such as noisy labels, data privacy and
robustness. Feature estimation, extraction, and classification
from smart meter data is performed in noisy conditions while
prioritizing end-user privacy and accuracy through weighted
average estimation and distributed learning. A comprehensive
comparison and advantages of the proposed method, over some
of the existing methods, is presented in Table I. The novel
contributions of this work are summarized as follows:

1) Privacy-Preserving Smart Load Intelligence: A
privacy-preserving learning framework is proposed to en-
able smart load characterization in cyber-physical energy
systems by minimizing raw data exchange across smart
meters. Through FL, the proposed approach ensures that
household electricity data remain localized while support-
ing collaborative model training across the network.

2) Uncertainty Estimation: A confidence-based learning
mechanism is integrated within the federated frame-
work to distinguish confident examples with poten-
tially accurate labels from noisy examples. The pro-
posed confidence-FL approach ensures data confidential-
ity without compromising on the accuracy of the label
values.

3) Robust Classification: A comprehensive analysis is pre-
sented to prove that the proposed confidence-FL approach
improves the overall performance of ML models by
enhancing classification robustness through the pruning
of potentially unreliable examples.

4) Resilience to Label Noise in Federated Settings: A
comprehensive study of continual learning mechanisms
and their ability to assist FL models in effectively iden-
tifying and mitigating label noise across devices. This
ensures consistent and reliable learning throughout the
network.

This paper is structured as follows: Section II describes the
problem description. Section III provides information on the
system model and data set description. Section IV describes
the details of the proposed methodology. Section V presents
the experimental setup and results, and finally Section VI
concludes the study.

II. PROBLEM DESCRIPTION

A majority of the existing approaches have failed to address
the privacy and accuracy concerns of characteristic inference
from smart meter data. A trade-off between the two i.e privacy
and accuracy, has been mostly considered by the researchers
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and thus, this work addresses the following challenges in the
existing works:

1) Privacy: Extracting information from smart meter data
poses a substantial risk of privacy breaches for user data.
Non-intrusive methods have the potential to utilize high-
resolution data to dis-aggregate the total energy con-
sumption of end users, accurately obtaining per-appliance
consumption, thereby presenting a significant privacy
threat.

2) Noisy Labels: Model accuracy is jeopardized by in-
accurate labels, which can be introduced into the data
for various reasons. For instance, consider cases where
the wrong pairing of devices and appliances occurs.
Additionally, the potential for compromised labels due to
targeted attacks on local datasets cannot be overlooked.

3) Robust Classification: Ensuring model resilience against
noisy data is crucial for reliable predictions and verifying
the model’s performance.

This work is aimed at developing a privacy-preserving learn-
ing framework to enable smart load characterization in cyber-
physical energy systems by minimizing raw data exchange
across smart meters while addressing challenges such as noisy
labels, privacy concerns, and the model’s robustness.

III. SYSTEM MODEL AND DATASET DESCRIPTION
A. System Model

A residential smart grid scenario is considered for the
realization of the proposed framework, where households
equipped with smart meters act as primary data sources and
are connected through a cyber-physical DER network. Each
household is treated as a retailer (client) in the FL architecture
and retains its raw smart meter data locally. In the intended
deployment, all data processing steps - including feature
extraction, label mapping, and confidence-based noisy label
filtering - are performed locally at each retailer without sharing
raw electricity consumption data with any central entity. A
master server is responsible only for coordinating the federated
training process by aggregating local model updates received
from participating retailers and redistributing the updated
global model. The proposed framework is therefore privacy-
preserving by design, as only model parameters or gradients
are exchanged during the federated optimization process, while
raw data remain strictly localized. The master server performs
only model aggregation and coordination, and does not store
or access raw smart meter data at any stage.

While the proposed framework is generalizable to broader
smart city environments involving commercial and industrial
infrastructures, the present study focuses on residential con-
sumers due to the availability of detailed smart meter and
socio-demographic data in the Irish CER dataset. Accord-
ingly, each retailer corresponds to a residential consumer
characterized by occupant information, dwelling properties,
and appliance usage patterns. For experimental validation, the
Irish CER dataset, which is originally available in centralized
form, is partitioned into multiple logical retailers to simulate
decentralized clients in a proof-of-concept FL setting. This
partitioning is used solely for evaluation purposes and does

not imply centralized data sharing in the intended deployment.

B. Dataset Description

The proposed work is based on the Irish CER dataset
[22], which was collected as part of the Smart Metering
Project in Ireland. The dataset contains raw smart meter data
from households with a 30-minute granularity and covers
a period of 536 days from July 2009 to December 2010.
A total of 4,232 residential consumers were included in
the study. The proposed work utilizes 15 socio-demographic
characteristics from the pre-trial survey, selected from a total
of 140 questions. For better visualization and interpretability,
a restricted number of class labels were assigned to each
characteristic. These characteristics are categorized into three
main groups: occupant information, dwelling properties, and
domestic appliance properties.

Due to the inherent nature of the dataset, several class labels
exhibit significant imbalance, with considerable disparity in
the number of consumers across different categories. The pro-
posed algorithm is designed to account for this imbalance dur-
ing both model training and performance evaluation. Although
the Irish CER dataset is available as a centralized benchmark
dataset, in this work it is partitioned into multiple logical
client nodes to emulate a decentralized FL. environment. This
partitioning is performed solely for proof-of-concept evalua-
tion of the proposed privacy-preserving framework and does
not imply centralized data storage or sharing in the target
deployment.

IV. PROPOSED METHODOLOGY

The proposed approach integrates the capabilities of fed-
erated learning (FL) and confident learning (CL) to address
key challenges such as data privacy, noisy labels, and robust-
ness in electricity consumer characteristic identification from
smart meter data. Using the Irish CER electricity dataset,
68 relevant features are extracted and used as inputs to the
proposed Confidence Federated ANN framework, termed as
C-FANN. In the intended deployment, raw smart meter data
remain localized at each participating retailer/client, where
feature engineering, confidence-based noisy label filtering, and
local model training are performed independently. Only model
parameters or gradients are shared with the master server
for aggregation, thereby ensuring data confidentiality and pre-
venting raw data exchange. For proof-of-concept evaluation,
the centralized Irish CER dataset is partitioned into multiple
logical retailers to emulate decentralized clients in a federated
setting. Accordingly, the architecture in Fig. 1 reflects the
decentralized nature of the proposed framework and follows a
standard federated learning paradigm, where a single master
server coordinates model aggregation while all data processing
and training remain decentralized at the retailer level.

A. Feature Engineering and Pre-Processing

Selecting reliable characteristics that can capture daily and
weekly trends is crucial, given the dynamic nature of an
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Fig. 1: Federated Architecture of the Proposed C-FANN Framework.

electricity user’s load profile throughout a typical day. We es-
tablish typical weekly load profiles for each customer, drawing
inspiration from previous work in [15] and [23] to manually
define the feature set. This feature set is categorized into three
main groups: statistics (including mean, minimum, maximum,
and total consumption), ratios (such as the load factor), and
statistics specific to time series data (including quantiles and
entropy). We also consider the disparity in energy consumption
patterns between weekdays (Monday to Friday) and weekends
as part of the feature set. Additionally, we explore charac-
teristics at distinct intervals throughout the day, categorizing
these periods as baseload (2 am to 5 am), morning (6 am
to 10 am), midday (11 am to 2 pm), and evening (6 pm to
10 pm). Throughout the trial period, these characteristics are
determined for each customer by using weekly consumption
data for weekdays as well as weekends. For the sake of clarity,
a self-explanatory term is given to each feature, for instance,
the term ‘mean_morning_weekdays’ refers to the mean amount
of electricity consumption during the early hours of a workday.
In a similar vein, the term ‘maximum_base_weekend’ refers
to the maximum consumption that occurs on a weekend
during baseload hours. The ‘proportion_mean_GE’ shows the
proportion of consumption that is more than the weekly mean,
while the ‘proportion_0.5kW_GE’ displays the proportion of
energy consumption usage that is greater than or equivalent
to 0.5 kW during the week. For the sake of simplicity, in the
upcoming sections of this work, we will refer to the feature set
created by the ‘n'" provider as ‘SD,,” instead of the initial
smart meter data.

In the intended federated deployment, the above feature
engineering and preprocessing steps are executed locally at
each retailer using its own smart meter records. Thus, the
feature matrix corresponding to the n'" retailer, denoted by
SD,,, is generated without transferring raw smart meter data
to any central entity. In the experimental proof-of-concept,
the centralized Irish CER dataset is partitioned into multiple
logical retailers, and the same local preprocessing pipeline is
applied independently to each partition.

B. Data Processing Using Confidence Learning

Within the proposed federated framework, CL is applied
locally at each retailer on its own feature set and labels before
local model optimization. In this way, potentially unreliable
samples are identified and filtered without exposing raw data
or labels to the master server. The CL mechanism therefore
serves as a local noise-mitigation step that improves the quality
of client-side training data prior to federated aggregation. CL
is employed to predict the collaborative distribution of the
reported labels and hidden true labels while also considering
the effect of noise. For the purpose of this estimation, two in-
puts are considered: the out-of-sample predicted probabilities
and the vector of noisy labels. The step-wise execution of the
algorithm (Algorithm 1), is presented below:

1) Notation and Definitions: The training data set is de-
noted by Tp = {(z;,y;)}}_,, where N represents
the total count of training samples, such that a label
y; 1s associated with true label input features x;. Let
x; represent the attribute vector of the 4" instance, Yj
be its corresponding observed label, and z; denotes the
unknown true label, which we aim to estimate using
CL. It is empirical to note that the data set may contain
mislabeled instances, where the label y; does not match
the true label z; for instance z;.

Model Training: Train a supervised learning model f by
utilizing the labeled data set SD,,. The model f can take
the form of any classifier.

Model Confidence Score: For every instance (x;) in
the local data set, acquire the confidence scores (s; =
(sj1,Sj2,--.,8;c)) from the model (f) for all potential
classes. Here, C denotes the number of classes, and the
confidence scores indicate the model’s level of certainty
regarding its predictions for each class.

Instance-Wise Confidence: Define instance-wise confi-
dences (c;), which indicate the classifier’s (f) confidence
in its predictions for each instance (x;), using the margin-
based approach as:

2)

3)

4)

)

¢; = max(s;) — average(s;)
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where max(s;) is the highest confidence score for the
instance x; and average(s;) is the average confidence
score for the same instance. A higher c; indicates higher
confidence in the model’s prediction for x;.

5) Ranking Instances: Sort the instances based on their
instance-wise confidences (c;) in descending order. In-
stances with higher ¢; are considered more reliable, while
those with lower c¢; are more likely to be mislabeled.

6) Cleaning Mislabeled Instances: Start by examining the
instance with the highest instance-wise confidence, then
proceed iteratively to assess instances, identifying and
rectifying mislabeled ones as necessary. This process can
involve human inspection or domain-specific methods,
with the underlying assumption that instances with higher
confidences are more likely to possess accurate labels.

7) Re-training Classifier: After cleaning the data set, retrain
the classifier using the cleaned data set. This helps the
model to better adapt to the corrected labels and helps in
the proliferation of output accuracy.

8) Uncertainty Estimation: Compute the uncertainty of the
refined labels by contrasting the initial model’s predic-
tions for the cleaned data set with the retrained model’s
predictions. Instances where there is a discrepancy be-
tween the two models suggest increased uncertainty.
Elevated uncertainty may signify that these instances
remain difficult to classify or that they are potentially
mislabeled.

9) Cleaning Iteration: The cleaning process may require
multiple iterations. After one iteration of cleaning and
retraining, the process may be repeated to further identify
and correct mislabeled instances. The iterative approach
continues until the data set’s performance stabilizes or
reaches a satisfactory level.

C. Federated C-FANN Training

A feed-forward ANN model with dense layers is trained for
each characteristic. Assuming a fixed number of hidden layers,
the transformation at the u*" hidden layer is expressed as:

e = W) L pw) )

where W (%) and b(*) denote the weights and biases of
the u!* hidden layer, respectively. The input to the u'" layer,
which is also the output of the (u — 1)** layer, is given by
r® = relu(e(®~1), where relu(-) is the activation function.
The final classification layer uses the Softmax function. The
overall identification model for the i*" characteristic is written
as:

Ui,; = CM;(©;, x;) 3

where ©®; denotes the collection of all weights and biases
used by the ANN to infer the ' characteristic, and z; is the
4" data sample. To train the model, categorical cross-entropy
is used as the objective function:

N
1 . N
L; = N E 1 [Wijlog iy — (1 —yij)log(1 —gi5)] D
J:

Algorithm 1 Local Data Processing using CL

Require:
Require:

Local tabular dataset X, with K features at retailer p
Local labels y,
Require: Threshold @ for filtering uncertain samples
Require: Maximum number of iterations max_iter
Ensure: Cleaned local dataset X, cican and labels yp cican
1: Step 1: Preprocessing
2: Preprocess the local dataset X,, (handle missing values, feature
scaling)
3: Step 2: Initial Classifier Training

4: Train an initial classifier f(X,) on the local dataset X, and
obtain predictions ¥,

5: Step 3: Confidence Score Calculation

6: for i =1 to np, do

7: Calculate the class probabilities p é ) for sample i

8: Calculate the entropy H; = — > | p(c log p(c)

9: Calculate the confidence score s; = 1 — H;

10: end for

11: Step 4: Data Filtering

12: Initialize X ciean and yp ciean as empty lists
13: for i =1 to n, do

14: if s; > 0 then

15: Add X, ; to Xy clean and add yp; t0 Yp clean
16: end if
17: end for

18: Step 5: Classifier Re-training

19: Train a new classifier feican(Xp,clean) On the cleaned local dataset
Xp,clean

20: Step 6: Iterative Confidence Estimation

21: Set iter =1

22: while iter < max_iter and confidence scores not converged do

23: for i =1 to n, do

24: Calculate the class probablhtles é ) for sample i

25: Calculate the entropy H; = — Y _, p(c) log p(c)

26: Calculate the confidence score s; = 1 — H;

27: end for

28: Filter out uncertain local samples as in Step 4

29: Retrain the classifier feican(Xp,ciean) On the cleaned local
dataset X, ciean With labels yp ciean

30: Increment iter by 1

31: end while

32: Step 7: Final Prediction

33: Use the final local classifier fcean to make predictions on new
local data

Back-propagation is used to compute the gradient of the
global objective as:

oo

Within the proposed federated ANN architecture, the model
is not trained on a centrally pooled dataset. Instead, each
retailer p performs local training using its own cleaned feature
set SD,, and corresponding labels SY,,, and computes the local
gradient for the i*" characteristic as follows:

OL;(©,,)
8@,;11
The local gradients are then transmitted to the master

server, where they are aggregated with other local gradients
to determine the global gradient:

VO, =

Ve, = ©)

VO =Y apiVe,, (7)

p=1
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where a, ; stands for the weight of the gradient contributed
by the p'" retailer for the i*" characteristic. It is important
to emphasize that only local model gradients/parameters are
transmitted to the master server. Raw smart meter data,
extracted features, and original labels remain local to each
retailer throughout the training process. The master server
performs only aggregation and redistributes the updated global
model, thereby preserving consistency with the privacy-
preserving federated setting.

The global parameter O, is updated by the server using the
Adadelta optimizer [24]. Specifically, at the ¢'" iteration, the
biased first moment m, and second moment v, are initialized
as follows:

mi = Bim? ! + (1 - B])ve! 8)

vl = Bl 4 (1 - pHver: 9)

where 8] and 35 indicate the exponential moving-average
coefficients for m? and v9, respectively. Considering this, the
unbiased moments 712, and 0, are calculated as:

My Uq

my = Vg = ——= (10)
q 1 o 511 q 1 _ ﬂ;{
Therefore, the global parameter ©; is updated as:
eIt =@t — M (1)

Vg te

where 7 is the learning rate, and € is a very small con-
stant introduced to prevent division by zero. The steps of
the proposed federated training procedure are summarized
in Algorithm 2. The proposed C-FANN framework combines
confidence-based data cleaning, federated optimization, and
ANN-based classification to achieve accurate consumer char-
acteristic identification in a competitive retail environment
while preserving privacy and data security.

V. EXPERIMENTAL SETUP AND RESULTS
A. Experimental Setup

The identified dataset is partitioned into ten folds. In this
analysis, K-fold cross-validation is performed, where K is
set to 10. K — 1 folds are evaluated for C-FANN training,
and the remaining fold is used for testing. This process is
repeated K times, such that each fold is used once for testing.
The accuracy across the ten validation runs is averaged to
obtain the final cross-validation performance of C-FANN. As
mentioned before, the Irish CER dataset is originally available
in a centralized form. For proof-of-concept evaluation of the
proposed FL framework, the training portion of the dataset
is partitioned into N = 5 logical retailers (clients), each
containing approximately 16% of the total consumers. This
partitioning is performed solely to emulate decentralized data
ownership in a FL environment and does not imply centralized
data sharing in the intended deployment. In the target system,
each retailer independently retains its own smart meter data
and performs local preprocessing, confidence-based filtering,

Algorithm 2 Federated Training for Smart Load Characteri-
zation

1: Initialize hyperparameters and model architecture

2: Partition the benchmark dataset into n logical retailers for proof-
of-concept federated simulation

3: At each retailer, prepare local training and testing partitions

independently

4: for epoch = 1 t0 tmax do

5: for retailer_id = 1 to n do

6: Initialize local model model|retailer_id] from the current
global model

7: Apply local confidence-based filtering to the retailer-
specific training data

8: for t =1 to nical do

9: for each batch in train_loader[retailer_id] do

10: Compute model output and loss

11: Compute gradients and accumulate local loss

12: end for

13: end for

14: end for
15: Reset gradients of the global model

16: Transmit only local model updates from each retailer to the
master server

17: for retailer_id = 1 to n do

18: Compute scaling factor a

19: Aggregate gradients from model[retailer_id] into the

global model
20: end for

21: Update global model parameters using Adadelta optimiser
[24]

22: Distribute the updated global model back to all retailers

23: Evaluate the global model on the test dataset

24: Compute Accuracy and MCC

25: Update best Accuracy and MCC if improved

26: Print evaluation metrics for current epoch

27: end for

28: Print best Accuracy and MCC achieved during training

and model training. Only model updates are exchanged with
the master server for aggregation.

Due to the relatively small size of each local partition, the
ANN model is configured with two hidden layers, along with
dropout between the hidden and output layers. Each individual
retailer trains a local model using its own data partition,
thereby simulating decentralized training in a FL setting.

B. Results

The proposed C-FANN exhibits a substantial enhancement
in accuracy and MCC score, as compared to the existing
method of PCA-FANN in [14].

1) Confusion Matrix Analysis: The incorporation of
weighted prediction during the training of the proposed
C-FANN leads to a significant improvement in classi-
fication performance. This enhancement is reflected in
increased true positives (TPs) and reduced false negatives
(FNs) and false alarm rate (FAR). Fig. 2 presents the
confusion matrices at different training iterations, specif-
ically at 100, 500, and 1000. As observed in Fig. 2,
the model demonstrates high TP rates and low FN rates,
indicating its ability to correctly classify the majority of
the samples. A low FN rate further reflects the model’s
strong sensitivity. This performance can be attributed
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Fig. 2: Performance Analysis: Confusion Matrix of Proposed C-FANN at Different Iterations

to the model’s ability to assign higher importance to
reliable samples through confidence-based weighting. As
discussed in Section IV-B, the data cleaning process fol-
lowed by retraining enables the model to better adapt to
corrected labels, thereby improving overall classification
accuracy. The results indicate that the model effectively
prioritizes informative and challenging instances, leading
to enhanced predictive performance.

2) Comparative Labeled Analysis: Table Il presents a com-
prehensive comparison of the accuracy and MCC scores
for the proposed C-FANN and the PCA-FANN method
[14] across various labels of the CER dataset. The
performance is evaluated using two metrics: Accuracy
and MCC Score. The evaluated characteristics, labeled
from #1 to #15, correspond to attributes such as age,
employment status, retirement status, social class, pres-
ence of children, living status, number of residents, age
of the house, ownership status, number of bedrooms,
cooking habits, number of home appliances, number of
entertainment appliances, and proportion of light bulbs.
An additional Average row summarizes the overall per-
formance. It is evident from Table II that the proposed C-
FANN consistently outperforms PCA-FANN across most
characteristics in terms of both accuracy and MCC score.
The key observations are summarized as follows:

e The proposed C-FANN model generally exhibits
higher accuracy and MCC scores compared to PCA-
FANN.

« The percentage improvement consistently favors the
proposed C-FANN for both performance metrics.

« Significant improvements are observed in attributes
such as ‘Age of House’, ‘Type of Home’, ‘Number
of Home Appliances’, and ‘Number of Entertainment
Appliances’.

« Overall, the proposed model achieves an average ac-
curacy improvement of approximately 3.97% and an
average MCC improvement of approximately 3.67%.

3) Accuracy Analysis: The integration of CL plays a sig-
nificant role in improving classification accuracy. By
assigning confidence scores to individual data samples,

the model prioritizes high-quality data while reducing the
impact of noisy or uncertain samples. Fig. 3a illustrates
the average accuracy achieved by the proposed C-FANN
across different labels of the CER dataset. The results
demonstrate that FL. enables collaborative training across
decentralized data sources, thereby improving model gen-
eralization and predictive performance.

4) MCC Score Analysis: Fig. 3b presents the average MCC
score achieved by the proposed C-FANN across different
labels. The MCC value of 0.3374 indicates a significant
improvement in balanced classification performance. This
improvement is attributed to the combined effect of
CL and FL, where CL enhances robustness by filtering
unreliable samples, and FL improves generalization by
leveraging diverse data distributions. This synergy en-
ables the model to learn more discriminative feature rep-
resentations and achieve superior performance compared
to existing methods.

VI. CONCLUSION AND FUTURE WORK

In this work, we have proposed a novel confidence-aware
FL framework, termed as C-FANN, for electricity consumer
characteristic identification using raw smart meter data in a
privacy-preserving manner. The proposed methodology inte-
grates CL and FL to effectively address key challenges such
as noisy labels, data privacy, and robustness in decentral-
ized environments. The experimental evaluation, conducted
on the Irish CER residential dataset, demonstrates that the
proposed C-FANN framework achieves notable improvements
in both classification accuracy and MCC score when compared
with baseline approaches such as PCA-FANN and conven-
tional FL. models. These performance gains can be attributed
to the effective integration of confidence-based noisy label
filtering with federated optimization, along with carefully
engineered domain-specific features. The results highlight
the effectiveness of the proposed framework in accurately
inferring household-level characteristics, including occupant
information, dwelling properties, and appliance usage patterns,
while ensuring that raw smart meter data remain localized at
the client level.
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TABLE II: Comparative Analysis of Average Accuracy and Average MCC Score for Different Labels of CER Dataset

Characteristics Average Accuracy Average MCC Score
Proposed C-FANN | PCA-FANN [14] | Improvement | PCA-FANN [14] | Proposed C-FANN | Improvement
#1 Age 70.97 67.43 3.54 0.2381 0.3474 0.1093
#2 Employment Status 79.09 74.20 4.89 0.4586 0.5852 0.1266
#3 Retirement Status 79.01 76.51 2.50 0.4255 0.5021 0.0766
#4 Social Class 61.01 56.47 4.54 0.2606 0.2707 0.0101
#5 Have Children 80.60 77.39 3.21 0.4104 0.5346 0.1242
#6 Living Status 87.31 84.65 2.66 0.4894 0.5216 0.0322
#7 Number of Residents 78.15 75.27 2.88 0.5044 0.5549 0.0505
#8 Age of House 56.25 51.21 5.04 0.1878 0.2472 0.0594
#9 Rent or Owned 95.96 92.98 2.98 0.1137 0.1452 0.0315
#10 Number of Bedroom 63.42 59.41 4.01 0.2679 0.3268 0.0589
#11 Type of Home 67.64 61.76 5.88 0.2303 0.2379 0.0076
#12 Cooking 75.95 73.11 2.84 0.2829 0.3217 0.0388
#13 Number of Home 73.58 67.06 6.52 0.3676 0.3977 0.0301
Appliances
#14 Number of Entertainment 60.20 54.87 5.33 0.2575 0.3076 0.0501
Appliances
#15 Proportion of Light Bulbs 65.70 62.84 2.86 0.0161 0.0389 0.0228
Average 72.98 69.01 3.97 0.3007 0.3374 0.0367
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Fig. 3: Performance Analysis of Proposed C-FANN on CER Dataset

Although the present study focuses on residential con-
sumers due to the availability of detailed benchmark data,
the proposed framework is generalizable to broader cyber-
physical energy systems, including commercial and industrial
environments, subject to the availability of suitable datasets.
As part of future work, the authors aim to explore ensem-
ble learning strategies to further enhance the robustness and
generalization capability of the proposed C-FANN framework.
Additionally, the framework will be evaluated on diverse real-
world datasets to assess its scalability and effectiveness in
practical deployment scenarios.
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