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Abstract—Data privacy is one of the key concerns in machine
learning model applications at the edge, especially in sensitive
domains such as the healthcare sector. Here adversaries may
exploit Membership Inference Attacks (MIAs) to determine if
particular data points were used as part of datasets from the
model’s training set, potentially leading to further data leakage
issues. Although privacy preservation techniques like differential
privacy (DP) can mitigate such risks during the training phase,
this often results in degradation of model accuracy, making them
less suitable for cloud training and edge deployment paradigms.
For Al edge applications, existing research works for designing
neural network accelerators primarily prioritize computational
performance and power efficiency as their design target. In
this paper, we introduce a novel privacy-aware quantilisation
approach for deep learning accelerators and analyse the trade-
off between computational efficiency and privacy protection. The
proposed system allows to adjust privacy constraints through
tunable parameters, enabling flexible deployment on edge devices
while meeting privacy and performance constraints. We have
evaluated the proposed design on an AMD VCK190 board using a
range of hypothetical MIA benchmarks. The results demonstrate
that the proposed approach can effectively reduce the success rate
of MIA attacks across multiple performance metrics.

Index Terms—Membership Inference Attack (MIA), Quanti-
sation, Privacy Protection, Accelerator

I. INTRODUCTION

With substantially growing number of edge devices, ma-
chine learning (ML) algorithms are increasingly being de-
ployed directly on these edge platforms, thus enabling real-
time data processing and ultra-low latency by minimising
the need to send data to centralized servers for computation.
However, compared to the centralised server based inference
solutions, such edge devices are more vulnerable to cyber
attacks. Server-based services are typically hosted within cen-
tralised cloud infrastructures, which benefit from advanced
management and security mechanisms, including sophisticated
firewalls, comprehensive monitoring systems, and stringent
access controls. These measures significantly enhance the
server’s resilience against adversarial attacks. In contrast, edge
devices typically have limited computational resources and
weaker cyber security mechanisms, making them more vul-
nerable to attacks. This vulnerability is especially concerning
in sectors like industry, healthcare, and finance, where data
privacy is paramount.

Due to strict resource and power limitations of the edge
devices, much of the prior research has focused on develop-
ing dedicated accelerator architectures and compressed ML
algorithms to optimise throughput and energy efficiency whilst

minimising hardware footprints across various applications.
For example, these papers [1], [2] focus on designing hardware
architectures for optimising General Matrix Multiplication
(GEMM). In parallel, FP-BNN [3] and FINN [4] present
binary quantisation techniques to reduce the computation
and data movements overhead. These works have achieved
impressive improvements in terms of Power consumption,
Performance, and Area occupancy (PPA). However, these
works have largely ignored the privacy needs of edge devices,
despite the growing importance of data protection. Shokri et al.
[5] suggest that machine learning algorithms have exposed the
vulnerability in leaking sensitive information from the training
dataset by detecting whether a specific record was involved in
the training dataset of the target model. This attack, known as
Membership Inference Attack (MIA), exacerbates data privacy
concerns, particularly for edge devices with limited monitoring
and regulatory capabilities.

To mitigate the risks of MIA, researchers in [6], [7] used
Differential Privacy (DP) to effectively defend against MIA.
Additionally, Jia et al. [8] introduced MemGuard, the first
defense mechanism to offer formal guarantees on utility loss
against black-box MIA. However, these solutions only con-
centrate on algorithm design, overlooking the importance of
hardware design as well as the hardware/software co-design
in ensuring data privacy on edge devices. Therefore, these
approaches have limited supports for deploying valid defense
mechanisms in resource-constrained edge environments, or
provide insufficient performance due to running computation-
intensive algorithms beyond the capabilities of edge devices.

To execute privacy-aware ML application on edge devices,
this paper proposes a versatile FPGA-based accelerator inte-
grated with privacy-aware model quantilisation algorithms by
leveraging hardware/software co-design approaches. The main
contributions of this work can be summarised as follows:

1) We investigate the impact of model quantisation on model
privacy, and propose a privacy-aware quantisation scheme that
can significantly improve model privacy.

2) We design a scalable, parameterised edge deep learning
accelerator capable of optimising the trade-off between com-
putational performance and privacy preservation.

3) We evaluate multiple MIA attack scenarios on a range
of models, and experimental results show that the proposed
system is able to achieve up to 23% reduction in the attack
success rate.

The remainder of the paper is organised as follows: Section



I covers membership inference attack models, metrics, and
ML quantification schemes. Section III details the design of
our privacy-preserving system, and Section IV evaluates it
using multiple MIA benchmarks. Section V concludes the
paper.

II. RELATED WORK

MIA refers to an adversary inferring whether a specific data
point was used in the model’s training process by querying the
model. Shokri et al. [5] were the first to propose the attack,
designing a shadow model to simulate the target model and
successfully implement the attack using synthetic data. They
also analysed the attack’s effectiveness, and their attack model
is illustrated below in Fig. 1.
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Fig. 1: An example of shadow attack in black box setting

In this attack pattern the adversary distinguishes whether
a data point belongs to the training set of the model by
comparing the predicted responses of the shadow model
and the target model for the same data point. Yeom et al.
[9] conducted a more intensive analysis of why models are
successfully attacked and found that the further the model is
overfitted, the more it is vulnerable to attack. Subsequently,
Shokri et al [10], [11] expanded on their work by developing
a series of more advanced attacks based on varying levels
of adversarial prior knowledge. They also introduced the ML
Privacy Meter tool, which enables quantitative analysis of
privacy risks in ML systems and aids in conducting privacy
audits [12]. LiRA is a likelihood ratio-based type of MIA
proposed by Cam et al [13]. It identifies members and non-
members by analysing the distributional properties of model
outputs, and achieves a significant attack success rate with
low false positive rates. Recently, the AWS research team
highlighted that previous attacks heavily relied on shadow
models, which introduce significant computational overhead.

To address this, they proposed a membership inference attack
based on quantile regression [14], which only requires a single
shadow model. This approach achieves higher attack accuracy
than LiRA, while requiring zero prior knowledge of the target
model.

III. METHODOLOGY

The proposed system overview is shown in Fig. 2 for MIA
resistance, which contains the privacy aware quantise algo-
rithm and the corresponding FPGA based hardware system
capable of deploying the quantised models.

A. Privacy-aware Quantization

As the underlying idea of MIA is the inevitable overfitting
of training data in the model, so the distribution of member’s
signals (i.e the model loss) are moderately different from that
of Non-member’s. Therefore the goal of the proposed privacy-
aware quantisation approach is to constrain the difference
between the distributions of members and non-members on
the inference output of the quantised model f, i.e., Eq 1.
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To determine differences in model signals, we iterate over
all data in the same categories and measure the distribution
of activation values in each layer and count the differences
between members and non-members. The statistical results
are shown in the Fig. 4(a), for the same classification inputs,
the distribution error of the model’s activation values in the
model’s feature extraction phase is relatively large, but as the
model layer gets deeper, their distribution difference will start
to decline. Quantisation in deeper layers of the model therefore
reduces the difference between members and non-members,
which consequently decreases the privacy breaches. In order
to formulate the consequences of quantisation, we analyse
the quantisation process and the impact of quantisation on
member and non-member variance. Given the weight matrix
W, the linear layer can be written as: y = Wx. The quantised
version of this linear layer can be written as: y, = W x,. The
quantisation process is defined as:

s _ Wmax - VVmin 5 _ Wmin (2)
w 26 1 ’ w sw
w
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where b is the quantisation bit width, sy is the scaling factor.
The round operation in the quantisation process introduces an
error denoted as RoundErr, which usually leads to a decrease
in model accuracy. However, statistically we are surprised
to discover that it is able to decrease the variance between
member and non-member. As shown in Fig 4(b), depending
on the value of the member, the RoundErr decreases the
variance between member’s activation value and the non-
members’ with varying probability (e.g., 70% shown in the Fig
4(b). Further, we statistically calculate the difference between
the activation values of member and non-member, as shown
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Fig. 2: Overview of the design methodology

in Fig 4(c), and we are able to eliminate more than 95%
of the difference using an appropriate bit width. In order to
maintain the accuracy of the model, we only perform low-bit
quantisation in specific layers and maintain higher accuracy
quantisation in other layers, thus enabling a smaller accuracy
degradation for the entire model. Using a range of MIA
attacks as evaluation benchmark, we verify that this approach
is effective in enhancing the privacy performance of the model,
whilst maintaining the target model’s accuracy as shown in
Section IV.

B. Hardware Architecture

Since the proposed solution uses different quantisation bit
widths in a model, it requires a more sophisticated computa-
tional platform to achieve high computational efficiency. We
have thus designed a multi-precision neural network accelera-
tor, using AMD’s Deep Learning Processor Unit (DPUs) [15],
and its customised hardware architecture is shown in Fig 3.
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Fig. 3: Customised DPU hardware architecture

In this custom deep learning accelerator, we introduce
an additional bit-width switching module, where we use re-
linearisation instead of direct bit-width interception algorithm
to achieve better privacy performance. By re-quantising the
module’s input, it amplifies the contribution of RoundErr,

which improves the privacy performance. For computa-
tional performance, since deep neural network inference is
a memory-intensive task, reducing data migration can signif-
icantly reduce system power consumption. In the proposed
design, we use the Zero-copy technique [16] to achieve a
significant reduction in system power consumption by elimi-
nating the need for multiple copy operations between the ARM
core and the FPGA, when transferring data between different
modules.
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Fig. 4: Principle of privacy awareness quantitative operations
for member and non-member: (a) behaviour differences across
the model, (b) impact of RoundErr on their differences, (c)
distribution variance

IV. EVALUATION

We evaluate the proposed system on image classification
benchmarks, but it is worth noting that the proposed approach



is not specific to a particular model and it can therefore work
for other deep learning tasks too.

A. Target Model

We train all the target model on the CIFAR-10 and CIFAR-
100 datasets [17]. In order to verify the generality of the
proposed system, we train models such as vggl9 [18] and
resnet as the target model respectively, and also according to
previous studies, the training algorithm does affect the privacy
performance, thus we conduct the control variable experiments
and use the same Stochastic Gradient Descent(SGD) algorithm
for model training.

B. Threat Models

In this paper, we quantitatively analyse the privacy preserva-
tion performance of the proposed system using the accuracy
and AUC of different MIA attacks as metrics. Adversaries
conducting LiRA and Reference attacks will follow these
assumptions [5]: (1) The reference dataset Dycference (i.€.

iid. . .
Dreference ”m; Dpupiic) is available to the adversary, along
S

with the training set Dprivate (€. Dprivate > Dpuptic) of
the target model, are both randomly sampled from the same
underlying data distribution Dpypii.. (2) The adversary has
access to the structure of the target model, but not to the
weights and activation values.

For the reference attack, we train 16 reference models on
different reference datasets separately. We employ the quantile
of the model loss distribution to determine a threshold to split
members and non-members, with the threshold determined by
the target false positive rate. For LiRA, similar to the reference
attack, we firstly train the shadow models on D, cference, We
use 16 shadow models for calculating the score based on the
model loss, and determine the distribution of members and
non-members according to the scores of the training dataset
and testing dataset, and finally we determine the probability
if input data is in the training set of the target model using
Eq.4, where ¢ is the target model, ;x and o are the mean and
standard deviation of members’ scores, respectively.

log f(loss(z)q | © € Drrain) =
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C. Performance evaluation

We conduct evaluations experiments using Reference attack
and LiRA as benchmarks, respectively. For VGG [18], whose
variance shown in Fig 4(a), we choose the first layer (layer
13) with variance between member and non-member that
are lower than the threshold (i.e. hyper-parameter) to apply
the quantisation. After conducting experiments on ResNet
[19] and DenseNet [20] in the same manner, we obtain the
results shown in Table 1. The proposed system reduces the
success rate of attacks by 9% to 24% on different benchmarks
(e.g. LiRA on ResNet and reference attack on ResNet) and
demonstrates the ability to more effectively protect the data
privacy of the training set.

D. Trade-off analysis

Although the proposed quantisation algorithms can enhance
privacy preservation performance, they may lead to a decrease
in model accuracy. However, quantisation also significantly
reduces the model size, which in turn lowers the power
consumption during deployment. Therefore, a careful trade-
off analysis should be considered in this multi-objective
optimisation task. We conduct a series of experiments to
demonstrate the impact of varying quantisation bit widths,
providing a reference for different model application scenarios.
As shown in Fig.5, the accuracy of the model decreases
with decreasing quantisation bit-width, but not linearly, with
a large degradation in accuracy occurring at 4-bit and lower
quantisation bit-widths, but retaining high accuracy at bit-
widths above 8-bit. As for the resistance to MIA, lower bit-
widths show more resistance, especially when the bit-width
is lower than 8-bit, as shown in Fig. 4(c), the RoundErr
almost leads to the variance between the member and non-
member’s views to zero, and therefore the accuracy of MIA
attacks shows a significant degradation.

TABLE I: Performance Comparison on benchmarks

LiRA Reference Attack
AUC Accuracy AUC Accuracy

VGG19 FP3'2 0.77 0.73 0.56 0.55

Quantised 0.61 0.60 0.51 0.51

ResNet50 FP3.2 0.83 0.80 0.71 0.69

Quantised 0.75 0.68 0.54 0.53

DenseNet]21 FP3.2 0.81 0.77 0.71 0.70

Quantised 0.72 0.69 0.59 0.57
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Fig. 5: Trade off analysis for model accuracy and privacy

V. CONCLUSION

This paper addresses the critical concern of data privacy
in edge deep learning applications, particularly in sensitive
sectors like healthcare. Edge devices are more vulnerable
to MIA compared to centralised approaches. This paper in-
troduces a system that balances privacy preservation and
computing efficiency performances on edge devices through
a privacy-aware algorithm, utilising a hardware-software co-
design methodology. The proposed system’s effectiveness is
evaluated using LiRA and reference attacks on an AMD
VCK190 board, demonstrating a significant reduction in the
success rate of such MIA attacks.
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