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Abstract—Network anomaly detectors trained offline can lose
performance as traffic patterns and attack distributions change
over time. We introduce an astrocyte-informed Ca®"-modulated
learning framework that couples a multicellular Ca*" simula-
tor to a deep neural network (DNN). The simulator captures
IP;-mediated Ca®* release, SERCA uptake, and conductance-
aware diffusion through gap junctions. Its output contributes
to a metaplastic learning rule in which local, heterosynaptic,
postsynaptic, supervisory, and multicellular Ca>* signals regulate
gradient updates through an adaptive threshold. We evaluate
the framework on CTU-13 Neris traffic using conventional and
leakage-controlled chronological settings, strong adaptive DNN
baselines, and five-seed ablations. Under temporal distribution
shift, the full Ca>* model gives the strongest mean perfor-
mance among the evaluated adaptive baselines and reduces
missed detections relative to the matched DNN. Factorial ab-
lation identifies Ca>" gating as the main contributor to this
gain: Laplacian regularisation alone provides little improvement,
whereas removing the multicellular Ca>" term substantially
reduces performance. Randomised, shuffled, and constant-signal
controls further show that the benefit is linked to Ca>"-dependent
metaplastic regulation, while the precise temporal waveform is
not uniquely required. These results support astrocyte-informed
Ca’" signalling as a mechanism for regulating neural-network
adaptation under changing data distributions.

Index Terms—Astrocyte networks, Ca®" signaling, bio-
informed machine learning, anomaly detection, deep neural
networks.

I. INTRODUCTION

Modern cyber threats present an escalating challenge for
network security as intrusion and malware campaigns now
evolve rapidly [1]-[3]. Static machine-learning (ML) detec-
tors, typically trained offline on historical data, struggle to
adapt to these [4]-[6]. They suffer from concept drift as
attack signatures evolve, generate elevated false alarms when
encountering novel patterns, and exhibit poor generalization
across different network environments or attack scenarios.
While periodic retraining offers a potential solution, it remains
computationally expensive and prohibitively slow for real-time
threat response. Even sophisticated regularization techniques
fail to provide the context-dependent, adaptive plasticity that
operational security environments demand [2], [3].

In biological neural circuits, learning emerges from activity-
dependent plasticity mechanisms that extend beyond neurons
to include astrocytes, whose intracellular Ca?>* dynamics co-
ordinate synaptic efficacy across both spatial and temporal do-
mains. Astrocytes form tripartite synapses with pre- and post-
synaptic neurons, integrate diverse neuromodulatory signals,
and communicate through gap junction networks [7]. Con-
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temporary models of Ca®*-controlled plasticity demonstrate
that synaptic weight changes can be dynamically gated by
local Ca?* concentrations relative to slowly adapting cellular
thresholds [8]. These mechanisms are biologically plausible
at the level of the modeled biochemical sub-cellular Ca?™
processes. The learning framework constructed from them is
biologically informed rather than a literal biological imple-
mentation. They may provide methods for adaptive machine
learning systems that maintain data efficiency and robustness
[91-11].

Astrocyte Ca?* signaling is being incorporated into artifi-
cial neural and neuromorphic models. Recent studies report
astrocyte-modulated spiking networks [12], astrocyte-enabled
transformer components [13], and astrocyte-augmented large
language models [14]. Across these settings, astrocyte-like
units have been used to gate plasticity, maintain context over
longer horizons, and inject biologically motivated constraints,
resulting in improvements in temporal predictability, context-
dependent adaptation, and (to a degree) interpretability [15]-
[17]. This suggests that glial-informed controllers can comple-
ment neuronal dynamics, motivating learning rules that couple
task signals to biophysically grounded Ca?* modulation, an
approach we pursue here.

Neuron-astrocyte interactions in the brain facilitate learn-
ing across multiple time-scales while conveying task-relevant
contextual information to circuit dynamics [18]. Within the
molecular communications (MC) paradigm, astrocytic Ca?™
signaling has been modeled explicitly as a communication
substrate across scales. [19] developed an end-to-end MC
analysis for Ca?T-signaling in biological tissues. Building
on this, [20] showed how control strategies shape reliabil-
ity and responsiveness of intercellular signaling. Disease-
linked remodeling has also been explored, [21] examined
how Alzheimer’s pathology alters astrocyte network topology
and, consequently, MC capacity across scales. Lenk et al.
demonstrates how connection radius influences hub-astrocyte
emergence in 3D [22]. Complementing these, Hyttinen et
al. survey and demonstrate astrocytes’ modulatory roles over
subcellular, cellular, and intercellular communication channels
[23]. These studies provide quantifiable Ca?* dynamics that
inform the design of adaptive, bio-grounded learning signals
used in this work.

We propose Ca**-modulated learning for anomaly de-
tection. In our framework, we first simulate realistic Ca2t
dynamics across a network of connected astrocyte cells based
on previous work [16], [19]. We then map these Ca®* signals
to individual synapses in a DNN and smooth them over
time to reduce noise. The resulting Ca?*-based signals act
as gates that control when and how strongly synaptic weights
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Fig. 1: Simplified overview of the proposed framework. Astro-
cyte Ca%t dynamics are simulated, mapped to synaptic sites,
and used to define a metaplastic gate that modulates DNN
training. The trained model then produces binary anomaly
predictions, evaluated on the CTU-13 dataset.

are updated during learning. Specifically, weight updates are
scaled based on whether local Ca2t levels exceed an adaptive
threshold, creating a biologically-informed form of metaplas-
ticity. Additionally, we apply a regularization technique that
encourages neighbouring synapses to adapt in coordinated
ways, promoting stable learning even when data patterns shift
over time. The contributions of our paper are as follows: The
mesoscopic reaction—diffusion model (Egs. (5)—(10)), includ-
ing IPs-mediated CICR, SERCA pump uptake, and ER/IP;
pool kinetics, follows the astrocyte Ca®" signaling frame-
work of Barros er al. [16], [19]. The gap-junction Markov
model (Egs. (13)—(14)) and conductance-weighted Laplacian
(Eq. (18)) extend the same framework with Ca?*-dependent
hemichannel gating informed by connexin physiology [24],
[25]. The Hill-type kinetics and parameter ranges are standard
in computational astrocyte modeling [7].
The following elements are new to this study:

1) Ca?*-gated DNN learning rule. We formulate a super-
vised plasticity rule that combines local input, heterosy-
naptic drive, somatic/BAP activity, supervision, and mul-
ticellular Ca2™ into a total Ca?™ drive (Eq. (22)), gated
through an adaptive metaplastic threshold (Eqgs. (23)-
(24)). This learning-rule integration is original.

2) Mass-preserving synapse—cell map and exponential
smoothing. The linear map @ (Eq. (4)) with column-
stochastic mass preservation and exponential smoothing
(Eq. (19)) are new interface components coupling the
biophysical simulator to gradient-based training.

3) Heterosynaptic Laplacian regularization. The synapse-
graph Laplacian coupling in Eq. (27) and Ca?* smooth-
ness penalty are new regularization terms designed for
this framework.

4) Empirical validation on CTU-13 (Neris). We add strong
classical and adaptive baselines, a five-seed chronolog-
ical evaluation across three Neris scenarios, leakage-
controlled feature modes, factorial Ca2+/Laplacian con-
trols, biophysical mechanism ablations, and runtime
profiling.

II. MODEL AND METHODOLOGY

The main model framework lies in coupling a mesoscopic as-
trocyte Ca2™ field to a feed-forward DNN for binary anomaly
detection on network flows. First, a 3D astrocyte lattice (from
[16], [19]) is simulated using a mesoscopic reaction—diffusion

model with stochastic updates: IP3-mediated CaZt release,
SERCA uptake, and conductance-aware diffusion through gap
junctions whose open states evolve via a Ca?*-dependent
Markov process. The resulting per-cell Ca?™ trajectories are
linearly mapped to synapse-specific signals and temporally
smoothed to yield a multicellular modulation term. These
signals are fused with local presynaptic activity, heterosy-
naptic drive, somatic/back-propagating action potential (BAP)
activity, and a supervisory term to construct a total Ca?™
drive that gates weight updates through a fast metaplastic
modulator around a slowly adapting Ca?* threshold. Learn-
ing proceeds by standard backpropagation whose gradients
are multiplicatively scaled by the Ca?* gate and comple-
mented with a Laplacian heterosynaptic coupling regularizer.
A Ca?*t smoothness penalty promotes spatial coherence of
the Ca?" field. Our final analysis evaluates the resulting
learning rule directly on CTU-13 Neris under strong baseline
calibration, chronological distribution shift, leakage-controlled
feature sets, and matched component ablations.

A. Framework Overview

Task and data: Let D = {(x,,ys)}._; denote T' network-
flow samples, where x, € R? is a d-dimensional feature vector
and y, € {0,1} is a binary label. We reserve 7 > 0 for
simulation time in the astrocyte model (to avoid overloading
the index s).

Classifier: Our DNN is chosen for its ability to extract
statistical relationships from data for binary classification. We
use a feedforward topology, which is a reasonable choice when
considering bio-informed architectures that balance expressiv-
ity and tractability. We define fj : R% — [0, 1] with parameters
0= {W® pO1L  producing

Us = fG(xS) = U(Zglj))’ ZgL) = W(L)th_l) + b(L)a
(1
where L is the number of layers; W(©) € R™*™¢-1 and b(9) €
R™ are the weights and biases; ng = d and ny, = 1; h£.0> =
2, and b = ¢gOWORL™ L pO) for 1 < 0 < L —1;
o(u)=1/(1+e™).

Loss function: We chose a loss function that is able to be
sensitive to weight adaptation effectively across the network,
when scaled, to ensure comparability. We thus used a Bernoulli
negative log-likelihood [26], yielding statistically consistent
estimators and stable gradients, defined by:

1 T
Ebase(e) =T Z (ys IOg:gs + (1 - ys) 10g(1 - gs)) (2)

T
s=1
where T is the number of samples, ys € {0, 1} is the ground-
truth label for sample s, and g, € (0,1) is the predicted
probability.

Ca’* field: As our multicellular astrocyte model is not
integrated with the DNN in an operational fashion, we define
a Ca?* field to be able to modularly match synaptic weight
operations as

e(r) = [01(7') CN, (7’)]T € Rgg. 3)

where ¢;(7) is the intracellular Ca®* concentration (units: ;M)

in cell ¢ at simulation time 7 > 0, and nonnegativity reflects
physical constraints. More details in the next section.

Astrocyte multicellular lattice model: We model the mul-
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ticellular astrocyte network as an undirected graph G = (V, E)
with [V| = N. cells embedded on a 3D lattice (voxel spacing
h > 0). The adjacency is A € {0,1}NexNe  the degree
matrix D = diag(A1), and the graph Laplacian L = D — A
encodes diffusive coupling along gap junctions. The Laplacian
enforces two key principles: locally, flux flows proportionally
to differences between adjacent cells, and globally, the total
amount is conserved except for boundary conditions and leak
terms.

Synapse—cell mapping: From the Ca?" field we define a
linear, nonnegative, mass-preserving map to obtain the nec-
essary position on the DNN where Ca?* will affect network
weights. We define this as:

C(r) =Qc(r) e RY;, 1'Q=1". 4)
where ) € RggXNC maps cell Ca?t to N, synaptic sites;
C;(7) is the synapse-i Ca%t drive; 1 is the all-ones vector,
and the column-stochastic constraint 17 Q) = 17 ensures mass
preservation (17 C' = 17¢). This is the minimal assumption
consistent with superposition of weak astrocytic influences and
compatibility with gradient-based learning.

B. Multicellular Ca®* Field (Mesoscopic Model)

We model intracellular Ca?* as a stochastic reaction—diffusion
process on the astrocyte graph G with discrete simulation step
At > 0:

o(T + At) = e(r) + At(Jin(T) — Jout(7)
)+ VAL ©

— kpLec(r)

—_——
gap-junction diffusion
where ¢(1) € RZYg stacks cytosolic Ca®t concentrations
(uM) for N, cells at time 7 > 0; Jiy(7), Jout(7) € RJZVB
are influx/efflux flux vectors (uM/ms); L = D — A is the
graph Laplacian induced by gap-junction connectivity; Kp > 0
is an effective conductance/diffusion coefficient (ms~!); and
¢(7) ~ N (0, %) is zero-mean Gaussian noise with covariance
Y¢ = 0, capturing mesoscopic stochasticity from channel

opening and finite-molecule effects.

The influx/efflux terms aggregate channel and pump cur-
rents via Hill-type nonlinearities:
’ ci(T)™ IP3; (7)™
1 K7 +c¢(m)n K +1P3;(1)™
[Jin(T)]; = Vips - (6)
IP3-mediated CICR

(BEi(1) = ci(7)),

()P
[Jout(T)]; = Vserca K%,
where i € {1,...,N.} indexes cells; Vips > 0 is the
maximal IP3-receptor-mediated release rate; Ky, K; > 0 are
half-saturation constants for cytosolic Ca?* and IP3, respec-
tively; n,m > 1 are Hill exponents capturing cooperativity;
E;(7) > 0is ER Ca?* (units: M) providing the store gradient
(Ei—ci); Vserca > 0 is the SERCA pump capacity with
half-saturation K5 > 0 and exponent p > 1; kK, > 0 lumps
plasma-membrane extrusion (PMCA/NCX).

+ koci(r).  (7)

Aucxiliary pools follow first-order kinetics:
Ei(r + At) = Ey(7) + At (Jouwi(7) = Juna(r)  ®)

— ki (Bilr) = ei(n))) ©)

_ pa ci(r)?
IP3; (7 + At) = IP3;(r) + At(VPLCW (10)
kg 1P3Z-(T)). (11)

where E;(1) is ER Ca®T; ky > 0 is an ER leak/forward-
exchange rate; IP3;(7) > 0 is inositol trisphosphate con-
centration (arbitrary units or uM if calibrated); Vpr,c > 0
sets phospholipase C production strength with half-saturation
K, > 0; and kg > 0 is the IP3 degradation rate.

Corollary: A useful conservation identity follows from
1"L=0:

1T e(r+At) =17 ¢(r) + At 1T (Jin(7) —

+VAL1T¢(7), (12)

which shows diffusion is mass-conservative at the network

level; only channel/pump fluxes and noise change total cy-
tosolic Ca?*.

Jout (7))

Numerical and physical constraints. (i) Nonnegativity:
after each step we project to the nonnegative orthant, ¢; +
max{0,¢;} and similarly for F;, TP3;, preserving physical
meaning. (ii) Stability: choose At to satisfy a diffusive CFL-
type bound, e.g., At < (no + VsgrcA + KD )\max(L))fl, to
keep the explicit scheme stable (empirically tuned in our simu-
lator). (iii) Boundary conditions: encoded through A (and thus
L); no-flux boundaries correspond to removing exterior edges,
while anisotropy is captured by weighted edges if needed. (iv)
Units/scale: parameters (‘/ng, VsSERCA, Ko, Kf, Verc, Kd, HD)
are in ms ™! (or per-step units) when concentrations are in M.

C. Gap-Junction State Dynamics and Conductance

We model each gap junction between neighboring cells (¢, j) €
£ as a three-state process with hemichannel configurations
si;(7) € {HH,HL,LH} (open—open, open—closed, closed—
open). The state evolves as a Ca?*-dependent discrete-time
Markov chain:

Plsij(T+At) = 0| 5i5(7) = 0'] = Wij0r00(7).  (13)
where At > 0 is the simulation step; IL;;(7) € R3*3 is a row-
stochastic transition matrix with entries II;; ,—,,(7) € [0,1];
and ¢/, € {HH, HL, LH}.

We summarize Ca?" dependence through an open propen-
sity, meaning |c; — ¢;| captures transjunctional drive, while
(ci +¢;) captures local facilitation/inactivation. We define this
by:

PP(r) = o (a0 + o Jei(7) = e5(7)] + a2 (ei(7) + ¢4(7)) )

(14)
where  o(u) = jre= and pJ™"(r) € (0,1) is the
probability a hemichannel is open at time 7; ¢;(7) and
¢;(T) are cytosolic Ca?*t concentrations (units: ;zM) from (3);
ag,a1,a2 € R are logistic sensitivities (dimensionless); and
o(+) is the logistic function.

Assuming independent, symmetric hemichannels with the
same open propensity, the instantaneous state probabilities
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factor as
2

mi(r) = (B ()
mi (1) = (1= 03" (7)) oy " (7).
where 77;(7) € [0,1] and ) 77, () = 1. Rationale: indepen-
dence yields the product form; symmetry gives i LH

(15)

i Mg
We assign conductance to each configuration and define the
instantaneous junction conductance:

9ii(7) = gmax (153;(r) = HH}+p 1{si;(7) € {HL, LH}} ).

(16)
where g;;(T) > 0 is the conductance of edge (7,7) at time
T3 gmax > 0 is the fully open (HH) conductance; and p €
[0,1) is the relative conductance when one hemichannel is
closed (HL/LH). This is because we known that permeability
is reduced but nonzero for half-open junctions and p = 1

2
recovers the heuristic used in our simulator.

For diffusion between astrocytes ¢ and j, we use the
conditional expectation given Ca?t:

9i5(7) = Elgi; () | c(7)]
= gmax(p2 + 2pp(1 - p)) ’
(1) for brevity.

A7)

where p = p;7"

To model real astrocyte networks accurately, we must ac-
count for heterogeneous gap junction conductances. Standard
Laplacians assume uniform coupling, which is biologically
unrealistic. Weighting the Laplacian by conductance captures
the actual strength of intercellular connections [24], [25]. We
finally build a conductance-weighted Laplacian from g;;(7):

() = gij(T)v (i7j)€57 275],
Gl )_{0, i=jor(i,j) ¢ €&,

Dy(7) = diag( )" Giy(r) ). (18)

L(7) = Dy(7) — G().
where G(1) € RN<*Ne stores edge conductances, Dy(7) €
RNe*Ne i the conductance degree matrix, and L(7) = 0 is
the conductance-weighted graph Laplacian.

D. From Ca?% Field to Learning Signals

We aggregate cell Ca?t to synapses via (4) and apply ex-
ponential smoothing (low-pass filtering) to reduce sampling
noise:

C(r)=(1-9)Cr = A) +¢C(1), ¢ (0,1. (19)
where C (1) € RY; is the synapse-level Ca®* drive from (4)
(units: uM), C (7)76 Rgg is its smoothed version (units: ©M),
At > 0 is the simulation step, and ¢ is the smoothing gain.
For interpretability we parameterize

At
¢ = 1—exp(—>, 75 > 0,
Ts

where T is the smoothing time constant (ms): larger 7
produces heavier smoothing.

(20)

To stabilize scales across synapses we perform per-synapse

z-normalization using exponentially weighted moments [26]:
N Ci(T) — i

CL(T) — Z(T) /L(T)

g; (T) + €num

3

ji(r + At) = (1= p)ua(r) + p Ca(), @D

o (1 + At) = (1= p)o? (r) + p(Cilr) — ()"

where i € {1,...,N,} indexes synapses; C;(7) € R is the
standardized, dimensionless Ca®" signal used for learning;
wi(7) and o;(7) > 0 are exponentially weighted mean and
standard deviation estimates (units: uM); €y > 0 is a
small numerical constant preventing division by zero (e.g.,
€num = 1076 uM); it is distinct from the biological coefficient
¢ multiplying the multicellular term in Eq. (22); and p € (0, 1]
is the moment-update gain. This method of z-normalization
removes baseline and scale heterogeneity across synapses,
making Ca?*t contributions comparable. As with (20), we tie
p to a time constant similarly to ¢ in Eq. (20).

E. Ca®t-Weighted Plasticity With Adaptive Thresholds

We combine five signals to decide when a synapse should
strengthen or weaken [15], [27], [28]: (i) the input arriving
at that synapse (x;; local evidence), (ii) the activity of nearby
inputs summarized through the current weights ([Wz|;; neigh-
borhood context), (iii) the neuron’s own output (y; did the cell
fire?), (iv) a label-derived cue (Z;; teacher signal), and (v) a
field from surrounding astrocytes (Cy: multicellular context).
In short, plasticity is strongest when local input coincides with
postsynaptic firing and supportive context, and it switches sign
when the context contradicts the local input [29], [30]. We
define the Ca?*t control of synaptic plasticity hypothesis by:
Ci(t) = axi(t) + S [Wa(t)]i + 79(t)

——— N—— ——
heterosynaptic BAP/somatic

+6Z(t)+  eCi(t)

—— ——
supervisor  multicellular astrocyte
where t € N indexes learning updates (distinct from simulator
time 7); ¢ indexes a synapse onto a given postsynaptic unit in
the network; x;(t) € R is the presynaptic activation feeding
that synapse at step ¢ (e.g., hy_l)); W is the weight row-
vector into the postsynaptic unit, x(t) is the full presynaptic
activity vector, and [Wxz(t)]; denotes the heterosynaptic drive
attributed to synapse 7 (e.g., a local share of the postsynaptic
current Y, w;z;); §(t) € [0, 1] is the postsynaptic output (e.g.,
neuron or network output probability at t); Z;(t) € {—1,+1}
is a supervision signal (e.g., Z;(t) = 2y — 1 on output
synapses and 0 otherwise); C;(t) € R is the dimension-
less, z-normalized multicellular Ca?* signal from (21). The
nonnegative coefficients «, 3,7,d,e > 0 weight the relative

contributions and place all terms on a comparable scale.
A slowly adapting Ca?* threshold implements homeostatic

metaplasticity:

Gi(t—Fl) = (1 — 770) Hi(lf) + Mg Cz(t) (23)
where 0;(t) € R is the running Ca?" threshold at
synapse i, and 1y € (0,1) is the adaptation gain. (23)
makes potentiation/depression history-dependent, preventing
runaway growth. For interpretability we may set 79 = 1 —

local

(22)
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exp(—Atjearn/Tp) With time constant 79 > 0 and learning-step
duration Atjegm > 0.

The potentiation—depression modulator gates plasticity
around the adaptive threshold:

ma(t) = 20(k (Ci(t) — 0:(t))) — 1, 1

—u
1+e (24)
where m;(t) € (—1,1) is a signed gain that is positive for
potentiation and negative for depression; k > 0 is the steepness
parameter of the logistic o(-) controlling sensitivity to the
deviation C; — 6;. Rationale: the symmetric range (—1,1)
yields balanced LTP/LTD, while % tunes how sharply the rule
switches with Ca?*.

o(u) =

F. Ca**-Gated Weight Dynamics on a DNN

Let h(-efl)( t) be the presynaptic activation feeding weight
wi (1), and let 2{7(t) = 3wl () V() + 07 (1) be
the pre-activation. For the Bernoulh negative log-likelihood
in Eq. (2) combined with the sigmoid output in Eq. (1), the
derivative with respect to the output logit simplifies to
3(t) = %i‘;ize =t = yr- (25)
Here ; € (0,1) is the predicted anomaly probability and
y: € {0,1} is the label. This form avoids multiplying by
the sigmoid derivative twice when binary cross-entropy is
differentiated through the sigmoid output.
For a hidden layer (1 < ¢ < L) with activation qﬁ(z), the
standard backprop recursion is

Ne+1
57(t) = 00 0) Y w0 sV (1), (26
k=1

where $(*)'(-) is the derivative of the hidden activation, ny,
is the width of layer ¢+1, and w(“_ )( t) is the weight from
unit ¢ in layer ¢ to unit k in layer E—l—l.

We propose a Ca?T-gated, heterosynaptically regularized
update:

Aw'? (t)=—-n

¥

(1 +Am mz@)(t)) 39t hl ()
— o w(i)( t)

—¢ ZL(Z) (é)

u=1
+u Awm (t—1).

where ) > 0 is the base learning rate; mz(-e) (t) € (—1,1) is the
Ca?* modulator from (24) computed for synapse-index 4 on
layer ¢ (using C;(t) and 6;(t) from (22)—(23)); A, > 0 scales
the strength of Ca®* gating (typically \,, € [0,1] to keep
1+)\mmz(-£)( t) > 0); (5“)( t) is the backprop error from (25)-
(26); hjefl)( ) is the presynaptic activation into weight w(f)

and A, > 0 is the /5 weight-decay coefficient. The coefficient
& > 0 weights the positive quadratic synapse-graph regularizer
& 52 (w! © )TL(E)w(Z) Because Eq. (27) is written as a weight
1ncrement under grad1ent descent, its Laplacian contribution is
—¢LOW O Here L® € R™*™ is symmetric and positive
semidefinite with 1T L(¥) = 0, and € [0, 1) is the momentum
coefficient. The weights are updated as wff) (t+1) = w? (t)+

1j
4
Aw ().

27

G. Evaluation Protocol

To address baseline calibration, component attribution, and
temporal generalisation, we added a second evaluation pro-
tocol focusing on stricter evaluation. Three CTU-13 captures
generated with the Neris botnet are used to construct a tem-
poral sequence: Scenario 1 (CTU-Malware-Capture-Botnet-
42), Scenario 2 (Botnet-43), and Scenario 9 (Botnet-50),
corresponding to captures from 10, 11, and 17 August 2011,
respectively. We treat these as sequential environments A,
B, and C. Flow order is preserved within each environment.
The primary leakage-controlled feature mode removes abso-
lute start time, source and destination addresses, and source
and destination ports (StartTime, SrcAddr, DstAddr,
Sport, Dport). A traffic-only mode removes categorical
protocol/direction/state variables as an additional stress test.
Feature transformations are fitted without using future envi-
ronments.

The principal comparison uses five random seeds (1, 7,
42, 123, and 2026) and identical data order, model initiali-
sation, revealed-label indices, and update budget within each
paired seed. We compare the proposed model against frozen,
online, class-weighted online, adaptive-learning-rate, replay,
and elastic-weight-consolidation (EWC) DNNs. Final runs
use minibatches of 256 and 20 initial Scenario-A training
epochs. The primary sequential condition uses a 10% revealed-
label budget for online updates. Classification thresholds and
all model-selection choices are fixed from pre-B/C training/-
validation information and are not retuned on environments
B or C. Means and uncertainty intervals in the reviewer-
grade figures are calculated from the five seed-level outcomes;
batches and individual flows are not treated as statistical
replicates.

For baseline calibration on the original random all-feature
capture, the 2,087,508 flows are partitioned 70/15/15 into
train/validation/test sets, with an anomaly prevalence of ap-
proximately 8.86%. The validation partition is used for mod-
el/threshold selection where applicable, and the class-weighted
DNN explicitly tests whether imbalance handling explains the
result. The held-out test partition is used only for the reported
baseline-calibration metrics.

Component attribution uses a matched factorial design:
baseline DNN; Ca?* gate only; Laplacian only; Ca?* gate
plus Laplacian; full model; ¢ = 0; random amplitude-
matched, time-shuffled, phase-shifted, and constant-mean
Ca?* controls; fixed-threshold and no-metaplasticity controls;
gap-junction, CICR, and SERCA ablations; and a shuf-
fled synapse—cell map . The logged reviewer runs use
a =1, = 02, v = 07, § = 1, ¢ = 0.75,
Am = 0.5, and Laplacian coefficient 10~%; baseline and
single-component controls switch only the mechanism under
test. A separate feature/split analysis compares random/all-
feature, chronological/all-feature, chronological/no-address-
no-port-no-time, and chronological/traffic-only conditions.

III. RESULTS

The Results focus on the experiments that directly test the
proposed Ca?*-modulated learning, including the five-seed
chronological comparison, factorial ablations, and matched



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

TABLE I: Calcium simulator per-cell state vector (30 slots). Units are ;M/ms where applicable.

Idx Code Quantity Units Used in ML, Brief role in CalComSim
1 E ER Ca%t uM No Store Ca2t; source/sink in ER-cytosol exchange
((®)).
2 I 1P3 uM (a.u.) No Second messenger driving CICR; evolves via ((10)).
3 Vips IP3R max flux ms ™! No Scales IP3-mediated release in ((6)).
4 C @40 Cytosolic Ca®* uM Yes Primary signal; mapped to synapses ((4)), smoothed
((19)).
5 Ky ER leak/forward exchange ms~ ! No Exchange term in ((8)).
6 Ko (6K2) SERCA half-saturation M No Nonlinearity of uptake in ((7)).
7 Ky Ca®™ half-saturation (IP3R) M No Nonlinearity of release in ((6)).
8 kout (8kout) PMCA/NCX extrusion ms— ! No Linear efflux (lumped as k) in ((7)).
9 S99 SERCA capacity factor a.u. No Scales Vsgrca in ((7)).
10 ks (10kf) Forward channel rate ms™! No Auxiliary gating for CICR.
11k, (11kp) Pump rate ms™! No Auxiliary pump kinetics.
12 kgeg (12kdeg) IP3 degradation ms ™! No Decay term in ((10)).
13 Kr IP3 half-saturation M No Nonlinearity of release in ((6)).
14 n Hill exponent (Ca2T) — No Cooperativity in ((6)).
15 m Hill exponent (IP3) — No Cooperativity in ((6)).
16 p Hill exponent (SERCA) — No Cooperativity in ((7)).
17  Vserca SERCA capacity uM ms~ ! No Uptake term in ((7)).
18 VpLc PLC production rate p#Mms 1 No Production term in ((10)).
19 K, PLC half-saturation M No Nonlinearity in ((10)).
20 kg IP3 degradation rate ms ™! No Decay in ((10)).
21 kp Diffusion coefficient ms ™! No Scales Laplacian in ((5)).
22 ag Junction logistic bias — No Baseline in open-probability ((14)).
23 a1 Sensitivity to |¢; — ¢;] — No Slope for transjunctional drive in ((14)).
24 K (24K) Generic dissociation M No Channel/pump tuning constant (implementation slot).
25 asz Sensitivity to (¢; + c;) — No Slope for local facilitation/inactivation in ((14)).
26 gmax Max junction conductance a.u. No Conductance for HH state in ((16)).
27  pun (27phh) Open—open probability [0,1] No Junction state; contributes to g;; ((17)).
28  puL (28phl) Open—closed probability [0,1] No Junction state; contributes to g;; ((17)).
29  pLua (29plh) Closed—open probability [0,1] No Junction state; contributes to g;; ((17)).
30 p Half-open conductance fraction — No Scales HL/LH conductance in ((16)).

TABLE II: Single-term coefficient isolation retained from the
original study. The astrocyte-derived term £C; () is held fixed.

Active term « B 0 o Acc. (%)
Reference 0 0 0 0 27.50
Local 2 0 0 0 50.06
Heterosynaptic 0 0.2 0 0 72.05
Somatic/BAP 0 0 07 0 80.00
Supervisor 0 0 0 1 73.95
(a) 8k/8k (b) 10k/10k
08.95

Accuracy (%)
o o
o (=) o
Accuracy (%)

No Ca2t  with ca2t

No Ca2t  with ca2t

(c) 7k/3k (d) 6k/4k
9 99.81

86

Accuracy (%)

-

ot [=}

o (=) o
i :
Accuracy (%)

-

ot [=]

o (=] o

No Ca2t  with ca2t

No Ca?t  with ca?t
Fig. 2: Fixed-size split diagnostic, retained only for continuity
with the submission. The revised claims use the stronger
calibration and chronological analysis below.

controls.

A. Coefficient and Legacy Diagnostics

The single-term study isolates the activity-dependent compo-
nents of Eq. (22) while holding the multicellular term fixed
(Table II). Each term changes learning, with the largest isolated
effect produced by the somatic/BAP component.

The fixed-size splits showed large apparent gains against
an untuned architecture-matched DNN (Fig. 2). A separate
model diagnostic also showed that, from 10 to 30 epochs, TP
increased from 1924 to 2159 while FP fell from 1072 to 613

and FN from 423 to 188. Component attribution is instead
based on the matched factorial experiment in the following.

B. Leakage-Controlled Temporal Evaluation

The primary evaluation uses the three temporally separated
CTU-13 Neris captures as sequential environments and pre-
serves their chronological order. To reduce reliance on dataset-
specific identifiers, source and destination addresses, ports, and
absolute time are removed from the input representation. This
setting therefore evaluates whether the models can adapt to
changes in traffic and attack distributions using traffic-derived
features rather than memorising persistent identifiers.

We compare the proposed Ca?*-modulated model with
matched adaptive DNN baselines under the same architecture,
data order, label availability, and optimisation budget. Results
are reported across five random seeds. As shown in Fig. 3, the
full Ca®t model achieves the highest mean environment PR-
AUC, FI score, and balanced accuracy, while also producing
the lowest mean cumulative false-negative count among the
principal adaptive comparators. Class-weighted learning and
EWC remain competitive, whereas replay exhibits greater vari-
ability across seeds. The differences indicate that the benefit of
Ca?* modulation lies in improving adaptation under temporal
distribution shift rather than simply increasing performance.

C. Factorial and Mechanistic Attribution

The factorial decomposition in Fig. 4 separates the con-
tribution of Ca?*-dependent gating from conventional reg-
ularisation. Laplacian regularisation alone remains close to
the baseline, whereas Ca?t gate-only, Ca?t plus Laplacian,
and the full model consistently achieve higher performance.
Setting the multicellular Ca?* coefficient to zero (¢ = 0)
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Fig. 3: Five-seed comparison under the leakage-controlled chronological protocol, with address-, port-, and absolute-time
features removed. Points denote individual seeds, red markers indicate means, and black intervals denote uncertainty.

shifts performance back toward baseline. Random amplitude-
matched, time-shuffled, and constant-mean Ca?* controls re-
tain part of the performance gain, indicating that the benefit
is associated more strongly with Ca?*-dependent metaplastic
regulation than with the exact temporal waveform of the
simulated Ca?™ signal.

Biophysical and structural ablations further clarify where

this sensitivity arises. Removing gap-junction coupling, CICR,
or SERCA produces comparatively small changes in adapta-
tion PR-AUC, whereas removing metaplasticity or shuffling
the astrocyte-to-synapse mapping () leads to the largest in-
creases in cumulative false negatives. Representative dynamics
show that C; — 6;, the signed modulator, and the gradient
multiplier 1 + A,,m; vary across environment transitions,
confirming that the Ca?* pathway provides state-dependent
modulation rather than a constant rescaling of the learning
rate.
Runtime. On the same workload and machine, the baseline
DNN requires 13.82 s wall time and 1.93 s user CPU time;
executing Ca?t dynamics during training requires 24.20 s
and 3.86 s, respectively. The present prototype therefore in-
curs 1.75x wall-clock, 2.00x user-CPU, and 2.99x profiler-
reported peak-memory overhead.

IV. DISCUSSION

The results show that astrocyte-informed Ca?* modulation
can improve adaptation under temporal distribution shift when
compared with matched adaptive DNN baselines. Under the
leakage-controlled chronological protocol, the full Ca?* model
achieves the strongest mean performance across the primary
metrics, including PR-AUC, F1, balanced accuracy, and cu-
mulative false negatives. The factorial analysis attributes most
of this improvement to Ca®t-dependent gating rather than
Laplacian regularisation alone, while suppressing the multi-
cellular contribution (¢ = 0) shifts performance back toward
the baseline. At the same time, random amplitude-matched,
time-shuffled, and constant-mean Ca2t controls retain part of
the performance gain. The results support a broader role for
Ca?*-dependent metaplastic regulation in controlling learning.

The mechanistic ablations further indicate that the main
task-level sensitivity lies at the interface between multicel-
lular Ca?*t state and synaptic plasticity. Removing CICR,

SERCA, or gap-junction coupling alters the simulated bio-
logical dynamics but produces comparatively small changes
in aggregate PR-AUC. In contrast, removing metaplasticity or
disrupting the astrocyte-to-synapse mapping () produces larger
increases in missed detections. Together with the observed
variation of C; — 6;, the signed modulator, and the gradient
multiplier across environment transitions, this suggests that the
computational effect arises primarily from the state-dependent
conversion of Ca?*t activity into local plasticity control.

This interpretation also defines the biological scope of the
model. IP;-mediated release, SERCA uptake, and gap-junction
diffusion are based on established astrocytic mechanisms,
whereas the fixed mapping (), per-synapse normalisation, and
supervisory contribution are engineering abstractions intro-
duced to couple the biological model to the DNN.

The additional biological dynamics introduce a measurable
computational cost. In the current implementation, Ca?-
coupled training increases wall-clock time by 1.75x and peak
memory use by 2.99x relative to the matched DNN imple-
mentation. Because the present implementation is a research
prototype, there is also scope for reducing this cost through
implementation-level optimisation, including precomputation
or caching of Ca?* trajectories where closed-loop coupling is
not required. Future work should therefore examine external
datasets, alternative architectures, and more tightly closed-loop
coupling between neural activity and astrocyte dynamics.

V. CONCLUSION

We introduced an astrocyte-informed learning framework that
couples multicellular Ca?* dynamics to metaplastic gradient
modulation in a DNN. Under a leakage-controlled chrono-
logical evaluation of CTU-13 Neris traffic, the full CaZt
model achieves the strongest mean performance among the
evaluated adaptive baselines and reduces missed detections
under temporal distribution shift. Factorial ablations show that
Ca?*-dependent gating, rather than Laplacian regularisation
alone, accounts for most of the observed improvement, while
removing the multicellular Ca?* contribution substantially
reduces the benefit. Matched signal controls show that the
metaplasticity and the astrocyte-to-synapse mapping have the
strongest effects on missed-attack performance. These results
support a cross-scale computational principle in which multi-
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Fig. 4: Five-seed factorial decomposition under the leakage-controlled chronological protocol.

cellular state regulates artificial plasticity, while broader gen-
eralisation and more biologically faithful closed-loop coupling
remain open directions.
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