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ARTICLE INFO ABSTRACT

Keywords: As industrial internet-of-things (IIoT) networks grow, the need for reliable communication, accurate
Reconfigurable Intelligent Surface (RIS) positioning, and strong security is essential. Traditional security methods, like public key infrastruc-
Physical-Layer Security ture (PKI), are effective but can be vulnerable to denial-of-service (DoS) attacks due to their heavy
Industrial IoT computational and communication loads. This paper introduces a dual-mode reconfigurable intelligent
Machine Learning surface (RIS) system that combines secure communication with physical position verification. The
Device Authentication system uses two modes: a communication mode that uses a 64 X 64 RIS elements to improve signal
Signal Processing strength, and a localization mode that divides the surface into four sections to create unique location

fingerprints. By combining signal strength and phase responses with a simple machine learning
model, we create a reliable map for verifying device locations. The proposed protocol links digital
identities to these physical fingerprints, allowing the system to track moving devices securely without
constant re-authentication. Experimental tests on a real hardware setup show that dividing the RIS into
sections significantly improves tracking accuracy compared to standard methods. The system achieves
over 99% accuracy in complex indoor settings, offering a practical and secure solution for industrial
applications without needing extra expensive infrastructure.

1. Introduction and do not shape the propagation environment for local-
ization observability. In practice, the competing objectives
and constraints of industrial deployments, such as limited
infrastructure budget, device mobility, and frequent layout
changes, make a single-purpose strategy insufficient. Many
IIoT scenarios need a practical, integrative approach that
can enhance communication performance where needed
and produce location-dependent observables for trustworthy
position verification, without large additional hardware or
operational overhead.

Reconfigurable intelligent surfaces (RIS) have emerged
as a promising enabler for integrated designs. By reflecting
and phase-shifting incident signals, RIS panels provide a
low-power, low-profile way to modify the local propaga-
tion field, offering gains in coverage, interference manage-
ment, and received SNR [6]. For positioning, programmable
surfaces can structure multipath and produce controllable,
location-dependent channel signatures that augment conven-
tional sensing and fingerprinting [7, 8]. These features make
RIS attractive for IIoT deployments where retrofitting active
radios is costly, but placing passive, reconfigurable elements
is feasible. However, the RIS design space is multidimen-
sional. Unit-cell quantization, surface partitioning strate-
gies, and control protocols all influence trade-offs among

Industrial internet-of-things (IloT) applications, such as
autonomous guided vehicles, robot navigation, asset track-
ing, and safety zoning, demand wireless infrastructure that
delivers both reliable connectivity and precise, timely de-
vice localization. Indoor industrial settings pose significant
challenges for these requirements due to building penetration
losses, metallic structures, dense machinery, and frequent
reconfiguration, leading to severe multipath, persistent shad-
owing, and dynamic propagation conditions. These factors
make dense anchor deployment, frequent site re-surveys,
or dedicated sensing infrastructure costly or impractical,
while simultaneously motivating solutions that enhance link
quality and enable location awareness using the existing
wireless infrastructure [1], [2].

Traditionally, communication and localization have been
developed and optimized as separate problems. Classi-
cal positioning approaches, including time-based ranging,
angle-of-arrival estimation, and radio fingerprinting, usu-
ally assume a static propagation environment or abundant
anchors and synchronized reference signals [3], [4], [5].
Communication-centric designs instead prioritize metrics
such as signal-to-noise ratio (SNR), throughput, and latency,
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Beyond positioning accuracy and communication reli-
ability, industrial IIoT systems have strict identity and trust
requirements. Safety-critical or access-controlled operations
often require not only device authentication, but also proof
that the device is physically where it claims [9]. While
conventional cryptographic frameworks, such as public key
infrastructure (PKI) utilizing elliptic curve cryptography
(ECC), offer robust guarantees for identity and message
integrity, their high computational and communication over-
head can introduce vulnerabilities to denial-of-service (DoS)
attacks [10]. To address this issue, transmitter localization
serves as a complementary security layer, enabling the sys-
tem to identify and filter malicious requests originating from
suspicious or redundant physical locations. Furthermore,
by analyzing the spatial consistency of moving nodes, the
system can implement a ‘“delegation of trustworthiness,”
maintaining a node’s verified status as it transitions between
adjacent positions. This motivates architectures that com-
bine cryptographic identity proofs with physical-layer infor-
mation, such as channel measurements or engineered prop-
agation patterns, to provide a location-dependent fingerprint
that is hard to replicate remotely [6]. This integrating raises
new design questions: how to generate robust, discrimina-
tive physical fingerprints under realistic indoor multipath,
how to bind those fingerprints to cryptographic identities,
and how to verify them without degrading communication
performance.

Despite progress in RIS-aided communications, RIS-
enabled sensing, physical-layer authentication, and classi-
cal fingerprinting, there is limited prior work integrating
these components into an end-to-end, experimentally val-
idated architecture for industrial constraints [11, 12, 13].
Communication-focused RIS studies often optimize for link
quality without considering localization observability or
identity verification. Physical-layer authentication research
usually assumes passive channel observations without active
control of the propagation environment. Many localization
studies remain theoretical or rely on dense infrastructure that
is impractical for IIoT retrofits. As a result, an integrated
system that addresses communication reliability, location
verification, and cryptographic identity binding, while being
feasible on realistic hardware, remains an open challenge.

In this paper, we address that challenge by proposing a
practical dual-purpose RIS architecture and an end-to-end
protocol that combines controlled RIS probing, lightweight
machine learning, and cryptographic binding to support
both communication and location-based identity verifica-
tion. The architecture operates in two modes: a communi-
cation mode that configures the full RIS surface to enhance
link SNR when high throughput or robustness is needed,
and a localization mode that partitions the surface into four
quadrants and reconfigures each independently to produce
location-dependent channel observations for training and
running a classifier for position verification. These modes
are managed within a protocol that couples a standard cryp-
tographic handshake (PKI/ECC) with a physical-layer verifi-
cation step, so that an asserted identity is accepted only when

the device’s cryptographic claim and the verified physical
fingerprint match. A key feature of the protocol is the smooth
transition phase, which tracks device mobility between ver-
ified positions without requiring full re-authentication at
every step, reducing computational overhead during contin-
uous operation. In general, the main contributions of this
paper are summarized as follows:

1. We present a dual-mode RIS system design that alter-
nates between global RIS configurations for commu-
nication and quadrant-partitioned RIS probing for lo-
calization, together with practical optimization algo-
rithms for both modes based on Hadamard codebook
search (see Algorithm 1 and Algorithm 2).

2. We develop an offline manifold construction and
lightweight ML pipeline that fuses received signal
strength (RSS) and channel phase response (CPR)
features from RIS quadrants to form robust spatial
fingerprints, and we train a classifier for coordinate
verification that achieves near-perfect accuracy in
experimental evaluation.

3. We design an integrated authentication protocol that
binds PKI/ECC identity assertions to physical-layer
verification through RIS-probed channel estimates,
augmenting cryptographic identity with location-
dependent evidence; we detail the verifier’s decision
rule and analyze resistance to impersonation, mod-
ification, and replay attacks under an explicit threat
model.

4. We implement the complete system on a laboratory
testbed with a 6464 element RIS panel and software-
defined radio front-ends, and we provide an exper-
imental evaluation that quantifies the fundamental
tradeoff between communication gain and localization
observability, demonstrating that quadrant-based par-
titioning substantially outperforms global optimiza-
tion for localization tasks.

The experimental validation reported here uses dedi-
cated RIS hardware and software-defined radios in a con-
trolled indoor environment with four reference positions (see
Section 4 for hardware and measurement details). The results
demonstrate the practicality of the proposed approach under
the tested scenarios. Extending the evaluations to denser spa-
tial grids, multiple simultaneous mobile devices, and longer-
term environmental variability are important directions for
future work and are discussed in Section 5.

The remainder of this paper is organized as follows.
Section 2 reviews related literature to highlight existing de-
sign gaps, followed by the formulation of the system model
and a detailed breakdown of the dual-mode RIS control and
authentication protocol. Section 3 presents the experimental
setup, including testbed configuration, dataset construction,
and an analysis of the ML-driven empirical results. Finally,
Section 4 addresses current limitations and suggests avenues
for future research, with concluding remarks provided in
Section 5.
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2. Background and Preliminaries

This section reviews the current state-of-the-art and dis-
cusses the preliminary functions used in this study.

2.1. Overview of the current state-of-the-art

In [14], the authors proposed a rigorous theoretical anal-
ysis, as they derived fundamental position and orientation
error bounds for RIS-assisted localization using the Fisher
information matrix (FIM), providing algorithm-independent
insights into the best achievable accuracy. That analysis
uniquely addresses both position and orientation estimation
and highlights the critical role of near-field RIS opera-
tion, offering clear design guidelines regarding RIS size,
placement, and geometry for future 6G localization sys-
tems. However, the work is limited by its idealized assump-
tions, as it does not consider practical hardware impair-
ments, control quantization, mobility, or multi-user scenar-
ios, nor does it propose concrete estimation algorithms to
approach the derived bounds. In [15], the authors combined
the RIS technology with orthogonal frequency-division mul-
tiplexing (OFDM) to develop an improved resource allo-
cation strategy for multiple users in a far-field scenario.
Although this method allows RIS-enhanced networks to op-
erate efficiently while avoiding complex and costly channel-
estimation procedures, the authors acknowledged that the
performance of the proposed technique can be influenced
by mobility, multi-path propagation, and localization pre-
cision, thereby highlighting the need for further research.
The authors in [16] provide a RIS-assisted time difference
of arrival (TDOA) localization approach that can signif-
icantly improve positioning accuracy in non-line-of-sight
(NLOS) scenario and challenging propagation environments
by introducing controllable reflected paths, while remaining
compatible with existing 5G infrastructure and avoiding the
need for major hardware changes at user end.

Building on these foundational works, recent research
has moved toward integrating security and localization
through data-driven and cross-layer frameworks. In [8],
a “coded environment” concept is introduced where RIS
panels are used to create unique spatial signatures for
data-driven indoor localization, demonstrating that passive
surfaces can effectively replace complex active hardware
for spatial awareness. This shift toward advanced model-
ing is further refined in [17], where the authors utilize
Kolmogorov-Arnold Networks (KAN) to extract intricate
spatial features from RIS-enhanced channels, achieving
superior localization accuracy with fewer parameters than
traditional neural networks. Beyond positioning, the security
potential of RIS has been explored in [18], which demon-
strates how RIS can facilitate physical-layer secret key
generation to maintain secure vehicular communication even
under DoS attacks. This security paradigm is extended to
mobility management in [19], where a lightweight handover
authentication protocol is proposed to ensure seamless and
secure transitions in RIS-aided vehicular networks. Finally,
[20] integrates these concepts into a comprehensive cross-
layer authentication framework that combines physical-layer

channel characteristics with upper-layer protocols, offering
a robust defense against identity-based threats.

The use of RIS enhances geometric diversity and strength-
ens TDOA measurements, making the system more ro-
bust than conventional 5G TDOA methods. However, the
approach relies on precise time synchronization between
base stations and accurate RIS phase control, which can
be challenging in practical deployments. Additionally, the
algorithm may suffer from increased system complexity,
sensitivity to channel estimation errors, and limited scal-
ability in dense multi-user scenarios. In [21], the authors
propose using RIS not only as a passive reflector but as
an active sensing tool. The RIS can adaptively change its
reflection patterns over multiple stages. This enables the
system to sense multipath propagation more effectively and
extract useful localization information. Instead of fixing the
RIS pattern, the authors train a machine-learning controller
long short-term memory (LSTM) neural network which
is used to generate RIS reflection patterns over time. The
LSTM learns from past pilot signals to choose the next
RIS configuration. It is very suitable for indoor and dense
environments. The main drawbacks of this paper are that
it depends extensively on a data-driven learning approach,
which requires training an LSTM network and may suffer
from generalization issues when the environment changes
or differs from the training data. The method increases
system complexity because it needs adaptive RIS control
and real-time inference, which can be challenging for low-
power or large-scale RIS deployments. In addition, the
paper provides limited theoretical analysis making rigorous
comparison with classical localization methods difficult.
Finally, the results are mainly based on simulations, with
no experimental or hardware validation, which leaves the
practical feasibility of the proposed approach insufficiently
demonstrated.

In intelligent radio systems, programmable metasurfaces
play an important role in enhancing physical-layer security
through defensive and adversarial operations. In addition, re-
configurable metasurfaces can be manipulated by intelligent
attackers to conduct covert passive eavesdropping or active
deception attacks [22]. On the other hand, metasurfaces
employing chaotic modulation enable simple and secure
encryption at the physical layer without requiring complex
digital decryption [23]. Accordingly, the proposed model
employs RIS technology not only to improve the channel
conditions but also as a spatial verifier. By dynamically con-
figuring the RIS sub-surface quadrants, the system creates a
spatially unclonable multipath fingerprinting vector. Since it
is infeasible for an adversary to physically occupy the precise
location of the legitimate receiver, the spoofed/replayed
message would exhibit a non-correlated physical signature,
thereby enabling early rejection of such attacks at the phys-
ical layer itself. This is the key idea behind the study. For
simplicity and clarity, the notations used in the proposed
method are presented in Table 1.

Mahmoud A. Shawky et al.: Preprint submitted to Elsevier

Page 3 of 16


https://

Elseveir

Dynamic Switching

Communication Mode
Full Surface Utilization (N elements)

ML Algorithm
Channel Map

hoR ( | > "2

~ -

0, o,

0, Q.

~
~
~

B

Localization Mode
Quadrant Partitioning (0_,)

Figure 1: Graphical Dual-mode RIS operation. The left panel shows full surface configuration for constructive interference, while
the right panel illustrates quadrant partitioning for independent probing and ML-based localization.

Table 1
Summary of key notations and symbols.

Symbol Description

Network & Architectural Parameters

J Total APs, AP, Vje(l, .., J}

1 Total loT devices, D, Vi e {1,...,1}
L Total grid positions, P, VI € {1,..., L}
N Total RIS elements, N = N, X N,

N, N, RIS elements along horizontal/vertical axes
0, RIS quadrant, r € {1,2,3,4}

X Grid resolution/inter-spacing (m)
Channel & Signal Metrics

SNR Signal-to-noise ratio

h . h, AP-RIS/RIS—device channel vectors
RSS Received signal strength

CPR Channel phase response

RIS™  Optimal RIS configuration for P,

Positioning & Security Terms

P, Ground-truth physical position

P Estimated position from ML, .

P Device-claimed position

ML,,, ML-based position verification model
PPs TA-generated public parameters

PKI/ECC Public key infrastructure/ECC

2.2. System modelling
This section presents the system architecture and pro-
vides a detailed description of the proposed method.

2.2.1. System architecture

The system architecture of the proposed method consists
of four entities defined as the administrator (Trusted author-
ity; TA), number of J access points (APJ Vj=1{1,--, J}),
number of I mobile IoT sensors (D;,Vi = {1,-,1}),
reconfigurable intelligent surface. The following describes
the role of each entity in the network.

1. Administrator: The TA oversees all network terminals
and has sufficient computational capabilities to en-
roll and register different entities, ensuring that only

authenticated and authorized entities can participate
in the network. The TA is responsible for managing,
authenticating, and securing the communication link
between AP; and D;. Additionally, it generates and
disseminates the system’s public parameters P Ps. In
the event of suspicious activity or security threats such
as a DoS attack, the TA is the only entity authorized
to revoke a user’s access to the network.

. Access points (AP;): APj is working as a secure

and reliable communication bridge between D; and
the TA, using OFDM communication system. Also,
it contains phased array antenna, which is a beam
formed towards the RIS. In addition, it may also send
probing packets to D; passing through the RIS for
channel estimation and creating a channel map for the
working area “area under test”. The area under test is
divided into a grid of L positions (P,, vi={1,--,L} )
with an inter-spacing distance x per meter. The esti-
mated channel map is used for efficient localization
for D; located in each position P;. Moreover, it may
act as an intermediary relay during the handshake pro-
cess, relaying authentication messages or credentials
between the D; and the trusted authority. Furthermore,
each AP, maintains a reliable connection with the
smart controller of the RIS located within its commu-
nication region, enabling A P; to dynamically manage
and adjust the RIS configuration.

. IoT sensors D;: physical devices that collect and

generate data from the industrial environment e.g.
(robot, vacuum cleaner). It also responsible for de-
tecting physical changes and generate data that drives
monitoring, control, and decision-making and directly
communicate with the AP; in its communication
region. Besides it has on-board bidirectional wireless
communication device, which allows D; to securely
communicate with APj. Additionally, this OBU is
equipped with an indoor localization chip to estimate
its position P,.
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4. Reconfigurable intelligent surface: The RIS com-
prises N (N = N, X N,, where N, and N, are the
number of reflectors in the x and y directions) meta-
surface reflectors strategically deployed to establish
robust communication and localization links between
APj and D, located in P,,VI € {1,...,L}. Accord-
ingly, the RIS operates in two distinct modes: In
the communication mode, all N RIS elements are
configured to constructively interfere in the direction
of the designated device D;. In the localization mode,
the RIS elements are divided into four quadrants
(Q,, Vre{l,... ,4}), with each quadrant indepen-
dently configured to target D; located at position
P,. This configuration generates distinct channel esti-
mates for each P; across the quadrants. The collection
of these channel estimates, referred to as the dataset,
forms a channel map that facilitates efficient local-
ization through a machine learning algorithm. The
system determines the optimal configuration of each
quadrant Q, corresponding to each specific location
P,. This approach significantly enhances the localiza-
tion accuracy of mobile IoT sensors, particularly in
complex industrial environments characterized by low
SNRs.

The interaction between these entities and the tiered func-
tional separation of the proposed method is illustrated in
Figure 2. The architecture is partitioned into four main
operations: administration by the TA, Control by the AP;,
propagation and RIS configuration, and sensor, to facilitate
a secure communication pipeline where the TA manages
global security parameters, the AP; executes M L. posi-
tion verification logic, and the RIS dynamically reconfigures
the physical environment to optimize either signal strength
or localization precision for the mobile IoT sensors.

3. Scheme Modelling

Generally, the scheme consists of two stages: the offline
mode and the online mode.

3.0.1. Stage 1: Offline mode

This mode of operation comprises two phases, the com-
munication and localization phases. In each phase, the RIS
is configured in different ways defined as follows.

1. Communication phase: In this phase, the whole RIS
of N elements are configured in away that maximises
the SNR of the reflected signal towards the desig-
nated user D;, located in different locations P;, VI =
{1, .-+, L} in the area under test, constituting the opti-
mum RIS configuration RISIOI”,VI ={1,-,L}.

2. Localization phase: In this phase, each RIS quad-
rant Q,, Vr € {1,...,4} is configured in away that
maximises the SNR of the reflected signal towards
the designated user D;, located in different locations
PVl = {1,--,L} in the area under test, consti-
tuting the optimum configuration of each quadrant

RIS VI = {1, L}, r={1,.4}.

Subsequently, the channel is probed using M OFDM prob-
ing packets transmitted from AP, to each destination D,
located at position P, VI € {1,---, L}, via the RIS under
two settings.

1. Communication settings: In this step, the optimum
RIS configuration RIS} associated with a specific
position P; is obtained by maximizing the SNR value
towards the device D, located at position P,. This
process is performed for all the positions P, , VI €
{1, -, L}, constituting a list Listi‘;’g = {(RIS;”” :
P, (RIST" : Pp)}.

2. Localization settings: In this step, the optimized RIS
configuration of each quadrant RI SIOP I’Q’, Vr =

{1,---,4} is employed for channel estimation éth’
at the receiver D;, located at position P, VI €
{1,---, L}. This process yields the channel chart or
dataset of the localization mode, denoted as Dataset'%

RIS =
loc .. loc loc
{{Dataseth,l, DatasetQAbl by {Dataseth’L,
DatasetlQ”Z,L }}, where Datasetgcl = {éh?j, T éhf,[”l ,

vIi={l,-,L},r = {1,---,4ﬁ}. Subsequently, the
obtained dataset Datasetl};’; s is split into 80% for
training and 20% for testing the machine learning
model M L;,.. The trained M L;,. model is then
employed for accurate localization, as demonstrated
in the online mode.

3.0.2. Stage 2: Online mode

In this mode, an initial cryptographic handshaking pro-
cess is initiated to verify the legitimacy of the newly added
device D;, which is initially located at position P;. This is
accompanied by precise channel-based localization. Sub-
sequently, the location of D; is periodically monitored to
ensure smooth transitions between adjacent positions as it
moves from P,. Any anomalous or irrational transitions
between locations may indicate suspicious activity, thereby
triggering a re-execution of the initial handshaking pro-
cedure for D;. This mode generally consists of two main
phases: the initial handshaking and localization phase, and
the smooth transition phase. The following outlines the steps
involved in each phase.

1. Initial handshaking and localization phase: This phase
employs a traditional public key infrastructure (PKI)-
based authentication mechanism utilizing the ellip-
tic curve cryptosystem (ECC). Generally, this phase
consists of two main steps: the initialization and
registration step, and the handshaking and localization
step.

e [nitialization and registration step:

(a) An elliptic curve E of the form ¥ =x3+
ax + b, defined over a finite field, is con-
structed by TA with order g, ensuring the
non-singularity condition 4a+27b% # 0. A
base point P is chosen to generate a cyclic
subgroup of order ¢, forming the basis for
elliptic curve cryptographic operations.
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(b) The TA generates its master secret key
mkrp, € ZZ and computes the correspond-
ing public parameter pky 4 = mky 4+ P. The
system public parameters are then defined
as pp = {a,b,p,q, P, pk,}. Accordingly,
the TA generates secret keys sk p , sk 4 P, €
Z; for each entity D; and AP;, respectively,
and computes their associated public pa-
rameters as pkp = skp - P and pkAPj =
sk 4 P P.

(c) Then, the TA issues long-term digital cer-
tificates for D; and A P;, denoted as Cert, =
(Pkp,.Tr:0T4) andCertAPj = (pkAPj,TR,
o7 4), Where Ty represents the expiration
date, and oy, is the TA’s signature on
the certificate contents, generated using the
master secret key mkrp 4.

(d) Finally, the TA creates a certificate revo-
cation list (CRL) containing revoked ve-
hicle certificates and distributes the tuple
(CRL, pp, CertDl_/APj) to each terminal D,
and A P; within the network.

o Handshaking and localization step:

(a)

(b)

()

(d)

In this step, AP; broadcasts the message
M, = (CertAPj,Tl,aAPj), where Oap, is
the signature on the tuple, generated using
the secret key sk 4 p, at timestamp 7.

D;, in turn, replies by M, = (CertDi, PPs,
P, T,,0p ), where o, is the signature on
the tuple,’ generated lising the secret key
skp, at timestamp 7, P, is the estimated
location of D; using its OBU, and PPs is a
number of probing packets used for channel
estimation.

During the receiving of M,, AP; dynami-
cally changes the RIS configuration of each
quadrant RISIO’”’Q’, Vr = {1,---,4} asso-
ciated with the revived position P, € M,,
constituting Ch : {Ch!, -, Ch2*}.
Finally, AP; classifies the position of D;
using Ch as an input to the trained model
MLy, to obtain P/ and verifies whether
the estimated position Pl’ matches 13, If yes,
APJ- check the freshness of T,, finds out if
Cert D, € CRL, and finally, verifies op, €
M,.
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2. Smooth transition phase: This phase focuses on the
real-time tracking of the incremental movements ex-
hibited by D; as it transitions between its current posi-
tion P, and neighboring positions within the working
area. The primary objective is to ensure high-precision
localization and seamless communication while main-
taining low computational overhead. In this context,
the RIS dynamically reconfigures its surface elements
to enhance the SNR and improve channel estimation
accuracy for each position update. This approach en-
ables the delegation of D;’s trustworthiness across
various P, VI =1, -+, L, situated along its trajectory
between distinct end-point locations. In general, this
phase comprises the following steps.

e RIS configuration adjustment step: In this step,
the RIS is optimized based on D;’s commu-
nication or localization requirements. For in-
stance, if AP; is directly communicating with
D; by sending or receiving messages or control
commands, the entire RIS surface is config-
ured towards D;’s location. This is because
configuring the full RIS yields higher SNR
and throughput compared to configuring only
a single quadrant. Consequently, the RIS is
optimized to its optimal configuration, RI Slop '

for the position P;. Simultaneously, AP; man-

ages the localization process by optimizing the

RIS configuration for each quadrant, denoted

as RI SZ,’ZZ)Q’, Vr = {1,2,3,4}, correspond-

ing to P;’s neighboring positions Pjuew. In this
scenario, AP; requests localization data from

D;, and in response, D; sends the tuple M; =

(CertDl_ ,PPs, p,new, T3, op, ). Subsequently, APj

estimates the channel state information, Ch =

{CAth,,jw,---,CAthnﬁw}, for each quadrant, and

classifies it using the localization machine learn-

ing model M L ,. to obtain the estimated posi-
tion PJ,,. It then verifies whether P/, matches

Jnew Jnew
the claimed position Pyuew. If the positions match
and Ppnew is a neighboring position to P, then
APj continues to trust D;; otherwise, the system
flags the transition as suspicious, triggering the
subsequent re-authentication step.

o Crypto-based re-authentication step: In this step,
APj check the freshness of T;, finds out if
Certp € CRL, and finally, verifies 6, € Mj.
Then updates Pl’,,m, to be the current position.

Note that the localization step is performed at fixed
time intervals v, where 7 represents the transition
time from position P, to Pjsew. This interval is deter-
mined based on the average speed of D; (vp,) and the
interspacing distance x between adjacent positions,
such that 7 = x/v p, seconds. Figure 3 illustrates the
RIS-assisted localization workflow, highlighting the
interaction between offline dataset construction and
online real-time authentication.

STAGE 1: OFFLINE MODE

v

Phase 1: RIS Optimization
Determine R]SI"P” RISI”‘””Q'

Y
Phase 2: Channel Probing

» +Com loc
LlstR]S, DatasetRIS

Y
Phase 3: ML Training
Train ML,,. (80/20 Split)

Y
STAGE 2: ONLINE MODE |

v

Phase A: Handshake 0
Verify M|, M, & Est. Ch,

!

T
=
Y

Phase B: Transition

Update RIS at ¢

l

Location Valid?

NO (Suspicious)

]
8
>~
Y

Phase C: Re-auth
Verify M;, Update P,

Figure 3: Operational framework illustrating the transition
between the offline manifold learning phase and the online
real-time authentication phase.

4. Performance Evaluation

This section presents the experimental validation and
performance evaluation of the proposed RIS-assisted local-
ization and authentication framework. It is organized to first
describe the experimental setup and RIS configuration opti-
mization, followed by dataset construction, results analysis,
and a comprehensive security assessment.

4.1. Experimental setup

The experimental validation was conducted in a con-
trolled indoor environment, as illustrated in Fig. 4. The
hardware testbed centers around a RIS comprising 64 X 64
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Figure 4: Experimental setup and RIS configuration. (Top-left) Floor plan of the Laboratory showing the spatial distribution of
the USRP X300 transceivers and the RIS. (Top-right) Real-world laboratory environment featuring the RIS, Rx nodes, and USRP
controllers. (Bottom-left) Detailed view of the Tx antenna and the RIS interface controlled via USRP X300. (Bottom-right)
Visualization of the four distinct RIS phase-shift configurations (Q, through Q,) utilized for spatial multiplexing and signal

orientation.

unit elements. The system operates at a carrier frequency
of f, = 3.75 GHz with an OFDM waveform configuration
utilizing 256 subcarriers and a sampling rate of 200 kHz.
Signal transmission and reception are managed by Ettus
USRP X300 software defined radios (SDRs). The Tx is
equipped with a high-gain horn antenna positioned dr, =
2 m from the center of the RIS, while the Rx nodes employ
directive antennas. Both T'x and Rx antennas provide a
gain of 20 dBi. To characterize the spatial propagation envi-
ronment and facilitate manifold learning, the Rx nodes are

strategically positioned at angles of 30° and 60° relative to
the boresight of the RIS. During the channel probing phase,
four distinct RIS phase-shift configurations are optimized to
generate the necessary spatial diversity for the localization
dataset. Table 2 provides a comprehensive summary of the
system parameters and hardware specifications employed in
the experimental setup.
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Table 2
System and Experimental Setup Parameters

Parameter Value

RIS Element Grid

64 X 64 elements

Carrier Frequency 3.75 GHz

Waveform Type OFDM (256 subcarriers)
Sampling Rate 200 kHz

Antenna Gain (Tx/Rx) 20 dBi

Tx-RIS Distance 2m

Rx Angular Positions 30° and 60°

Tx Antenna Type Horn Antenna

Rx Antenna Type Directive Antenna
USRP Model Ettus X300

4.2. RIS configuration optimization

To establish a robust communication link and generate
the spatial diversity required for localization, the proposed
framework employs a two-tier optimization strategy. This
section details the identification of the global optimal RIS
state and the quadrant-specific configurations used to char-
acterize localized channel manifolds. The following subsec-
tions detail the optimization methodologies developed for
the global surface and the quadrant-specific RIS configura-
tions.

4.2.1. Global surface optimization

As outlined in Algorithm 1, the goal of the global phase
is to maximize the SNR at the target receiver by treating
the 64 x 64 RIS as a unified reflecting surface. Utilizing
a Hadamard codebook H of size 64 X 64 = 4096, the
surface is iteratively configured to test orthogonal phase-
shift patterns. For each configuration H;, the average SNR,
¥i»1is measured across the K = 256 subcarriers of the OFDM
signal. The resulting optimal configuration, RI SIOP !, ensures
the maximum power transfer for the legitimate link between
the T'x and the Rx positions (located at 30° or 60° relative
to the RIS boresight).

Algorithm 1 Optimization of Global RIS Configuration

(RIS™)
Initialization
1: Construct Hadamard codebook H = {H,, H,, ..., H} for 64 X 64
units
2: Define target position P, and initialize I’ = @

Full-Surface Channel Characterization

3: fori=1to L do
4: Apply Hadamard matrix H; to the entire RIS surface
5: Measure average SNR: 7, = % Z,’;l SNR,
6: I' =Tu{y;}
7: end for
Optimal Selection
8: Find optimal index: i* = arg max;(I")

9: return RIS" = H,.

4.2.2. Quadrant-wise manifold probing
To facilitate the offline training phase (Stage 1) described
in the operational flowchart, the RIS is subdivided into four

32 x 32 quadrants Q,, Vr = {1,2,3,4}. Algorithm 2 details
the process of optimizing each quadrant independently. Dur-
ing this phase, elements outside the active quadrant Q, are
set to a deactivation state (e.g., phase-shift ¢p = x) to min-
imize interference. By applying localized Hadamard con-
figurations H; € H,, the system identifies the quadrant-

sub>
specific optimal states R[ SIOP "Cr These configurations are

. . lOC .
plYotal for Fonstructmg Dataset ) ¢, as the}f provide 'the
unique spatial fingerprints necessary for manifold learning

and position verification.

Algorithm 2 Optimization of Quadrant-Based Configura-
tions (RIS!"9r)

Initialization

1: Define quadrants Q, € {Q{,Q,, 03,04}
2: Construct Hadamard codebook H,;, for 32 X 32 units
: Initialize Set,, =

Localized Manifold Probing
4: for each quadrant r = 1 to 4 do
S: Deactivate elements in RIS \Q,.
6: for j=1to L, do
7:
8

(98]

Apply H; € Hy,;, to quadrant O,
: Measure 7, ; at Rx positions
9: end for

10: Find local optimal: j* = argmax;(7, ;)
11:  Set,, « Set,, U{RIS" = H,.)
12: end for

13: return Set,,

While the continuous phase-shift optimization technique
offers theoretical limits, its non-convex nature makes it diffi-
cult to process in a timely manner. By utilizing an orthogonal
Hadamard-based discrete search over a spatial grid L, Algo-
rithms 1 and 2 pre-learn and map the optimal surface pat-
terns RIS;”" associated with each position P; offline. During
online operation, the RIS controller executes an instanta-
neous lookup of the pre-configured pattern matching the
receiver’s claimed position P, enabling seamless physical-
layer verification for dynamic mobile nodes. Furthermore,
because indoor multipath channels possess bounded spatial
rank and RIS panels operate under discrete B-bit phase
quantization, a finite number of spatial points and feasible
RIS configurations is sufficient for the considered environ-
ment/deployment area.

4.3. Dataset collection and visualization

Upon identifying the optimal global configuration RT.S%"

!

and the quadrant-specific configurations RI S[Op LCr (Vr €
{1,...,4}) for each reference position P, (VI € {1,...,4})
as depicted in Figure 4, the dataset construction phase was
initiated. The channel state information (CSI), specifically
the RSS and the CPR, was extracted for all four reference
positions by probing the environment with M = 1000
OFDM packets. Each packet consists of K = 256 subcarriers
with a cyclic prefix (CP) length of 64. These signals
were transmitted from an Ettus USRP X300 (T'x) to each
destination D; located at P, via the RIS under two distinct
operational modes:
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1. Communication Mode: Utilizing the full-surface opti-
mal configuration RI Slo” !

2. Localization Mode: Employing the quadrant-wise
configurations RI Slap " for all r € {1,...,4}.

This process yielded a comprehensive dataset of received
OFDM symbols, examples of which are illustrated in Figure
5. Asillustrated in Fig. 5(a-e), the RIS significantly enhances
the RSS at the designated receiver, D;. Notably, the SNR
achieved when the full RIS aperture is activated (Fig. 5(e))
exceeds that of the individual quadrant configurations (Fig.
5(a-d)). This gain is attributed to the constructive super-
position of reflections from the entire 64 X 64 element
array, all optimized toward D;. Consequently, the full RIS
mode is ideal for long-range communication where high
SNR is critical. In contrast, the individual quadrant con-
figurations provide the localized spatial diversity required
for high-precision localization, even though the operational
range is reduced due to the smaller effective aperture. This
observation highlights the fundamental trade-off between
localization resolution and communication range in RIS-
assisted systems. Note that, during the localization mode,
the acquisition of the CSI is controlled by a time-division
multiplexing (TDM) frame structure that consists of four
probing slots, where each slot corresponds to the separate
reconfiguration of RIS quadrants Q; to Q4. For each TDM
frame, OFDM pilot subcarriers (Block-type) are used to
estimate the channel via least square (LS) channel estimation
technique.

4.4. Results and discussion

Following the dataset acquisition, the data was parti-
tioned into an 80% training set and a 20% testing set to ensure
robust model evaluation. A comparative analysis of the
evaluated ML models was conducted to assess the accuracy
of localized position estimation for each destination D, at its
respective coordinate P, VI € {1,2,3,4}. The comparative
performance of the evaluated ML models is summarized in
Table 3. Among the nine candidate algorithms, the support
vector machine (SVM) demonstrates the highest efficiency,
achieving a near-perfect accuracy of 99.50% and leading
across all primary metrics, including average recall, pre-
cision, and F1-score. This superior performance is closely
followed by gradient boosted trees (99.00%) and neural
networks (97.75%), suggesting that the high-dimensional
channel state information features extracted from the RIS
configurations are highly separable when mapped through
non-linear kernels. A more comprehensive analysis of the
top-performing models is provided in Table 4, which de-
tails the F1-scores across the four reference positions (P, -
P,). The SVM model achieves perfect classification scores
for positions P; and P,, indicating that the quadrant-wise

RIS configurations (R1 S;’p I’Q’) at these coordinates produce
unique and highly distinct spatial fingerprints, see Figure 6d.
Even for the more challenging positions (P; and P,), the
SVM maintains a robust F1-score of 0.9900.

In contrast, simpler distance-based models such as near-
est neighbors (k-NN) exhibit significantly lower perfor-
mance, with an accuracy of only 40.63%. The failure of
k-NN to characterize the environment suggests that the
relationship between the CSI manifold, comprising RSS and
CPR, and the physical location is not a simple Euclidean
proximity problem. Instead, the success of the SVM in-
dicates that the optimized RIS reflections create complex,
localized signal patterns. These patterns require the high-
dimensional feature mapping provided by the SVM’s ker-
nel functions to effectively distinguish between legitimate
coordinates and potential authentication threats, thereby
validating the proposed dual-tier optimization framework.

To investigate the impact of spatial granularity, we ana-
lyze the performance degradation of the Logistic Regression
model as the number of active RIS quadrants is reduced, as
summarized in Table 5. The results reveal a direct correlation
between the spatial degrees of freedom and the fidelity of
the localized channel manifold, where the transition from
four quadrants (97.13% accuracy) to three (96.25%) shows
marginal loss, indicating that the system remains sufficiently
over-determined to maintain high-precision authentication.
However, a significant performance collapse is observed
when moving to a single quadrant, where accuracy drops
to 74.50%, suggesting that a restricted subarray provides
insufficient spatial entropy to uniquely fingerprint the envi-
ronment. This decline is particularly evident at position P,,
which exhibits the highest sensitivity to aperture reduction.
Ultimately, these findings validate the proposed quadrant-
wise optimization strategy, proving that while the full 64x64
aperture is necessary for maximizing communication gain,
the subdivision into multiple spatial quadrants is essential for
generating the unique phase responses and signal strength
variations required for robust, coordinate-based localization.

The evaluation of the “Whole RIS” configuration reveals
a critical performance bottleneck when global optimization
is applied to a localization-centric task. Despite utilizing
the full 64 X 64 aperture, the model achieves a localization
accuracy of only 74.38%, which is statistically comparable
to the performance of a single isolated quadrant (74.50%).
This phenomenon occurs because global beamforming fo-
cuses the RIS reflections into a single, high-gain dominant
path toward the receiver, effectively smoothing out the fine-
grained spatial variations in the CSI. While this maximizes
the SNR for communication, it simultaneously reduces the
entropy of the spatial manifold, making it significantly more
difficult for the ML model to distinguish between the unique
coordinates P; through P,. These results provide empirical
evidence that high-gain beamforming and high-resolution
localization are inherently at odds; the very process that
optimizes the link for data transfer suppresses the multipath
diversity required for precise fingerprinting. Consequently,
the transition from a unified “Whole RIS” mode to the
proposed “Four Quadrants” strategy is essential to restore the
spatial degrees of freedom required for robust coordinate-
based authentication.
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Figure 5: Characterization of received OFDM symbols under various RIS configurations: (a-d) quadrant-specific localization
settings, (e) baseline deactivated state, and (f) global communication optimization (RI.S;").

Table 3

Performance Comparison of Machine Learning Models for RIS-Assisted Localization and Authentication

Accuracy Avg. Recall Avg. Precision Avg. F1-Score

ML Model

Support Vector Machine (SVM) 0.9950
Gradient Boosted Trees 0.9900
Neural Network 0.9775
Logistic Regression 0.9712
Naive Bayes 0.9563
Random Forest 0.9550
Decision Tree 0.7938
Markov 0.6588
Nearest Neighbors (k-NN) 0.4063

0.9950 0.9950 0.9950
0.9900 0.9901 0.9900
0.9775 0.9781 0.9776
0.9712 0.9712 0.9713
0.9563 0.9593 0.9554
0.9550 0.9579 0.9546
0.7938 0.7966 0.7940
0.6588 0.7006 0.6693
0.4063 0.8214 0.3466

In the “RIS OFF” scenario, the system’s performance
serves as a baseline for the ambient multipath environment,
yielding a limited accuracy of “68.14%”. As shown in Table
5, the lack of reconfigurable reflections leads to a significant
degradation in spatial separability, particularly at position

P;, where the recall drops to a minimum of 0.5000. This sug-
gests that without the active phase modulation provided by
the RIS, the natural CSI is insufficiently distinct to overcome
the spatial correlation between the different destination coor-
dinates. The baseline results demonstrate that relying solely
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(a) Comparison of overall classification Accuracy across all evalu-
ated machine learning models.
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(c) Geometric distribution of Precision scores, highlighting the
models’ ability to minimize false positives.
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(b) Model performance profile based on the F1-Score, illustrating
harmonic balance between precision and recall.

SVM
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(d) Sensitivity analysis via Recall manifolds, depicting the models’
success in detecting authenticated signals.

Figure 6: Radar chart performance profiles of various machine learning models for RIS-assisted localization and authentication:
(a) Accuracy, (b) F1-Score, (c) Precision, and (d) Recall. The radial axes represent evaluated model architectures, highlighting

the performance dominance of the SVM and GBT configurations.

Table 4

Detailed Per-Position F1-Scores for Top-Performing Models
Model P, P, P, P,
SVM 0.9900 0.9900 1.0000 1.0000

GBT 0.9826 0.9900 0.9874 1.0000
Neural Network 0.9796 0.9559 0.9774 0.9975

on static environmental reflections is inadequate for reliable
authentication, thereby highlighting the necessity of the RIS
in shaping the wireless environment to create a robust and
high-entropy spatial manifold.

The results presented in Table 6 illustrate the significant
performance gains achieved through multi-modal feature
fusion, establishing that the integration of RSS and CPR

is vital for high-precision spatial authentication. While the
RSS-only configuration provides a robust baseline accuracy
of 93.38% by capturing coarse distance-dependent power
gradients, the CPR-only mode achieves 91.50%, reflecting
the fine-grained spatial phase shifts induced by the RIS
quadrants. However, the fusion of both metrics in the “Both
(RSS + CPR)” configuration yields a superior accuracy of
97.13%. This improvement suggests that RSS acts as a stable
anchor for the signal manifold, while CPR provides the
high-resolution angular sensitivity required to resolve spatial
ambiguities. Notably, position P, maintains a nearly perfect
recall of 0.9950 across all feature sets, indicating a highly
distinct spatial signature that is resilient to feature subsetting.
Ultimately, this ablation study confirms that leveraging the
full complex-valued channel information, rather than power
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Table 7
Comparison of the proposed RIS-assisted localization frame-
work with representative state-of-the-art approaches.

Configuration Metric P, P, P; P, Method Distance Antenna RIS Accuracy
Four Quadrants Recall  0.9650 0.9550 0.9700 0.9950 GBT [g] 1m  Directive On 82.40 %
(Accuracy: 0.9713) Precision 0.9797 0.9455 0.9700 0.9901 RHL-Net [17] 1m  Directive On 85.58 %

F1-Score 0.9723 0.9502 0.9700 0.9925 Proposed Method (SVM) 1 m  Directive On 99.50 %

Three Quadrants Recall
(Accuracy: 0.9625) Precision
F1-Score

0.9000 0.9250
1.0000 0.9250
0.9637 0.9250

1.0000 0.9950
0.9390 0.9901
0.9685 0.9925

Two Quadrants Recall
(Accuracy: 0.9413) Precision
F1-Score

0.9850 0.8050
0.9801 0.9527
0.9825 0.8726

0.9800 0.9950
0.8673 0.9755
0.9202 0.9851

One Quadrant Recall
(Accuracy: 0.7450) Precision

0.6950 0.6100
0.8176 0.6740
0.7514 0.6404

0.9000 0.7750
0.7004 0.8073
0.7877 0.7908

0.7250 0.9500
0.6532 0.9845
0.6872 0.9669

0.5150 0.7850
0.5568 0.7850
0.5351 0.7850

F1-Score
Whole RIS Recall
(Accuracy: 0.7438) Precision

F1-Score
RIS OFF Recall

(Accuracy: 0.6814) Precision

0.5000 0.7200
0.7353 0.7701

0.9250 0.8150
0.8810 0.6105

(Baseline) F1-Score 0.5952 0.7442 0.9024 0.6981

Table 6
Impact of Feature Selection (RSS vs. CPR) on Logistic
Regression Performance (Four Quadrants)

Feature Set Metric P, P, P, P,

RSS Only
(Accuracy: 0.9338)

Recall  0.8950 0.9200 0.9250 0.9950
Precision 0.9227 0.8720 0.9585 0.9851
F1-Score 0.9086 0.8954 0.9415 0.9901

CPR Only
(Accuracy: 0.9150)

Recall  0.9000 0.8750 0.8900 0.9950
Precision 0.8911 0.8537 0.9418 0.9755
F1-Score 0.8955 0.8642 0.9152 0.9851

Both (RSS + CPR) Recall 0.9650 0.9550 0.9700 0.9950
(Accuracy: 0.9713) Precision 0.9797 0.9455 0.9700 0.9901
F1-Score 0.9723 0.9502 0.9700 0.9925

or phase in isolation, is the optimal approach for minimiz-
ing localization error and ensuring secure coordinate-based
authentication.

The division of the N, X N, RIS array into |r| = 4 equal
quadrants (2 X 2) is chosen by evaluating the fundamental
trade-off between spatial localization resolution, effective
coverage range, and reflected SNR. Partitioning an RIS
into a higher number of sub-surfaces (|#| > 4) increases
spatial path diversity, which enhances localized positioning
accuracy close to the array. However, reducing the physical
aperture diameter D of each sub-surface scales down the
Rayleigh distance (dg = 2D?/ 1) and decreases the reflected
power. This significantly reduces the effective operational
distance over which accurate localization can be maintained.
The proposed 2 X 2 partitioning balances this trade-off by
preserving 1024 elements per quadrant on our 64 X 64

Note: For a fair comparison, all experiments were conducted by
the same research group in the same laboratory on Ettus Re-
search USRP X300 hardware with the same 64 x 64-element RIS,
horn/directive antenna pair, and OFDM settings.

panel, maintaining robust signal coverage across extended
indoor distances, while creating symmetric horizontal and
vertical spatial diversity. Furthermore, |r| = 4 produces an
8-dimensional feature vector (4 RSS + 4 CPR metrics) that
enables M L, . to achieve > 99% verification accuracy with
minimal probing latency.

From Table 7, the proposed framework provides higher
accuracy in localization than some representative state-of-
the-art RIS-assisted algorithms under similar conditions of
1-meter distance, directive antenna, and RIS-assisted sce-
nario. Specifically, the framework using the SVM classifier
is able to reach 99.50% of accuracy, which is higher than
GBT [8] and RHL-Net [17], achieving 82.40% and 85.58%,
respectively. In other words, there is a performance gain of
17.10% and 13.92%, compared to GBT [8] and RHL-Net
[17], respectively.

4.5. Security analysis

This part discusses the security strength of the proposed
method against impersonation, modification, and replay-
ing attacks through formal (i.e., random oracle modeling
(ROM)) and informal security analyses.

4.5.1. Formal security analysis under ROM

In this section, a formal security analysis of the crypto-
graphic handshake protocol and physical layer verification
process is provided using the ROM.

Hardness assumptions and threat model The security
strength of the ECC computations is based on the problem
of solving the elliptic curve discrete logarithm problem
(ECDLP) for the curve E : y*> = x> +ax+b (mod p) where
P is a point of order g. In addition, the assumptions made for
the physical-layer re-authentication part depend on the mul-
tipath channel fingerprint vector Ch = {CAhIQl s dth4}
evaluated by M L ,.. Accordingly, an active attacker £ is
modeled that has the capability to intercept, replay, and spoof
network communications, while not having the physical
ability to be at the same spatial location P, as D; (&, # P,).

Formal adversarial advantage bound By considering
hash functions as random oracles, we can see that the ad-
vantage of any polynomial time probabilistic algorithm &
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in forging a valid signature for a handshake or tricking the
M L;,,. cross layer verification scheme is bounded by:

ML Loc
1 Pdctection

Pr[Succg] < )+negl(/1),

ey

05Oy +0g) + (
q

where Q is the number of queries made to the random
hash oracle H(}, while Qg is the number of queries to
the signing oracle Oggy,. ¢ denotes the order of the cyclic

subgroup, Pdgiﬁ’gn is the probability of detection of the
ML, classifier, which is trained in the presence of a
physical-layer mismatch, and negl(4) is a negligible function

w.r.t. security parameter A.

Quantifying PdMLL"” The adversarial advantage bound

etection ML
in (1) includes the term P, ~'°  which requires explicit
detection

characterization to complete the security argument. Let D,
denote the distribution of the channel fingerprint vector
Ch= {éthI, o éth4} produced when a device occupies
position P;. An adversary £ at location &,. # P, generates
measurements drawn from D e & distinct distribution. For
& to bypass physical-layer verification while claiming po-
sition P, the classifier must output M LLOC((fh*) = P, on
a sample that did not originate from D;. This event is the
inter-class false positive: a fingerprint from the wrong spatial
distribution accepted as belonging to the claimed position.
We therefore define

M LLoc
detection

= 1~ maxPr [MLy,(Ch) =P, ‘ Ch~Dj].
J
2

This quantity is distinct from standard test-set accuracy,
which measures performance on samples drawn from the
same distribution as training. The empirical precision of the
SVM classifier, 0.9950 averaged across positions and 0.9900
at the worst-case positions (P; and P,, Table 4), provides
a direct lower bound: of all channel vectors the classifier
accepts as P, at most 1% originated from a different position.
This bounds the inter-class confusion probability at < 0.01,

giving Pi;jch‘gn > 0.99. Substituting into (1), and noting that

04Oy + Og)/q is negligible for 256-bit ECC parameters
(g = 2°°%), the total adversarial advantage satisfies

Pr[Succg] < 0.01 4+ negl(4). 3)

We note that this bound is empirically supported over four
reference positions; a denser spatial grid would tighten the
estimate. The physical-layer and cryptographic checks are
also independent security layers: an adversary who forged a
valid certificate (infeasible by ECDLP hardness) would still
fail the fingerprint check, since channel measurements can-
not be replicated from a different physical location without
occupying it.

Game-based reduction and security proof The secu-
rity reduction process occurs through a series of games
where both the challenger C and the adversary £ are in-
volved.

1. Setup phase: Entity C is responsible for initializ-
ing an elliptic curve E and calculating mky, €
Z* such that the system public parameters pp =
{a,b,p,q, P, pkt 4} are derived, where pky 4 = mky 4-
P. Entity C generates certificates for entities D;
and AP; as follows: Cert, = (pkp ,Tg,07,) and
CertAPj = (pkApj, Tgr, 07 4), respectively.

2. Query Phase: £ makes adaptive queries to the simu-
lated oracles:

e Hash Oracle (H ): C maintains an initially empty
tracking list L ;. Upon receiving a hash query on
message tuple m, C returns the cached value if

present; otherwise, it samples A, i ZZ, stores
(my, hy) in Ly, and outputs A,

e Signing Oracle (Oy,): For a signing query on
message M, = (Certp, PPs, P,T,) or M3 =
(CertDl_, PPs, lslnew,T3>, C checks L If un-

sign*

queried, C samples k; <$; Zz, computes valid
signature parameters op = (R;,s;) adhering
to standard ECDSA verification rules, updates
L and returns the generated signature.

3. Forgery and cross-layer decision: £ outputs a forged
tuple M;‘ = (Cert* _,PPs*,f’l*,Tz*,o;). To suc-
ceed, £ must satisfy two independent verification con-
ditions simultaneously at AP;:

(a) Cryptographic Verification: &€ must forge o7,
such that s - P = R} + H(M) - pkp, . By the
Forking Lemma, extracting two valid forgeries
for distinct hash outputs allows C to solve the
ECDLP instance a = logp(pk Di) in polynomial
time with probability egcprp = Pr[Succg] —
0s(Qpy +05)/4.

(b) Physical-Layer Verification: Even if £ replays
a valid tuple (CertDi,PPs,IS,,Tz,aDi) inter-
cepted from D;, AP; reconfigures the RIS quad-

rants RIS (vr € {1,...,4}) according
to claimed position f’l* Because &, # P,

sign»

the resulting channel estimate vector ¢h' yields
an uncorrelated spatial signature. The classifier
MLLoc(éh*) evaluates to position Pl’ # P,
causing immediate rejection at the initial veri-
fication step before certificate/CRL checking.

Consequently, the advantage Pr[Succ,] of forging a valid
authentication message or bypassing physical-layer binding
is computationally negligible, confirming that the proposed
scheme is provably secure under the ROM.
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4.5.2. Informal security analysis

The proposed mechanism resists various types of active
attacks such as impersonation, modification, and replay. The
resistance mechanisms are detailed as follows.

1. Resistance to impersonation: The proposed scheme
demonstrates robust resistance to impersonation by
multi-factorially binding a device’s digital identity to
its physical location. During the handshaking phase,
the AP; requires the IoT sensor D; to provide a valid
digital certificate Cert, signed by the TA, which is
cryptographically verified using ECC. Accordingly,
this digital claim is cross-validated against the de-
vice’s physical location P, using the M L, . classifier.
An adversary attempting to impersonate D; must not
only steal the private key sk, but also perfectly repli-
cate the unique RIS-modulated CSI fingerprint associ-
ated with that specific spatial quadrant. Since the RIS
quadrant configurations RI SIOP I’Q’, vr = {1,2,3,4}
generate location-specific scattering signatures that
are nearly impossible to spoof from a different phys-
ical coordinate, the AP; can immediately detect and
revoke any illegitimate access requests, ensuring only
authenticated entities at verified locations gain net-
work entry. In addition, the spatial resolution of
the physical-layer verifier is fundamentally bounded
by the spatial coherence distance of the channel,
p. =~ A/2. While the discretization grid spacing x
is selected for computational efficiency during map
construction, the feature vector exhibits high phase
sensitivity to sub-wavelength displacements (Ad >
A/4). Furthermore, because the four RIS quadrants
(Q; ... Qy4) probe the grid cell from distinct spatial
angles, an adversary positioned within the same grid
cell x but displaced by Ad > p, fails to match the
combined amplitude and phase responses across all
four quadrants simultaneously, preventing localized
channel spoofing.

2. Resistance to modification: The proposed scheme
ensures resistance to modification by employing el-
liptic curve digital signature algorithm (ECDSA) to
guarantee the integrity of all transmitted messages
(M, M,, M3). Every critical data packet, including
the timestamps and claimed position 13,, is hashed
and signed using the sender’s private key sk p_. Upon
reception, the AP; verifies the signature using the
corresponding public key pkp. Any unauthorized
alteration of the bitstream by an active attacker would
result in a cryptographic mismatch, leading to im-
mediate packet rejection. Furthermore, because the
localization process relies on sensitive RIS-modulated
CSI, any physical-layer tampering with the RIS phase
shifts would distort the quadrant-specific fingerprints.
This ensures that the M L;,. model would yield an
inconsistent position estimate PI’ , thereby exposing
the modification attempt during the spatial verification
stage.

3. Resistance to replay: The proposed scheme achieves
resistance to replay attacks by incorporating times-
tamps within the handshaking and transition phases.
Each message (M, M,, M3) includes a current times-
tamp T,,, which is protected under the digital signature
op,. Upon receiving a message, the AP; calculates
the transmission delay and compares it against a pre-
defined maximum threshold to ensure the freshness
of the packet. If an adversary captures a legitimate
authentication sequence and attempts to retransmit it
at a later time, the A P; will immediately detect the ex-
pired timestamp and reject the request. Furthermore,
the dynamic reconfiguration of the RIS quadrants
ensures that localization probes are time-dependent; a
replayed channel estimate would fail to align with the
real-time, randomized probing schedule managed by
the AP;, thereby preventing attackers from bypassing
security using previously recorded valid sessions.

5. Conclusions

This paper proposes a novel hybrid framework for RIS-
aided industrial networks that integrates high-precision lo-
calization with robust cryptographic authentication. By
employing a dual-mode operational strategy that uses the
full RIS surface for communication gain and quadrant par-
titioning for spatial probing, the system achieves a superior
balance between spectral efficiency and positioning accu-
racy. The implementation of machine learning classifiers,
particularly SVMs and gradient-boosted trees, on quadrant-
based channel maps yielded localization accuracies ex-
ceeding 99%, even in complex scattering environments.
Extensive simulations further reveal that the proposed RIS-
optimized configuration provides a significant SNR im-
provement compared to baseline deactivated states, ensuring
reliable connectivity in signal-attenuated zones. Further-
more, integrating the elliptic curve cryptosystem within
a PKI-based framework ensures that position verification
is inherently linked to device identity, thereby mitigating
impersonation and spoofing attacks. The proposed “smooth
transition” phase significantly reduces computational la-
tency by delegating trust across trajectories, making it highly
suitable for real-time industrial IoT applications such as
robotic navigation. This work validates that RIS technol-
ogy is not merely a passive relay but a dynamic tool for
enhancing physical-layer security and spatial awareness.
Future work will extend validation to multiple environments,
higher position densities, and NLOS configurations, address
multi-user interference scenarios, and evaluate the impact
of hardware impairments on the reliability of the ML-based
channel fingerprints.
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